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1. Definitions:

	BAN 
	Body Area Network 

	data collectors
	A network device, which is the recipient of sensor data reporting in a BAN network.

	Diswonnect
	Wireless Disconnect

	ECG
	An electrocardiogram is a noninvasive recording of the electrical activity of the heart.

	EMG
	Electromyography is a technique for evaluating and recording the activation signal of muscles.

	gateway device
	A network device, which connects the BAN network with an external network such as Internet or cell phone.

	MRI
	Magnetic resonance imaging  is a medical imaging technique used to visualize the structure and function of the body.

	outage
	ECG/EMG

	PNC
	Pico Network Controller 

	SAR
	Specific Absorption Rate

	TRD
	Technical Requirement Document

	Wonnect
	Wireless Connect


General
This technical requirement document (TRD) describes the technical aspects that TG6 standard must fulfill, such as performance-related issues, reliability issues and availability issues. These types of requirements are often called quality of service (QoS) requirements; other requirements are usually maintenance-level requirements or external constraints, sometimes called compliance. Technical requirements are summarized as any other specifications; they have a name and a unique identifier. Technical requirements are documented in the same manner as any specifications, including a description, an example, a source or references to related technical requirements and a revision history.

TG6 needs to effectively define and manage requirements to ensure they are meeting needs of the BAN users, while proving compliance.

Ideally, requirements are: 

• Correct (technically and legally possible) 

• Complete (express a whole idea or statement) 

• Clear (unambiguous and not confusing) 

• Consistent (not in conflict with other requirements) 

• Verifiable (it can be determined that the system meets the requirement) 

• Traceable (uniquely identified and trackable) 

• Feasible (can be accomplished within cost and schedule) 

• Modular (can be changed without excessive impact) 

• Design-independent (does not pose a specific solution on design) 

Each requirement must first form a complete sentence, containing a subject and a predicate. These sentences must consistently use the verb “shall”, “will” or “must” to show the requirement's mandatory nature, and “should” or “may” to show that the requirement is optional. The whole requirement specifies a desired end goal or result and contains a success criterion or other measurable indication of the quality. 

TRD needs to capture these levels of user requirements, maintaining intelligent traceability and change impact analysis between them. 

Typical constraint requirements can specify: 

• Performance 

• Interfaces 

• Security 

• Safety 

• Reliability 

• Availability 

• Maintainability 

An efficient way of writing better requirements is to ensure they are clearly mapped to test cases. Making sure each requirement is clearly verifiable from the start, not only helps prepare later phases of the project, it also puts the developer in the correct state of mind. Requirements and their associated tests must also indicate what the system should not do, and what happens at the limits (degraded mode). 

This rule also applies for compliance requirements: indicating how they shall be tested is a good way to write better requirements.

TRD need to implement a reliable and repeatable change control process that helps turn this challenge into an opportunity. 

By providing examples and counter-examples of good requirements and documents, IEEE can enhance the quality, consistency, and completeness of the requirements. These can originally be templates, industry standards and rules inside a repository, such as the IEEE server. 

Requirement typical sentence construction

Defects to avoid:

· Vagueness
· Weakness
· Over specification
· Subjectivity
· Multiplicity 
· Unclear meaning 
· Implicit meaning
Some words to be used with caution:
“adequate”, “applicable”, “appropriate”, “approximate”, “bad”, “best practice”, “between”, “clearly”, “compatible”, “completely”, “consider”, “could”, “down to”, “easy/easily”, “effective”, “efficient”, “equivalent”, “excellent”, “good”, “his/her”, “however”, “ideal”, “etc”, “in order to”, “include but shall not be limited to”, “least”, “like”, “low”, “maximise”, “may”, “most”, “minimum/mal”, “must”, “nearly”, “necessary”, “needed”, “normal”, “or”, “possible/bly“, “practicable”, “provide”, “quality”, “readily”, “relevant”, “safe/ly“, “same”, “should”, “significant”, “similar”, “so as”, “subject to”, “substantial”, “sufficient”, “suitable”, “support”, “target”, “typical”, “up to”, “user friendly”, “whether”, “will”, “with”, “worse”.
2. Introduction

This document provides the technical contents of the project to develop PHY and MAC protocols for Body Area Network. This document will provide guidance on how to respond to a call for proposals. As for any communication protocol, the reference model used for this standard is the following: 
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Figure 1, Reference partitioning

This document serves two purposes.  First, it summarizes the applications presented in response to BAN Study group and TG6 Call for Applications. Second, it describes and defines the fundamental requirements implied by applications but not necessarily stated explicitly. 

3. BAN Technical Characteristics Summary

The intended standard will define the PHY and MAC layers for short range, wireless communication in and around the body area. The standard aims to support a low complexity, low cost, ultra-low power and highly reliable wireless communication for use in close proximity to, or inside, a human body (but not limited to humans) to satisfy an evolutionary set of entertainment and healthcare products and services. The project will also address the coexistence.

3.1.  High level description 

The standard intends to address both medical/healthcare applications and other non-medical applications with diverse requirements. The medical applications cover continuous waveform sampling of biomedical signals, monitoring of vital signal information, and low rate remote control of medical devices. The non-medical applications include video and audio, bulk and small data transfer, command and control for interactive gaming etc. Dependent on the application, the BAN devices may require a network of anywhere from a few sensor or actuator devices communicating to a piconet controller (PNC), which can be implemented in a handset or PDA or a laptop. In another example, potentially hundreds
 of sensors and actuators (such as EEG) can communicate to a gateway device through which they are connected to a local or wide area network
, such as the Internet. 

Devices for the above applications are usually highly constrained in terms of resource such as CPU processing power, battery capacity and memory size and operate in unstable environments. At the same time, medical sensors and actuators may have to be physically small to be wearable or implantable. The gateway device may also have some form of resource constraints. However, they are typically less constrained than the medical sensors or actuators.  

The devices would operate indoor, outdoor in home, hospital, small clinic, fitness center etc. There may be interference from and to the other devices in the environment. Patients may simultaneously have both medical application and non-medical application, and both wearable and implantable applications on/in its body. 

Because of the space limitation and location dependent characteristics of medical information, it is unlikely to deploy redundant medical sensors for vital information collection. As a result, there is little redundancy in the traffic. Depending on the philosophy of medical application, the major traffic tends to be point-to-multipoint (e.g. stimuli) and multipoint-to-point (e.g. ECG). Therefore the traffic flow can be asymmetric. During diagnosis, doctor may investigate a parameter in a command/response mode. The “downstream” traffic (commands) is coming from the gateway to a particular sensor or actuator. 

Applications are likely to have very different requirements in terms of the amount of data to be transferred. Most of biomedical and vital signals tend to be periodic and of low frequency. The packet generation interval can vary from 1ms to 1000s. Other applications, such as motion detection and fall detection for the elderly or disabled people, can be event-based and therefore communications related to these events can be bursty. Some applications may involve transmitting a log file once a day, with typically Kbytes of data. Some medical sensors may detect alarm conditions. Some applications require prioritization of messages. Raw data may be used to generate alarm conditions. Time crucial alarm packets are expected to have higher priority than sensing data. 

Remote medical monitoring and control applications can be “open loop” or “closed loop”. In the former case, sensor data makes its way through a gateway device to the caregiver, who may decide to take an action, and send control information to the actuators in the network. It is envisioned that the “closed loop” control is the future trend, in which packets will flow over local loops without intervention from the caregiver
. Close loop control may have a latency requirement that can be 100ms to seconds. In many of these applications, if the packets do not arrive within the specified interval, the system may enter an emergency alarm state, often with live or dead indication. 

Non-medical application category includes interactive games, sports/fitness and real-time multimedia. The real time video and audio traffic are particular sensitive to the end-to-end latency and latency variance. For example, the end-to-end latency in interactive game should be less than 250 msec.
3.2.  Overall requirements

Given the broad range of possible applications space, the key feature for this standard must be to address the issue of scalability in terms of data rates, power consumption, network size, and security. In some cases the tradeoff for speed or security may increase power consumption or indeed for improved quality of service. Other tradeoffs will need to be addressed in either or both the MAC or Physical layers. This project should formulate and propose the methods that this can be achieved, whilst demonstrating the key goals of improved energy efficiency is indeed achieved.
Anticipated high-level characteristics of the MAC and PHY layers are summarized as follows.

· The BAN should be able to recover from link & node failures. 

· Typical link data rate should be some tens of kb/s in most of the cases. However, raw data rate up to 10 Mbps is expected in some applications, and low data rate of 10kbps should be supported in some medical applications; the data rate requirements of Section 5 shall be met.
· The power consumption shall 
allow for self-powered operating time without intervention from several hours to several years, depending on applications. 

· The QoS support shall be provided as defined in Section 8. 

· Security shall be energy efficient with minimal overhead and support at least authentication, data integrity and encryption operations when needed; 

· Coexistence between BANs, coexistence between BAN and other wireless technologies, and coexistence of BAN in medical environments (EMC/EMI) shall be addressed;

· SAR into the body shall satisfy the relevant regulatory requirements as specified in section 15.
Specific detailed requirements associated with these characteristics are described in the sections that follow. 

4. Topology

The network components may be in close proximity to, or inside, a human body. Some examples of body area network links are shown in Fig. 2. 
Note the special case of the head, which has most of sensory nerves for video, audio and other sensors. Also the eyes are most sensitive to SAR issues. 
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Figure 2.
	Link
	Description

	A - B
	Through the hand

	C - D
	Through the wrist

	E - F
	Torso, front to back

	G - H
	Through the thigh

	I - J
	Through the ankle

	K - L
	Left ear to right ear

	M – N
	Glucose sensor to Glucose pump


The nodes located on the torso and head will not move much relative to each other, however the nodes located on extremities: legs and arms may move relative to each other and the nodes on the torso and the head.
 Bi-directional links operating with deep, temporary fades are required; 

The network should be workable without requiring complex set up procedure (simple wireless connection and disconnection) and shall tolerate dynamic insertion and de-insertion of nodes into a network. 
 The insertion and de-insertion time should be less than 3 seconds. 
Typical medical network consists of 6 nodes. The network configuration should be efficiently scalable up to 256 nodes
. 

5. Bit Rates 

The bit rate is categorized the following way:
· Individual link bit rate. This defines link between two BAN nodes. At least one mandatory bit rate per frequency band shall/should
 be supported.
· Individual link bit rate (at PHY-SAP) should be between at least 10 kb/s at the low end, and 10 Mb/s at the high end.
6. Transmission range 

Transmission range from a BAN node to another BAN node, except implant communications, of at least 3 meters should/shall (?)
 be supported for the lowest link bit rate in proposed frequency band.
 At this transmission range
, the packet error rate (PER) shall be less than or equal to 10% for a 256 octet payload with a link success probability of 95% over all channel conditions as specified in the channel model document. A link success probability of 95% is defined as the PER averaged over the channels that result in the 95% best performance at a given Eb/N0 for a channel mode, i.e., the PER performance due to the worst 5% channels at a given Eb/N0 should not be included in the average PER calculation. Note that Eb is computed as the average multi-path signal energy, averaged over the channel realizations for each channel mode. 


7. Security 

Medical BAN applications have substantial privacy and human safety and even financial implications. Security and privacy are key concerns of patients, doctors and medical service providers. During the transmission of encrypted physiological data, patient identifiers should be particularly protected from overhearing. 
Denial of Service (DoS) occurs when network traffic is beyond the capacity of the systems. DoS is associated with the effects of both intentional act of malicious users and unintentional excessive peak network utilization.
The following security functions should be considered:

· Device authentication

· Data integrity

· Data encryption



Multi-level security is desired so that each application can choose a level that best suits its needs. For example camera pill may not need strong encryption and authentication process. However, pacemakers may need strong authentication process.  Devices need to be interrogated by authorized personnel for the lifecycle of the product. The use of such mechanisms is optional, according to application requirements and perceived threats.  Some applications may support some security functions but not others.
Because security and privacy protection mechanism require a significant amount of computational resource and storage resource, the mechanism should be energy efficient and lightweight. When supported, the highest level of security shall be equal to or stronger than that provided by AES 128 bits (FIPS-197) [14].  Lower levels of security may be provided to enable applications to choose an appropriate level given expected threats and available resources.
Consideration
 should be given to secure device pairing (or association). The pairing process is a process to create trust. It consists of device authentication and key exchange. In one example, security keys could be securely pre-installed or exchanged via a secure out-of-band channel or via an in-band channel and mutual authentication to prevent 'man in the middle' attacks. In another example, distance based authentication utilizing Rx power or ranging could be applied to support repeated pairing on devices with limited user interface.

BAN devices should successfully complete the pairing process before engaging in secure data communication with other BAN devices. The pairing process should be easy for a qualified user to initiate and should be easy to use with limited user interaction required. 

To support interoperability, the pairing process should define at least one key exchange technique and one device authentication technique. The pairing process should also provide hooks to various exchange and device authentication techniques defined by implementation.

Novel security mechanisms are needed for applications to account for 

1. The longevity of implanted devices.  (Doctor may need to calibrate the device once a year or so.  Patients may relocate to a different geographic region.)

2. Medical staff cannot be expected to play the role of network administrator who can set up and manage authentication process.  Hence, limited user interaction during security configuration is desirable.

3. Inability of the user to provide key information when needed.  (e.g. devices should be accessible to paramedics/medics in a trauma condition.  However, in such situations, the unconscious user may not be able to provide authentication information)
4. Cost and form factors may prevent a device from presenting a significant user interface (e.g., keypad, display) 

8. Quality of Service (QoS)

QoS is an important part in the framework of risk management for BAN applications. QoS support should be a major focus of PHY and MAC. The critical factor is the reliability of the transmission, meaning that appropriate error detection and correction methods, interference avoidance methods
, or any other suitable techniques should be provided at PHY and MAC level. Other QoS measurements include point-to-point delay and delay variation. QoS provisions should be flexible such that they can be tailored to suit application needs.
The QoS parameters have a strong impact on MAC and PHY layers:
· Real time communication is required for some applications. Reliability, latency and jitter (variation of one-way transmission delay) shall be supported for applications that need them. The latency in medical applications should be less than 125 ms. 
· 
· 
· The latency in non-medical applications should be less than 250ms and jitter should be less than 50 ms. 
· 
Capability of providing fast (<1 sec) and reliable reaction in emergency situations and alarm message
, which have higher priority than others, shall be provided after the network has been set up. One such requirement is to transmit an “Emergency” condition that the BAN node has detected.  In medical applications this might be BAN sensor detection of heart beat stoppage, excessively low or high blood pressure or temperature, excessively low or high blood glucose level in a diabetic patient. Another example may be battery dying in the BAN device. It is OK to not to engage in power consumption saving, while this transmission is in progress. It may be desirable to increase the transmit power for this type of transmission, to get through any kind of interference.
· Power saving mechanism (such as duty cycling) shall be provided, whilst not impacting application latency requirement.
· Channel migration mechanism should be considered to provide the required reliability. .

· Periodical traffic and burst traffic should be effectively supported.

9. Power Consumption

In some applications, the device (complete communication system including PHY and MAC) should operate while supporting a battery life of months or years without intervention; whereas others may require a battery life of tens of hours due to the nature of the application and/or physical constraints on the size of the devices. For example, cardiac defibrillators and pacemakers have a lifetime of more than 5 years, whereas swallowable camera pills typically have lifetime of 12 hrs. Most
 of the non-medical applications have stand-by power requirement of 100-200 hours and active power requirement of several hours.

Ultra-low power operation is crucial for longevity of implanted devices. In some applications energy scavenging techniques may be employed which may alleviate the need for a battery.  

Peak power consumption and average power consumption shall be minimized to support small form factor battery and maximize battery life. It is common for low duty cycle devices to shut down radio and CPU resource for most of the time. In a typical wireless system idle listening and overhearing consumes a significant amount of power.  Efficient and flexible duty cycling techniques are required to minimize idle listening, overhearing, packet collision and control overhead.  An efficient power saving (sleep) mode is desirable, in particular for low duty cycle devices that transmit sporadically. In addition the coordination of nodes should not induce frequent wake up of nodes. These mechanisms should be supported by the MAC and PHY layers.


10. Coexistence and Interference Resistance

BAN devices shall co-exist with other BAN devices and legacy devices. The devices may need to operate in an interference environment by having attributes to deal with interference ingress (interference coming into the PHY layer) and interference egress (interference caused by the PHY layer). The attributes may be adjusted by higher layer (above PHY layer) management. 

The devices must be able to operate in high noise, high multipath and dynamic environment. The PHY layer must be able to sustain an appropriate level of co-channel and out-of-band interference. Both medical application in hospital, small clinic, healthcare center and home have to be considered, along with wearable entertainment applications.
MAC and PHY should support co-located operation of at least 10 randomly distributed BANs in a volume of 6*6*6 meters. The expected performance is described in section 6. In particular, implantable BAN and wearable BAN should gracefully coexist in-and-around the body. A fair bandwidth sharing among collocated BANs and graceful degradation of service is desirable for high duty cycle application, while uncoordinated operation is acceptable for low duty cycle applications. Medical applications may be given higher priority than entertainment non-medical applications when bandwidth is scarce.

11. Form Factor

The PHY and MAC components 
should be capable of fitting into form factors 
consistent with wearable and implant applications. The critical point is that this generally includes the battery and the antenna parts. 
The proposer will describe their volume size and present to TG6.
12. Body Channel Interface: Antenna or Electrodes
No assumption is made about antenna radiation pattern. The antenna(s) should be specifically designed to operate in a body centric environment and handle the issues resulting therein, such as propagation through and around the body.  Other factors such as body movement, body shadowing, size, MRI safety, SAR, safety etc should be taken into consideration.  In medical applications, the antennas (devices) may be put where is best for underlying application, which is not always the best for radio wave propagation. 

13. Complexity 

Complexity should be minimal to enable mass commercial adoption for a variety of cost sensitive products. Complexity (e.g. gate count, die size, and source code size) and BOM should be minimized. In a number of applications, the components are to be considered as throwaway after use.

14. Mobility

Nodes should be capable of reliable communication when the body is on the move. It is accepted that the data capacity of a network might be reduced in such cases because of unstable channel conditions but data should not be lost. The considered applications may involve body movement induced by (e.g. twisting, turning, dancing, sitting, walking, waving arms, running etc.) which induce channel fading and shadowing effect. While individual nodes may move relative to each other, an entire BAN may move its absolute location. This absolute movement leads to a changing interference and coexistence environment. However, Doppler Effect is out of the scope.
15. Regulation and Specific Absorption Rate (SAR)

At the frequencies of operation of most wireless devices, the known health effects that centre around tissue is heating. BAN devices are quite low power and there is not enough power available for whole-body SAR to be a concern. However, since the device may be in close proximity to, or inside, a human body, the localized SAR could be quite large if all the available power is deposited in a small volume. The localized SAR into the body must be minimized. 

BAN devices shall comply with international or local SAR regulations. In Europe, the European Council Recommendation 519/1999/EC [10] for exposure guidelines has adopted the recommendations made by the International Commission on Non-Ionising Radiation Protection (ICNIRP Guidelines 1998). In the US, the FCC, Federal Communications Commission, sets the radio frequency safety guidelines that all phones must meet before being sold in the US [8]. The next table below provides an overview of the regulations regarding SAR local exposure (Head) in Europe, Australia, Japan and the US [8-10]. This limits the TX power in US < 1.6 mW and in EU < 20 mW.
	Region / Country
	-- Reference to --  

SAR measurement protocol
	Reference to SAR limit
	Limit

	Europe
	European Specification ES 59005 (1998) [12]
	ICNIRP Guidelines 1998 (ICNIRP 1998)
	2.0 W/Kg in 10g of tissue 

	Australia
	Australian Communications Authority (ACA) Standard (ACA RS 1999)
	Australian Standard AS/NZS 2772.1
	1.6 W/Kg in 1g of tissue

	Japan
	Ministry of Internal Affairs and Communications (MIC) Guidelines (MIC 2001)
	MIC Ordinance Regulating Radio Equipment 14.2
	2.0 W/Kg in 10g of tissue over 6 minutes

	US
	Federal Communications Commission (FCC) Guidelines (FCC 1997)
	American Standard ANSI C95.1 (ANSI 1992)
	1.6 W/Kg in 1g of tissue


There are two major IEEE standards relating to RF radiation.
· IEEE C95.1-1999 is the human exposure standard. The complete name is Standard for Safety Levels with Respect to Human Exposure to Radio Frequency Electromagnetic Fields, 3 kHz to 300 GHz. 
· IEEE C95.3-1999 is the measurement practices standard. 

The proposal shall comply with necessary communications and medical authority regulations. This is defined in Ref [11].
Devices shall comply with the regulatory requirements specified for the chosen frequency band by relevant authorities. If possible, a common worldwide frequency band is desirable to enable free travel of the BAN user worldwide.
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PLCP: PHY Layer Convergence Protocol











�Hundreds?


�It’s not necessarily the internet…


�What exactly does this mean and what is the implication for the BAN (as opposed to the, say, local loop)?


�From Philips


More detail summary from applications and usage case


�Should or shall? 


�Descriptive and vague


�Source for these numbers?  256 nodes?


�This is an 802 requirement.


�This cannot be guaranteed at the pHY/MAC level – it is at a higher layer.


�Lesser number of data at MAC level is good. 64 seems to be sufficient as the use case has a 32 channel ECG.


�Support of multicast is not necessarily trivial.  It might be a good solution to the control task described in the next sentence but is not the only one.  If only 6 nodes are supported, sending a message to individual nodes could be enough.  Let the proposal developers decide.


�


�


�Any discussion about 5%, 256 bytes, 95% ….


�1) What means “by a test” 2) “5% outage” in which environment? 


�Suggested by David, Zhanfeng and Jinmeng


� From Philips, To what level? What should be done at top of MAC?


�Definition and value of latency and jitter should be criteria document. 


�How to measure a 99.99% and in what condition? Can PHY and MAC do it?


�Definition? For all BAN devices?


�From Philips,


Need some number, can we talk about energy budget and duty cycle parameter? 


�Added by Samsung


�This is TRD, not a proposal requirement.


�Desirable at application level, impossible to enforce at MAC/PHY level.


�Why pick out the PHY components?  The whole system needs to fit, including any sensors and actuators.


�There will be more than one form factor…


�From Philips


Are we confusing terms here?


�Reference needs updating to 20080-406 and 407 and moving to chapter 16
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