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Request for Interpretations:

1) Submitted by Phil Beecher, Integration UK Ltd; 12 November 2007

Section 7.5.8.2.3 Incoming security processing. Sections c) and f) appear to be contradictory. How should the receiver behave when a frame is received with Security Enabled field set to 1 but when the security level in the frame is set to 0? Is this covered in c)? If so, what does f) refer to?

2) Submitted by Phil Beecher, Integration UK Ltd; 12 November 2007

We have been looking at the PHY section of 15.4-2006.  Section 6.1.2.2 Channel pages references phyPagesSupported in the PHY PIB, but I cannot find it in the PIB. Was this an omission? Did it ever get given an attribute ID value? 

3) Submitted by Phil Beecher, Integration UK Ltd; 8 January 2008

I think there is another problem with 15.4-2006, this time concerning association.  The spec describes the behaviour when a device disassociates, also when the coordinator refuses the association request, but it does not describe what should happen if a communication error occurs during the association process, causing the process to fail. I believe this was an oversight in the spec and that the behaviour should be described.

4) Submitted by Phil Beecher, Integration UK Ltd; 9 April 2008

Please could you clarify the behaviour of the MAC in the following situation?
A device is participating in a beacon-enabled network, tracking the beacon of its parent and generating its own beacon.  It receives a beacon from its parent in which the Superframe structure is changed in such a way as to cause the device’s outgoing beacon characteristics to knowingly violate the parent Superframe.
 

1) Should the device stop sending its own beacon?
2) Inform the next higher layer (NHL) that it has stopped, and if so how?
 

I think the answers to both these questions should be "yes", and that the device should inform the NHL by generating an MLME-SYNC-LOSS.indication with status of SUPERFRAME_OVERLAP.  This status enumeration was added in 15.4-2006 as a status for the MLME-START.confirm message to cover the condition described when it occurs during the MLME-START.request.
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Item 2

Mistake was made in the drafting, inadvertently an editor didn’t update the PIB, should be the channels supported not attribute PhyPagesSupported.  Clint proposed that the resolution is to change PIB name to PhyChannelsSupported.

Chair recessed the meeting for 5 minutes to allow the group to research the issue of item 3

Item 3

Phil explained that the association request primitive 

Meeting adjourned
Resolutions
Item 1)

No change required: 

Step a) in the procedure identifies the case where the Security Enabled subfield is set to zero and the security level thus becomes zero. It is this security level which applies throughout the rest of 7.5.8.2.3 except in the case of c), i.e. the case where the Security Enabled subfield is set to one. In this case, the procedure ensures that the Security Level subfield of the Security Control field is not zero - if it is, it rejects the frame at that point. So the apparently contradictory case in f) only applies when the Security Enabled subfield is set to zero.

This text could perhaps be clearer but this is the result of trying to write a logical procedure in something resembling English whereas a language with proper control flow constructs would have been more appropriate
Step f accepts an unsecured, "non bastardized" frame, provided that the recipient device does no expect a frame with "real" protection applied.

Step c deals with filtering out (rejecting) the bastardized case where one supposedly switches on protection (by setting the Security Enabled bit), but then "protecting" the frame with the "null" security level, i.e.., no confidentiality, no data authenticity.

Thus, Step c and Step f are not contradictory: Steps b-d just deal with bastardized cases, while the "real" processing starts at step e.

Item 2) 
Change required: 

The PHY PIB name used on page 29 in the second line of Clause 6.1.2.2 should be corrected to read as "phyChannelsSupported". Both the pages and channels supported within that page can be obtained via this attribute and provides the information that a "phyPagesSupported" PHY PIB Attribute would.

Item 3)

Change required:

15.4-2006 Page 181 section 7.5.3.1 Replace: “If the Association Status field of the command indicates that the association was unsuccessful, the device shall set macPANId to the default value (0xffff).”
 with
“If the Association Status field of the command indicates that the association was unsuccessful, or, if there is a communication failure during the association process due to a missed acknowledgement or the association response command frame is not received, the device shall set macPANId to the default value (0xffff).”

Item 4)

Change required:

The device should stop sending its own beacon and inform the next higher layer by generating an MLME-SYNC-LOSS.indication with status of SUPERFRAME_OVERLAP.

MLME-SYNC-LOSS.indication primitive definition must be expanded to include this case.

SUPERFRAME_OVERLAP must be added to the list of possible enumeration values for the LossReason parameter of the MLME-SYNC-LOSS.indication primitive.

SUPERFRAME_OVERLAP definition must be slightly modified.

Note:  

This status enumeration was added in 15.4-2006 as a status for the MLME-START.confirm message to cover the condition described when it occurs during the MLME-START.request.
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