March, 1994
      DOC: IEEE P802.11-94/xxx

January, 2006
 IEEE P802.15-06-0072-00-004b


IEEE P802.15

Wireless Personal Area Networks

	Project
	IEEE P802.15 Working Group for Wireless Personal Area Networks (WPANs)

	Title
	d3_draft_security_text

	Date Submitted
	[19 January, 2006]

	Source
	[Øyvind Janbu]
[Chipcon]
[Gaustadalleen 21, 0349 Oslo, Norway]
	Voice:
[ +47 22 95 89 19 ]
Fax:
[ +47 22 95 85 46  ]
E-mail:
[ o.janbu@chipcon.com  ]

	Re:
	[ ]

	Abstract
	[ This document contains unreviewed draft text for discussion on the d3 text for the 802.15.4b sponsor ballot. ]

	Purpose
	[Provide background information up for discussion.]

	Notice
	This document has been prepared to assist the IEEE P802.15.  It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor acknowledges and accepts that this contribution becomes the property of IEEE and may be made publicly available by P802.15.


7.1.1.1 (MCPS-DATA.request),  7.1.3.3 (MLME-ASSOCIATE.response) and  7.1.4.1 (MLME-DISASSOCIATE.response)  :

Add parameter IndirectMinimumSecurityLevel, that is stored in the transaction queue for indirect frames.

7.5.6.2

Replace lines 12-21, page 179, with
If macSecurityEnabled is TRUE, the device shall attempt to unsecure the frame using the unsecuring process described in 7.5.8.2.3. 

If macSecurityEnabled is FALSE, the device shall attempt to unsecure the frame using the unsecuring process described in 7.5.8.2.TBD. 

TBD :  If the status from the unsecuring process is not SUCCESS, the MLME shall issue the corresponding confirm or MLMECOMM-STATUS.indication primitive with the status parameter set to the status from the unsecuring process, indicating the error.

Add to 7.5.6.3

If macSecurityEnabled is TRUE and the frame is a data request command frame and there is pending data in the transaction queue for the originator of the data request command frame, the security level of the incoming frame (as SEC1) shall be compared with the indirect minimum security level of the frame in the transaction queue (as SEC2) according to the algorithm described in 7.6.3.3.1. If the comparison fails, the data request command frame shall not be processed further.

TBD :  Compared with the FIRST frame in the transaction queue.
7.5.8.2.3

The input to this procedure is the frame to be unsecured.

The outputs from this procedure are the unsecured frame, the security level and the status of the procedure.

It is assumed that the PIB attributes associating KeyDescriptors in macKeyTable with a single, unique device (link key) or a number of devices (group key) will have been established by the next higher layer.

a) If the security enabled subfield of the frame control field of the frame to be unsecured is set to zero, the procedure shall set the security level equal to zero.

b) If the security enabled subfield of the frame control field of the frame to be unsecured is set to one, the procedure shall set the security level to the security level subfield of the security control field of the auxiliary security header of the frame to be unsecured.
c) The procedure shall determine whether the frame to be unsecured meets the minimum security level by passing the security level, frame type and first octet of the MAC payload (i.e. command frame identifier for a MAC command frame) to the incoming security level checking procedure as described in 7.5.8.2.8. If the incoming security level checking procedure fails, the procedure shall set the unsecured frame to be the frame to be unsecured and return with the security level and a status of FAILED_SECURITY_CHECK.
d) security enabled = 0  ->  SUCCESS
e) The procedure shall obtain the KeyDeviceDescriptor, KeyDescriptor and DeviceDescriptor using the procedure described in 7.5.8.2.4. If that procedure fails, this procedure shall set the unsecured frame to be the frame to be unsecured and return with the security level and a status of UNAVAILABLE_KEY.

f) The procedure shall check that the frame counter field of the auxiliary security header of the secured frame is greater than the FrameCounter of the DeviceDescriptor. If this is false, the procedure shall set the unsecured frame to be the frame to be unsecured and return with the security level and a status of FAILED_SECURITY_CHECK. Otherwise, the procedure shall update the FrameCounter of the DeviceDescriptor with the value of the frame counter field of the auxiliary security header of the secured frame. If the FrameCounter is equal to 0xffffffff, the Blacklist flag of the KeyDeviceDescriptor shall be set. 

g) The frame counter field of the auxiliary security header of the secured frame, the ExtendedAddress element of the DeviceDescriptor and the Key element of the KeyDescriptor shall then be used to produce the unsecured frame according to the CCM* inverse transformation process described in 7.6.4.6.

h) The ordering and exact manner of performing the decryption and integrity check operations and the placement of the resulting decrypted data within the MAC payload field are defined in 7.6.4.6. 

i) If the security level specifies the use of encryption, the decryption operation shall be applied only to the actual payload field within the MAC payload, i.e., the beacon payload field (see 7.2.2.1.8), command payload field (see 7.2.2.4.3), or data payload field (see 7.2.2.2.2), depending on the frame type. The corresponding payload field shall be passed to the CCM* inverse transformation process described in 7.6 as the secure payload.

j) The remaining fields in the MAC payload part of the frame shall be passed to the CCM* inverse transformation process described in 7.6.4.6 as the non-payload fields.

k) If the CCM* inverse transformation process fails, the procedure shall set the unsecured frame to be the frame to be unsecured and return with the security level and a status of FAILED_SECURITY_CHECK.

l) The procedure shall return with a status of SUCCESS.

7.5.8.2.8

a) The inputs to this procedure are an incoming security level, the frame type and a command frame identifier.

b) The output from this procedure is a passed or failed status.

c) For each SecurityLevelDescriptor in macSecurityLevelTable:

i) If the frame type is not 0x03, check that the frame type is equal to the FrameType of the SecurityLevelDescriptor.
ii) If the frame type is 0x03, check that the frame type is equal to the FrameType of the SecurityLevelDescriptor and that the command frame identifier is equal to the CommandFrameIdentifier of the SecurityLevelDescriptor.

iii) If the result is TRUE, the procedure shall compare the incoming security level (as SEC1) with the MinimumSecurityLevel of the SecurityLevelDescriptor (as SEC2) according to the algorithm described in 7.6.3.3.1.

iv) If the comparison algorithm returns with a passed status, the procedure shall terminate with a passed status. Otherwise it shall terminate with a failed status.

v) If a matching SecurityLevelDescriptor was not found, the procedure shall terminate with a passed status.
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