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6.2 PHY Service Specifications
6.2.1. PHY Data Service

6.2.1.1. PD-Data.request

6.2.1.1.1 Semantics of the Service Primitive

The semantics of the PD-DATA.request primitive is as follows:


PD-DATA.request (



psduLength,



psdu,



PreambleType


)

Table 6 specifies the parameters for the PD-DATA.request primitive.

Table 6—PD-DATA.request parameters

	Name
	Type 
	Valid range
	Description

	...
	...
	...
	...

	PreambleType
	Enumeration
	TYPE_1, TYPE_2,  TYPE_3,  ..
	Optional. The preamble type of the PHY frame to be transmitted by the PHY entity.


6.2.1.1.2 When Generated

6.2.1.1.3 Effect on Receipt

6.2.1.2 PD-Data.confirm

6.2.1.2.1 Semantics of the Service Primitive

The semantics of the PD-DATA.confirm primitive is as follows:


PD-DATA.confirm (



status,



Timestamp



)

Table 7 specifies the parameters for the PD-DATA.confirm primitive.

Table 7—PD-DATA.confirm parameters

	Name
	Type 
	Valid range
	Description

	...
	...
	...
	...

	Timestamp
	Integer 
	0x000000-0xFFFFFF
	Optional. The timestamp with high resolution (see 6.8.3.3) of the PHY frame transmitted by the PHY entity. Implementation specific.


....

6.2.1.2.1 6.2.1.2.2 When Generated

6.2.1.2.2 6.2.1.2.3 Effect on Receipt

6.2.1.3 6.2.1.3 PD-Data.indication

6.2.1.3.1 6.2.1.3.1 Semantics of the Service Primitive

The semantics of the PD-DATA.indication primitive is as follows:


PD-DATA.indication (



psduLength,



psdu,



ppduLinkQuality,



PreambleType,



Timestamp

)

Table 8 specifies the parameters for the PD-DATA.indication primitive.

	Name
	Type 
	Valid range
	Description

	...
	...
	...
	...

	ppduLinkQuality
	Bitmap
	0x0000000-0xFFFFFFFF
	The 8 LSBs represent the link quality (LQI) value measured during

reception of the PPDU (see 6.9.8). 

Optional. The 24 MSBs represent the figure of merit information of a ranging operation (see 6.8.3.4 ).  

	PreambleType
	Enumeration
	TYPE_1, TYPE_2,  TYPE_3,  ..
	Optional. The preamble type of the PHY frame received by the PHY entity.

	Timestamp
	Integer 
	0x000000-0xFFFFFF
	Optional. The timestamp  with high resolution (see 6.8.3.3) of the PHY frame received by the PHY entity. Implementation specific.



6.2.1.3.2 
6.2.1.3.2 When Generated

6.2.1.3.3 6.2.1.3.3 Effect on Receipt

6.2.2 PHY management service

6.3 PPDU Format

6.3.1 General packet Format
6.2.1.4 
6.2.1.5 
6.2.1.6 
6.2.1.7 
6.3.1.5 PTI Field
The PTI field is xx bits in length and specifies the preamble length. For improved robustness the field contains redundant information to tolerate bit errors. Table 21a summarizes the PTI field value versus the preamble length.

Table 21—PTI values

	PTI field
	Preamble length

	0x?
	50 µs

	0x?
	500 µs

	0x?
	4000 µs


6.4 PHY Constants and PIB attributes

6.4.1 PHY Constants

6.4.2 PIB Attributes

...
Table 23—PHY PIB attributes

	Attribute
	Identifier
	Type 
	Range
	Description
	Default

	...
	...
	...
	...
	...
	

	phyRangingSupported†


	0x05
	Boolean
	TRUE or FALSE
	This indicates whether the PHY sublayer supports the optional ranging features*.
	FALSE

	phyTxSyncSymbolOffset†
	0x06
	Integer
	0x000000-0xFFFFFF
	Optional. The offset, measured in high resolution, between the symbol boundary at which the PLME captures the timestamp of each transmitted frame, and the onset of the first symbol past the SFD leaving the antenna.
	Implementation specific

	phyRxSyncSymbolOffset†
	0x07
	Integer
	0x000000-0xFFFFFF
	Optional. The offset, measured in high resolution, between the symbol boundary at which the PLME captures the timestamp of each received frame, and the onset of the first symbol past the SFD arriving on the antenna.
	Implementation specific


*optional PHY ranging features: to be listed 

...
6.5a 2450 MHz PHY Chirp Spread Spectrum (CSS)
{see doc 05/410 for CSS draft}

6.8a 
{see doc 05/xxx for UWB draft}
6.9 General radio specifications
{ may have updates but uncertain at this time}
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6.2.1.28 

6.2.1.29 

6.2.1.29.1 
6.2.1.29.1.1 
6.2.1.29.2 
6.2.1.29.2.1 

6.2.1.29.3 
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6.2.1.30 
7. MAC Sub-Layer Specification
7.1 MAC Sub-Layer Service Specification
7.1.1 MAC Data Service
7.1.1.1 MCPS-DATA.request

7.1.1.1.1 Semantics of the Service Primitive

The semantics of the MCPS-DATA.request primitive is as follows:


MCPS-DATA.request (



SrcAddrMode,



SrcPANId,



SrcAddr,



DstAddrMode,



DstPANId,



DstAddr,



msduLength,



msdu,



msduHandle,



TxOptions,



SecurityLevel,



KeyIdMode,



KeyId,



ServiceType



)

Table 41 specifies the parameters for the MCPS-DATA.request primitive.

Table 41—MCPS-DATA.request parameters

	Name
	Type 
	Valid range
	Description

	...
	...
	...
	...

	ServiceType
	Enumeration 
	SERVICE_DATA, SERVICE_RANGING
	Optional. The service type of the MSDU to be transmitted by the MAC sublayer entity.


7.1.1.1.2 When Generated

7.1.1.1.2 7.1.1.1.3 Effect on Receipt

7.1.1.2 7.1.1.2 MCPS-DATA.confirm

7.1.1.2.2 7.1.1.2.1 Semantics of the Service Primitive

The semantics of the MCPS-DATA.confirm primitive is as follows:


MCPS-DATA.confirm (


msduHandle,


status,


Timestamp,


TimestampAck,


mpduLinkQualityAck

)

Table 42 specifies the parameters for the MCPS-DATA.confirm primitive.

Table 42—MCPS-DATA.confirm parameters

	Name
	Type 
	Valid range
	Description

	...
	...
	...
	...

	Timestamp
	List of Integer
	0x000000-0xFFFFFF
	Optional. List of two values. The first value represents the time in symbols, at which the data were transmitted (see 7.5.4.1).

The value(s) of this parameter will only be considered valid if the value of the status parameter is SUCCESS; if the status parameter is not equal to SUCCESS, the value of the Timestamp parameter shall

not be used for any other purpose. The symbol boundary is determined by macSyncSymbolOffset (see Table 86).

This is a 24-bit value, and the accuracy of this value shall be a minimum of 20 bits, with the lowest 4 bits being the least significant.

The second value determines the symbol boundary with high resolution (see 6.2.1.1.4) instead of by the macSyncSymbolOffset attribute.    Implementation specific.

	TimestampAck
	List of Integer
	0x000000-0xFFFFFF
	Optional. List of two values. The first value represents the time in symbols, at which the acknowledgment frame was received.

The values of this parameter will only be considered valid if the value of the status parameter is SUCCESS; if the status parameter is not equal to SUCCESS, the value of the Timestamp parameter shall

not be used for any other purpose. 

This is a 24-bit value, and the accuracy of this value shall be a minimum of 20 bits, with the lowest 4 bits being the least significant.

The second value determines the symbol boundary with high resolution.  Implementation specific.

Parameter is only valid, when an acknowledged transmission

was requested and the acknowledgment was received successfully.

	mpduLinkQualityAck
	Bitmap
	0x00000000-0xFFFFFFFF
	Optional. The 8 LSBs represent the link quality indication (LQI) value measured during reception of the acknowledgment frame. Lower values represent lower LQI (see 6.9.8). 

The 24 MSBs represent the figure of merit information of a ranging operation (see 6.8.3.4 ).  

Parameter is only valid, when an acknowledged transmission

was requested.


....

7.1.1.2.3 7.1.1.2.2 When Generated

7.1.1.2.4 7.1.1.2.3 Effect on Receipt

7.1.1.3 7.1.1.3 MCPS-DATA.indication

7.1.1.3.2 7.1.1.3.1 Semantics of the Service Primitive

The semantics of the MCPS-DATA.indication primitive is as follows:


MCPS-DATA.indication (



SrcAddrMode,



SrcPANId,



SrcAddr,



DstAddrMode,



DstPANId



DstAddr,



msduLength,



msdu,



mpduLinkQuality,



SecurityLevel,



DSN,



Timestamp,



TimestampAck,



GrpAddress,



SrcAddrMatch,



status,



ServiceType

)

Table 43 specifies the parameters for the MCPS-DATA.indication primitive.

Table 43—MCPS-DATA.indication parameters

	Name
	Type 
	Valid range
	Description

	...
	...
	...
	...

	mpduLinkQuality
	Bitmap
	0x00000000-0xFFFFFFFF
	The 8 LSBs represent the link quality indication (LQI) value measured during reception of the acknowledgment frame. Lower values represent lower LQI (see 6.9.8). 

Optional. The 24 MSBs represent the figure of merit information of a ranging operation (see 6.8.3.4 ).  

	...
	...
	...
	...

	Timestamp
	List of Integer
	0x000000-0xFFFFFF
	Optional. List of two values. List of three values. The first value represents the time in symbols, at which the data were received (see 7.5.4.1).

The symbol boundary is determined by macSyncSymbolOffset (see Table 86).

This is a 24-bit value, and the accuracy of this value shall be a minimum of 20 bits, with the lowest 4 bits being the least significant.

The second value determines the symbol boundary with high resolution (see 6.2.1.2.1) instead of by the macSyncSymbolOffset attribute. Implementation specific.

	TimestampAck
	List of Integer
	0x000000-0xFFFFFF
	Optional. List of two values. The first value represents the time in symbols, at which the acknowledgment frame was transmitted.

The value of this parameter will only be considered valid if the value of the status parameter is ACK; if the status parameter is not equal to ACK, the value of the Timestamp parameter shall not be used for any other purpose. 

This is a 24-bit value, and the accuracy of this value shall be a minimum of 20 bits, with the lowest 4 bits being the least significant.

The second value determines the symbol boundary with high resolution. Implementation specific.

	status
	Enumeration
	ACK, NO_ACK
	Optional. The status of the acknowledgment.   

	ServiceType
	Enumeration 
	SERVICE_DATA, SERVICE_RANGING
	Optional. The service type of the MSDU received is indicated to the higher layer.


7.1.1.3.3 7.1.1.3.2 When Generated

....

If the MPDU was received successfully, and an acknowledgment, if requested, was transmitted, the MAC sub-layer will issue the MCPS-DATA.indication primitive with a status of ACK, otherwise with a status of NO_ACK.

....

7.1.1.3.3 Effect on Receipt

7.1.1.4 MCPS-PURGE.request

7.1.1.4.1 Semantics of the Service Primitive

7.1.1.4.2 When Generated

7.1.1.4.3 Effect on Receipt

7.1.1.5 MCPS-PURGE.confirm

7.1.1.5.1Semantics of the Service Primitive

7.1.1.5.2When Generated

7.1.1.5.3Effect on Receipt
7.2 MAC Frame Formats
...

7.2.1 General MAC Frame Format
The MAC frame format is composed of a MHR, a MAC payload, and a MFR. The fields of the MHR appear in a fixed order; however, the addressing fields may not be included in all frames. The general MAC frame shall be formatted as illustrated in Figure XX.
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Figure X1 General MAC Frame Format

7.2.1.1 Frame Control Field
The frame control field is 16 bits in length and contains information defining the frame type, addressing fields, and other control flags. The frame control field shall be formatted as illustrated in Figure X2.
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Figure X2 Format of the Frame Control Field
7.2.1.1.1 Frame Type Value

The frame type subfield is 3 bits in length and shall be set to one of the non-reserved values listed in Table X1.

Table X1 - Values of the frame type subfield

	b2 b1 b0
	Description

	000
	Beacon

	001
	Data

	010
	Acknowledgment

	011
	MAC command

	101-111
	Reserved


7.2.2.4 MAC command frame format
The MAC command frame shall be formatted as illustrated in Figure X3.
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Figure X3 MAC command frame format
The order of the fields of the MAC command frame shall conform to the order of the general MAC frame as illustrated in Figure X1.

7.2.2.4.1 MAC command frame MHR fields
...

7.2.2.4.2 Command frame identifier field
The command frame identifier field identifies the MAC command being used. This field shall be set to one of the non-reserved values listed in Table 67.
7.2.2.4.3 Command payload field

The command payload field contains the MAC command itself. If protection is required on an outgoing command frame, this frame shall be processed using information, such as the security level, contained in the auxiliary security header. The device shall process an incoming command frame using information, such as the security enabled subfield of the frame control field, and information, such as the security level, contained in the auxiliary security header (if present) of the incoming frame, in order to determine the intended MAC command. If the MAC command type indicates that it is a private ranging notification packet, the payload should contain a reference or index to Ternary sequences to be used in preambles of the data packets to be exchanged for ranging. It is recommended that preamble of forward data packet and backward data packet is formed from different Ternary sequences to increase privacy level. In this case, the payload should contain an identifier index for each sequence. The receiving device should also infer from the command frame identifier that if it is a command for range notification, which is used for private ranging, it shall dither its turn-around time. The formats of the individual commands are described in 7.3.
7.3 MAC Command Frames
The command frames defined by the MAC sub-layer are listed in Table 67. An FFD shall be capable of transmitting and receiving all command frame types, with the exception of the GTS request command, while the requirements for an RFD are indicated in the table. MAC commands shall only be transmitted in the CAP for beacon-enabled PANs or at any time for non-beacon-enabled PANs.
How the MLME shall construct the individual commands for transmission is detailed in 7.3.1 through 7.3.3. MAC command reception shall abide by the procedure described in 7.5.6.2.

Table 67 MAC command frames
	Command frame identifier
	Command frame
	RFD
	Sub-clause

	
	
	Tx
	Rx
	

	0x01
	Association request
	X
	
	7.3.1.1

	0x02
	Association response
	
	X
	7.3.1.2

	0x03
	Disassociation notification
	X
	X
	7.3.1.3

	0x04
	Data request
	X
	
	7.3.2.1

	0x05
	PAN ID conflict notification
	X
	
	7.3.2.2

	0x06
	Orphan notification
	X
	
	7.3.2.3

	0x07
	Beacon request
	
	
	7.3.2.4

	0x08
	Coordinator realignment
	
	X
	7.3.2.5

	0x09
	GTS request
	
	
	7.3.3.1

	0x0a
	Range notification
	
	X
	7.3.4.1

	0x0b-0xff
	Reserved
	
	
	-----


7.3.1 Association

...

7.3.4 Private Ranging

These commands are used to allow devices to perform private ranging with their coordinators.

7.3.4.1 Range notification

Range notification command is sent by a ranging source (typically a coordinator) to one of its target associated devices. It is transmitted prior to ranging data packet exchanges and only if the ranging is desired to be performed in the private mode. Coordinators should be capable of sending this command, while coordinators and RFDs are required to be capable of receiving it.

Range notification command shall be formatted as illustrated in Figure YY.

	octet: 17/23
	1
	1/4
	1/4

	MHR Fields
	Command frame identifier (see Table 67)
	Forward preamble Ternary sequence identifier
	Backward preamble Ternary sequence identifier


Figure YY Range notification command format

7.3.4.1.1 MHR Fields

The fields of the MHR of the general MAC frame format (see Figure X1) shall be specified as indicated in this sub-clause.

The destination addressing mode subfield of the frame control field shall be set to 2 (i.e., 16 bit short addressing), and the source addressing mode subfield shall be set to 2 (i.e. 16 bit short addressing).

The destination PAN identifier field shall contain the broadcast PAN identifier (i.e., 0xffff). The destination address field shall contain the short address of the destination, which is the target node in ranging process. 

7.3.4.1.2 Forward preamble Ternary sequence identifier

This field specifies the Ternary sequence by which the preamble of the ranging data packet to be transmitted by the source shall be formed. The four octet long field enables an explicit identification of a length-31 sequence. If a look-up table is used, full length sequence does not have to be specified, but just 1-octet pointer to the sequence. This is more efficient, if the Ternary sequences are selected from a set in which the length of each sequence is 127.

7.3.4.1.3 Backward preamble Ternary sequence identifier

This field specifies the Ternary sequence by which the preamble of the ranging data packet to be transmitted by the target (e.g. acknowledgment) shall be formed. The four octet long field enables an explicit identification of a length-31 sequence. If a look-up table is used, full length sequence does not have to be specified, but just 1-octet pointer to the sequence. This is more efficient, if the Ternary sequences are selected from a set in which the length of each sequence is 127.

7.4 MAC Constants and PIB Attributes

Table 86—MAC PIB attributes

	Attribute
	Identifier
	Type 
	Range
	Description
	Default

	...
	...
	...
	...
	...
	

	macAckWaitDuration


	0x40
	List of Integer
	38, 50, 54 or 120, ?


	The maximum number of symbols to wait for an acknowledgment frame to arrive following a

transmitted data frame. 

List of two values, second is optional. 

These values are dependent on the supported PHY, which determines both the selected logical channel and channel page and the used preamble length for ranging. The calculated values are time to commence transmitting the ACK plus the length of the ACK frame. The commencement time is described in 7.5.6.4.2.

The first list value is used for the data service, the second for the ranging service. 
	Dependent

on

supported

PHY and default ranging preamble length.



	...
	...
	...
	...
	...
	...

	macRangingSupported†


	0x60
	Boolean
	TRUE or FALSE
	This indicates whether the MAC sublayer supports the optional ranging features*.
	FALSE

	macRangingPreambleType
	0x61
	Enumeration
	TYPE_2, TYPE_3,...
	Optional. The preamble type used  for ranging.
	TYPE_2


*optional MAC ranging features: to be listed ...

....

Table 90— PIB security attributes

	Attribute
	Identifier
	Type 
	Range
	Description
	Default

	...
	...
	...
	...
	...
	

	macMPDUOffset
	0x7c
	Integer
	0x00-0xFF
	Optional. Added delay of the MPDU for privacy on ranging. Implementation specific, minimum range is 300? ns, maximum step size is 3? ns.
	0x00


7.5 MAC Functional Description








7.5.7a Ranging
For ranging a data-acknowledgment frame sequence is utilized. Data and acknowledgment frames deliver timestamps at reception and transmission with high precision to the next higher layer. A higher layer or the application layer can calculate the distance from the time stamps of a data-acknowledgment round trip measurement. The calculation of distance or location of a radio is out of the scope of this standard and in responsibility of a higher layer. A ranging sequence is initiated by the higher layer through the MCPS-DATA request service primitive. In addition an acknowledged transmission must be requested through the service request. Both, the data and the acknowledgment frame utilized for ranging are ordinary MAC frames as used in MAC data service. Since ranging requires certain signal structures, the PHY frames of ranging sequences use different preamble types than ordinary data, acknowledgment, MAC command or beacon frames. The ranging support of the PHY is requested by the next higher layer above the MAC through an additional service type parameter. The information in this parameter is forwarded to the PHY, which in turn generates the PHY frames with the corresponding preamble. The service type of incoming frames is detected in the PHY, information is forwarded to the MAC and indicated to the next higher layer through the service type parameter of the MCPS-DATA indication primitive. The ranging frame sequence is not dedicated to ranging only, it may be utilized for additional data service between higher layers concurrently.  

How ranging frame sequences are initiated, how ranging information is exchanged between ranging endpoints and other ranging specific protocol issues are out of the scope of this standard and in responsibility of a higher layer. This applies as well to the complete security and privacy mechanisms on ranging. However, MAC security features like encryption, replay protection and the MPDU offset may be utilized the by a higher layer for security and privacy on ranging.
7.5.7a.1 Classes of Service (This belongs in section 5)

Three classes of ranging service are supported in IEEE 802.15.4a: high accuracy ranging, fast ranging and cost effective ranging. The first two services are supported by coherent receivers. Non-coherent receivers only support the cost effective ranging.

7.5.7a.1.1 High Accuracy Ranging

The high accuracy ranging is referred to as a ranging accuracy of 10 cm at 50 meters in 8 milliseconds roundtrip time.

7.1.1.4 7.5.7a.1.2 Fast Ranging

The fast ranging is referred to as 10 cm accuracy at 20 meters in 1 milliseconds roundtrip time.

7.1.1.5 7.5.7a.1.3 Ranging with Non-coherent receivers

Ranging accuracy with coherent receivers is greater than that of non-coherent receivers. Cost effective ranging accuracy offered by non-coherent receivers is determined to be sub-meter at 16dB SNR, and it is highly dependent on receiver-end signal processing techniques.

7.5.7a.2 General Ranging Constructions (This belongs in section 7)

7.1.1.6 7.5.7a.2.1 Ranging/Acquisition Symbol (Preamble)

7.5.7a.2.2 Preamble Delimiter

7.5.7a.2.3 Message Timestamps (the -biggest- MAC part of this goes in clause 7)

7.5.7a.2.3.1 Absolute time vs. relative time

7.5.7a.2.3.2 Field Length

7.5.7a.2.3.3 Location of the timestamp field in the initiation packet

7.5.7a.2.3.4 Location of the timestamp field in the response packet

7.5.7a.2.3.5 Mitigation of relative crystal drift

The standard supports two ways to manage crystal drifts referred to as implicit and explicit approaches. In the explicit approach the receiving node determines the relative drift and reports it back to the original sender. The implicit approach is also known as the symmetric double sided two way ranging (SDS-TWR). In SDS-TWR, the two nodes take turn in initiating ranging with each other. The time stamps when subtracted in the proper order would eliminate relative crystal drift.
7.5.7a.2.4 Figure of Merit on the timestamps

7.5.7a.2.4.1 Definition

The goal of ranging is to determine the distance between two nodes. The purpose of positioning is to determine the position of a node in a network of nodes. Positioning, in simple words, utilizes triangulation using a number of estimated distances obtained through ranging measurements. The computational core of positioning is what is referred to as solver. One can think of the solver as a set of algorithms that work together to determine location. The goodness of the triangulation performed by the solver is heavily influenced by the quality of individual range measurements. Typically the solver assigns more weights to a more trustworthy measurement. The figure of merit is a measure of how worthy each ranging estimate is. Implementation of the solver is outside the scope of this standard. However, the standard does provide the figure of the merit to be used by solvers in any desired manner.

7.5.7a.2.4.2 Use

7.5.7a.2.5 Message Turnaround Time

7.5.7a.2.5.1 Definition

7.5.7a.2.5.2 Field Length

7.5.7a.2.5.3 Location of the turnaround time field in the response packet

7.5.7a.2.6 Message sequences for two-way ranging

7.5.7a.2.6.1 MAC command to initiate two way ranging

7.5.7a.2.6.2 The two-way ranging initiate packet

7.5.7a.2.6.3 The two-way ranging response packet

7.5.7a.2.6.4 Error codes and reports

7.5.7a.2.7 Transmit Message for one way ranging

7.5.7a.2.7.1 MAC command to initiate one-way ranging

7.5.7a.2.7.2 PHY and MAC responses

7.5.7a.2.7.3 Message Format

7.5.7a.2.7.4 Error codes and reports

7.5.7a.2.8 Receive sequence for one way ranging

7.5.7a.2.8.1 MAC command to initiate one way ranging receive sequence

7.5.7a.2.8.2 PHY and MAC responses
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7.5.7a.4 Private Ranging

Ranging operations are vulnerable to attack for the purpose of fraudulent use and transmission interception. Data services can be protected by dedicated mechanisms which take place at higher layers. For instance, in IEEE Standard 802.15.4-2003 the MAC sub-layer is responsible for providing security services such as data encryption and frame integrity. However, ranging requires a protection on the PHY waveform to avoid potential acquisition by an unauthorized device.


Private ranging is an optional set of mechanisms which provide users with privacy in ranging operation. It aims to keep the measurements confidential and to prevent the user from attacks by malicious devices. 


There are typically two motivations behind location related attacks. First, an intruder intends to figure out the location of sensor devices in a protected area and tries to tamper and disable them. In the latter, the intention is invisibly to be detrimental to a network. Relative positioning information in a network can be used to optimize high layer network operations such as route discovery and maintenance, multi-casting and broadcasting. If falsified position information is passed within the network, optimality of such network operations can be damaged. Malicious devices can be classified as snoopers, impostors and jammer.


A snooper device within the ranging concept observes or listens to the signals in the air in secret to obtain information on whereabouts of other devices. By measuring signal strength of transmissions and the delay between a range request and a range response, a snooper can have a coarse knowledge of its range to other devices. 


An impostor device engages in deception under an assumed name or identity. By simply replaying originator’s ranging message it can trigger a response at the target node and hence track the relative distance between them. In unsecure fast ranging networks, an impostor can impersonate target devices by transmitting a ranging reply before the target and cause the originator device to misread its range to the target.


A jammer device simply injects interference into the network and prevents neighboring devices from performing message exchanges. The most effective way to deal with a jammer is to back-off until it stops. Also, advanced signal processing techniques at the receiver can be used to remove interference from the desired signal. 


The IEEE 802.15.4a PHY provides hooks for implementing private-ranging mechanisms for variety of applications. Although this standard targets a diverse range of applications, a baseline implementation is required in the PHY to offer basic private-ranging services and interoperability among all devices.

The higher layer shall control the use of private ranging at the PHY layer and shall transfer the material required by the private-ranging services which have been specified.

7.5.7a.4.1 Private Ranging Services

The PHY layer is in charge of providing private-ranging services on specified ranging frames when requested by the higher layers. The IEEE Standard 802.15.4a supports the following private-ranging services: authentication, confidentiality and information hiding.

7.5.7a.4.2 Private Ranging Modes

Depending on the mode in which the device is operating and the selected private-ranging suite, the PHY may provide different private-ranging services as explained below.

7.5.7a.4.2.1 Non-Private Mode

This mode relies only on the existing MAC layer security mechanisms in IEEE 802.15.4a and does not require additional processing to enhance privacy of range measurements against malicious devices. Typically in TOA based ranging, the MAC layer of the originator (device A), generates a range-request primitive and passes it to the PHY layer. Then, the PHY transmits a ranging packet to a target node (device B). The range packet consists of a preamble, header and an encrypted payload; B performs acquisition and ranging on the ranging packet preamble. Then, the target MAC layer checks the authenticity of the source. If the ranging packet is identified to be from a legitimate source, a reply ranging packet is formed and transmitted and to the source. 


Upon reception of the reply, the source A can track the round trip flight time and correspond it to a distance. Assume that the elapsed time between the departure time of A’s signal and the arrival time of the reply from B at A is
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 is the one-way time of flight of the signal and 
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is the turn-around time, i.e., the time between the reception timestamp of signal at B and the departure timestamp of reply from B. A key to ensure an accurate range estimate is to have a short 
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would necessitate factoring in clock drifts into range estimates. Finally, the timestamp of the reception of the first ranging packet and the timestamp of the departure of the second reply from the target are reported to the source in a separate packet by the target.
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Figure 1 Illustration of typical ranging message exchanges between two ranging devices 
7.5.7a.4.2.2 Private ranging mode

To deal with jamming and deceptive malicious devices, the Private ranging mode offers two defense mechanisms: dynamic selection of a ranging waveform for each ranging signaling and dithering of turn-around time.

7.5.7a.4.2.2.1 Dynamic Waveform Selection (DWS)

The set of ternary sequences to be used in ranging packet preambles is very small. For length 31 sequences, there exist only six codes with perfect periodic auto-correlation function, while there are only 92 of length 127 such Ternary sequences. If only one sequence from the set is dedicated to ranging, it becomes highly likely for a malicious device to track it. It can simply know what base sequence to track in the air. Furthermore, it can transmit the very same Ternary sequence into the air and those transmissions can be deceptive to legitimate ranging devices already expecting a ranging packet from their partners. 


It is shown in simulations that if the Ternary sequences in the preamble of the ranging packets and the signal from a malicious device don't match each other, the detection of the leading edge and periodic auto-correlation peaks at legitimate receivers become easier. Otherwise, the signal from the malicious transmitter also causes the same perfect periodic auto-correlation peaks at legitimate receivers as the signals from desired ranging transmitters. Dynamic waveform selection for the preamble formation of the range packets lowers the likelihood that a malicious device will pick the same preamble sequence. 


It is possible to improve the privacy level by selecting a different preamble base sequence for range packet to be transmitted from first device to the second and for that to be transmitted from the second to the first device as a reply. 

7.5.7a.4.2.2.2 Dithering turn-around time
In two-way TOA, the second device receives a ranging packet from the first device; and then it returns a reply ranging packet. The time it elapses between the reception time of the range packet from the first device and transmission time of the reply range packet from the second device is referred to as "turn-around time". 


As a privacy mechanism, if the second device simply dithers the turn-around time, any malicious device eavesdropping ranging packets in the air will be exposed to positive bias in its range estimates because of the dither amount unknown to the malicious device. How much to dither can be imposed on the second device by the first device, or simply the second device can delay the turn-around time itself and later on reports it to the first device. Note that it is harder for a device to track whether a predetermined turn-around time elapses. Therefore, the latter is preferred.

7.5.7a.4.2.2.3 Functional description

Assume that node A is to initiate a ranging process with node B. The DWS requires a range notification packet to be transmitted from the first device (A) to the second (B) prior to exchanging range packets. The range notification packet is used to inform the second device of what Ternary sequences to use for the ranging packet preambles. Therefore, it should include a sequence identifier. Following the notification packet, the first device forms a ranging packet with a preamble constructed from the selected sequence, and sends the ranging packet to the second device. This ensures that the range packet is manipulated randomly by using different base sequence for each ranging packet.

 The ranging packet consists of a preamble, header and a payload. The second device performs acquisition and leading edge detection on the preamble. It then, replies to the first device with a ranging packet with a preamble of the selected sequence after some delay time 
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 that is known only to the first device and to the second device itself. The preamble sequence of the ranging packet by the first device may be different from that by the second device to increase privacy level. 


The delay time can be either set by the first device and transmitted to the second device in an encrypted form in the range notification packet, or if the preference is for the second device to decide what the turn-around time dither 
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 would be, this information should be reported back to the first device after ranging packet exchanges are completed. The latter option is easier to implement and recommended over the first.
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The timestamp of the reception of the first ranging packet at the second device and the timestamp of the departure of the second reply from the second device are reported to the first device in a separate packet by the target. Hence, the dither duration becomes factored into the time-stamps. 

Annex C Protocol implementation conformance statement (PICS) proforma

Annex E (informative) Coexistence with other IEEE standards and proposed standards

{two documents that add new subclauses to Annex E  will be merged. One for UWB and the second for CSS}
Annex F (informative) Regulatory requirements 
{as necessary, two documents that add new subclauses to Annex F  will be merged. One for UWB and the second for CSS}
Annex D1 Ranging additional topics
{Will be developed as a distinct document and merged when available}
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