March, 1994
      DOC: IEEE P802.11-94/xxx

October, 2005
 IEEE P802.15-05-0603-00-004a


IEEE P802.15

Wireless Personal Area Networks

	Project
	IEEE P802.15 Working Group for Wireless Personal Area Networks (WPANs)

	Title
	4a Ranging Outline

	Date Submitted
	02 October, 2005

	Source
	Vern Brethour
Time Domain Corp
7057 Old Madison Pike

Huntsville Alabama 35806
	Voice:
+1-256-428-6331
Fax:

E-mail:
 vern.brethour@timedomain.com 

	Re:
	The draft specification for 802.15.4a

	Abstract
	A first cut at an outline of the ranging clause of the specification.

	Purpose
	In support of discussions leading to the draft for 802.15.4a.

	Notice
	This document has been prepared to assist the IEEE P802.15.  It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor acknowledges and accepts that this contribution becomes the property of IEEE and may be made publicly available by P802.15.


Outline of the ranging section of the 4a spec:

6.8  Ranging.
6.8.2 Classes of service:

Three classes of ranging service are supported in 802.15.4a, namely high accuracy ranging, fast ranging and cost effective ranging. The first two services are supported by coherent receivers. Non-coherent receivers only support cost effective ranging.
6.8.2.1 High accuracy ranging
High accuracy ranging is referred to a ranging accuracy of 10 cm at 50 meters in 8 msec (roundtrip). 
6.8.2.2 Fast ranging
Fast ranging achieves 10 cm accuracy at 20 meters in 1 msec.
6.8.2.3 Ranging with non coherent detectors.

Ranging accuracy with non-coherent receivers is inferior to that of coherent receivers. Cost effective ranging offered by non-coherent receivers is defined to have an accuracy of 1 m at 20 meters in 1 msec.
6.8.3 General ranging constructs:

6.8.3.1   The ranging/acquisition symbol.

6.8.3.2 The header delimiter

6.8.3.3 Message Timestamps 

6.8.3.3.1 Absolute time vs. relative time

6.8.3.3.2 How many bits in the timestamp

6.8.3.3.3 Location of the timestamp field in the initiation packet

6.8.3.3.4 Location of the timestamp field in the response packet

6.8.3.3.5 The crystal relative drift mitigation.
Standard supports two ways of managing the crystal drift. We refer to them as implicit and explicit approaches. In explicit approach the receiving node determines the relative drift and reports it back to the sender. The implicit approach is also known as symmetric double sided two way ranging (SDS-TWR). Here the two nodes take turn ranging each other. The time stamps when subtracted in the proper order would eliminate relative crystal drift.
6.8.3.3.6 Meaning on timestamp on an outgoing message.

6.8.3.4 Figure of Merit on the timestamps.

6.8.3.4.1 Meaning of the Figure of Merit
The goal of ranging is to determine the distance between two nodes. The purpose of positioning is to determine the position of a node in a network of nodes. Positioning, in simple words, utilizes triangulation using a number of estimated distances obtained through ranging measurements. The computational core of positioning is what we refer to as solver. One can think of it as a set of algorithms that work together to determine location. The goodness of the triangulation performed by the solver  is heavily influenced by the quality of ranging measurements. Typically solver assigns more weights to the trustworthy measurements. Figure of merit is the measure of how worthy each ranging estimate is. Implementation of solver is outside the scope of this standard. However, the standard does provide the figure of the merit to be used by solver in any manner it desires.
6.8.3.4.2 behavior when the Figure of Merit is not supported.

6.8.3.5 Message Turnaround Time

6.8.3.4.1 The meaning of the turnaround time field: measured from when to when?

6.8.3.4.2 How many bits in the turnaround time field

6.8.3.4.3 Location of the turnaround time field in the response packet

6.8.3.6 Message sequences for two-way ranging

6.8.3.5.1 MAC command to initiate two way ranging.

6.8.3.5.2 The two-way ranging initiate packet

6.8.3.5.3 The two-way ranging response packet

6.8.3.5.4 Error conditions and reporting

6.8.3.7 Transmit Message for one way ranging.

6.8.3.6.1 MAC command to initiate one way ranging transmit.

6.8.3.6.2 Status returned by the PHY to the MAC in response to a one way ranging command.

6.8.3.6.3 Define the format on the air of the one way ranging message.

6.8.3.6.4 Error conditions and reporting

6.8.3.8 Receive sequence for one way ranging.

6.8.3.7.1 MAC command to initiate one way ranging receive sequence.

6.8.3.7.2 The status and data fields returned to the MAC in response to a one way ranging command. 
6.8.3.7.3 Error conditions and reporting

6.8.3.9 Error conditions and recovery  (????)

6.8.4. Private ranging:

Ranging operations are vulnerable to attack for the purpose of fraudulent use and transmission interception. Data services can be protected by dedicated mechanisms which take place at higher layers. For instance, in IEEE Std 802.15.4-2003 the MAC sublayer is responsible for providing security services such as data encryption and frame integrity. While ranging requires a protection on the PHY waveform to avoid acquisition by a unauthorized device.

Private ranging is an optional set of mechanisms which provide users with privacy in ranging operation. It aims to keep the measurements confidential and prevent the user from attacks such as eavesdropping, hijacking and jamming.

The PHY provides hooks for implementing private-ranging mechanisms for variety of applications. Although this standard targets a diverse range of applications, a baseline implementation is required in the PHY to offer basic private-ranging services and interoperability among all devices.
The higher layer shall control the use of private ranging at the PHY layer and transfers the material required by the private-ranging services which have been specified.

6.8.4.1. Private-ranging services

The PHY is in charge of providing private-ranging services on specified ranging frames when requested by the higher layers. IEEE Std 802.15.4a supports the following private-ranging services:

- Authentication,

- Confidentiality,

- …

6.8.4.2. Private-ranging modes

Depending on the mode in which the device is operating and the private-ranging suite selected, the PHY may provide different private-ranging services.

- Unprivate-ranging mode,

- Private-ranging mode 1,

- Private-ranging mode 2,

- …

6.8.4.2.1. Functional description of unprivate-ranging mode

Unprivate-ranging mode is the default private-ranging mode, it doesn’t provide any privacy for ranging procedure. The devices operating in unprivate-ranging mode don’t offer private-ranging services and shall not perform any privacy related operation on ranging frames.

6.8.4.2.2. Functional description of private-ranging mode 1

6.8.4.2.3. Functional description of private-ranging mode 2

6.8.4.3. Private-ranging suite specifications

Private-ranging suite is a group of privacy operation designed to provide privacy service on ranging PHY waveforms. It may be used if the device is not operating in the unprivate-ranging mode.

Additional topics for the “Informative Annex”:

The channel sounding process and time stamp correction for the Line of Sight path.

a) coherent reception

b) channel sounding with a non-coherent receiver

Techniques for mitigating frequency drift.

Issues with the “solver”: How to turn a collection of ranges into positions.

a) 2-way ranging

b) 1-way ranging

c) Suggested use of the Figure of Merit in eh solver

There are a number of different ways to utilize the figure of merit. We suggest a couple of simple yet effective ways to take advantage of the Figure of merit in the solver. The simplest approach is to exclude the measurements that are not trustworthy in computations altogether. The other approach is to assign weights to different range measurements in proportion to how trustworthy they are.
Clock synchronization techniques to support 1-way ranging 

Velocity induced errors and how to manage them.

Guidance on interoperability issues: What class of service ranges with what other class of service and what kind of results to expect in non-homogenous situations.

In this standard we only address the ranging issues related to the stationary nodes.
This standard has chosen not to address the implementation of the infrastructure. In other words it is left up to the user to deploy any wireless or wired infrastructure they desire.
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