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A Linear Ranging Deployment Scenario
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· In linear topologies we can do relative positioning based upon the geometry of the network with respect to the control node.

· Multi-dimensional localization, such as in a public safety situation, can take multiple readings from various angles and are considered a subset of the linear problem. 

Ranging Cuts Across Multiple Protocol Layers
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· The actual ranging algorithms are considered beyond the scope of the standard

· The standard should address MMLE, PMLE and MAC command packets to initiate and support the ranging function

· The actual ranging algorithms will be ran at a higher layer … probably at the application layer
· Harris suggests support for double packet exchange, differential time of arrival algorithms which are the most flexible and do not require synchronization between the nodes

· Let Thold represent the time duration the cooperating device holds the ranging token before sending it back

· Let Tair represent the time of flight (propagation time)

· 1st packet time of flight … T1=Tair + Thold + Tair
· 2nd packet time of flight … T2=Tair + 2*Thold + Tair
· Time of flight … Tair=(2*T1-T2)/2
The key to Time of Arrival ranging is accurate measurement of the cross-correlation peak!
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The most accurate time of arrival estimate can only be done at the PHY level by observing the location of the cross-correlation peak.
· The arrival time is reported to higher layers via the PLME

· The actual interpretation of the arrival time is PHY implementation dependent

· The PHY time of arrival information could be:

· Relative pulse delay in PPM (pulse position modulation)
· Oscillator Phase in BPSK DS-SS

· Correlation Phase in impulse radio

· etc. … implementation dependent, stored in PLME

The Key to Time of Arrival Ranging Resolution is Adequate RF Bandwidth
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 Range Resolution vs. Bandwidth (AWGN Channel)

(Based on Square Root Raised Cosine Filtering)
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· For example, 1 meter resolution requires 125 MHz of bandwidth

· 500 MHz of bandwidth offers approximately 25 cm of resolution in free space, AWGN channel
· Multipath does impact absolute accuracy!
Multipath Induced Uncertainty
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· Real multipath introduces “first time of arrival” uncertainty … which of the above peaks represents the direct path and which ones are just noise?
· As the distance gets longer, the multipath can get more severe, and the first time of arrival uncertainty becomes greater … result is less accuracy at longer ranges
· Uncertainty is mitigated by iteratively reducing the range, which can reduce the multipath, hence improving the ranging accuracy
Implication is a “walk-in” algorithm based upon a certain level of accuracy at long range and improved accuracy as the operator approaches the unit under test

· Reduced RF Signature for Security Applications
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· Want to reduce the RF signature (i.e. detectability) of the sensors once they form a net to avoid detection
· Can do this by having all the sensors change some physical aspect of the waveform in a coordinated manner … an example is periodically changing the spreading sequence.

· The FFD (net controller) periodically beacons with a 802.15.4a standard prescribed waveform to invite other devices to the join the network (based upon passing authentication) … detection of the controller is not an issue since it is physically secure
· Also need a waveform that can not be easily detected by simple nonlinear processing … example of a waveform that is not easily detected via a non-linearity is time hopping … an example of an easily detected waveform, via a non-linearity, is BPSK.
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Spectral Adaptation
· A Cognitive Radio understands the RF environment and knows what to do to avoid ingress or egress interference … the cognitive function is at layer above/outside the MAC (hence outside the scope of the standard)
· A software defined radio is a radio under cognitive software control 

· An adaptable PHY is needed to support this concept and is controlled via the PHY management layer
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· Typical PHY adaptable parameters are …

· Operating Frequency

· TX Power

· Bits/Hz

· Spectral Nulls and Notches

The Electronic Fence using MESH networking
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The Electronic Fence using MESH networking











Bad guy smashes middle sensor breaking MESH network and opening a gap in the electronic fence.
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