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Tuesday 05/11/04 Morning Session

08:15
Meeting called to order by the chair.


The chair Ed Callaway is presenting the agenda with the document number 15-04-197-02-00-004b. 

Motion to approve the meeting minutes from Orlando with the document number 15-04-0170-00-0040 made by Pat Kinney and seconded by Robert Poor. There are no objections to approve the minutes. The motion is approved with unanimous consent. 


Motion to approve the agenda made by Robert Poor and seconded by Hans van Leeuwen. There are no objections to approve the agenda. The motion is approved with unanimous consent.

08:24
Confirmation of officers of TG4b. The current candidates are Robert Poor for the position of chair, and Marco Naeve for the position of vice-chair and secretary, and Monique Bourgeois for the position of the technical editor.  


Motion to approve Pat Kinney, seconded by Bernd Grohmann. There are no objections to confirm the task group officers. The motion is approved with unanimous consent.  

08:27
Pat Kinney is talking about TG4a and how it would interface with TG4b. There are certain changes to the MAC necessary to accommodate the added enhancements. Pat would rather see TG4b take on the necessary MAC changes. Ed commented that it becomes somewhat difficult TG4b needs to be speedy to complete its work so TG4a can work off the latest version of the low-rate standard. Robert Poor commented that TG4b and TG4a need to interface. 


Robert Poor commented that he is concerned that TG4b can not take on the changes necessary by TG4a. 
Pat commented that one of the major goals of TG4b is to reduce complexity so it is not desirable to have another group add complexity again. 

08:35
Robert Poor is presenting the project timeline with the document number 15-04-0237-00-004b.


Pat is concerned that the schedule is too aggressive and he would like it to slow down. Pat would like to see September of this year as the final chance for getting proposals in. Also the schedule includes only 1 recirculation included. Bernd Grohmann concurred with Pat’s opinion and commented that besides the MAC changes are also a new PHY for better accommodating the European and Chinese regulation changes. There would be a 3-month slip. The slow schedule seems to be more appropriate for our purposes. 

08:55
Marco Naeve is presenting the revision comment database created by Jose Gutierrez with the document number 15-04-0234-00-004b. 


Comment #15: Robert commented that this ties in with requiring cheaper crystals. Specially when considering operating temperature ranges and accuracy over the lifetime of the product. 


Comment #24: Marco commented that the issue of the difference in byte ordering between the MAC and the security was identified shortly before the draft standard was approved. This may be an issue that cannot be resolved. 


Comment #35: Pat commented that the problem of not being able to receive a coordinator realignment comment will always be a problem. Monique commented that there are discussions to allow the broadcast address to be appended to the address list in a beacon. Jon Adams proposed to increase the chance of receiving the coordinator realignment command by sending it multiple times before actually instating the new settings. 


Comment #37: Jon Adams proposed to add timing to the proposed ad-hoc beacons indicating when the next “real” beacon is to be expected allowing better synchronization once a device to associate with is selected. 


Comment #38: Marco commented that the issue about a standardized promiscuous mode interface should not be much of a concern since its main intend is to help debugging stack development. Robert commented that layer violations for debugging purposes do not have to be part of the standard. 


Comment #39: has already been discussed.


Comment #40: Monique commented that indirect communication of the association response command frame has been added late in the drafting process and some sections have not been updated properly. 


Comment #42: Monique commented that GTS couldn’t be used in this case. Also the superframe of a child node does not start at identically the same time when the beacon if the parent node is being transmitted. 


Comment #43: Monique commented that this needs to be checked in the standard. 


Comment #47: Pat Kinney commented that this would require an additional device type, which just causes market confusion. There already is not a clear understanding of what an RFD is. This is just a proposal for reducing code complexity. 
It needs to be determined if this issue would require a new device type. Jon Adams volunteer championing this issue. 


Comment #46: Bernd Grohmann is championing this issue. 


Comment #49: Deferred to Karsten. 


Comment #50: Pat commented that the orphaning procedure is not optimal but he does not see this to be a problem. Ed added for simplicity not all possible cases could be covered. Pat said the concern is not a perfect mechanism but simplicity.


Comment #52: Marco commented that this might only need an additional sentence in the current standard. The concern is that the higher layer may use the beacon payload for providing additional information that may help a new device scanning a networks to neighboring devices to make a decision which network to join. This payload information is not part of the PAN Descriptor list collected during a scan operation. However, the current version does not disallow using the MLME-BEAON-NOTIFY.indication to send the payload up to the higher layer. Only disadvantage of this meachnism is that the PAN descriptor is collected in that MAC (during the scan) and in the higher layer through the MLME-BEAON-NOTIFY.indication. Resolving this issue may only require a sentence describing this procedure. 


Comment #53: This is already brought up by Robert’s comment in the clock drift. 


Comment #55: The number of possible indirect transmissions is implementation specific. Monique to add clarification. 


Comment #57: Monique commented that this needs to be checked. 

10:06
Recess till 10:30.

10:45
Meeting called to order by Robert Poor. Drafting the call for proposals with the document number 15-04-0239-00-004b. 

11:36
Recess till 4pm this afternoon

Tuesday 05/11/04 Afternoon Session

16:09
Afternoon session is called to order by the chair. 


Rene Struik is presenting his proposal with the document number 15-04-0245-00-4b. 
Current IEEE 802.15.4-2003 mechanism assumes that the security keys are already within the device (higher layers handle key distribution). 


Deva Seetharam asked what happens once the frame counter overruns (e.g. goes past 255 in case of an 8-bit counter). Rene responded stating in this case the key has to be reset by the higher layer, therefore also resetting the counter. However, the current standard specifies a 4-byte counter providing sufficient amount of message transfers before this would ever happen. 


There are several issues identified:

 
Issue of association when key is already setup in the MAC PIB table (network to join does not know local key yet). 

Different version of a group (broadcast) key cannot be identified. 

Broadcasts frames do not have freshness protection (different devices have different counter values).

Sender ID needs to be part of broadcast. 

Robert comment a valid interpretation of the current spec could be that a device that does not know the key is probably not allowed associating anyway, creating closed networks).


CCM* advantages are:

Using a single key for different levels of security  (currently not allowed therefore requiring more memory).

CCM-CBC can be folded into a single implementation therefore reducing complexity.

Encryption and integrity are independent of another. Tradeoff between how smart to make the devices and how much communication is going on (larger packets).

5 bytes are a lot of overhead for security, Rene is proposing to compresses it (reduce it to 1). 

Only 1 security suite is permissible at a time (security usage is static as contained in the MIB). Currently the terminology of security usage must match exactly. 

Key sequence counter does  not serve a purpose. 

Robert there are 7 issues identified by Rene.

Make network more efficiently, make it work better.

· No way to authenticate a braoadcast reducing the usefulness of the network.

· No way of associating the network without knowing the key.

Robert reminded everyone that backward compatible is very important. If the entire population of TG4 implementers all agree to an incompatible change that Robert would be willing to consider solutions that are incompatible. Ed commented that the group is considering errors. 

Robert is summarizing Rene’s presentation into the following 7 issues:

1.) There's no way for a node to join a secured network unless it a-priori holds a key.

2.) A node cannot broadcast a secured packet (since sender ID needs to be part of a secured packet, and broacast packets don't include sender ID)

3.) There's no mechanism to notify a receiving node that a sending node has changed its key.

4.) Different keys are required for different levels of security

a. CCM and CBC-MAC can be folded into one. (these are both addressed by CCM* proposal)

5.) Any packet that includes security incurs a 5 byte overhead.  This can be compressed down to approximately one byte. 

6.) Security suite (aka level of security) must agree exactly in sender and receiver - when sending to multiple recipients, optimizations are possible by allowing a sender to "meet or exceed" the security level required of the recipients.

a. Security is static, contained in the MIB of the sender and receiver.

7.) The "key sequence counter" is a vestige of an unused designed and can be eliminated to shorten packet overhead.

17:39
Robert comment next meeting is 8am tomorrow morning. Recess till 8am tomorrow morning.

Wednesday 05/12/04 Morning Session
08:04
Meeting called to order by the new chair Robert Poor. The discussion topic for this morning is to review and discuss the revision comment database with the document number 15-04-0234-01-004b.

Comment #9: Jon Adams is concerned that there will be yet another variable in the system. Robert would like to see a discussion on this with multiple people involved in the MAC coming up with recommended solutions. Robert is proposing some items may be deferred to allow discussion of certain topics within an interested group. Marco commented that the reflector should be used as a base for the discussion to ensure openness of the forum. Robert recommends deferring this topic to a MAC group. 

Comment #11: On duplicate frame detection. Rene commented that the sequence number from the security could be used too to provide duplicate detection. Bernd commented that it would be very useful to decide philosophically if the MAC is a reliable MAC or best effort MAC and creating a consistent philosophy. 
Reliability only guaranteed for point-to-point links and not end-to-end. Bernd recommended coming up with a consistent view and them making a discussion on this topic. Marco commented that the reason this has been removed from the MAC in an earlier draft since this requires a table listing all neighboring nodes and their sequence number. However, this information probably will already be in the higher layers and would be easy to add sequence counters to each entry. 

Comment #12: This is an abstract interface and will most likely not be exposed in anyway. Adding this to the spec does not have any material implementation on the device and is more a convenience for understanding and not a requirement. Bernd commented that is important to understand that the service interfaces are implementation specific and are intended for understanding. Accept comment as is.

Comment #13: Bernd comment there are 2 issues first when the new regulations are available and when they area actually accepted by the various countries. Invite a larger group to come up with derivative PHY solutions for the sub-1GHz bands. 

Robert would like to discuss who the experts are in PHY and MAC who should be put on the reflector.

MAC experts and implementers: Karsten Vangsgaard, Phil Beecher, Phil Jamieson, Joseph Reddy, Richard Celsy, Liang Li, Deva Seetharam, Hans van Leeuwen

PHY Paul Gordy, Karsten Vangsgaard, Hans van Leeuwen, Owen Janbu, John Lacota, 

Security Rene Struik, 

The new updated document is 15-04-0234-02-004b.

09:10
Liang Li is presenting the document with the number 15-04-0248-00-004b. 

The question is if the receiver shall be turned during the backoff period and what happens to the frames that are received during this time. The expected behavior for this is implementation and applications specific. Add this to the comment database. 
Current spec weems to make it implementation specific. Ed is concerned that something as basic as this should not be implementation specific. 


Liang’s second question is what the expected behavior of the CSMA algorithm is when it receives a BUSY_RX. Robert comment that the algorithm should backoff since a BUSY_RX is the same as returning a CCA failure. 

Discussions for this afternoon are tutorials and technical contributions. 

09:35
Recess till 1:30pm this afternoon.

Wednesday 05/12/04 Afternoon Session

13:31
Meeting called to order by the chair. 
This afternoon’s discussion topics are the presentation from Hans and working though the comment database. 


Robert is showing the revision comment database with the document number 15-04-0234-03-004b.


Comment #1: Sender does not know when there is a hidden terminal problem. The packet is never received because of a hidden terminal but the sending device always determines the channel to be idle. Therefore the retransmission period is never increased. This comment is deferred to the MAC group. 

Comment #2: Ed added that the packets could only be sent on a slot boundary therefore the backoff is significantly longer and would not interfere with t-ack timing. In beacon enabled mode there are always 2 backoff delays but since it has to be done at the backoff slot boundary the wait is at least 8 symbol CCA +12 symbol delay  + 8 symbol CCA +12 symbols. Ed does not see what the problem is in beacon-enabled networks. The goal was to make it impossible to miss a packet before transmission its own packet. The backoff boundary is 20 symbols long. This comment is deferred to the MAC group for discussion. 

13:55
Hans is presenting document number 15-04-0260-00-004b on a comparison between PSSS and half-rate PHY proposals with the existing standard. Flat fading is a problem at the carrier level and not the symbol level. 

Ed thinks that backward compatibility means that new products that would come out are able to communicate to devices following the original standard. Ed commented that 802.11b/g is an example of backward compatibility meaning that the data rate would be slowed down to the lower rate. Bernd added since the packets are longer in 802.11 an RTS/CTS mechanism is used which is always sent at 1Mbps to be backward compatible. 
Bernd would suggest not doing concurrent backward compatibility in 802.11 style but instead using switching channel number to a different value. 


Robert commented that non of the discussion are about small-scale flat fading (carrier level) but instead on multi-path fading is at the symbol level by distorting the waveform of the incoming signal. Large-scale multipath effects are corruptions at the symbol level. 
Hans comment that a typical delay spread is 200ns, which is about 30m of distance traveled. Bernd is concerned that the argument will be brought up that only half-rate is backward compatible. Group agreed that nothing that is presented here is against the PAR. 

14:30
Discussion of the comment database with the document 15-04-0234-03-004b.

Comment #3: Accepted as is. 

Comment #4: Deferred to the MAC group.

Comment #5: Ed commented that fragmentation has been eliminated from an earlier version because for the reason of reducing complexity. The reasoning was that average payload size of TG4 would be 40 bytes in length and therefore fragmentation is not needed. If necessary this can be done in higher layers. Leave to MAC group for additional discussion however, recommendation is to keep the MAC simple. 

Comment #6: Deva asked to what happens to a hidden node that is beaconing. 
Ed commented there is currently no time scheduling in beacons but higher layer can already this since it knows when the parent beacons are comming in (MLME-BEAON-NOTIFY.indication) and when the MLME-START.request is issued (only deterministic delay).

Comment #8: It seems that the current text is implying that on transmission failure on indirect transmission requires another data request command. The wording for this needs to changed to state that another data request is needed. 

Robert commented that it seems that Pat Kinney’s proposed mechanism for time synchronization did not make it on the list. Robert will champion this topic (added as comment #65).


Comment #15: Ed comment that he does not see where the problem is the MAC does state clock-timing requirements. Ed does not see that using a 40ppm crystal would create any drift problems over the duration of a superframe. Bhupender said that in very long beacon orders it may cause a problem. Ed said that the radio always must wake up earlier to receive the next incoming beacon (already 80ppm of error possible). Bhupender is going to put a document together describing what the exact problem is.

Comment #16: Amend documentation to state that the PIBAttribute and PIBValue are undefined are undefined. Look for similar problem in MAC clause. 

Comment #17, 18, 19: Monique to check standard for consistency on this issue. 

15:28
Meeting is in recess till 1:30pm tomorrow afternoon.

 Thursday 05/13/04 Afternoon Session

13:32
Meeting called to order by the chair. 


Comment #20: Marco commented that this is an implementation specific issue how the manufacturer programs the extended address. Another concern is how the address is accessed. Ed commented that it is not a good idea to allow changing the extended address by higher layers specifically for security purposes. Comment is rejected. 



Comment #21: The order of when the MLME-START.confirm primitive and when the beacon has been sent is not important. 

Comment #22: Text states that transceiver must be turned off. This is missing from figure 76. 

Comment #23: Agreed but to not need to document this. 

Comment #24: Editorial.

Comment #25: Accepted proposal pending other changes to the security suite. 

Comment #26 - #29: Accept as is. Rene will work with Bhupender on a solution. 

Comment #36: It is true but the group can not add a “shall” when talking about the higher layer. 

Comment #37: Defer to MAC group.

Comment #38: Duplicate of #16.


Comment #44: Robert commented that Ember noticed this too and the byte order of the security is different from the one in the rest of standard. 

Comment #46: Bhupender commented that making GTS optional for FFD create confusion and interoperability issues. 

Comment #48: This comment is unclear.

15:04
Review of the revision comment database is concluded.



Marco to update the timeline / schedule document to discuss the changes that have been discussed and agreed on this week. 

Robert will make sure that everyone who ought to be involved are on the reflector and that discussions are held during conference calls. 


Marco will setup regular conference calls starting on the 24th of May. 

15:21
Motion to adjourn the meeting made by Ed Callaway and seconded by Jon Adams. There are no objections to the motion. The meeting is adjourned. 
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