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Reference: 21
Classification: Proposal
Specification References: 

Table 70 and Table 71 

Summary:

MAC sublayer constant aExtendedAddress can be accessed through the PAN information base, by way of parameter 0x6F
Description:

This recommended practice describes the mapping of the MAC sublayer constant aExtendedAddress into MAC PAN information base parameter 0x6F (macExtendedAddress).
As with other 802 specifications the configuration of the Extended Address at power on is not precluded. This proposal describes how this is to be achieved. 
Upon power on, before attempting any radio activity, the next higher layer of a device which requires configuration of the aExtendedAddress will call MLME-SET.request( 0x6F, 0x1122334455667788 ). Where 0x1122334455667788 is the IEEE address to be set.
Also through the provision of this extra parameter macExtendedAddress the next higher layer can at any time read its Extended Address by way of a MLME-GET.request( 0x6F ).
Reference: 74

Classification: Clarification
Specification References: 

6.7.4 Transmit Centre Frequency Tolerance
Summary:

The IEEE specification does not detail any MAC layer timing accuracy requirement, leaving them to be implied from the PHY constraints. Clarification is required in order to maintain the integrity of the slot boundaries within the superframe.

Description:

The PAN timing is derived from the coordinator and the superframe structure it defines. All devices operating on the PAN will use timing derived from the PAN coordinator.
The coordinator should maintain a timing accuracy of better than +- 40ppm.
Under normal operating conditions the acceptable coordinator rate of clock drift must be within +-2 symbols after a maximum length superframe (BeaconOrder = 0x0E). Normal conditions are defined where the operating temperature is constant.
All devices should adhere to the Slot Boundary timing with an error of less than +- 1 symbol throughout the entire superframe.

An RFD may operate with relaxed specifications for slot boundary drift and jitter, but must take into account any potential error and ensure that it does not cause out of CAP transmissions. 

Reference: 137

Classification: Clarification
Specification References: 

Figure 76 PAN Start
Summary:

When starting a PAN coordinator the ordering of MLME-START.confirm and PLME-SET.TRX-STATE.request messages is not important.
Description:

Figure 76 shows the transmission of the MLME-START.confirm before the PLME-SET-TRX-STATE.request. The order of these messages is implementation specific and either is acceptable in a compliant solution.
Reference: 142

Classification: Recommended Practice

Specification References: 

Figure 76 PAN Start
Summary:

On receipt of a MLME-RESET.request it is recommended that the MAC should issue a PLME-SET-TRX-STATE.request to ensure that the transceiver is off.

Description:

Figure 76 shows a MLME-RESET.request, however there is no PLME-SET-TRX-STATE.request to the PHY. Since the purpose of a reset is to return the entire stack to a known state it is recommended that the MAC issues a PLME-SET-TRX-STATE.request to return the PHY to a known state.
Reference: 147

Classification: Recommended Practice

Specification References: 

Figure 80 Passive Scan
Summary:

The MAC should always ensure that the transceiver is idle before changing the phyCurrentChannel parameter since the PHY has no way of indicating busy.

Description:

Figure 80 shows the issuing of a PLME-SET.request(phyCurrentChannel), without first issuing a PLME-SET-TRX-STATE.request to force the PHY to idle. This is essential since the PLME-SET.confirm has no way of indicating the PHY is part way through receiving a message.

The recommeneded practice is to always ensure the PHY is idle before attempting to issue a PLME-SET.request( phyCurrentChannel, NewChannel ). If necessary the MAC should issue a PLME-SET-TRX-STATE.request( FORCE_TRX_OFF ).
Reference: 154

Classification: Typographical

Specification References: 

Section: 7.6.1.1 Bit Ordering
Summary:

The phrase "The 16th bit in an octet string is indexed as bit 0 of octet 2 and represents the low-order bit of the second octet”, should read “The 16th bit in an octet string is indexed as bit 0 of octet 1 and represents the low-order bit of the second octet”.

Description:

See Summary.
Reference: 157

Classification: Clarification

Specification References: 

Section: 7.6.1.5 CBC-MAC Authentication
Summary:

Clarification on what the ‘length’ described applies to.

Description:

The phrase "...computed on a message that includes the length of the authenticated data at the beginning of the data themselves." is not clear whether the 'length' applies to the authentication (a) or message (m) component of the integrity code. The number of bytes of length value is not defined. To be clarified the above phrase could be written as: "...computed on a message that includes the authentication data at the beginning of the data itself."
Reference: 161
Classification: Typographical
Specification References: 

Section: 7.6.1.5 CBC-MAC Authentication

Summary:

To avoid confusion and maintain consistency change ‘authenticated data’ to ‘authentication data’..

Description:

The term ‘Authenticated’ applies to data which has been encrypted. So the Integrity code is actually generated from Authentication data not Authenticated data..
Reference: 164

Classification: Clarification

Specification References: 

Section: 7.6.3.1.3 CCM Nonce

Summary:

Further clarification would be beneficial on the CCM Nonce.

Description:

When generating the integrity code, the cipher block is used in CBC mode. This requires a 16 byte cipher key, and a block of 16 bytes, block B0, as the first block. More 16-byte blocks containing padded authentication and padded message bytes follow on. Block B0 is made up of the nonce as defined in this clause, plus 3 other bytes. The description of the nonce is woefully inadequate and the following sentences are proposed for clarity:
"The first input block, B0, applied to the CBC encryption function consists of a flags octet, the nonce shown below, and two octets indicating the number of bytes in the message field, l(m). Block B0 forms a padded nonce."
Reference: 163

Classification: Clarification

Specification References: 

Section: 7.6.1.6 CCM 

Summary:

Further clarification would be beneficial on the fact that a padded nonce is used in CCM.

Description:

Block B0 applied to a block cipher in CBC mode is made up of 16 bytes. The basic nonce of 13 bytes is padded with a flags byte and two l(m) bytes. To clarify this it is suggested that the phrase "... computed on a nonce followed by ...." should read " ... computed on a padded nonce followed by ....".

Reference: 165

Classification: Clarification

Specification References: 

Section: 7.6.3.3.1 Outgoing Frame Operations
Summary:

Further clarification would be beneficial on the fact that a padded nonce is used in CCM.

Description:

The first block, B0, applied to the generation of the integrity code is made up using a nonce with 3 additional bytes, (a padded nonce). This fact should be clarified by using the term padded nonce, to this end it would be clearer if ".. nonce .." was prefixed with ".. padded ..".
Reference: 166

Classification: Clarification

Specification References: 

Section: 7.6.3.3.1 Outgoing Frame Operations
Summary:

Further clarification would be beneficial on what makes up the authentication data fields.

Description:

A brief description of the contents of the authentication data field is provided, with no further details concerning byte locations. It would be useful to add a clause similar to 7.6.3.1.3, entitled “Authentication data”.

The clause should contain the following:

In the AES-CCM security suite, the authentication data used for generating integrity code consists of bytes from the MAC frame. Figure xx specifies the order and length of the subfields of the authorization data.

Figure xx should indicate the following:

Octets     

  2    Frame control

  1    Sequence number

  2    Destination PAN ID

  8    Destination address

  2    Source PAN ID

  8    Source address

  4    Frame counter

  1    Key Sequence counter

FCS has not been included as it serves to provide a first level check on the quality of the received data. The only non-payload field in the MAC payload apart from the MAC header is the FCS field. It is assumed that the FCS enables a without-encryption validation check on the whole of the MAC frame and is the last field to be generated prior to transmission. As such, it should not be included in the authentication process.

A further clarification should be made by changing the sentence "Use the MAC header and non-payload fields in the MAC payload as the authentication data, a ..." to read "Use the MAC header field in the MAC payload as the authentication data, a ..."

Reference: 167
Classification: Clarification

Specification References: 

Section: 7.5.8.4.1 Processing outgoing Frames

Summary:

The term ‘Integrity code’ is used here as a process, not as data. It would be beneficial to clarify that what is being described here is the process.
Description:

Change the phrase ".. ,the integrity code shall be applied to the MHR ..." to read ".. ,the integrity code process shall be applied to the MHR..."

Reference: 173

Classification: Clarification

Specification References: 

Section: 7.6.1.8 PIB Security Material

Summary:

The description here implies that the Key Sequence Counter is a fixed value.
Description:

The key sequence counter in the MAC is set up with a value which is provided by a higher layer, it is not a fixed value. To prevent confusion, the phrase ".. The key sequence counter is a counter that is fixed by the ..." should be changed to ".. The key sequence counter is a counter whose value is determined by the ..."
Reference: 174

Classification: Clarification

Specification References: 

Section: 7.6.1.8 PIB Security Material

Summary:

The description here is not clear which messages get a copy of the Key Sequence Counter.

Description:

The type of payload field in which the key sequence counter is inserted is not clearly stated. The phrase "... MAC payload of the MAC frame." should be clarified as "... MAC payload of the transmitted MAC frame."

Reference: 175

Classification: Clarification

Specification References: 

Section: 7.6.2 AES-CTR security Suite

Summary:

The description here is not clear what is meant by ‘Shared data’

Description:

The term 'shared data' refers to the 8 bytes of Source Address. The phrase "... within the MAC payload using shared data, the ..." clarified as "... within the MAC payload using the Source address, the ...".
Reference: 193

Classification: Proposal
Specification References: 

Section: 7.1.14.1.3 Effect on receipt

Summary:

Unless a device on a network has macRxOnIdle set it is extremely unlikely to receive Coordinator Realignment commands indicating that the coordinator is changing the channel or PANID. Recommended practice is to substitute a beacon with the realignment message.

Description:

During normal operation devices on a network will only enable their receiver at the beginning of each superframe in order to receive the beacon. Messages transmitted at other times will not be received. Transmitting the realignment command at an arbitrary point in the superframe will not be received by the majority of devices.

The change in PAN parameters will cause most devices to lose synchronization and indicate a BEACON_LOST to the next higher layer. This is undesirable since the default action of a network layer (MLML-SYNC.request) will fail, and each device can only rejoin the network through an Orphan Scan.

It is proposed that when the next higher layer of a coordinator attempts to update the superframe specification through use of the MLME-START.request with the CoordRealignment bit set the command should be transmitted in place of the last beacon of the original configuration. This practice will maximize the probability of the devices on the PAN receiving the command successfully. 

It is also proposed that the coordinator maintains super frame timing throughout the procedure to minimize the chance of a SYNC-LOSS on the devices.

Reference: 218

Classification: Clarification
Specification References: 

Section: 7.5.2.2.2 Resolution
Summary:

The description does not explicitly state that the next higher layer is responsible for the Active Scan and selection of the new network parameters.

Description:

The text should be clarified as follows:

“On the detection of a PAN identifier conflict, the next higher layer on the coordinator shall first perform an active scan and then, using the information from the scan, select a new PAN identifier.”

The next higher layer will issue an MLME-START.request with the realignment parameter set. This will inform the devices on the network of the updated network parameters. 
Reference: 220

Classification: Discussion
Specification References: 

Section: 7.5.2.1.2 Active Channel Scan
Summary:

The fact that beacon enabled PANs ignore beacon request commands dictates that, unless long Active Scan durations are used,  PANs with a large BeaconOrder are unlikely to be detected during the active scan.
Description:

Were every coordinator to issue an AdHoc beacon upon receipt of the Beacon Request command, as required from the coordinator of a beaconless network, scan times could be reduced and MLME-SCAN.confirm primitives would describe the channel activity more accurately.
Option 1:

Coordinators may issue an adhoc beacon on receipt of a beacon request command under CSMA. An AdHoc beacon is defined as a beacon with a SuperFrameOrder of 0x0F. All other beacon parameters including the BeaconOrder should be valid for the PAN.
Option 1b:

As option 1, except that only coordinators of a PAN where the BeaconOrder is greater than 5 will issue the AdHoc Beacon.

Option 2:

Coordinators may issue an adhoc beacon on receipt of a beacon request command under CSMA. And AdHoc beacon is defined as a beacon with a new “AdHoc beacon” flag set within the Superframe specification, which would be set in AdHoc beacons issued by a coordinator on receipt of a beacon request command.

Option 2b:

As option 2, except that only coordinators of a PAN where the BeaconOrder is greater than 5 will issue the AdHoc Beacon.

Reference: 241
Classification: Proposal
Specification References: 

Section: 7.5.6.2 Reception and rejection (promiscuous mode)
Summary:

The sentence “The MAC sublayer shall pass all frames received … directly to the upper layers” does not describe the format of the message sent up.

Description:

It is proposed that the entire PSDU is sent to the next higher layer through a MCPS-DATA.indication primitive, where the received PSDU is included as the MSDU parameter.

In order to identify that this MCPS-DATA.indication primitive contains an un-filtered PSDU the DstAddrMode and SrcAddrMode fields are both set to 0x00 (No Address). The mpduLinkQuality field is valid.
Reference: 246

Classification: Clarification
Specification References: 

Section: 6.2.2.6 PLME-GET.confirm

Section: 7.1.6.2 MLME-GET.confirm
Summary:

It is unclear how many bytes make up the PIBAttributeValue field in the case of an UNSUPPORTED_ATTRIBUTE. It is proposed that in this case the field has zero length.

Description:

See Summary
Reference: 250

Classification: Recommended Practice

Specification References: 

Section: 6.2.2.8 PLME-SET-TRX-STATE.confirm

Summary:

It is unclear what should be returned if a PLME-SET-TRX-STATE.request is issued selecting an unsupported state. It is recommended that a status of INVALID_PARAMETER is returned.

Description:

See Summary
Reference: 249

Classification: Recommended Practice

Specification References: 

Section: 6.2.1.2 PD.DATA.confirm

Summary:

It is unclear what should be returned if a PD-DATA.request is issued with a length greater than aMaxPHYPacketSize. It is recommended that a status of INVALID_PARAMETER is returned.

Description:

See Summary
Reference: 251

Classification: Recommended Practice

Specification References: 

Section: 6.2.2.10 PLME-SET.confirm

Summary:

It is unclear what should be returned if a PLME-SET.request is issued to change a PIB parameter that cannot be changed e.g. phyChannelsSupported. It is recommended that a status of UNSUPPORTED_ATTRIBUTE is returned since the setting of this attribute is not supported.

Description:

See Summary
Reference: 671
Classification: Clarification
Specification References: 

Section: 7.3.2.1.1 MHR fields

Summary:

The text within section 7.3.2.1.1 describing the data request command frame “the source addressing mode sub field shall be set to 3 if the value of macShortAddress is equal to either 0xFFFE or 0xFFFF or set to 2 otherwise.” does not adequately describe all possible uses of this command.
Description:

The data request command may be generated in two ways:

1) When a MLME-POLL.request is received by the MAC.

2) When macAutoRequest is set to true and the MAC detects a message pending

This first case is detailed in the specification 7.3.2.1.1 where the value of macShortAddress determines the source addressing mode. Clarification is required for the second case, where the MAC should use the source addressing mode corresponding to that of the pended message.

Reference: 510
Classification: Typographical
Specification References: 

Section: 7.3.1.3 Disassociation Notification Command
Summary:

The Disassociation Notification Command should be transmitted using the short address if one has been allocated to the destination device. 
Description:

The text contained with section 7.3.1.3.1 is incomplete and should read “the destination addressing mode and source addressing mode sub fields of the frame control field shall both be set to 3 if the value of macShortAddress within the device to be disassociated is equal to either 0xFFFE or 0xFFFF or set to 2 otherwise.”
Reference: 534

Classification: Discussion
Specification References: 

Section: 7.5.2.4 Beacon Generation
Summary:

There is a problem with 7.5.2.4 wrt beacon generation :

The section states “All beacon frames shall be transmitted at the beginning of each superframe at an interval equal to aBaseSuperframeDuration

* 2n symbols, where n is the value of macBeaconOrder. The beacon frame shall 

be constructed as specified in 7.2.2.1.”
This means that a PAN coordinator and Device both beaconing will always trample each 

others beacons.

Description:

Possible solutions include:
1) Adhoc beacons

Devices transmit adhoc beacons using CSMA in the CAP.

2) Beacons are transmitted with a GTS 

The device request a transmit GTS from the PAN coordinator and transmits a beacon which describes a superframe the Active period of which is contained entirely within the allocated GTS.
3) Beacons are transmitted following the beacon of the PAN coordinator
The device transmits its beacon immediately following the beacon of the PAN coordinator without CSMA.

4) The device transmits its own superframe base on its local clock.
Reference: 593

Classification: Proposal

Specification References:

Table 72

Summary:

In Table 72, the description of macDefaultSecurityMaterialLength is incorrect. It should read: 

The number of octets contained in macDefaultSecurityMaterial.

Also, its default value should probably be 0, given that macDefaultSecurityMaterials default value is an empty string.

Description:

See summary.
Reference: 594

Classification: Proposal

Specification References:

Table 73

Summary:

The range and default values for ACLSecurityMaterialLength in table 73 should be in hex to be consistent with the rest of the table and the same entry in table 72.
Description:

See summary.
Reference: 608

Classification: Clarification
Specification References:

7.5.8.3 macSecurityMode / macSecuritySuite
Summary:

In section 7.5.8.3, the spec states that ACLEntry should be set to the "macSecurityMode parameter value from the ACL entry associated with the sender of the data frame". Should this read “macSecuritySuite”? (macSecurityMode is a global value, rather than per ACL entry value).
Description:

See summary.
Reference: 610

Classification: Clarification

Specification References:

7.5.8.2 / 7.5.8.3 
Summary:

7.5.8.2 / 7.5.8.3 should generalize the description of SecurityUse and ACLEntry fields

Description:

As they are found in a variety of other primitives (MLME-ASSOCIATE.indication, GTS.indication etc) as well as MCPS-DATA.indication..

Reference: 613

Classification: Clarification

Specification References:

7.1.7.3
Summary:

SecurityUse/ACLEntry field for GTS.indication

Description:

It is not clear how the SecurityUse and ACLEntry fields should be set in the case that a GTS.indication is issued when not as a direct response to a GTS.request (e.g. when a GTS expires).

Reference: 623

Classification: Clarification

Specification References:

7.6.2.3.1 4)  / 7.1.1.1.3
Summary:

Issuing MLME-COMM-STATUS.indication in response to MCPS-DATA.request.

Description:

7.6.2.3.1 4) states that an MLME-COMM-STATUS.indication should be issued when the frame counter overflows. However, 7.1.1.1.3 status that an MCPS-DATA.confirm should be issued upon detecting any security errors.
Reference: 624

Classification: Clarification

Specification References:

7.6.2.3.2
Summary:

Clarify which are the 'last known' counters.

Description:

In section 7.6.2.3.2, part 4) needs to be clarified to indicate which are the 'last known' sequence and frame counters. Does this mean the optional external counters?
Reference: 631

Classification: Clarification

Specification References:

7.5.8.4.2
Summary:

ACLEntry field as described in 7.5.8.4.2.

Description:

In the last paragraph of 7.5.8.4.2, the description of how to set the ACLEntry field (i.e. to TRUE or FALSE) is contradictory to how it is specified in the parameters table for each primitive that uses it (i.e. See table 29).?
Reference: 632
Classification: Clarification
Specification References:

Section 7.5.8.4.2 para 5
Summary:

Section 7.5.8.4.2 seems to imply that if the MAC is unable to decrypt a received frame, it should be passed to the higher layer with a MCPS-DATA.indication. Does this make sense even if the received frame is a MAC command frame as there will be no way for the higher layer to differentiate between the two?

Description:

See summary.
Reference: 661

Classification: Discussion

Specification References:
7.4.2 MAC PIB attributes

Summary:

Table 71  defines macTransactionPersistenceTime as “The maximum time (in superframe periods) that a transaction is stored by a coordinator and indicated in its beacon.”
However, the specification does not clearly define "superframe periods".
Description:

See summary.
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