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Minutes for the IEEE 802.11bn Feb 22, 2024 – March 2024 MAC Ad Hoc Teleconferences
TGbn MAC Ad Hoc Chair Chairing:

Joengki Kim (Offino)
Thursday Feb 22, 2024, 10:00 am – 12:00 pm ET
1. The chair called the meeting to order at 10:02 am ET.
1.1. The chair introduces himself.
2. Chair’s reminder on meeting and patent policies.

2.1. The chair reminds attendees of the patent polices.
2.2. Chair called for essential patents, and none was indicated.

2.3. The chair reminded attendees that participation is on an individual basis.

2.4. The chair reminded attendees of IEEE meeting and copy right policies.
2.5. Chair’s reminder on recording attendance through IMAT

3. The agenda is 11-24/210r4.
4. The chair reviews agenda

4.1. 11-23/2039 and 11-23/2141 were removed from the agenda as requested by the respective authors.
4.2. The agenda is approved by unanimous consent by all attendees.
5. Technical presentations
5.1. 11-23/1913 Secondary Channel Access Operation, Dongju Cha (LGE)
5.1.1. Comment: on slide 4, there are values in using the existing EDCA parameters

5.1.2. Discussion on whether non-WiFi technology is included in the primary channel. Only WiFi technology is used.
5.1.3. Discussion whether secondary channel should be considered for non-WiFi devices; In the case of non-WiFi traffic, cannot use SCA since it is difficult to know how long AP may be away from the primary channel. 

5.2. 11-23/1935 Secondary Channel Usage Follow Up, Liwen Chu (NXP)

5.2.1. Comment: Slide 14, backoff channel is much simpler
5.2.2. Comment: Slide 10, it is not because of TXOP, but the NAV is on the primary channel

5.2.3. Comment: If the channel was busy, it would be deferred

5.2.4. Comment: beacon transmission will be deferred until the NAV expires

5.2.5. Discussion whether beacon can be transmitted on the non-primary channel. The answer is no. Beacon cannot be transmitted simultaneously on the primary and secondary channels since the primary channel is busy. 

5.2.6. Discussion on whether to allow STAs with shorter switch time to transmit earlier, why AP indicates a specific time to start backoff on secondary channel. It is to allow all STAs to switch at the same time.

5.2.7. Discussion on AP notification is needed for non-primary backoff channel. AP notification is always needed.
5.2.8. Comment: agree with single non-primary backoff channel and reuse current RU index. Option 1 on slide 13 is preferred. Discussion whether a mechanism should be defined that AP initializes the non-primary backoff from the perspective of multi-AP coordination. Presenter will conduct offline discussions, open to that option. 

5.2.9. Discussion on whether the non-WiFi radio activity on Slide 4is TXOP based. No limit on the non-WiFi activity and it will be announced by the AP; it depends on the non-WiFi technology protocol. 

5.2.10. Discussion on r-TWT and if it is not applied; AP can use the r-TWT, but for the STAs side, need to find a better solution. Can do offline discussions.
5.2.11. Discussion on fairness issue for legacy STAs for schemes proposed on slide 4; AP cannot transmit even when remaining on the primary channel. However, legacy STAs may have other opportunities on the primary channel if the AP has not moved to a secondary channel. AP would not be able to respond due to the primary channel being busy.

5.3. 11-23/2027 Considerations for DSO Sub-band Switch Delay, Vishnu Ratnam (Samsung)

5.3.1. Q: Is it required to have non-DSO STAs in each of the subchannels? A: Not required but would need to have non-DSO STAs in all subchannels in this example. Discussion on such requirements are not needed for padding; but responses such as BAs still need to be sent by non-DSO STAs in all subchannels.

5.3.2. Discussion on the actual WiFi 7 channel switch delay; expected channel switch delay may not be as long as 256 us since DSO STAs just need to switch channels within the same band. Presenter indicates that the proposed mechanism is still useful even if padding delay is not that long.
5.3.3. Comment and question: agree that padding delay could be quite long, and resources are wasted if long padding needs to be done over the entire bandwidth. Bottom figure on slide 10, why separate DSO STAs in different groups, one group would be more efficient. Presenter indicates that it is to ensure that all alternative solutions are considered.

5.3.4. Q: slide 12, why DSO STA do not send a response; A: It is a quite harsh solution. We are discussing two different problems, for problem 1, the solution does not need to eliminate responses. However, Problem 2 may need that. 

5.3.5. Discussion on slide 7: no need to use DSO in the top figure, since there are non-DSO STAs in all subchannels. Presenter indicates that AP also needs to serve DSO STAs, which may be narrowband, and hence may cause efficiency issues. Padding can also be used, but the proposal allows the AP to schedule DSO STAs with shorter switch delays first, and DSO STAs with longer switch delays later, and based on that, which STAs should respond, and which should not. Comment that prefers to keep the design simple.

5.3.6. Comment: three issues with solution 1. Issue 1, STA4 is supposed to transmit on secondary channel, but AP has no confirmation from STA4 and hence is unsure whether STA4 has received the IC or has switched. Issue 2, this may cause fairness issues. Issue 3, behaviors are different for STA3 and STA4 and cause complexity issues for implementation. A: for issue 1, assuming MU-RTS is used as the IC, then AP cannot tell from which STAs a CTS is received. This is similar to the proposal. For issue 2, it is up to the AP’s scheduling, the proposal does not alter the scheduling behavior. For issue 3, likely just 1 bit is needed to indicate the different response behavior. 
5.3.7. Discussion how the switch back procedure will look like, when can STA 5-7 switch back if they are scheduled later. STA5-7 may switch back at the end of the SP/TXOP but can do offline discussions.

5.3.8. Comment that the proposal is not very favorable since it doesn’t work well with EMLSR and capabilities for STAs, how STAs are listening to virtual CS, etc.

5.3.9. Chair stopped discussion due to time limit. 
6. Chair calls for other business; none was indicated.
7. Adjourned at 12:00 pm
Thursday Feb 29, 2024, 10:00 am – 12:00 pm ET
8. The chair called the meeting to order at 10:01 am ET.
8.1. The chair introduces himself.
8.2. The secretary of the call is Xiaofei Wang (InterDigital)

9. Chair’s reminder on meeting and patent policies.

9.1. The chair reminds attendees of the patent polices.
9.2. Chair called for essential patents, and none was indicated.

9.3. The chair reminded attendees that participation is on an individual basis.

9.4. The chair reminded attendees of IEEE meeting and copy right policies.
9.5. Chair’s reminder on recording attendance through IMAT

10. The agenda is 11-24/210r8.
11. The chair reviews agenda

11.1. Announcement: skipping header security topic (23/1896, 23/1960, 23/1967) until converged SP is run

11.2. No discussions on the agenda
11.3. The agenda is approved by unanimous consent by all attendees.
12. Technical presentations

12.1. 11-23/2141r3 Further Discussion on Dynamic Subband Operation, Shubhodeep Adhikari (Broadcom)
12.1.1. Comment: Agree with many points from the presentation. In conclusion slide, 1 frame option is fine, but it is better to have the response be optional to provide additional advantages. If going with the 1 frame option, then would the non-AP STA be able to respond on the target RU? Yes, provided that there is efficient padding, i.e., IF with a FCS that proceeds the MAC padding. Discussion on additional transmit requirements may be needed to respond on a different channel; conduct offline discussions. 
12.1.2. Comment: slide 6, assuming that the primary channel is not busy, targeting a different use case. How many DSO STAs are switching to the secondary 160 MHz channel. Only those that are going to be part of the exchange. Discussion that it is possible to use modified MU-RTS, or BSRP as IF. Slide 7, discussion on using BSRP to meet initial frame requirements by transmit on a different subchannel which eliminates some overhead.
12.1.3. Q: two options for the initial frame exchange. What is the benefit for the two-frame option? A: if post-FCS MAC padding is supported. Q: if this is not supported, then is it still possible? A: That is more difficult for the non-AP STA. 

12.1.4. Q: option 1, has the STA completed the channel switch after the first control frame. A: second control frame requires responses from the DSO STA on target RU. For the second option, depending on the non-AP’s capabilities.

12.1.5. A: there may be two padding delays for switching delay if DSO is enabled or disabled. A: It is possible depending on the implementation of the non-AP STAs. Propose to have two different delays but needs to be discussed in more details. 

12.2. 11-23/1915r1 Enhanced Security for Control Frame in 11bn, SunHee Baek (LGE)
12.2.1. Comment: Agree to protect trigger and BAR, also agree for group addressed frame, integrity check is sufficient due to legacy compatibility. On Slide 4, PTK has many keys, cannot use BIP, what we need to do to use cipher, BIP is used for management, it should not be used for control frame. Terminology is confusing. 
12.2.2. Comment: For control frame, integrity check should be enough, no need for encryption. No need to use CCMP or GCMP, these are used for data, control frame is much shorter. A: want to share and show that the kind of design is possible. 

12.2.3. Comment: encryption could be power consuming, protecting AID or MAC address could do achieve the same purpose, it can be addressed easily. Discussion whether integrity check is of value. Commenter sees no value at this point but evaluating. 

12.2.4. Comment: For PTK and GTK, need to derive a new set of keys for control frames. Need to decide which control frames to protect, even for MIC, need to get PN. Using MLO, need keys per link, key derivation needs to be addressed, even though PTK is derived from MLD level. Need to understand the benefit of this direction.
12.2.5. Comment that integrity should be sufficient. Q: Why need to have 2 octets for KeyID? A: just example. Have you looked at IPN space, is that per link? A: IPN is used for checked protected reply attack. It is the topic for the next contribution. 

12.2.6. Q: BAR is not mentioned for Integrity check, why is BAR not considered in this case? A: it is in the appendix. 

12.2.7. Comment that integrity check should be used to protect control frames. Compare control frame to management or data frames, it is not tracked as well (no sequence number), would that be any issues?

12.2.8. discussion on MIC is only calculated for a few fields including the user info field. Baseline scheme for data protect MAC address by AAD, other fields should be protected as well.
12.3. 11-23/1973 Control Frame Protection Follow Up, Liwen Chu (NXP)
12.3.1. Q: slide 5, the attack model for PS-Poll, if we protect acknowledgement, then AP will transmit the buffer frame, is this still a valid attack model. A: Still valid, since AP will transmit several times and discard the frame. Commenter thinks that AP may still have the packet, and majority of the attack can be prevented by protecting the ACK. 
12.3.2. Comment on KeyID in slide 7, have some issues with Option 1, prefer not to do Option 1. Agree with the direction, can discuss format later. 
12.3.3. Comment: not convinced to protect control frames for power consumption issues only, 
12.3.4. Q: for PS-Poll, if use protected data frames, what would happen? A: AP discards frame with retry counter maxed out

12.3.5. Comment: Direction is good; protections are not just for wake-up power consumption, also for flushing of the data by hacker transmitting BA and BARs. Option 2 is better than Option 1 on slide 7. 

12.4. 11-23/1995r0 Trigger, BA and BAR Protection, Po-Kai Huang (Intel)

12.4.1. Comment: concerns for GMAC-256 being hardwired; this approach might be short-sighed; prefers to have negotiations. A: there is nothing else better; there is no other ones to negotiate 
12.4.2. Comment: examining BA is valuable; MIC is better. For cipher suites, picking just one seems to be good. If GMAC-256 doesn’t work, we likely need new hardware. 

12.4.3. Discussion on output will be 256 bits, for control frame, that is a lot. Overhead is limited, can check NIST documentation.
12.4.4. Q: Why do you choose the GMAC? A: Best we have. No one uses CMAC. 

12.4.5. Q: For BA protocol attack, PBAC exists, what are Additional benefits compared to PBAC? A: Changing AID will require changing AID change after each trigger frame, that is not feasible. Protecting BA and BAR is much better than disabling some feature of PBAC. 
12.4.6. Discussion that there should be enough AIDs to change AIDs periodic. 
12.4.7. Q: Is PBAC protocol implemented or not? If implemented, then we need to think carefully about this case. A: it is optional
12.5. 23/2001 is deferred due to insufficient time.
13. Chair calls for other business; none was indicated.
14. Adjourned at 11:55 am ET.
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