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Abstract
This document contains the minutes for the IEEE 802.11bi task group meeting that took place on 8 September 2021 at 09:00 ET.

Note: Highlighted text are action items. 
Q – proceeds a question
A - proceeds an answer
C - proceeds a comment
Yellow highlight - action point

Chair: Carol Ansley, Cox Communications
Secretary: Amelia Andersdotter, self
Vice-chairs: Jerome Henri, Cisco; Stephen McCann, Huawei
Technical editor: Po-Kai Huang, Intel

Chair calls meeting to order at 9:03 ET.

Agenda slide deck: 11-21-1308r1:

1. Reminder to do attendance

2. The chair mentioned the call for essential patents
2.1. No one responded to the call for essential patents

3. The chair covered the IEEE copyright and participation rules.
3.1. No questions

4. Discussion of agenda 11-21-1308r1
4.1. Technical presentation 11-21-1183 is now at r3.
4.2. Discussion on order of strawpolls.
4.3. Adoption of agenda 11-21-1308r2 by unanimous consent.


5. Administrative: 
5.1. Reminder: three sessions during the September interim meeting (Wednesday 11:15ET, Thursday 09:00ET, Friday 11:15ET). 
5.2. Reminder: call for presentations.

6. Presentations. 
6.1. Device fingerprinting leading to PCI capture (11-21/1182r3), Kurt Lumbatis (ARRIS/Commscope)
	Discussion (continuation from last teleconference, see minutes in 11-21/1402)
Strawpoll #1: Is the use of probes utilizing the SSID parameter TLV from a STA a use-case this group wishes to address?

C: This was discussed in .11az when we were dealing with MAC randomization although I can't find it in the spec now.
C: OK, a question, did that also address hidden SSIDs?
C: We specified, as I recall, no wildcard probes. But it should already be in the spec so I don't see if we want to do that work again.
C: Would there be a reason for us to look specifically into hidden SSIDs then?
Q: For me it's not clear what TLV is?
C: I thought in the current specification TLV is a SSID parameter.
Q: I just wanted to clarify again that this is not meant to address the general use of directed probes in a number of 6GHz use-cases and others, but the more narrow case of sending directed probes containing SSIDs or hidden SSIDs blindly, without knowing if that network is indeed there.
C: I was looking at the case where users were inadvertantly 
C: Also just to comment the spec barely even mentions hidden SSIDs, so the reason we don't have a lot of discussion on how to probe in presence of those SSIDs is that they're not just mentioned.
C: I think .11aq, not .11az, addresses this but we've already addressed this. We recommend not to transmit SSIDs in directed probes. Section 12.2.10 says "To avoid leakage of possibly sensitive network identifying information, STAs should refrain from transmitting Probe Request frames containing preferred SSID values and, instead, use passive scanning or transmit Probe Request frames containing the wildcard SSID." Also we don't support zero-length SSIDs and we shouldn't even deal with that issue because it might cause people to believe zero-length SSIDs or hidden SSIDs are sort of fine and they're not. 
C: The hidden SSIDs try to protect the ID of the AP and they are not currently in the specifications. But the fundamental issue of hiding the AP while still making it discoverable remains, and we would want to avoid the worse solutions of looking for the AP through sending multiple probes. Perhaps we should be looking for other solutions than hidden SSID for this though.
C: Will come back with a differently worded straw-poll next week.

Chair Carol Ansley leaves the meeting (09:30ET), Vice-chair Jerôme Henri takes over.

Strawpoll #2: Is the advertisement of device capabilities in TLVs which may be gathered and utilized to gather PCI which may lead to PII information gathering something this working group wishes to address? 

C: For clarification, I just want to know if this is isolated to probe requests? I made previously a presentation and I think it's been raised by other people too that there are also information elements. If we make one strawpoll per type of fingerprinting of elements we'll run a lot of strawpolls. I don't object to the strawpoll, it's just very specific to me.
C: I tried to incorporate this feedback from last meeting, but also break it into more manageable chunks. But I'll for sure attempt to come back next week with more specific language.
C: One way is you can post these strawpolls on mentor and asked for feedback on the reflector and this might speed up your cycle.
C: One issue we had when we discussed the probe issue in TGbe, is that there are elements in probe requests that are mandatory and you just will not get a response from the network unless your probe contains those elements. That limits a bit the type of protection you can give.
C: It might be better to move on with the agenda, and not discuss the third strawpoll now. 
C: We should reflect on allocating time to these topics so that people know that they will be given opportunity to present.
6.2 View on Private Identifier (11-21/1395r1), Po-Kai Huang (Intel)
(Still presenting)
	Chair: unfortunately we are at time. I will have to ask you to continue next week.


7. AoB
7.1. None

8. Vice-chair adjourned the meeting at 10:02 ET.
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