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Abstract
This contribution intends to modify the EBCS Request ANQP-element to support the negotiation for the extension of an EBCS for non-AP STAs without association.

Note: The changes shown are based on 802.11bc draft 1.02.


Revisions:
· Rev 0: Initial version of the document.
· Rev 1: Some modifications are made to the ANQP-Request element format.
· Rev 2:  Change Requested Time to Termination subfield to 0 or 3 octets. Add Clause 11.100.5 EBCS negotiation procedure for unassociated STAs. Revised based on the comments from TGbc members.
· 


9.6.5.31 Enhanced Broadcast Services Request ANQP-element
The Enhanced Broadcast Services Request ANQP-element transmits a register (or unregister) request from
a STA to a peer STA to receive (or stop receiving) enhanced broadcast services that are available from the
peer STA. The format of the Enhanced Broadcast Services Request ANQP-element is defined in Figure 9-
839g (Enhanced Broadcast Services Request ANQP-element format).

	
Info ID
	
Length
	Enhanced Broadcast Services Request Tuples


Octets:	2	2	variable

Figure 9-839g—Enhanced Broadcast Services Request ANQP-element format

The Info ID and Length fields are defined in 9.4.5.1 (General).
The Enhanced Broadcast Services Request Tuples field contains one or more Enhanced Broadcast Services
Request Tuple fields as shown   in Figure 9-839h (Enhanced Broadcast Services Request Tuple field
format).

	
	Enhanced Broadcast Services Request Control
	Broadcast Action
	Content ID
	Broadcaster MAC Address
(optional)
	Requested Time To Termination
(optional)

	Octets:
	1
	1
	1
	0 or 6	Comment by Mark Rison: BTW, what determines whether this is present or not?	Comment by 周培(Zhou Pei): The Broadcaster MAC Address present indication is missing in current draft 1.02. 
So, we need 2 bits control subfield to indicate the presence of Broadcaster MAC Address and Requested Time To Termination, respectively.

Please refer to figure 9-788eh and figure 9-788ei in page 27 of draft 1.02, there are 2 bits in the EBCS Request Info Control subfield. 
Therefore, I think it is better to add an Enhanced Broadcast Services Request Control subfield as designed in our previous version to keep the draft consistent.
	0 or 3


Figure 9-839h—Enhanced Broadcast Services Request Tuple field format

The format of the Enhanced Broadcast Services Request Control subfield is defined in Figure 9-xx (Enhanced Broadcast Services Request Control format).	Comment by Mark Rison: It seems wasteful to add an octet just for a bit (or even a few bits).  How about incorporating this into the Broadcast Action field?  Say 3 LSBs of broadcast action indication, 1 MSB for the RTTP Present bit and the rest reserved?	Comment by 周培(Zhou Pei): I agree that incorporate one bit Requested Time To Termination Present subfield into the Broadcast Action field is also a feasible solution. However, I believe adding an octet Enhanced Broadcast Services Request Control field will be more flexible, since we can add other subfields/indications into this one octet later, if necessary. 	Comment by Mark Rison: In my proposal we still have 4 bits left for other subfields/indications	Comment by 周培(Zhou Pei): Revised as per your comment.	Comment by Mark Rison: OK, thanks, but the Broadcast Action subfield content layout should be specified using a figure not text	Comment by 周培(Zhou Pei): Please refer to the previous response and figure 9-788eh & figure 9-788ei in page 27 of draft 1.02. I revised the indication method to keep the draft consistent.
	
	B0
	B1
	B2                         B7

	
	Broadcaster MAC Address Present
	Requested Time To Termination Present
	Reserved

	Bits:
	1
	1
	   5


Figure 9-xx – Enhanced Broadcast Services Request Control format

A value of 1 in the Broadcaster MAC Address Present subfield indicates that a Broadcaster MAC Address subfield is present in the Enhanced Broadcast Services Request Tuple field; otherwise the Broadcaster MAC Address subfield is not present.

A value of 1 in the Requested Time To Termination Present subfield indicates that a Requested Time To Termination subfield is present in the Enhanced Broadcast Services Request Tuple field; otherwise the Requested Time To Termination subfield is not present.
    
The Broadcast Action subfield values are defined in Table 9-340d:
Table 9-340d – Broadcast Action field values

	
Value
	
Description

	
0-1
	
Reserved

	
2
	
Register to receive broadcast identified by Content ID

	
3
	
Unregister from receiving broadcast identified by Content ID

	
4-7255
	
Reserved




The Content ID subfield indicates the identifier of the content.
The Broadcaster MAC Address subfield includes the MAC address of the AP from which the EBCS traffic
stream is currently being received.

The Requested Time To Termination subfield, if present, indicates the number of beacon intervals during which transmission of the EBCS traffic stream identified in the Content ID subfield is requested. The value 0 is reserved.	Comment by Mark Rison: To	Comment by 周培(Zhou Pei): Revised.	Comment by Mark Rison: This is not clear.  Maybe “the number of beacon intervals during which transmission of the EBCS traffic stream identified in the Content ID subfield is requested.  The value 0 is reserved.”?	Comment by 周培(Zhou Pei): I copied this description from the introduction of Requested Time to Termination subfield of EBCS Request element. (Please refer to the first two rows of page 28 of draft 1.02.) 
I think it is better to keep the descriptions of EBCS Request ANQP-element and EBCS Request element in line.	Comment by Mark Rison: OK, then I think they should both be changed	Comment by 周培(Zhou Pei): Revised. But I don’t think we need “The value 0 is reserved.” 
Because “otherwise the Requested Time To Termination subfield is not present” is already added in the last page.	Comment by Mark Rison: That just says that if the “present” bit is 0 there’s no time.  It doesn’t say that if the “present” bit is 1 the time cannot be 0	Comment by 周培(Zhou Pei): Added as per your comments.





[bookmark: _GoBack]11.100.4 EBCS nNegotiation pProcedure for aAssociated STAs
An EBCS STA may transmit an EBCS Request frame to its associated EBCS AP to request one or more EBCS traffic streams provided by the EBCS AP.   If an EBCS AP has indicated that one or more EBCS traffic streams require association, an EBCS STA shall associate with the EBCS AP and subsequently transmit an EBCS Request frame to request one or more of such EBCS traffic streams.   A request for one or more EBCS traffic streams that does not require association may also be included in the same EBCS Request frame. When requesting an EBCS traffic stream using an EBCS Request frame, an EBCS STA may request an EBCS traffic stream with a certain time to termination as indicated in the Time To Termination field included in the EBCS Request frame. This element optionally allows the non-AP STA to provide the MAC address of the AP currently serving the EBCS traffic stream, which mightmay not be the same as the one receiving the request.	Comment by Mark Rison: +the	Comment by 周培(Zhou Pei): Revised	Comment by Mark Rison: might	Comment by 周培(Zhou Pei): Revised.
After receiving an EBCS Request frame from an associated EBCS STA, an EBCS AP shall respond with an EBCS Response frame. If the EBCS AP indicates in the EBCS Response frame that the request for an EBCS traffic stream is successful, it may include a Time To Termination field to indicate the time to termination for the EBCS traffic stream. It may also include EBCS service period information and the frequency of the EBCS service periods for the EBCS traffic stream in the EBCS Response frame.	Comment by Mark Rison: What is the difference between “EBCS service period information” and “the frequency of the EBCS service periods for the EBCS traffic stream”?	Comment by 周培(Zhou Pei): Please refer to figure 9-788ek in page 28 of draft 1.02. EBCS service period information is indicated by EBCS SP Duration subfield. The EBCS service periods is indicated by the EBCS SP Interval subfield.
BTW, this Clause 11.100.4 has no relationship with our proposal. I just copy the text from the draft for comparison, and my proposal won’t change any text of this Clause.
NOTE—The EBCS transmitter of an EBCS traffic stream has the authority to determine the time to termination of the EBCS traffic stream.	Comment by Abhishek Patil: I am concerned about security and ‘abuse’ of this feature by a rogue device in the neighborhood. I don’t have a clear solution yet. At a minimum, I believe this NOTE should be changed to a normative sentence (‘shall’) to emphasize that the transmitter is in control and could reject a request to extend if the request originates from an unassociated STA. In addition, provide some guidance (recommendation) that the transmitter ‘should’ reject a request to extend if an unassociated STA is the only subscriber and keeps making frequent request to extend.	Comment by 周培(Zhou Pei): I agree with your concern when this feature is used by unassociated STAs, but I think the same problem is also exist when this feature is used by associated STAs. Isn’t it?
Please note that this NOTE/clause (Clause 11.100.4) is for associated STAs. I added some of your suggestions (e.g., guidance) to the next clause. Please refer to the NOTE in Clause 11.100.5.


11.100.5 EBCS negotiation procedure for unassociated STAs
An EBCS STA may transmit an Enhanced Broadcast Services Request ANQP-element to an EBCS AP to request one or more EBCS traffic streams provided by the EBCS AP. When requesting an EBCS traffic stream using an Enhanced Broadcast Services Request ANQP-element, an EBCS STA may request a specific time to termination using the Requested Time To Termination subfield.	Comment by Mark Rison: Worth saying what happens if a TTT is not included?	Comment by 周培(Zhou Pei): Added the corresponding descriptions (for example, the last sentence of the first para from the STA side, the last sentence of the second para from the AP side) when a TTT is not included.	Comment by Mark Rison: I’m not sure I follow you here	Comment by 周培(Zhou Pei): Add some content to the last sentence of this para when a TTT is not included. It would be great if you have more proper content to be added.	Comment by Mark Rison: I’m not sure.  Maybe it’s not a good idea to try to say what happens if a TTT is not included!	Comment by 周培(Zhou Pei): OK, I deleted the content about what happens if a TTT is not included.

After receiving an Enhanced Broadcast Services Request ANQP-element from an unassociated EBCS STA, an EBCS AP shall respond with Enhanced Broadcast Services Response ANQP-element and Enhanced Broadcast Services ANQP-element. If the EBCS AP accepts a request for an EBCS traffic stream, it may include a Time To Termination subfield in the Enhanced Broadcast Services ANQP-element to indicate the time to termination for the EBCS traffic stream. 	Comment by Mark Rison: Did I already ask why this only applies to an unassociated STA?  What if an EBCS AP receives an EBCS Req Ae from an associated STA?	Comment by 周培(Zhou Pei): As designed in the current spec, I don’t think an associated STA will request EBCS traffic stream by ANQP element, since only unassociated STAs using this element.	Comment by Mark Rison: Could be used for a DoS attack?	Comment by 周培(Zhou Pei): If the Requested Time To Termination subfield is not added into the EBCS Request ANQP-element, the existing ANQP Request and ANQP Response procedure also has this issue. I suppose this issue may be discussed and solved elsewhere.	Comment by Mark Rison: That’s true.  Maybe discuss in the TG

NOTE—The EBCS AP has the authority to determine the time to termination of the EBCS traffic stream. ANQP-elements are not protected and hence the EBCS AP might exercise caution in accepting certain requested durations. An EBCS AP evaluates certain criteria before responding to the EBCS service request from an unassociated non-AP STA from which it receives an Enhanced Broadcast Services Request ANQP-element. Such criteria can include, but are not limited to, limiting the time duration and/or frequency of EBCS traffic streams  request. The evaluation of the criteria can be based on local policies installed at the EBCS AP, which is out of scope of this standard.	Comment by Mark Rison: Maybe also add at the end “ANQP-elements are not protected and hence the EBCS transmitter [AP] might exercise caution in accepting certain requested durations.” or something like that

Do we have something somewhere to say that an EBCS AP shall not terminate an EBCS TS if any EBCS non-AP STA is still requesting it, or is that obvious?	Comment by 周培(Zhou Pei): Added your suggested content.

I didn’t find any description in the draft to say that an EBCS AP shall not terminate an EBCS TS if any EBCS non-AP STA is still requesting it. However, there is a rule in Clause 11.100.5 EBCS Termination Notice Procedure: An EBCS STA shall skip the transmission of any EBCS Request frame or a frame containing an Enhanced Broadcast Request ANQP-element requesting an EBCS if the STA receives an EBCS Termination Notice frame with an acceptable time to termination value contained in the EBCS Termination Info subfield containing the content ID of the EBCS.	Comment by Mark Rison: Maybe worth having a group discussion on this	Comment by Mark Rison: ? “traffic streams”?	Comment by 周培(Zhou Pei): Revised.


[bookmark: _Hlk72964500]11.100.65 EBCS Termination Notice Procedure
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