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		Abstract

This submission proposes resolutions of comments received from TGaz LB 249. 
· CIDs:  
· Total CID: 5
· CIDs: 3123, 3124, 3450, 3754, 3775


The comments are based on TGaz Draft 2.4 and “IEEE P802.11-REVmd/D3.2, March 2020”

Revision 0: initial draft
Revision 1: minor corrections
Revision 2: revised resolution for CID 3450. Included CID 3775




CID 3123 / 3124/ 3754 / 3775

	CID
	Clause Number & page
	Page
	Comment
	Proposed Change
	Resolution

	3124
	11.22.6.4.6.2

Page 160
	Alireza Raissinia
	Paragraphs (four of them) starting from line 20 and ending line 43) seem to describe a behavior when RSTA indicates the need for a new SAC for measurement is needed, which is missing from the text as it describes not to use TOD or TOA.
	Add a phrase to highlight the condition when RSTA indicates the need for use of new SAC.
	Revised.

The change is applicable for TB and non-TB mode of operation.
Modified section 11.22.6.4.6.1 & 11.22.6.4.6.2

TGaz editor, make the changes identified in submission 11-20-1649

	3754
	11.22.6.4.6.1

Page 154
	Mark RISON
	This is confusing.  In both cases the LTF_SEQ is being set to "the Secure-LTF-bits-I2R", so there's no need for two bullets.  Ditto R2I below
	As it says in the comment
	Revised.

TGaz editor, make the changes identified in submission 11-20-1649

	3775
	11.22.6.4.6.2
Page 160
	Mark RISON

	"When an RSTA sending an HE Ranging NDP sets the TXVECTOR parameter LTF_SEQUENCE  20
to either the bit string (e.g., the Secure-LTF-bits-R2I or Secure-LTF-bits-I2R) for generating any  21
secure HE-LTF or null (#1828, #1831)" -- a bit string or null are the only two things it can be set to, as far as I can tell

	Delete the para at the referenced location, and the next 3 paras

	Revised

TGaz editor, make the changes identified in submission 11-20-1649

	3123
	11.22.6.4.6.1

Page 153
	Alireza Raissinia
	Delete " a new Secure LTF Counter" and add "LTF Generation Information corresponding to Secure LTF Counter"
	As per comment
	Revised

TGaz editor, make the changes identified in 11-20-1649 as below

	
	
	
	
	
	



TGaz Editor: Add following to section 3.2

3.2 Definitions specific to IEEE 802.11


[bookmark: _GoBack]Null-SAC-HE-LTF : A  HE LTF present in I2R NDP or R2I  NDP in the Ranging frame exchange where SAC subfield in the STA Info field of Ranging NDP Announcement frame or SAC  subfield  in  the  Trigger  Dependent  User  Info  field  in  the  Ranging  Secure  Sounding  Trigger frame doesn’t match with value of the LTF Generation SAC subfield in the Secure LTF Parameters field in the last transmitted Fine Timing Measurement frame or last transmitted Location Measurement Report frame to the ISTA (#3124).	Comment by Author: Should this be renamed now? “Null” is not appropriate here as it incompasses zero-SAC and unmatched-SAC.
	Comment by Girish Madpuwar: Changed to Unmatch-SAC-HE-LTF	Comment by Ali Raissinia: I t5hink it should still be Null SAC	Comment by Girish Madpuwar: Ok. Retaining the name “null”


11.21.6.4.5.2 TB Ranging Measurement Exchange with Secure LTF



TGaz Editor: modify following to section 11.22.6.4.5.2 Page 159 line 1

When an RSTA has established a secure LTF measurement setup with an ISTA as specified in 11.21.6.3.4 (Negotiation for secure LTF in the TB and Non-TB measurement exchange), the RSTA that sends a Ranging Secure Sounding Trigger frame to the STA shall set: (#1260) 	Comment by Author: Delete?	Comment by Girish Madpuwar: This is section heading describing negotiation phase for TB and non-TB ranging. Hence fine
· The SAC subfield in the Trigger Dependent User Info field (#1129) corresponding to the ISTA in the Ranging Secure Sounding Trigger frame to the same value as in the  LTF Generation  SAC  field  in  the  Secure  LTF  Parameters  field  in  the  last  transmitted  Fine Timing Measurement frame or last transmitted Location Measurement Report frame to the ISTA, if the RSTA has not sent any Ranging Secure Sounding Trigger frame to the ISTA since the last transmitted Fine Timing Measurement frame or last transmitted Location Measurement Report frame to the ISTA;  
· Otherwise the SAC subfield in the Trigger Dependent User Info field in the STA Info field corresponding to the ISTA in the Ranging Secure Sounding Trigger frame to 0 to indicate that a new Secure LTF Counter (#2289) is needed. 

The RSTA shall set the I2R Rep subfield of the STA Info field corresponding to the ISTA in the Ranging Secure Sounding Trigger frame equal to the RSTA Assigned I2R Rep corresponding to the ISTA. 

After transmission of the Ranging Secure Sounding Trigger frame to the ISTA, the RSTA’s MAC sublayer shall issue a PHY-RXLTFSEQUENCE.request primitive with a LTFVECTOR parameter LTF_SEQUENCE that is set as follows:  	Comment by Girish Madpuwar: Bullet can be removed and entire statement can be framed in one paragraph

· Either the Secure-LTF-bits-I2R for generating any secure HE-LTF or null (#1828, #1831), if the SAC subfield in the Trigger Dependent User Info field in the Ranging Secure Sounding Trigger frame 0.  	Comment by Author: Do we need this as RSTA always expects to receive the matched SAC	Comment by Girish Madpuwar: Removing. RSTA don’t expect to receive null-SAC. If ISTA had lost sync, it will results into bad correlation. But RSTA is unaware of ISTA’s state
· Otherwise the Secure-LTF-bits-I2R (see 11.21.6.4.5.3 (Secure LTF Generation Information)) based on (#1830, #1832) Secure LTF Counter (#2289) in the Secure LTF Parameters field in the last transmitted Fine Timing Measurement frame or last transmitted Location Measurement Report frame to the ISTA (see 11.21.6.4.5.4 (Secure LTF Generation)). 

When the RSTA receives the HE TB Ranging NDP from the ISTA, the RSTA shall:   
(a) Send a Ranging NDP Announcement frame.  
(b) Send  an  HE  Ranging  NDP  with  the  TXVECTOR  parameter  LTF_SEQUENCE  set  as follows:to 
· Either  the  Secure-LTF-bits-R2I  for  generating  any  secure  HE-LTF  or  null  (#1828, #1831), if the SAC subfield in the Trigger Dependent User Info field in the Ranging Secure Sounding Trigger frame 0. 
· Otherwise  the  Secure-LTF-bits-R2I  (see  11.21.6.4.5.3  (Secure  LTF  Generation Information)) based on (#1830, #1832) Secure LTF Counter (#2289) in the Secure LTF Parameters field in the last transmitted Fine Timing Measurement frame or last transmitted Location Measurement Report frame to the ISTA (see  11.21.6.4.5.4  (Secure  LTF  Generation)).  
(c) Send a Location Measurement Report frame that includes the Secure LTF Parameters field to the ISTA.

Otherwise, the RSTA shall follow the rules in 10.22.2.2 (EDCA backoff procedure) as the frame exchange is not successful.
:
:
TGaz Editor: modify following to section 11.22.6.4.5.2 Page 160 line 24

When an ISTA receives a Ranging Secure Sounding Trigger frame from an RSTA in which the value of the SAC subfield in the Trigger Dependent User Info field is equal to the value of the LTF Generation SAC subfield in the Secure LTF Parameters field in the last Fine Timing Measurement frame received or last Location Measurement Report frame received from the RSTA, the ISTA shall:	Comment by Ali Raissinia: I am thinking that we should somehow limit the ISTA to respond to multiple trigger sounding frame with matched-SAC as the hacker can obtain/modify and replay on the subsequenct one. Maybe instead of ‘a ranging Secure Sunding Trigger’ shoud be ‘the first ranging Secure Sounding Trigger and all subsequenct should use Null HE-LTF.	Comment by Girish Madpuwar: Instead should we define ISTA behavior which says that “ISTA should discard SAC once it is used for any frame exchange and should never reuse same SAC again”	Comment by Ali Raissinia: Sounds good to me	Comment by Girish Madpuwar: Adding statement at the end of section with same intent
· Send an HE TB Ranging NDP with the TXVECTOR parameter LTF_SEQUENCE set to the Secure-LTF-bits-I2R; see 11.21.6.4.5.3 (Secure LTF Generation Information)) based on (#1830, #1832) the Secure LTF Counter (#2289) and the corresponding SAC (#3123) in the Secure LTF Parameters field in the last Fine Timing Measurement frame received, or last Location Measurement Report frame received from the RSTA (see 11.21.6.4.5.4 (Secure LTF Generation)); 
· Issue  a  PHY-RXLTFSEQUENCE.request  primitive  with  a  LTFVECTOR  parameter LTF_SEQUENCE that is set to the Secure-LTF-bits-R2I; see 11.21.6.4.5.3 (Secure LTF Generation Information)) based on (#1830, #1832) the Secure LTF Counter (#2289) in the Secure LTF Parameters field in the last Fine Timing Measurement frame received,  or last Location Measurement Report frame received from the RSTA see 11.21.6.4.5.4 (Secure LTF Generation)); 
 
When an ISTA receives a Ranging Secure Sounding Trigger frame from an RSTA in which the value of the SAC subfield in the Trigger Dependent User Info field is not equal to the value of the LTF  Generation  SAC  subfield  in  the  Secure  LTF  Parameters  field  in  the  last  Fine  Timing Measurement frame received or last Location Measurement Report frame received from the RSTA, the ISTA shall: 	Comment by Author: Do we need this?
(a) Send  an  HE  TB  Ranging  NDP  with  the  TXVECTOR  parameter  LTF_SEQUENCE  set  to (#2289) either the Secure-LTF-bits-I2R for generating any secure HE-LTF or (#3124) null (#1828, #1831);	Comment by Ali Raissinia: Null?	Comment by Girish Madpuwar: accepted
(b) Issue  a  PHY-RXLTFSEQUENCE.request  primitive  with  a  LTFVECTOR  parameter LTF_SEQUENCE that is set to  (#2289) either the Secure-LTF-bits-R2I for receiving generating any secure HE-LTF or (#3124) null (#1828, #1831); 	Comment by Ali Raissinia: Shouldn’t be ‘any Secure HE-LTF’?	Comment by Girish Madpuwar: Null-SAC-HE-LTF definition covers for this. The definition says that that HE-LTF generated when SAC doesn’t matches is called as null-SAC-HE-LTF	Comment by Ali Raissinia: I think Null as being Z-SAC usd intentionally to request for a new SAC in the legit case. IMO, any secure HE-LTF is comprised of all LTF inclusive of Null, the real NZ-SAC or randomely picked NZ-SAC LTF. 	Comment by Girish Madpuwar: Here, ISTA is not aware (or don’t care) if (1) RSTA is trying to send SAC=0 to re-established the sync (2) or ISTA’s SAC state is corrupted and doesn’t match with RSTA’s SAC since somewhere before attacker initiated frame exchange which resulted into ‘modified’ SAC with doesn’t matches with legit RSTA’s SAC.

In either case the result needs to be discared and thus ISTA is using available Secure-LTF-bits-R2I for this frame exchange.

For case (1) ISTA would get new SAC in LMR of present frame exchange
For case (2) exchange will fail and RSTA will initiate next handshake with SAC=0.
Thus both cases are covered without giving special treatement for either.


When  an  ISTA  receives  a  Ranging  NDP  Announcement  frame  from  an  RSTA  in  which  the AID11/RSID11 subfield in the STA Info field contains the 11 least significant bits of the AID or RSID of the ISTA, the ISTA shall: 


(a) Issue  a  PHY-RXLTFSEQUENCE.request  primitive  with  a  LTFVECTOR  parameter LTF_OFFSET that is set to the Offset subfield value in the STA Info field; 
(b) Issue  a  PHY-RXLTFSEQUENCE.request  primitive  with  a  LTFVECTOR  parameter LTF_N_STS that is set to the R2I N_STS subfield value in the STA Info field; 
(c) Issue a PHY-RXLTFSEQUENCE.request primitive with a LTFVECTOR parameter LTF_REP that is set to the R2I Rep subfield value in the STA Info field;  

When a Location Measurement Report frame contains range measurement results measured from an I2R NDP and a R2I NDP, an RSTA or ISTA that transmits the RSTA2ISTA or ISTA2RSTA  Location Measurement Report frame shall include the Secure LTF Parameters field in the Location Measurement  Report  frame  and  the  Range  Measurement  SAC  subfield  in  the  Secure  LTF Parameters  field in  the  Location  Measurement  Report  frame  to  the  same  value  as  in  the  SAC subfield in the Trigger Dependent User Info field in the Ranging Secure Sounding Trigger frame that solicited the I2R NDP and the R2I NDP. The Measurement Result LTF Offset field in the Secure LTF Parameter element in the Location Measurement Report frame shall set to the same value as in the Offset subfield of User Info field in the Ranging NDP Announcement frame that precedes the R2I NDP. When an ISTA or RSTA receives RSTA2ISTA or ISTA2RSTA Location Measurement Report frame, the ISTA or RSTA shall compare the value of Measurement Result LTF Offset  field  with the value  of  the  Offset  subfield  in  the  corresponding  User  Info  field  of Ranging NDP Announcement frame, and if these two values don’t match, the ISTA or RSTA shall discard the measurement results carried in the Location Measurement Report frame. (#1580, #2283, #1163)

When an RSTA sending an HE Ranging NDP sets the TXVECTOR parameter LTF_SEQUENCE to either the bit string (e.g., the Secure-LTF-bits-R2I or Secure-LTF-bits-I2R) for generating any secure HE-LTF or null (#1828, #1831), the RSTA shall not use the TOD value of HE Ranging NDP for the range measurement.   

When an RSTA receiving an HE TB Ranging NDP sets the LTFVECTOR parameter in the PHY-RXLTFSEQUENCE.request  primitive  to  either the  bit string  (e.g.,  the  Secure-LTF-bits-R2I  or Secure-LTF-bits-I2R) for generating any secure HE-LTF or null (#1828, #1831), the RSTA shall not use the TOA value of the HE Ranging NDP and set the Invalid Measurement Indication subfield to 1 in the TOA Error field in the Location Measurement Report carrying the TOA value of the HE TB Ranging NDP. 

When frame exchange which consist of receiving HE TB Ranging NDP and sending HE Ranging NDP results into null-SAC-HE-LTF, the RSTA shall not use the TOA and TOD value of the HE TB Ranging NDP and HE Ranging NDP respectively and shall (#3842) set the Invalid Measurement Indication subfield to 1 in the TOA error field field in the Location Measurement Report carrying the TOA value of the I2R HE TB Ranging NDP (#3775).	Comment by Ali Raissinia: I am not sure we need this paragraph as somewhere we have text indicating ‘PHY.integritycheckerror” setting the invalidate ToA	Comment by Girish Madpuwar: Yes, I see the section TB/non-TB measurement which mentions about integritycheckerror.
But how is integritycheckerror calculated? Is this just on HE-SIG-A? Then it will not cover null-SAC-HE-LTF.

Is shall be possible to get good CRC on HE-SIG-A but reject measurement since they corresponds to null-SAC-HE-LTF
	Comment by Girish Madpuwar: Copying Ali’s comment (lost in this draft)
Maybe we should introduce a Security Error in the PHY RX Vector. We could discuss this with Nehru and other members. 


When  an  ISTA  sending  an  HE  TB  Ranging  NDP  sets  the  TXVECTOR  parameter LTF_SEQUENCEto either the bit string (e.g., the Secure-LTF-bits-R2I or Secure-LTF-bits-I2R) for generating any secure HE-LTF or null (#1828, #1831), the ISTA shall not use the TOD value of HE TB Ranging NDP for the range measurement.

When  an ISTA  receiving  an  HE Ranging NDP  sets the  LTFVECTOR  parameter  in the  PHY-RXLTFSEQUENCE.request  primitive  to  either the  bit string  (e.g.,  the  Secure-LTF-bits-R2I  or Secure-LTF-bits-I2R) for generating any secure HE-LTF or null (#1828, #1831), the ISTA shall not  use the  TOA  value  of  the  HE  Ranging  NDP,  and set the  Invalid  Measurement  Indication subfield to 1 in the TOA Error field in the Location Measurement Report carrying the TOA value of the HE Ranging NDP if the Location Measurement Report transmission from the ISTA was negotiated.  

When an ISTA receives a Ranging Secure Sounding Trigger frame from an RSTA in which the value of the SAC subfield in the Trigger Dependent User Info field is not equal to the value of the LTF  Generation  SAC  subfield  in  the  Secure  LTF  Parameters  field  in  the  last  Fine  Timing Measurement frame received or last Location Measurement Report frame received from the RSTA, the ISTA shall	Comment by Girish Madpuwar: Same comment as above. How is integritycheckerror calculated?
· not use TOD value of the I2R HE TB Ranging NDP 
· not use TOA value of the R2I HE  Ranging  NDP,  and  shall (#3842) set the  Invalid  Measurement  Indication subfield to 1 in the TOA Error field in the Location Measurement Report carrying the TOA value of the HE Ranging NDP if the Location Measurement Report transmission from the ISTA was negotiated.  

· 
STA shall discard SAC value used for frame exchange and shall not use the same SAC value in the current measurement exchange.



TGaz Editor: Replace Figure 11-37p on Page 162 with following figure





11.21.6.4.5.3 Non-TB Ranging Measurement Exchange with Secure LTF.

TGaz Editor: modify following to section 11.22.6.4.5.3 Page 163 line 12

When an ISTA has established a secure LTF measurement setup with an RSTA as specified in 11.21.6.3.4 (Negotiation for Secure LTF in the TB and Non-TB Ranging measurement exchange), this ISTA shall set the following subfields in any Ranging NDP Announcement frame addressed to that RSTA as follows: (#1260) 	Comment by Author: Should this be deleted?	Comment by Girish Madpuwar: This is the section name which describes negotiation phase of TB and non-TB. Okay to keep as is.

· The  SAC  subfield  in  the  STA  Info  field  with  AID  equal  to  2043  in  the  Ranging  NDP Announcement frame to the same value as in the LTF Generation SAC field in the Secure LTF Parameters field in the last Fine Timing Measurement frame received or last Location Measurement Report frame received from the RSTA, if the ISTA has not sent any Ranging NDP Announcement frame after the last Fine Timing Measurement frame received or last Location Measurement Report frame received from the RSTA; 
· Otherwise the SAC subfield in the STA Info field with AID equal to 2043 in the Ranging NDP Announcement frame set to a value of 0 to indicate that a new Secure LTF Counter (#2289) and the corresponding SAC (#3123) is needed.   

The ISTA shall set the I2R Rep subfield and R2I Rep subfield of the STA Info field in the Ranging NDP Announcement frame to the RSTA Assigned I2R Rep and the RSTA Assigned R2I Rep values respectively, corresponding to the RSTA.


An ISTA that sends a Ranging NDP a SIFS after transmission of the Ranging NDP Announcement frame shall set the TXVECTOR parameter LTF_SEQUENCE as follows: 
· Either the Secure-LTF-bits-I2R for generating any secure HE-LTF , or (#3754) null (#1828, #1831) if the SAC subfield in the STA Info field with AID equal to 2043 in the Ranging NDP Announcement frame is set to a value of 0 (#3124);
· Otherwise Or the Secure-LTF-bits-I2R; see 11.21.6.4.5.3 (Secure LTF Generation Information) based on (#1830, #1832) the Secure LTF Counter (#2289) and the corresponding SAC in the Secure LTF Parameters field in the last Fine Timing Measurement frame  received or last Location Measurement Report frame received from the RSTA (see 11.21.6.4.5.4 (Secure LTF Generation)) (#3123).  

After transmission of the Ranging NDP Announcement frame to the RSTA, the ISTA’s MAC sublayer shall issue a PHY-RXLTFSEQUENCE.request primitive with a LTFVECTOR 
parameter that is set (#2289) as follows: 
· Either the Secure-LTF-bits-R2I for generating any secure HE-LTF, or (#3754) null (#1828, #1831) if the SAC subfield in the STA Info field with AID equal to 2043 in the Ranging NDP Announcement frame is set to 0.	Comment by Ali Raissinia: I still don’t think we need this as the PHYRXLTFSEQUENCE is for reception of R2I NDP and that cannot be 	Comment by Girish Madpuwar: If ISTA is sending NDPA with SAC=0 it need not remember/keep track of Secure-LTF-bits-R2I.

ISTA knows about loss of sync when previous LMR is not received correctly or lost. ISTA has no means to estimate new R2I or I2R bits. So null seems fine here	Comment by Ali Raissinia: Thanks for clarification again and for some reason I keep forgetting that case!
· Otherwise Or the Secure-LTF-bits-R2I (see 11.21.6.4.5.3 (Secure LTF Generation Information)) based on  (#1830, #1832) the Secure LTF counter in the Secure LTF Parameters field in the last Fine Timing Measurement frame received or last Location Measurement Report frame received from the RSTA (see 11.21.6.4.5.4 (Secure LTF Generation)). 

When an RSTA receives a Ranging NDP Announcement frame from an ISTA frame in which the SAC subfield in the STA Info field with AID equal to 2043 is neither equal to value 0 nor  is set to 0the value of the LTF Generation SAC subfield in the Secure LTF Parameters field in the last transmitted Fine Timing Measurement frame or last transmitted Location Measurement Report frame to the ISTA, the RSTA shall: 
· Issue a PHY-RXLTFSEQUENCE.request primitive with a LTFVECTOR parameter that is set to either the Secure-LTF-bits-R2I I2R for generating receiving any secure null-SAC HE-LTF or null (#1828, #1831); 	Comment by Author: Should this be receving? Revisit	Comment by Girish Madpuwar: Yes. Modified
· Send an HE Ranging NDP to ISTA with the TXVECTOR parameter LTF_SEQUENCE set to either the Secure-LTF-bits-R2I for generating any secure null-SAC-HE-LTF or null (#1828, #1831) to the ISTA, if the RSTA receives an HE Ranging NDP from the ISTA a SIFS after the ranging NDP Announcement frame; 
· Send a Location Measurement Report frame that includes the Secure LTF Parameters field containing secure LTF counter and corresponding SAC to the ISTA, if the RSTA receives an HE Ranging NDP from the ISTA a SIFS after the ranging NDP Announcement frame. 	Comment by Author: and an invalidated ToA	Comment by Girish Madpuwar: This is covered in later paragraph. Not required here.


When an RSTA receives a Ranging NDP Announcement frame from an ISTA in which the value of the SAC subfield in the STA Info field with AID equal to 2043 is set equal to the value of the LTF Generation SAC subfield in the Secure LTF Parameters field in the last transmitted Fine Timing Measurement frame or last transmitted Location Measurement Report frame to the ISTA, the RSTA shall:  
· Issue a PHY-RXLTFSEQUENCE.request primitive with a LTFVECTOR parameter that is set to the Secure-LTF-bits-I2R; see 11.21.6.4.5. (Secure LTF Generation Information)) based on (#1830, #1832) the Secure LTF Counter and corresponding SAC (#2289) in the Secure LTF Parameters field in the last transmitted Fine Timing Measurement frame, or last transmitted Location Measurement Report frame to the ISTA; see 11.21.6.4.5.4 (Secure LTF Generation))
· Send an HE Ranging NDP with the TXVECTOR parameter LTF_SEQUENCE set to the Secure-LTF-bits-R2I; see 11.21.6.4.5.3 (Secure LTF Generation Information)) based on (#1830, #1832) the Secure LTF Counter (#2289) in the Secure LTF Parameters field in the last  transmitted  Fine  Timing  Measurement  frame,  or  last  transmitted  Location Measurement Report frame to the ISTA, if the RSTA receives an HE Ranging NDP from the ISTA a SIFS after the ranging NDP Announcement frame;  see 11.21.6.4.5.3 (Secure LTF Generation))
· Send a Location Measurement Report frame that includes the Secure LTF Parameters field to the ISTA, if the RSTA receives an HE Ranging NDP from the ISTA a SIFS after the ranging NDP Announcement frame.  

When an RSTA receives a Ranging NDP Announcement frame from an ISTA in which a value of the SAC subfield in the STA Info field with AID equal to 2043 is neither equal to 0 nor the value of the LTF Generation SAC subfield in the Secure LTF Parameters field in the last transmitted Fine Timing Measurement frame or last transmitted Location Measurement Report frame to the ISTA, the RSTA shall:  
· Not issue a PHY-RXLTFSEQUENCE.request primitive; 
· Not send an HE Ranging NDP to the ISTA;  
· Not send a Location Measurement Report frame to the ISTA. 

An RSTA transmitting When a Location Measurement Report frame contains range measurement results measured from an  I2R  NDP  and  a  R2I  NDP,  an  RSTA  shall  include  the  Secure  LTF  Parameters  field  in  the  Location Measurement Report frame and set the Range Measurement SAC subfield in the Secure LTF Parameters field in the Location Measurement Report frame to the same value as in the SAC subfield in the STA Info field with AID equal to 2043 in the Ranging NDP Announcement frame that solicited the I2R NDP and the R2I NDP. 	Comment by Author: Perhaps “An RSTA transmitting a location measurement report frame containing range measurement results from a I2R NDP and  a R2I NDP shall include ….	Comment by Girish Madpuwar: Accepted	Comment by Ali Raissinia: 

When a STA sends null-SAC-HE-LTF in HE Ranging NDP (#3124) sending an HE Ranging NDP sets the TXVECTOR parameter LTF_SEQUENCE to either a bit string (e.g., the Secure-LTF-bits-R2I or Secure-LTF-bits-I2R) for generating any secure HE-LTF or null (#1828, #1831), the STA shall not use the TOD value of HE Ranging NDP for the secure range measurement. 	Comment by Ali Raissinia: I am guessing these two paragraphs are generic hence for both TB and NTB, if so does it make sense to include ‘unmatched SAC values compare to the SAC value in NDPA and/or secure sounding trigger frames? Essentially, we’re not putting the burden on the PHY correlation capability.Alternatively, my preference is to include ingonring TOD and invalidating ToA in each ‘unmatched’ section for both TB and NTB as it becomes specific since we have the cases spelled out sepraterly anyway.	Comment by Girish Madpuwar: I didn’t get your suggestion. Are you suggesting to remove these two paragraphs from both TB and non-TB and place somewhere in common section?

When a STA receives null-SAC-HE-LTF in HE Ranging NDP (#3124) receiving an HE Ranging NDP sets the LTFVECTOR parameter in the PHY-RXLTFSEQUENCE.request primitive to either a bit string (e.g., the Secure-LTF-bits-R2I or Secure-LTF-bits-I2R) for generating any secure HE-LTF or null (#1828, #1831), the STA shall not use the TOA value of the HE Ranging NDP and shall (#3842) set the Invalid Measurement Indication subfield to 1 in the TOA Error field in the Location Measurement Report carrying the TOA value of the HE Ranging NDP. 

When there is a transmission failure within a secure measurement exchange sequence, the recovery procedure of the LTF Generation SAC (#2289) is illustrated in Figure 11-37r (Error recovery of Non-TB Ranging measurement exchange using Secure LTF). (#1129)

STA shall discard SAC value used for frame exchange and shall not use the same SAC value in the current measurement exchange.



TGaz Editor: change as specified in the section below on page 130 line 9

11.21.6.3.4 Negotiation for Secure LTF in the TB and Non-TB Ranging measurement exchange (#1817, #1818, #1824, #2321)

:
:
Suggested Change (p130.9)	Comment by Ali Raissinia: Nehru is also suggesting to edit this paragraphwith a minor change3.	Comment by Girish Madpuwar: Why there is need to write “most recent” explicitely? 
 	 For each secure FTM negotiation, prior to transmission of IFTM, and for each measurement within an FTM session, an RSTA shall increment the Secure-LTF-Counter by 1. The Secure-LTF-Counter is included as part of Secure LTF Counter (#2289) conveyed to the ISTA. An ISTA determines the Secure-LTF-Counter to use for a measurement using the sequence generation information  Secure LTF Counter and LTF Generation SAC received from the RSTA in a the most recent protected IFTM or LMR frame. The Secure-LTF-Counter shall be reset when a new KDK is derived as part of a new PTK derivation and it shall continue, and not be reset, for each secure FTM negotiation using a given KDK. 



TGaz Editor: change the title of section 11.21.6.4.54. to follwing

11.21.6.4.5.4 Secure LTF Generation Information 




CID 3450

	CID
	Clause Number
	Page
	Comment
	Proposed Change
	Resolution

	3450
	11.22.6.3.3
	140
	The exact detail of timestamping NDP tx and rx at the antenna connector should be clarified, as it is for
	Add figures like Figure 6-17 to 11.22.6.4.2.2 and 11.22.6.4.3.3 (perhaps as part of Figure 11-36F, for example), to show the snapshot of the timestamp at the Antenna (not at the MLME) in the NDP cases.
	Revised.

Please refer submission 11-20-1437 resoultion of CID 3451. 

1. figure 6-17b title changed to:
“Fine Timing Measurement primitives and timestamp reporting capture for Non-
TB Ranging measurement exchange”
2. figure 6-17c title changed to:
“Fine Timing Measurement primitives and timestamps reporting capture for TB
Ranging measurement exchange”

Thus figures represent timestamp reporting and not timestamp capture

TGaz editor, make the changes identified in submission 11-20-1437. No additional change proposed in this submission.
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