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Abstract

This submission contains comments on REVmd initial SA ballot, assigned to Mark Hamilton for preparation of proposed resolutions.

The first section contains comments with proposed resolutions ready for review or discussion by TGmd.  The latter sections are comments not ready for discussion yet, or already completed.


R0 – initial version.  CIDs ready for TGmd review or discussion: 4553, 4809, 4599, 4594, 4570, 4642, 4555, 4652, 4534, 4528, 4524, 4585, 4567, 4511, 4507, 4492, 4491, 4561, 4774.
R1 – Miscellaneous changes, marked in blue highlight, based on off-line review/discussion.
R2 – Agreed resolutions marked in green highlight: CIDs 4553, 4809, 4599, 4594, 4570, 4642, 4555, 4652, 4528, 4524, 4585, 4511, 4507, 4492, 4491, 4561.
R3 – Updated resolutions proposed with updates highlighted in blue for CIDs: 4534, 4567, 4774, 4392, 4653, 4325, 4445. CIDs with resolutions ready for review: 4808, 4462.  Not ready yet: 4806, 4805.
R4 – Agreed resolutions marked in green highlight: CIDs: 4534, 4567, 4774, 4392, 4653, 4325, 4445, 4808, 4462.  
R5 – CIDs with resolutions ready for review: 4802, 4799, 4797, 4347, 4351, 4349, 4641, 4782, 4488, 4723, 4722, 4658, 4795, 4234, 4318, 4317, 4309, 4295, 4285, 4253, 4490, 4240.
R6 – Agreed resolutions marked in green highlight: CIDs: 4802, 4799, 4797, 4347, 4351, 4349, 4641, 4782, 4488, 4722, 4658, 4795, 4234, 4318, 4317, 4309, 4295, 4285, 4253, 4490, 4240.  Updated resolutions proposed with updates highlighted in blue for CIDs: 4723.   CIDs with resolutions ready for review: 4221, 4193, 4068, 4067, 4243, 4377, 4056, 4485, 4454, 4447, 4442, 4418.
R7 – Minor updates to CIDs 4723, 4221, 4067, 4377, 4056, 4454, 4447, 4418, from reviewer comments.
R8 – Agreed resolutions marked in green highlight: CIDs: 4193, 4068, 4067, 4243, 4056, 4454, 4447.  CIDs for revisit by the TG on a future call (in blue highlight): CIDs: 4723, 4221, 4377, 4485.  CIDs ready for (first time) review: 4442, 4418.



For review by TG:

All page/line references are per REVmd D3.0.

	CID
	Page
	Clause
	Comment
	Proposed Change

	4723
	1165.59
	9.4.2.47
	"The Wrapped Key field contains the encrypted GTK" is confusing -- is it wrapped or encrypted?
	Change to "The Wrapped Key field contains the wrapped GTK"



Discussion:

The comment is in reference to the GTK subelement, one of the optional subelements of the Fast BSS Transition element.

[image: ]

[image: ]

Per clause 13.8.5 referenced in the cited sentence, the GTK is “encrypted using KEK or KEK2 and the NIST AES key wrap algorithm.”  

[image: ]

So, the 13.8.5 text does describe the process as both encryption and wrapping.  .

Update after June 3 telecon:

Per off-line discussion, and investigation into the AES key wrap algorithm, the KEK or KEK2 are used as the keys for an encryption process (per RFCs 3394 and 5649), and this process is how the key is wrapped.  So, encryption and wrapping are the same thing.

The baseline sentence could be clarified.  Something like “"wrapped with the AES Key Wrap algorithm using KEK (...) or KEK2 (...). ..."” rather than saying it is encrypted.

There is similar usage of the “encrypted” wording in the description of the Authenticator state machine:

[image: ]
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We also need to consider the usage of “Encrypted” in Figures 4-32 and 4-33:
[image: ]
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While we’re at it, why does Figure 4-32 have a box around it, but Figure 4-33 does not?  

And, why does the EAPOL-Key carry an “Encrypted(GTK, IGTK, BIGTK)” in Figure 4-32, but it carries “Encrypted GTK, Encrypted IGTK, Encrypted BIGTK” in Figure 4-33?

Proposed Resolution:

Revised.

Change “encrypted GTK” to “wrapped GTK” (as requested by the commenter).  Same thing at P2698.15 (in the description of the Authenticator state machine).

Similarly, replace “Encrypted” with “Wrapped” in Figures 4-32 and 4-33.

In 13.8.5 (P2748.59), change “shall be encrypted using KEK … and the NIST AES key wrap algorithm.” to “shall be wrapped with the NIST AES key wrap algorithm using KEK … or KEK2 …”  (Delete the “and the NIST AES key wrap algorithm” from the end of the sentence.)

At P2668.7 and P2668.10, change “key-wrap” to “key wrap”

Since agreement on the June 10 telecon:

· If you check out table 12-10, AKMs 00-0F-AC:14-17 use AES-SIV
· There is no padding needed with AES-SIV.
· So, we now have wrapping algorithms other than “NIST AES Key Wrap”, and padding is confitional. The baseline text was wrong on this aspect.  This is now a technical change/fix.

Proposed Resolution:

Revised.

Change “encrypted GTK” to “wrapped GTK” (as requested by the commenter).  Same thing at P2698.15 (in the description of the Authenticator state machine).

Similarly, replace “Encrypted” with “Wrapped” in Figures 4-32 and 4-33.

In 13.8.5 (P2748.59), change 
If a GTK, an IGTK or a BIGTK(#2116) are included, (#102)the Key field of the subelement shall be encrypted using KEK (#102)(when the negotiated AKM is 00-0F-AC:3, 00-0FAC:4, 00-0F-AC:9, or 00-0F-AC:13) or KEK2 (when the negotiated AKM is 00-0F-AC:16 or 00-0F-AC:17) and the NIST AES key wrap algorithm. The Key field shall be padded before encrypting if the key length is less than 16 octets or if it is not a multiple of 8.
to 
“If a GTK, an IGTK or a BIGTK are included, the Key field of the subelement shall be wrapped using KEK and/or KEK2 and the appropriate key wrap algorithm, as specified in Table 12-10.”

At P2668.7 and P2668.10, change “key-wrap” to “key wrap”.




	CID
	Page
	Clause
	Comment
	Proposed Change

	4221
	1618.40
	9.6.14.2
	There is no such thing as a "valid TSF" as opposed to an invalid one
	Delete "valid " in the cited text



Discussion:

[image: ]
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This is on the Timestamp field of the TIM action frame.  

The Timestamp field is not optional, so the TIM frame will always include something in the field.  Per ppg 2199-2200, if the result of the TIM Broadcast setup (Request/Response) is a status that says a “valid” timestamp will be present then the value is present in this field is a “valid” TSF – otherwise, per pg 1618, the field is reserved.

(At June 10 teleconference, the “The field is reserved otherwise” was pointed out.)

Ppg: 2199-2200:

[image: ]
[image: ]

Proposed Resolution:

Delete “valid” at 1618.41, as requested.

Also, replace “no valid TSF timestamp is present” with “no Timestamp is present” at both P2199.63 and P2200.2.




	CID
	Page
	Clause
	Comment
	Proposed Change

	4377
	805.22
	9.2.4.6.2
	Figure 9-13--Link Adaptation Control subfield format should number the bits from 0, not from 1.  Ditto Figure 9-12--HT Control Middle subfield of the HT variant HT Control field format, Figure 9-16--HT Control Middle subfield of the VHT variant HT Control field format, Figure 9-21--MFB subfield in the CMMG variant HT Control field format, Figure 9-687--Control field format, Figure 9-114--First example of Compressed Beamforming Report field encoding, Figure 9-115--Second example of Compressed Beamforming Report field encoding
	Subtract 1 from each of the bit positions in the figure



Discussion:
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These are subfields of the Non-CMMG variant HT Control field:

[image: ]

It seems that because the HT Control Middle field started at B1 in the HT Control field, that the authors thought that should be reproduced in the figures that detailed the format of the contents.  While there are examples of starting bit numbers at zero on subfield Figures such as this, there are also examples of this (non-zero) style elsewhere and nearby (for example Figures 9-8 and 9-9).  The Editorial Style Guide appears to be silent on the topic of how the bit numbers should be indicated/assigned.	Comment by Hamilton, Mark: Mark R comments:
This is incredibly confusing and the rot must be stopped now.  If I missed some figures with this problem (e.g. F9-8/9-9) then those should be fixed too.  The Sequence Number field is a 12-bit field, so it cannot have a b15!

If you want to stick to the numbering from >0, then the caption has to be something like “Bits in the xxx field corresponding to the yyy subfield”

Proposed Resolution:

On June 10 telecon, agreed to resolve in the direction of the comment.

Searched Figures in clause 9 for other examples that don’t start at bit 0, and added those to the list in the Proposed Resolution.

However, consider the following examples, in 9.4.1.29:

[image: ]

The Compressed Beamforming Report field is in the Compressed Beamforming action frame:

[image: ]

This is a different style, but the effect is the same, so also subtract 1 from all these bit numbers.

Proposed Resolution:

Subtract 1 from each of the bit positions in the Figures 9-12, 9-13, 9-16, 9-21, 9-687.

Subtract 4 from each of the bit positions in Figures 9-8, 9-338.

Subtract 8 from each of the bit positions in Figure 9-9.

Subtract 3 from each of the bit positions in Figure 9-17.

Subtract 9 from each of the bit positions in Figures 9-18, 9-19.

Subtract 18 from each of the bit positions in Figure 9-22.

Subtract 29 from each of the bit positions in Figure 9-559.

Subtract 34 from each of the bit positions in Figure 9-560.

Subtract 1 from each of the bit numberings in Figures 9-114 and 9-115.

Correct “B4” to “B0” in Figure 9-838.

Request the Editors to add a statement in the Editors Guide that all format figures shall number bits from B0.




	CID
	Page
	Clause
	Comment
	Proposed Change

	4485
	1242.42
	9.4.2.83
	"The Low Rate TIM Rate field provides an indication of the rate that is used to transmit the low data rate TIM frame, in units of 0.5 Mb/s. A value of 0 indicates that the low rate TIM frame is not transmitted." -- 11.2.3.15 TIM Broadcast does not allow the low rate TIM frame not to be txed; only the high rate one is optional to transmit
	Delete "A value of 0 indicates that the low rate TIM frame is not transmitted."



Discussion:

[image: ]

While it could be more clear, the TIM Broadcast behavior requirements in 11.2.3.15 are clear that the high data rate TIM is not transmitted in some situations, but no such exceptions exist for the low data rate TIM.  

[image: ]

Thus, agree with the commenter, that it seems the low data rate TIM must be transmitted, and logically therefore it must have a non-zero data rate.

The TIM Broadcast Response element carries an indication of the rate for both the high date rate TIM and the low data rate TIM.

[image: ]

The Low Rate TIM Rate field is optional, presumably because it is not included if the request is “Denied”.  However, if the request is accepted or overridden, there is nothing to indicate that the rate could be zero.

Thus, agree with the comment.

However, if the value of zero does not mean the low data rate TIM is not transmitted, then the value of zero is non-sensical, and should be disallowed.

Proposed Resolution:

Revised.  Replace “A value of 0 indicates that the low rate TIM frame is not transmitted.” with “The value 0 is reserved.”  

Add to the end of subclause 9.2.2: 




	CID
	Page
	Clause
	Comment
	Proposed Change

	4442
	2272.13
	11.6.2
	" If
the  MAC  and  the  transmitter  of  the  (#1072)(#2409)sync  packet  are  collocated  within  the  same  STA" -- huh?  How can a MAC and a transmitter be distinct things that are collocated within a STA?
	Change the cited text to "If the STA is the transmitter of the sync packet"



Discussion:

[image: ]

This is within the procedure for the HL-SYNC mechanism.

Since HL sync frames are, by definition, higher layer, the phrase “transmitter of the sync packet” is probably trying to refer to the higher layer entity, not the MAC transmitter.  This is further borne out by the use of “packet” instead of “frame”.

Per the MLME-HL-SYNC primitives, data frames’ Address 1 field is matched against a provided group address, for either a received or transmitted frame,   If the Address 1 field matches, a MLME-HL-SYNC.indication is generated.

It seems the intent is to generate the .indication primitive when: 1) the higher layer transmitter is co-located with the MAC (the MAC being asked to transmit the packet); or 2) the MAC receives a frame that is carrying a sync packet.  Both situations are identified by matching the Address 1 field with a group address provided via an earlier MLME-HL-SYNC.request.

So, the intention of the text is to state in the first sentence that the matching is done on Data frames (leaving it implied, both transmitted and received).  The second sentence is trying to clarify that if the high layer transmitter is collocated with the MAC, the .indication is generated at the last symbol of the PPDU being transmitted.  The third sentence is trying to clarify for the receive case, that the .indication is generated at the last symbol of the PPDU being received.  This is technically correct, but the wording is confusing.

Proposed Resolution:

Replace the second and third sentences with:
“When the MAC transmits an MPDU with an Address 1 match, the MLME-HL-SYNC.indication shall occur when the last symbol of the PPDU carrying the Data frame is transmitted.  When the MAC receives an MPDU with an Address 1 match, the MLME-HL-SYNC.indication shall occur when the last symbol of the PPDU carrying the matching Data frame is received.”



	CID
	Page
	Clause
	Comment
	Proposed Change

	4418
	1113.25
	9.4.2.26
	The "Reject Unadmitted Frame" extended capability is weird: "When dot11RejectUnadmittedTraffic is true, the Reject Unadmitted Frame bit is
set to 1 to indicate that the STA rejects MA-UNITDATA.request primitives for
frames belonging to an unadmitted TS.
When dot11RejectUnadmittedTraffic is false, the Reject Unadmitted Frame bit is
set to 0 to indicate that the STA is not required to reject MA-UNITDATA.request
primitives for frames belonging to an unadmitted TS.".  Why does the peer need to know the local policy on rejecting unadmitted traffic?  Why does the peer not need to know for sure whether the peer will reject unadmitted traffic ("is not required to reject" ... but might).  Also "the STA's MA-UNITDATA primitive rejects
frames" is weird -- it's not the primitive that rejects, it's the STA, and there is no MA-UNITDATA primitive, there are only MA-UNITDATA.something primitives
	In Table 9-153--Extended Capabilities field change "the STA rejects MA-UNITDATA.request primitives for
frames belonging to an unadmitted TS" to "the STA does not transmit frames belonging to an unadmitted TS" and "the STA is not required to reject MA-UNITDATA.request
primitives for frames belonging to an unadmitted TS" to "the STA might transmit frames belonging to an unadmitted TS".  In C.3 change "This attribute when true indicates the STA's MA-UNITDATA primitive rejects
frames" to "This attribute when true indicates the STA rejects MA-UNITDATA.requests"



Discussion:

[image: ]

This feature was introduced in 802.11-2012 (REVmb).  It is the result from (REVmb) CIDs 1685 and 1686, per 11-09/1063r1 (https://mentor.ieee.org/802.11/dcn/09/11-09-1063-01-000m-lb149-ma-unitdata-rejection-of-un-admitted-traffic.doc).

In that document, the rationale appears to be a concern that an AP (“HC”) that is attempting to manage the WM can get confused if a non-AP STA is sending traffic that appears to be exceeding the STA’s admitted time, if the TID is unchanged on downgraded traffic.  However, if the TID is changed on downgraded traffic, the AP has no way to know that this is really intended to be higher-priority traffic (on the upstream flow).  Thus, we have a conflict around the best way to signal such downgraded traffic.

The adopted proposed resolution was to add a capability indication (and MIB attribute, etc.) that signals whether a given non-AP STA will or will not downgrade traffic that is not admitted at its priority level as provided at the MA-UNITDATA interface.  

The MIB (C.3) context is:
[image: ]

Reviewing the changes proposed in this (current) CID:
1) In Table 9-153--Extended Capabilities field change [when the Capability bit set to 1] "the STA rejects MA-UNITDATA.request primitives for frames belonging to an unadmitted TS" to "the STA does not transmit frames belonging to an unadmitted TS"
a. This appears to be just a wording concern that the remote peer only needs to know that the STA won’t transmit such frames, not the inner-workings of the MA-UNITDATA.request primitive.  Seems correct, and still in-line with the intent of the feature.
2) and [when the Capability bit is set to 0] "the STA is not required to reject MA-UNITDATA.request primitives for frames belonging to an unadmitted TS" to "the STA might transmit frames belonging to an unadmitted TS".
a. Similar to (1).  Seems okay.
3) In C.3 change "This attribute when true indicates the STA's MA-UNITDATA primitive rejects frames" to "This attribute when true indicates the STA rejects MA-UNITDATA.requests"
a. This change is to remove calling the MA-UNITDATA service a primitive.  It is more explicit to mention that it is upon the .request primitive that a STA rejects such requests (if the MIB attribute is true), rather than leave it confusing that perhaps the MA-UNITDATA.indication would also result in any such rejection.

Proposed Resolution:

Accepted.




Marked as “Insufficient detail”, until/unless a submission is provided:

	[bookmark: _Hlk18602778]CID
	Page
	Clause
	Comment
	Proposed Change






Not ready for review, yet:

	CID
	Page
	Clause
	Comment
	Proposed Change

	4806
	2235.37
	11.3.5.3
	Sub-bullet (2) requires allocation of multiple, distinct AIDs for the STAs in the MMS element.  How is this allocation communicated back to those STAs?
	Add facility (Association Response frame contents, and MLME-ASSOCIATE.response parameter) to communicate these AIDs back to the peer.

	4805
	2235.34
	11.3.5.3
	This text requires an MMS element be passed to the MLME-ASSOCIATION.response (sic), under some circumstances.  The MLME-ASSOCIATE.response primitive has no such parameter.  Add it.
	Insert a row for an MMS paramter in the parameters table for the MLME-ASSOCIATE.response.  Match the contents to the MMS row in the parameters Table in the MLME-ASSOCIATE.request, except change the Description to "Specifies the parameters within the Multiple MAC Sublayers element that are supported by the MAC entity, and were received from the MM-SME coordinated STA. The parameter is present if dot11MultipleMACActivated is
true and the corresponding MLME-ASSOCIATE.indication primitive included an MMS parameter, and is absent otherwise."



Discussion:

[image: ]

Similarly, for the MLME-REASSOCIATE:
[image: ]

A check of the (Re)Association Request and (Re)Association Response frames (subclause 9.3.3) shows that they carry a Multiple MAC Sublayers element.  However, the Multiple MAC Sublayers element does not carry AID(s) to be assigned to one or more requesting STA entities.

[image: ]

Table 9-94 says that the Multiple MAC Sublayers element is Extensible.  However, there appears to be no indication of the number of Inferface Address(es) included in the element (that is, the value of ‘n’).  However, the MMS element returned by the AP/PCP is the same one received from the request, in some scenarios, so in those cases the requesting MM-SME should know the value of “n”.  In other cases, it is not clear how, or if, the Interface Address(es) field is formatter, or if the requesting MM-SME can parse an extension to the element.

So, despite the element claiming it is extensible, this is not obviously correct.  It is probably safer to create a new element to carry the AID(s) in the response, rather than try to extend the MMS element.

Shifting consideration to the response primitives, it can be seen that the MLME-(RE)ASSOCIATE request, indication and confirm primitives have an MMS parameter.  However, the MLME-(RE)ASSOCIATE.response primitive does not have such a parameter.  This response primitive will need a parameter at least to pass the AID(s) (the new element mentioned above), but it seems to need the MMS element as well, to indicate whether the “Single AID” request was satisfied, or if the AP/PCP elected to allocate distinct AIDs for each STA in the request.

For purposes of carrying the AID assignments to the Interface Address(es), the AID Announcement element would appear to serve the purpose well:

[image: ]
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Proposed Resolution:

Revised.

In subclause 6.3.7.5.2 (Semantics of the [MLME-ASSOCIATE.response] service primitive) add a parameter in the parameter list: “MMS”, before the “FILSHLPContainer” parameter.  Add a row in the parameter description table before the “FILSHLPContainer” row, with: 
· Name=”MMS”, 
· Type=”Multiple MAC Sublayers element”, 
· Valid range=”As defined in 9.4.2.152”, and 
· Description=”Specifies the parameters within the Multiple MAC Sublayers element that are supported by the MAC entity, and negotiated for the association. The parameter is present if dot11MultipleMACActivated is true and is absent otherwise.”

In subclauses:
· 6.3.7.5.2 (Semantics of the [MLME-ASSOCIATE.response] service primitive), 
· 6.3.7.3.2 (Semantics of the [MLME-ASSOCIATE.confirm] service primitive), 
· 6.3.8.5.2 (Semantics of the [MLME-REASSOCIATE.response] service primitive), and 
· 6.3.8.3.2 (Semantics of the [MLME-REASSOCIATE.confirm] service primitive):
· add a parameter in the parameter list: “AIDAnnouncement” immediately before the “VendorSpecificInfo” parameter.
· add a row in the parameter description table, immediately before the VendorSpecificInfo row: 
· Name=“AIDAnnouncement”, 
· Type=”AID Announcement element”, 
· Valid range=”As defined in 9.4.2.208”, 
· Description=”Specifies the mapping from MAC Address(es) to assigned AID(s) for all of the STAs included in the MMS element.  The parameter is present if dot11MultipleMACActivated is true, the corresponding MLME-[RE]ASSOCIATE.indication had an MMS parameter present, and distinct AIDs are assigned for each STA in the request per 11.3.5.3 [11.3.5.5 for REASSOCIATE].  The parameter is absent otherwise.”

In subclauses 9.3.3.6 (Association Response frame format) and 9.3.3.8 (Reassociation Response frame format), in the frame body Table, add a row before the Vendor Specific row:
· Order=<next value>
· Information=”AID Announcement”
· Notes=”The AID Announcement element is present if dot11MultipleMACActivated is true, the corresponding [Re]Association Request frame had a Multiple MAC Sublayers parameter present, and distinct AIDs are assigned for each STA in the request per 11.3.5.3 [11.3.5.5 for Reassociation].  The parameter is absent otherwise.”

[bookmark: _Hlk41391567]In subclause 11.3.5.3, bullet (m), subbullet (2), add to the end, “, and shall include an AID Announcement element in the MLME-ASSOCIATION.response primitive indicating the AID assignments.”

In subclause 11.3.5.5, bullet (k), subbullet (2), add to the end, “, and shall include an AID Announcement element in the MLME-REASSOCIATION.response primitive indicating the AID assignments.”

In subclause 11.3.5.2, bullet (f), change “Single AID … is equal to 1” to xxxxxxxxxx

In subclause 11.3.5.2, insert a new bullet after bullet (f): “If an Association Response frame is received with a status code of SUCCESS at an MM-SME coordinated STA and the Single AID field within the MMS element is equal to 0, the MLME shall xxxxxxxxxx

In subclause 11.3.5.4, insert a new bullet after bullet (e): xxxxxxxxxx



	CID
	Page
	Clause
	Comment
	Proposed Change

	4709
	0.00
	10.6.7
	The CMMG rules being separated (in 10.6.8) causes the exclusion rules structure of 10.6.5.x to be confusing or broken.  DMG started it with 10.6.7.
	Delete 10.6.7 and 10.6.8

	4708
	0.00
	10.6.7
	The CMMG rules being separated (in 10.6.8) causes the exclusion rules structure of 10.6.5.x to be confusing or broken.  DMG started it with 10.6.7.
	Merge 10.6.7 and 10.6.8 into 10.6.5.  I think perhaps the other Mark has some ideas about this



Discussion:

xxxxxx



	CID
	Page
	Clause
	Comment
	Proposed Change

	4700
	0.00
	9.4.5
	Instead of ISO 14962 just refer to ASCII
	In 9.4.5.4 and 9.4.5.21 change " is a 3-octet ISO 14962:1997 encoded string" to " is an ASCII string" and "ISO 14962:1997)" to "ASCII)"



Disucssion:

xxxxxx



	CID
	Page
	Clause
	Comment
	Proposed Change

	4652
	885.35
	9.3.3.11
	"conditionally present" is not clear
	Change to "present"

	4653
	885.35
	9.3.3.11
	"conditionally present" is not clear
	Change to "optionally present"



Discussion:

[image: ]
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The concept/phrase “conditionally present” does not appear anywhere else in a clause 9 table – there are a couple uses within the text.

Agree with the commenter.

Proposed Resolution:

Accepted.  (CID 4652)

To answer the question on optionality, we look at P2574, in subclause 12.4.5.4, Processing of a peer’s SAE Commit message:

[image: ]

As status code 126 is SAE_HASH_TO_ELEMENT (per Table 9-52), the “conditionally present” referenced in Table 9-43 is on condition of that status code, as described in the above paragraph.  The above paragraph makes it clear that either endpoint may send no Rejected Groups element, even when the status code is SAE_HASH_TO_ELEMENT.

Thus, it is correct/appropriate that “optionally present” is the correct phrase.


Proposed Resolution:

Accepted.  (CID 4653)

Also,

Revisit CID 4652, and change that resolution to:
Revised.  Change to "optionally present"


After off-line review/discussion with Jouni and Dan:

I agree that "optionally present" would be incorrect description here. That element shall be included under certain conditions. Not doing so would result in security properties of the design being broken (losing protection against downgrade attacks). Clause 9 is not the place to go into details for such conditions, but the "conditionally present" is still the most appropriate way of describing this case there. If we need to have a reference to somewhere in Clause 12 to make this clearer, that's fine.

Not sure what the best choice is here.  I see your point about not making it appear that this is a relatively arbitrary choice by the transmitter.  But, a statement that this is conditional, with no hint as to what the conditions are doesn’t seem good.  Let me think about it.  (Or, I’m open to suggestions.  Maybe leave it as conditional, with the reference to clause 12, as Jouni mentioned…)

xxxxxx



	CID
	Page
	Clause
	Comment
	Proposed Change

	4323
	2154.47
	11.1.3.8
	"The decimal value of the 11 LSBs of the AID assigned to an S1G STA shall be" -- the value is the value; the encoding/representation is irrelevant
	Delete "decimal " in the cited text

	4342
	1563.10
	9.6.7.36
	Should qualify the MCS in Table 9-386--FILS Minimum Rate
	In Table 9-386--FILS Minimum Rate add "HT-" before "MCS" in the penultimate column, and "VHT-" before "MCS" in the last column (note this covers TVHT via the hand-wavy substitution rules elsewhere)

	4376
	0.00
	9
	Some of the Frame Control field figures have the wrong bit numbering: the PV should be "B0 B1" not "B1 B2".  Fix in Figure 9-5, 9-6
	As it says in the comment

	4373 (15)
	1609.54
	9.6.13.20
	"Each subelement starts with the ID and
Length fields. The Length field in the subelement is the length of the contents of the subelement." is duplication of the general rules for subelements
	Delete the cited text

	4371
	2376.17
	11.22.6.4
	"initial Fine Timing Request frame" -- no such frame
	Change to "initial Fine Timing Measurement Request frame"

	4370
	1353.29
	9.4.2.167
	"Fine Timing Request" -- no such frame
	Change to "initial Fine Timing Measurement Request frame"

	4489
	2465.00
	11.28.2.2
	There are two references to a "Remaining BI field" (singular BI), but there is no such field
	Change each to "Handover Remaining BI field"

	4410
	2375.25
	11.22.6.3
	" the Fine Timing Parameters field" -- no such field
	" the Fine Timing Measurement Parameters field"

	4814 (10)
	287.48
	4.1
	The 802.11 Style Guide says clause 4 should be written in delcarative, not normative, language, and that it is intended to provide only a general description of the system. There are parts of clause 4 (4.10, for example), that get quite detailed (like specific frame exchange diagrams) and seem to be both beyond a "general description" and potentially are the only normative specification for these behaviors. There are also a few uses of "may" and many uses of "can" that should be checked/changed to clearly informative language.
	At least 4.10, and potentially all of clause 4, needs to be scrubbed for details that are beyond "general description" and/or are the best/only normative specification in the Standard of any behaviors, and move such text to a later clause.

	4813
	769.44
	8.3.5.6.2
	8.3.5.6.2 says "The required PHY parameters are listed in 8.3.4.3 (PHY SAP service primitives parameters)." But, 8.3.4.3 just says "A set of parameters" for PHY-TXSTART.confirm (and .request).
	A submission will be provided.

	4812
	308.01
	5.1.5.7
	There's no figure in clause 5 (like Figure 5-7) for a DMG Relay.
	A submission will be provided.

	4784
	3857.08
	C.3
	Put the DESCRIPTION for 11ak MIB attributes in the standard layout.
	A submission will be provided.

	4768
	680.44
	6.3.97.2.2
	The ContactVerificationSignal parameter appears to be an entire CVS frame (as defined in 9.6.7.27), when the only information actually conveyed is the Map ID. The rest of the frame format is (should be) known only to the MAC, and not the user of the MLME SAP.
	Change "ContactVerificationSignal" to "Map ID" in the parameter list and parameter table. In the parameter table's Description column, replace the text with, "The Map ID field is set to a number that is equal to the Map ID of the recently received WSM, which is being verified."This pattern of passing a frame, instead of information content, is found elsewhere, such as other primitives for the CVS/GDD function (including GDD Enablement Response), and the FT ("REMOTE-REQUEST"), Mesh peering management, Channel Availability Query, and Network Channel Control functions. A contribution will be provided for proposed changes to address these.

	4820 (5)
	
	
	Text is inconsistent in treating elements at the end of a frame as a field:

(1) Some frame definitions indicate if a "field" X is present it contains "element" Y (e.g., see the "DMG Link Margin" field in 9.6.6.5 Link Measurement Report frame format)
(2) Classic frames (e.g., beacon, probe, association...) just list the frame body, often in a table format, and list the elements after fields, which is also consistent with the sentence at P847L24.
(3) Some other frams (e.g., 9.6.7.7 Extended Channel Switch Announcement frame format) list the elements directly in a figure representing teh frame, without a table, which is also consistent with (2)

I think (1) is the anomaly, and propose not to represent any IE appended to a frame as a field in that frame. This will simplify the text too, as there is no field to define (see example in proposed change).
	Comment is general;  by way of example, and using Link Measurement Report frame, either

-- Establish somewhere (e.g., P847L24) that everything is a field, and some fields include an element, (not in favor), or

- Preferably, indicate elements as just "elements" in all frame definitions, including those that are defined through a table (beacon, probe, association .., and they happen to follow this convention), and those without a table, e.g., Link Measurement Report.

The second path generally simplifies the text; in the Link Measurement Report frame example, if adopting the second (and preferred) path, the last two boxes in Figure 9-844 would be named as "DMG Link Margin element (optional)" and "DMG Link Adaptation Acknowledgement element (optional)", and the last two paragraphs in section 9.6.6.5 will greatly simplify (if not go away).

	4780
	288.1
	4.10.2
	Most of the subclauses of 4.10 are way too detailed for clause 4.
	Move 4.10.2 through 4.10.8, to appear after 12.2.5 and before 12.2.6.

Submission Required
Leave 4.10.2, 4.10.6, 4.10.7, 4.10.8, and reduce the content in the others (by moving to clause 12).
Otherwise: REJECTED. Similar to clause 4.9 which provides the reference model for the MAC and PHY, the referenced sub-clause describe how IEEE 802.1X authentication services are used with security and key management protocols in IEEE 802.11 to provide security. This clause describes the key components of the IEEE 802.11 security architecture and serves as a guide as to where requirements can be found in the remainder of the specification. These descriptions do not provide normative requirements so they should not be moved to clause 12.

	4771
	187.37
	3.2
	After the first senence, this NOTE no longer seems necessary/useful in the Definitions, and further, seems to be mostly talking about MSDUs and A-MSDUs, not MMPDUs.
	Confirm this material is stated in normative text, and delete it from here.  (Or move it somewhere normative, if it is missing.)

	4419
	165.21
	3.1
	(CID 2488 follow-up) The "mesh STA" definition suggests a STA that implements mesh but is currently operating in an IBSS or infrastructure BSS or PBSS is a "mesh STA".  I suspect that's not how "mesh STA" is actually used; rather, it's actually used to mean "is starting/joining or has started/joined an MBSS".  However, 4.3.21.4 says "Accordingly, a mesh STA is not a member of an IBSS or an infrastructure BSS.", which prima facie contradicts the definition
	Change the definition of mesh STA to "A quality-of-service (QoS) STA that is starting or joining, or has started or joined, a mesh  basic  service  set (MBSS)."

Ad hoc notes:
GEN: 2020-04-29 21:48:37Z - status set to: Submission Required - Mark Hamilton will bring proposed resoution or rejection words.
GEN: 2020-04-29 21:44:47Z - discussion: We chose to think of an instance of a STA as the current state, configuration, etc. of the implementation.  If the STA "stops" and "restarts" with a differnt set of capabilities, configuration, etc., that is a new instance (by our convention).  It is the instance that "implements" something - not the image on disk/ROM/etc.

Proposed rejection #2: The CID was discussed at length and no consensus was determined.

GEN: 2020-04-24 14:41:10Z - Proposed Rejection 
Proposed Resolution: Reject; A Mesh STA is a Mesh STA even before it starts or join. A Mesh STA can
start discovery procedures. There is a general convention to describe a STA that implements or
activates. The wording of this definition is consistent with other STA definitions.

GEN: 2020-04-15 22:01:54Z - more discussion needed.
GEN: 2020-03-29 02:17:49Z - status set to: Review
Proposed resoution: Accept

	4380
	457.18
	6.3.31.2.2
	"Set of Neighbor
List elements
each as defined
in the Neighbor
Report element
format" -- no such element (in the Neighbor Report element or otherwise)
	Delete the referenced table row; also in the table in 6.3.31.3.2.  Delete "The neighbor report contents are derived from
the NeighborListSet parameter of the MLME-NEIGHBORREPRESP.request primitive." in 11.10.10.1 and "The  Reduced  Neighbor  Report  element
contents may be derived from the NeighborListSet parameter of the MLME-NEIGHBORREPRESP.request
primitive." in 11.50 and "The Neighbor Report Response frame includes a list Neighbor Report elements one for each neighbor." in 11.10.10.3

MAC: 2020-03-19 01:34:08Z - status set to: Submission Required

See CID 4585 in this file.






Completed:


	CID
	Page
	Clause
	Comment
	Proposed Change

	4553
	1748.00
	10.3.2.12
	"the  fragment  BA  procedure  described  in  this  subclause" -- there is no other fragment BA procedure than the one in this subclause
	Delete "  described  in  this  subclause" (3x)



Discussion:

[image: ]

Arguably, it is helpful to be very clear that an S1G STA uses the procedure described in this subclause, and not the procedure described in 10.4, given the mention of partitioning MSDUs/MMPDUs per 10.4 in the prior paragraph.  

“described in this subclause” could perhaps be parenthetical “(described in this subclause)” since saying “shall use the fragment BA procedure” is a complete specification.  However, this is not the usual style in the Draft.  The repetition of this information three times is excessive, however.

Proposed Resolution:

Revised.

At P1748.17, delete “described in this subclause”.  Same thing at P1748.18.  

At P1748.14, change “described in this subclause” to “, as described in this subclause,”.  At line 13, replace “sending frames” with “sending an MSDU or MMPDU (whether fragmented or not)”




	CID
	Page
	Clause
	Comment
	Proposed Change

	4809
	1589.40
	9.6.12.3
	Change 6 occurrences of "in response to a received", to be simpler and match the majority language in the draft.
	Delete "received" (and change "a" to "an" as appropriate) at P1589L40, P1590L53, P1592L56, P2180L1, P2482L30, and P2482L39.



Discussion:

[image: ]

Agree with the comment, “in response to a TDLS Setup Request Action field” is simpler, and consistent with style elsewhere in the Draft.

The other locations are similar.

Proposed Resolution:

Accepted.




	CID
	Page
	Clause
	Comment
	Proposed Change

	4599
	2487.52
	11.32.5
	"A receiving TR-MLME may silently ignore the received On-channel Tunnel Request frame if
that frame is not targeting an NT-MLME in the same multi-band capable device with the TR-MLME." -- it has no choice but to ignore it.  Also "with" should be "as"
	Change to "A receiving TR-MLME shall silently ignore the received On-channel Tunnel Request frame if
that frame is not targeting an NT-MLME in the same multi-band capable device as the TR-MLME."



Discussion:

[image: ]

Agree with the commenter (on both points).

Also, “silently ignore” is duplicative; what other way can something be “ignored”?

Proposed Resolution:

Revised.

Replace
A receiving TR-MLME may silently ignore the received On-channel Tunnel Request frame if
that frame is not targeting an NT-MLME in the same multi-band capable device with the TR-MLME.
with
A receiving TR-MLME shall ignore the received On-channel Tunnel Request frame if
that frame is not targeting an NT-MLME in the same multi-band capable device as the TR-MLME.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4594
	1487.36
	9.4.5.20
	"The Venue Number field identifies the position (1 = 1st, 2 = 2nd, and so on) of the corresponding Venue Name Tuple subfield in a Venue Name ANQP-element from the same STA, as defined in 9.4.5.4 (Venue Name ANQP-element). If that same STA does not advertise a Venue Name ANQP-element, or does not advertise any Venue Name Tuple subfields in the Venue Name ANQP-element, then the Venue Number field is set to 0." -- second sentence implies there can only be at most one Venue Name ANQP-element
	Change "a" to "the" in the first sentence



Discussion:

[image: ]

Unpacking the first sentence a bit:
· The STA might send a Venue Name ANQP-element, which contains zero or more venue names in Venue Name Tuples, as seen in 9.4.5.4:

[image: ]
[image: ]

· There is only one Venue Name ANQP-element transmitted, as implied by 11.23.3.3.11 (note the use of “the” in this text):

[image: ]
[image: ]

· The Venue Number field is used to carry an ‘index’ into the Venue Name Tuples, as described in the cited text.  If there were more than one Venue Name ANQP-element from the same STA, this indexing would be ambiguous as to which Venue Name Tuples list was being referenced.

Thus, agree with the commenter, there is only one (at most) Venue Name ANQP-element from this STA, so the article should be “the” to reference this specific, single element.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4570
	1656.52
	9.6.20.7
	"The MMPDU Frame Body subfield carries the content of the Frame Body field of an MMPDU that would
be  constructed  if  the  MMPDU  for  the  corresponding  management  frame  type  were  transmitted
(#2562)unencrypted over the air" -- well, the thing that is constructed is an MPDU, not an MMPDU, which (for an unencrypted case) goes straight into the Frame Body field
	Change to "The MMPDU Frame Body subfield carries the content of the Frame Body field of an MPDU carrying the MMPDU that would
be  constructed  if  the  MMPDU  for  the  corresponding  management  frame  type  were  transmitted
(#2562)unencrypted over the air"



Discussion:

[image: ]
[image: ]

It is a management frame (which is by definition, a type of MPDU) that contains a Frame Body.  

[image: ]
[image: ]

The management frame’s Frame Body is not described as carrying an MMPDU, but conceptually the “fields and elements … defined for each management frame subtype” comprise the “unit of data exchanged between two peer MAC entities … to implement the MAC management protocol”, which is the definition of MMPDU (see below).  So, this is roughly equivalent.

[image: ]

So, agree with the commenter that the simplest way to describe this Frame Body is that it is the same Frame Body that would be in a management MPDU that conceptually is carrying the MMPDU.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4642
	0.00
	10.42.7
	The MAC can't determine whether the dot11BeamTrackingTimeLimit came from the SME, the MAC or the default
	Delete "from the SME" at 2061.54, "from SME" at 2062.5



Discussion:

[image: ]

Agree with the commenter.

[image: ]

Agree with the commenter.

Proposed Resolution:

Accepted.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4555
	1721.54
	10.2.6
	"increasing the probability of successful transmission (as defined in 10.2.2 (DCF))" -- 10.2.2 doesn't define successful transmission (this seems to be defined in 3.2
	Delete the parenthetical



Discussion:

[image: ]

Agree with the commenter, this concept has been moved to the definitions (subclause 3.2):

[image: ]

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4528
	1354.43
	9.4.2.167
	"The Partial TSF Timer subfield value is derived as follows, so as to have units
of TUs: from the 64 TSF timer bits at the start of the first burst instance of an FTM session and remove the
most significant 38 bits and the least significant 10 bits." is garbled
	Delete the first "and " in the cited text



Discussion:

[image: ]

Agree with the commenter.  However, inserting a comma might be helpful, as the introductory clause is somewhat long and complex.

Proposed Resolution:

Revised.

At P1354.45, replace the “and” with a comma.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4524
	2487.43
	11.32.5
	The notion of a "request" or "response" tunnelled MMPDU is referred to but not defined
	At the start of 11.32.5 add a para "A request tunnelled MMPDU is an MMPDU generated in the context of an MLME .request primitive.  A response tunnelled MMPDU is an MMPDU generated in the context of an MLME .response primitive."



Discussion:

[image: ]

Similar text occurs at P2488.48 and P2488.57 for a “response tunnelled MMPDU”.

Figure 11-53 can help put these situations in context:

[image: ]

As can be seen in Figure 11-53, the text is attempting to identify the TR-MLME on the left (identified as getting a MLME-OCTunnel.request) and the TR-MLME on the right (identified as getting an On-channel Tunnel Request frame), as these are getting the “forward path” events in the Figure.  The text goes on to also identify these two TR-MLMEs in the context of the “return path”, which has the same events.  The difference between the forward path and the return path is only in the nature of the tunnelled MMPDU, being either a request MMPDU or a response MMPDU.

However, in agreement with the commenter, the terms "request tunnelled MMPDU " or "response tunnelled MMPDU” are never defined, as the method to convey this distinction.

The start of 11.32.5, where the commenter proposes to add text to define these terms, is the general introduction to the operation of OCT.  It would not make sense to start with the introduction of these detailed terms before the introductory text is understood.  So, “at the start” of 11.32.5 is probably not the right place.  The procedure details start at P2487.16, and this is probably a better place for it.

A bit of introductory text for these terms would also help.

Proposed Resolution:

Revised.

At P2487.15, insert a new paragraph:
‘In the following procedure, a “request tunnelled MMPDU” is an MMPDU generated in the context of an MLME .request primitive.  A “response tunnelled MMPDU” is an MMPDU generated in the context of an MLME .response primitive.’



	CID
	Page
	Clause
	Comment
	Proposed Change

	4585
	1526.06
	9.6.6.6
	Why is there a "Table 9-173--Optional subelement IDs for Neighbor report" but no table showing optional subelements for Neighbor request?
	As it says in the comment



Discussion:

The Neighbor Report Request frame (note, not “Neighbor Request”) is described in 9.6.6.6:

[image: ]

Contrast this with the Neighbor Report Response frame, described in 9.6.6.7:

[image: ]
[image: ]

Unlike the Neighbor Report Response, the Neighbor Report Request does not carry “Neighbor Report Elements”.

Table 9-173 only applies to the concept “Neighbor Report Elements”.  These elements are carried in various frames from the AP to the non-AP STA, including the Neighbor Report Response, but are not carried in a Neighbor Report Request or other frames from the non-AP STA to the AP.

So, in response to the commenter, two points:
· First, these element IDs apply to “Neighbor Reports” (per the title of Table 9-173), and in theory “Neighbor Reports” could include both the Request and Response frames.  So, there is only one table of these values
· Second, in usage, however, the Neighbor Report elements in fact only appear in the information provided by the AP to the non-AP STA, and are not present in the request from the non-AP STA.

Proposed Resolution:

Revised.  Change the title of Table 9-173 to have an upper-case “R”, (“Neighbor Report”).  

Note to commenter: The elements listed in Table 9-173 appear wherever “Neighbor Report elements” are called out.  Conceptually, this could be in both the Neighbor Report Response from the AP to the non-AP STA (and other informational frames from the AP) as well as in the Neighbor Report Request from the non-AP STA to the AP – which is what the commenter questioned.  However, currently the Neighbor Report elements in fact only occur in frames from the AP to the non-AP STA, anyway.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4511
	0.00
	10.3.8
	"frames with the TXVECTOR" should be "PPDUs with the TXVECTOR"
	Change as indicated in 10.3.8 (2x), 19.3.2



Discussion:

[image: ]

And in 19.3.2:

[image: ]

There are also 5 occurrences of “frame with the TXVECTOR”.

The vast majority of other uses of “with the TXVECTOR” are applied to PSDU(s) or PPDU(s).

Since the TXVECTOR is provided at the PHY SAP, along with a MPDU (== PSDU) to be transmitted, it seems that either MPDU or PSDU are most likely the best usage.  There are zero occurrences of “MPDU(s) with the TXVECTOR”, however.

In the cases in 10.3.8, in the discussion of the Signal extension’s implication on clause 16 operation, it seems that PSDU is a logical object to reference.  Same thing in 19.3.2.

Arguably, since these subclauses contain these details of PHY operation, they should be moved to the PHY service clause (clause 8).  But, that is way beyond the scope of this comment.  Also, the existing occurrences of “PPDU with the TXVECTOR” should be checked for whether these should be PSDU; but again, this is beyond the scope of this comment.

In the cases of “frame with the TXVECTOR” (singular “frame”), these occur in two places: rules for control response frame guard intervals, coding and format, and for S1G frame traveling pilots and preamble type.  Since the control response frame examples are in the context of a particular frame (MPDU) type, it does not make sense to reference a PSDU – we don’t talk about a PSDU “type” of (for example) “control response”.  Therefore, propose that these occurrences remain “frame with the TXVECTOR …”

The S1G frame traveling pilots and preamble type examples, however, are similar to the uses above that should be modified.

Proposed Resolution:

Revised.

At P1769.56 and P1769.57, replace "frames with the TXVECTOR" with "PSDUs with the TXVECTOR".

At P2988.14, replace "frames with the TXVECTOR" with "PSDUs with the TXVECTOR".

At P2126.39, replace “frame with the TXVECTOR” with “PSDU with the TXVECTOR”.  Same thing at P2129.25.

Note to the commenter, there are also occurrences of “control response frame [singular] with the TXVECTOR”.  Coincidentally, these occurrences all involve noting the MPDU frame type of the referenced frame, and so these are left using the term “frame”.  Thus, there is inherent inconsistency in the Draft around this wording, depending on the context.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4507
	996.05
	9.4.2.5.1
	"When the TIM is carried in an S1G PPDU, the traffic-indication virtual bitmap has the hierarchical structure shown in Figure 9-152 (Hierarchical structure of traffic-indication virtual bitmap carried in an S1G PPDU (11ah)), consists of 64NPNB bits and is organized into NP pages where each page consists of NB blocks, each block consists of eight subblocks, and each subblock consists of 8 bits (NP=4 and NB=32). Bit number N in the bitmap corresponds to bit number N[0:2] of the N[3:5]-th subblock of the N[6:5+n1]-th block of the N[6+n1:12]-th page, where n1 is log2NB and NB is power of 2. N[a:b] represents bits a to b inclusive of the bit number N." text duplicates figure
	Change to "When the TIM is carried in an S1G PPDU, the traffic-indication virtual bitmap has the hierarchical structure shown in Figure 9-152 (Hierarchical structure of traffic-indication virtual bitmap carried in an S1G PPDU (11ah))."



Discussion:

[image: ]

[image: ]

Agree with the commenter, the follow-on text seems to be representing Figure 9-152 in words.

Proposed Resolution:

Accepted.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4492
	994.53
	9.4.2.5.1
	Figure 9-149--TIM element format suggests the Bitmap Control field might be absent but the Partial Virtual Bitmap field present, and there is nothing to say this is not allowed
	After "If all bits in the virtual bitmap are 0 and all the bits of the Bitmap Control field
are 0, both the Partial Virtual Bitmap field and the Bitmap Control field are not present in the TIM element
and the Length field of the TIM element is set to 2." at 997.6 add "The Bitmap Control field is present if the Partial Virtual Bitmap field is present."



Discussion:

[image: ]

The paragraph on P997 does cover the cases where either/both of the fields are not present due to there being no non-zero bits.  This does seem like the right place to note that if the Partial Virtual Bitmap is present, the Bitmap Control must be present.

However, the line reference in the Proposed Change is incorrect (P997.6 is not after the text quoted, P997.8 is).

Proposed Resolution:

Revised.

At P997.8, after “the Length field of the TIM element is set to 2." add "The Bitmap Control field is present if the Partial Virtual Bitmap field is present."

Note to the commenter, this is the requested change, with the location for the inserted text clarified.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4491
	1618.27
	9.6.14.2
	Figure 9-951--TIM frame Action field(#2568) format shows the TIM Element field (which contains a TIM element) as being 6-256 octets, but Figure 9-149--TIM element format shows it might only contain 4 octets
	Change "6-256" to "4-256"



Discussion:

[image: ]
[image: ]

As specified in 9.4.2.5, a TIM element length could be 4-256 octets:

[image: ]

Proposed Resolution:

Accepted.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4561
	838.04
	9.3.1.9
	"The Frame Control field is defined in 9.3.1 (Control frames). (MDR2)The subtype field is the value from
Table 9-1 (Valid type and subtype combinations) of 9.2.4.1.3 (Type and Subtype subfields) that corresponds
to Control Wrapper frame." -- we don't say this for any other frame
	Delete the cited text



Discussion:

[image: ]

This Control Wrapper frame does appear to be the only frame definition that explicitly says this, and it is not necessary as the Frame Control field is clearly defined in the overall Control Frame format in 9.3.1.1.

Proposed Resolution:

Accepted.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4774
	2187.02
	11.2.3.6
	There is no concept of StrictlyOrdered service class, anymore.
	Delete "except those that have the StrictlyOrdered service class".  Same thing at line 5.

Delete the paragraph at P299.29, discussing two service classes for non-QoS STAs.

At the start of subclause 5.1.1.4, insert a paragraph, "In Non-QoS STAs, the value of the service class parameter in invoked MAC Service Primitives (see 5.2) is ignored.  The value of the service class parameter in generated MAC Service Primitives is set to ReorderableGroupAddressed."

	4392
	2187.02
	11.2.3.6
	There is no strictly ordered service class anymore
	In the referenced para delete ", except those that have the StrictlyOrdered service
class" (2x).  In Figure 9-27 delete "/
Order"



Discussion:

There are exactly two occurrences of “StrictlyOrdered” (or “strictly ordered”) in the Draft, at the P2187 locations cited in the Proposed Changes.  

[image: ]

The cited locations on P299 (subclause 5.1.1.1) and in 5.1.1.4 are the only locations that discuss the concept “service class” for non-QoS STAs, without a restriction that only “ReorderableGroupAddressed” is allowed.  So, these two locations are the only other places that need to be modified to complete the restriction to only “ReorderableGroupAddressed” service class for non-QoS STAs.

The paragraph at P299.29:
[image: ]
Note that this paragraph says, “as discussed in more detail below”, except it is not discussed below (that has been removed already).

Subclause 5.1.1.4 is where the service class parameter to the MAC SAP is discussed:
[image: ]
[image: ]

The last paragraph of this subclause deals with receiving a non-QoS Data frame.  This could be in the context of a non-QoS STA receiving the frame, or a QoS STA receiving the frame.  The current text seems correct for a QoS STA receiving the frame.  But a non-QoS STA receiving the frame needs to yield a value of service class in the indication primitive that is understood by the non-QoS upper layers.  

Thus, the Proposed Changes for CID 4774 appear correct.  But, for completeness, it would be better to note in the last paragraph of 5.1.1.4 that the existing text applies if the non-QoS Data frame is received at a QoS STA.  And, then, for clarity, the new text about a non-QoS STA receiving such a frame should be located here (at the end of the subclause, not the beginning).

Also, one straggling vestige of strictly ordered is the +HTC/Order bit in the Frame Control header of control frames in some cases, as shown in Figure 9-27.  The use of this bit position as a “+HTC/Order” subfield, rather than just a “+HTC” subfield was removed previously, but the field in Figure 9-27 was missed.

Proposed Resolution:

Revised.

At 2187.02, delete "except those that have the StrictlyOrdered service class".  Same thing at line 5.

Delete the paragraph at P299.29, discussing two service classes for non-QoS STAs.

In the (currently) last paragraph of 5.1.1.4, change “from a STA” to “at a QoS STA from any other STA”.

At the end of subclause 5.1.1.4, insert a paragraph, "In non-QoS STAs, the value of the service class parameter in invoked MAC service primitives (see 5.2) is ignored.  The value of the service class parameter in generated MAC service primitives is set to ReorderableGroupAddressed."

In Figure 9-27, change the subfield “+HTC/Order” to be “+HTC”.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4534
	1038.22
	9.4.2.20.13
	Figure 9-211--Measurement Request field format for a Multicast Diagnostics request is confusing in showing a Multicast Triggered Reporting (optional) field because there is a separate Optional Subelements field and Table 9-117--Optional subelement IDs for STA Multicast Diagnostics request shows Multicast Triggered Reporting
	In Table 9-117 delete the first two non-header rows and change 2-220 to 0-220



Discussion:

[image: ]

Indeed there are both the Multicast Triggered Reporting subfield and Optional Subelements in the Multicast Diagnostics request variant of the Measurement Request field.

The Multicast Triggered Reporting subfield is described, as:

[image: ]

This text goes on for several paragraphs, describing these subfields.

However, nowhere in this text is the Sublement ID specified for the Multicast Triggered Reporting subelement.  Thus, it seems the row in Table 9-117 is required for this specification:

[image: ]

Since the Multicast Triggered Reporting subelement is optional, as is the Vendor Specific subelement, the question here perhaps should be why there is a specific call out for the Multicast Triggered Reporting sublement in the Figure 9-211 field layout, rather than having Multicast Triggered Reporting subelement just be one of the Optional Subelements, in the usual style.

Proposed Resolution:

Revised.  Remove the field “Multicast Triggered Reporting (optional)” from Figure 9-211.  Move the text from P1037.31 through P1038.10 to appear after the text at P1038.14 and Table 9-117 and before the text at P1038.32.

2020-02-19 Telecon:

Review P1037.31 – note that the removal of the field causes the text that is proposed to be moved no longer correct.
Optional fields need to have a subelement ID and then the subsequent optional fields can be identified. Having a strange tag for identifying the 4th field is strange.
More Work is needed to address the moving of the text.

Updated Proposed Resolution:

Revised.  Remove the field “Multicast Triggered Reporting (optional)” from Figure 9-211.  Move the text from P1037.31 through P1038.7 to appear after the text at P1038.14 and Table 9-117 and before the text at P1038.32, with the indicated changes:

The Multicast Triggered Reporting field subelement is used to specify trigger conditions and thresholds. It is present only when requesting triggered multicast diagnostic reporting. The format of Multicast Triggered Reporting subelement is as shown in Figure 9-212 (Multicast Triggered Reporting subelement format).

[image: ]

The Multicast Trigger Condition field specifies reporting triggers for triggered management diagnostic reporting. The format of the Multicast Trigger Condition field is shown in Figure 9-213 (Multicast Trigger Condition field format(#2607)).

[image: ]

The Inactivity Timeout Request field is 1 to request that a multicast triggered report be generated when no group addressed frames with the monitored group address are received in a time equal to the value given in the Inactivity Timeout field. The Inactivity Timeout Request field is 0 when a multicast reception timeout is not requested.

The Inactivity Timeout field contains a time value in units of 100 TUs to be used as the threshold value for the inactivity timeout trigger condition.

The Reactivation Delay field contains a value in units of 100 TUs during which a measuring STA does not generate further multicast triggered reports after a trigger condition has been met.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4567
	2302.49
	11.10.9.2
	"a Frame Report
Entry field where Transmitter Address (TA) matching the MAC address field value" -- is this TA in the MAC header?  A field somewhere?  I think it's a misnamed field from Figure 9-235--Frame Report Entry field format
	Change to "a Frame Report
Entry field with a Transmit Address field matching the MAC address field value"



Discussion:

[image: ]

The Frame request frame has the following format and description:

[image: ]
[image: ]

So, it is frames received with a TA that matches the Frame request’s MAC Address field, that are counted for the Frame report.  So, agree with the commenter that this sentence is mixing up terms and concepts.

However, it would be better to state this clearly (with a re-write of the sentence), in a way that is similar to the subsequent sentence.

Proposed Resolution:
Revised.

Replace:
If the MAC Address field included in the Frame request was not set to the broadcast address, a Frame Report Entry field where Transmitter Address (TA) matching the MAC address field value shall be included in the Frame report if at least one Data or Management frame was received with this Transmitter Address during the measurement duration.

with:
If the MAC Address field included in the Frame request was not set to the broadcast address, the measuring station shall report, in one or more Frame reports, only those Data or Management frames received during the measurement duration with a TA field matching the MAC Address field of the Frame request, if at least one such frame was received.

Also, in 9.4.2.20.8, Replace:
If the MAC Address field is the broadcast address, then all Data or Management frames are counted toward the Frame report generated in response to this Frame request. For other MAC addresses, only frames matching this MAC address as the Transmitter Address are counted toward the Frame report generated in response to this Frame request.

with:
The MAC Address field indicates the TA field to match against Data and Management frames in order to count toward the Frame report generated in response to this Frame request.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4808
	1543.10
	9.6.7.16
	RSNE, and FTE, are not "optionally present" if security is required.  They _are_ present if security is required.
	Delete "optionally" at P1543.10 and P1543.18.



Discussion:

From P1543:
[image: ]

In TDLS Setup frames, the language is (for the RSNE, for example, FTE is similar): “The RSNE is present if security is required on the TDLS direct link and the Status Code is SUCCESS, and not present otherwise. The RSNE is defined in 9.4.2.24 (RSNE).”

Per 11.21.1 (General subclause of Tunneled direct-link setup): “Security is available on the TDLS direct link only when both TDLS peer STAs have an RSNA with the BSS.”

Per 12.7.8.4.2 (TPK handshake message 1): “If the TDLS initiator STA has security enabled on the link with the AP, it shall add an RSNE, FTE, and Timeout Interval element to its TDLS Setup Request frame.”

Per 12.7.8.4.3 (TPK handshake message 2): “If the TDLS responder STA validates the TPK handshake message 1 for this TDLS instance, the TDLS responder STA may respond with TPK handshake message 2. To do so, the TDLS responder STA shall add an RSNE, FTE, and Timeout Interval element to its TDLS Setup Response frame.”

Thus, it appears that the RSNE and FTE elements shall be present when security is enabled on the link to the AP (“with the BSS”) on both the initiator and responder.

In Table 9-373, we are dealing with TDLS Discovery.  As the TDLS Discovery Request frame does not appear to provide security/RSN information for the potential TDLS initiator, at the time of responding to the discovery, the responder can only indicate whether it does have security enabled with the BSS, and security would be available on the TDLS link, if the initiator also has security enabled.

Thus, in the TDLS Discovery Response frame, the RSNE and FTE must be present if the transmitter has security enabled on the link with the AP.

Proposed Resolution:

Revised.

At P1543.10 and P1543.18, replace:
“is optionally present if security is required on the direct link.”

with:
“is present if the transmitting STA has security enabled on its link with the AP”.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4325
	
	
	"AC parameters" is not a defined thing; should be "EDCA parameters" (5x)
	As it says in the comment



Discussion:

In 11-20/272r6, Graham states that there are 5 instances of “AC parameters”, there are 22 instances of “EDCA parameters”.  

Per 10.2.3.2 (HCF contention based channel access (EDCA)), the AP uses EDCA parameters per dot11QAPEDCATable in the MIB, while non-AP STAs use parameters as announced by the AP (or a default if no such announcement is made) and stored in dot11EDCATable.

Also per 10.2.3.2, “The QoS AP shall announce the EDCA parameters in selected Beacon frames and in all Probe Response and (Re)Association Response frames by the inclusion of the EDCA Parameter Set element using the information from the MIB entries in dot11ECDATable.”

So, the information being described in 9.4.2.28 (EDCA Parameter Set element) is the ECDA parameters announced by the AP.

Proposed Resolution:

Revised.

At the following locations, make changes as shown:

P1117L47 	9.4.2.28 
Change 
“is incremented each time any of the AC parameters changes”
to
“is incremented each time any of the announced EDCA parameters change.” 

P1717L60
Change
“When communicating within a BSS, the EDCA parameters used are from the EDCA Parameter Set element”
to
“For a non-AP STA communicating within a BSS, the EDCA parameters used are from the EDCA Parameter Set element”

P1718L58	10.2.3.2 
Change 
“following a change in AC parameters, which provides all STAs an opportunity to receive the updated EDCA parameters.”
To 
following a change in announced EDCA parameters, which provides all STAs an opportunity to receive the updated EDCA parameters.

P1719L41 	10.2.3.2
Change
“is incremented every time any of the AC parameters changes.”
To
“is incremented every time any of the announced EDCA parameters change.”

P4544L24  	K.2.1.
“It is recommended that admission control not be required for the access categories AC_BE and AC_BK. The ACM subfield for these categories should be set to 0. The AC parameters chosen by the AP should account for unadmitted traffic in these ACs.” 
To
“It is recommended that admission control not be required for the access categories AC_BE and AC_BK. The ACM subfield for these categories should be set to 0. The announced EDCA parameters and the EDCA parameters used by the AP should account for unadmitted traffic in these ACs.” 

P4544L32	K.2.1.
Change:
“AC parameters chosen by the AP should further account for any unadmitted traffic in AC_VO and AC_VI that might be reserved for users of a particular SSPN.”
To 
“The announced EDCA parameters and the EDCA parameters used by the AP should further account for any unadmitted traffic in AC_VO and AC_VI that might be reserved for users of a particular SSPN.”



	CID
	Page
	Clause
	Comment
	Proposed Change

	4445
	1011.8
	
	"For nonmesh STAs, the Channel Switch Count field either is set to the number of TBTTs until the STA
sending the Channel Switch Announcement element switches to the new channel or is set to 0. (MDR2)A 1
indicates that the switch occurs immediately before the next TBTT. A 0 indicates that the switch occurs at
any time after the frame containing the element is transmitted." is self-contradictory.  If it switches before the next TBTT, the number of TBTTs until the switch was 0
	Change to "For nonmesh STAs, the Channel Switch Count field is set to the number of TBTTs until the STA
sending the Channel Switch Announcement element switches to the new channel. (MDR2)1
indicates that the switch occurs immediately before the next TBTT. 0 indicates that the switch occurs at
any time after the frame containing the element is transmitted."

Proposed:
At P1011L8
Change 
“For nonmesh STAs, the Channel Switch Count field either is set to the number of TBTTs until the STA sending the Channel Switch Announcement element switches to the new channel or is set to 0. A 1 indicates that the switch occurs immediately before the next TBTT. A 0 indicates that the switch occurs at any time after the frame containing the element is transmitted.”
To
"For nonmesh STAs, the Channel Switch Count field is set to the number of TBTTs until the STA sending the Channel Switch Announcement element switches to the new channel. A value of 1 indicates that the switch occurs immediately before  the next TBTT and a value of 0 indicates that the switch occurs at any time after the frame containing the element is transmitted."



Discussion:

From discussion in February, and in 11-20/0272:

P1011L8
“For nonmesh STAs, the Channel Switch Count field either is set to the number of TBTTs until the STA sending the Channel Switch Announcement element switches to the new channel or is set to 0. (MDR2)A 1 indicates that the switch occurs immediately before the next TBTT. A 0 indicates that the switch occurs at any time after the frame containing the element is transmitted.”

Agree with commenter 
Comment suggested change to:
"For nonmesh STAs, the Channel Switch Count field is set to the number of TBTTs until the STA sending the Channel Switch Announcement element switches to the new channel. (MDR2)1 indicates that the switch occurs immediately before the next TBTT. 0 indicates that the switch occurs at any time after the frame containing the element is transmitted."

Not sure about “1 indicates”, how about 

REVISED
At P1011L8
Change 
“For nonmesh STAs, the Channel Switch Count field either is set to the number of TBTTs until the STA sending the Channel Switch Announcement element switches to the new channel or is set to 0. (MDR2)A 1 indicates that the switch occurs immediately before the next TBTT. A 0 indicates that the switch occurs at any time after the frame containing the element is transmitted.”
To
"For nonmesh STAs, the Channel Switch Count field is set to the number of TBTTs until the STA sending the Channel Switch Announcement element switches to the new channel. (MDR2)A value of 1 indicates that the switch occurs immediately before the next TBTT and a value of 0 indicates that the switch occurs at any time after the frame containing the element is transmitted."	Comment by Mark Rison: Consider changing to “at”	Comment by Graham Smith: Mark H is not sure about “a value of”

From 802.11 Editorial Style Guide (11-09/1034):
The use of “value of <field> field” is deprecated.[footnoteRef:1] [1: ] 


 Note 802.11-2016 1.4 states: ‘If <x> represents a scalar field, scalar subfield, scalar parameter or scalar MIB attribute:
— if “<x> is” is used in a context that relates to the testing or setting the value of “<x>” this usage is to
be interpreted as though written “the value of <x> is”
— “<x> indicate(s)” is to be interpreted as though written “the value of <x> indicate(s)”
— “indicated by <x>” is to be interpreted as though written “indicated by the value of <x>”
— “<x> that indicate” isto be interpreted as though written “<x> whose value indicates” ’

There was also discussion on changing “immediately before” vs “at”
The argument of “at” the TBTT will start the change of channel, but you may have a race condition.
The switch has to occur before the beacon is created.

Suggest being clear that the change happens “at” the TBTT (and not before, which opens a small and unknown window when the AP is no longer on the old channel), and also clarifying that the Beacon is created assuming this new channel.

Proposed Resolution:

Revised.

At P1011L8
Change 
“For nonmesh STAs, the Channel Switch Count field either is set to the number of TBTTs until the STA sending the Channel Switch Announcement element switches to the new channel or is set to 0. (MDR2)A 1 indicates that the switch occurs immediately before the next TBTT. A 0 indicates that the switch occurs at any time after the frame containing the element is transmitted.”
to
"For nonmesh STAs, the Channel Switch Count field is set to the number of TBTTs until the STA sending the Channel Switch Announcement element switches to the new channel. (MDR2)1 indicates that the switch occurs at the next TBTT (the ensuing Beacon frame is created assuming the new channel), and 0 indicates that the switch occurs at any time after the frame containing the element is transmitted."



	CID
	Page
	Clause
	Comment
	Proposed Change

	4462
	
	
	"of all MSDUs and A-MSDUs buffered at the STA".  A STA does not buffer A-MSDUs.  The things it receives via MA-UNITDATA.request are MSDUs, and those are the things it buffers prior to transmission Change the cited text to "of all MSDUs buffered at the STA"
	Delete "or A-MSDUs" in 9.2.4.1.8 More Data subfield (4x), 9.2.4.5.6 Queue Size subfield, 9.2.4.5.8 AP PS Buffer State subfield



Discussion:

Examining Figure 5-1 - MAC data plane architecture(11ak)(#2273), we see that A-MSDU aggregation occurs higher in stack, thus before transmit buffering for Power Save.

This is consistent with the definition of bufferable unit:

[image: ]

[image: ]


Proposed Resolution:

Rejected.  As described in the definition of bufferable unit (BU), and Figure 5-1’s flow of action for transmitted frames, aggregation into A-MSDUs occurs before the power buffering stage, and thus A-MSDUs are buffered.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4722
	1166.25
	9.4.2.47
	"The length of the resulting AES-Key-
wrapped IGTK in the Wrapped Key field is Key Length + 8 octets." -- this is true for the NIST key wrap algorithm (CID 2510 resolution) but might not be of other key wrap algorithms in the future, so risk of spec rot.  Also, "AES-Key-wrapped" is not defined
	Delete the cited sentence, and last sentence of referenced subclause (on BIGTK)



Discussion:

[image: ]

The length of the Wrapped Key is indicated in the Key Length field, and the derivation of that is referenced to be per subclause 13.8.5.

The current 13.8.5 does specify the NIST AES key wrap algorithm.

[image: ]

However, it is true that this could be changed in a future revision/amendment, and saying the length result of the wrap algorithm is the original length plus 8 octets seems to be duplicate specification, and in particular duplicates an external specification, which is generally risky.  The cited sentence does not seem to add any new or necessary information to the Standard.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4658
	1464.28
	9.4.2.246
	"concatenated list of " -- it can hardly be anything else.  For other lists we don't explcitly say it's a concatenation
	Delete "concatenated"



Discussion:

[image: ]

Agreed that “list of” is sufficient.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4795
	2060.28
	10.42.7
	No such thing as  "TRN-R-PACKET" type.
	Change "TRN-R-PACKET" to "TRN-R" throughout.



Discussion: 

[image: ]

The only occurrences of TRN-R-PACKET are in these two paragraphs.  Further, the RXVECTOR is specified to include a PPDU_TYPE (note underscore) parameter which takes the values TRN-R or TRN-T:

[image: ]

Thus, it is correct that TRN-R is the correct enumeration.

Note that “PPDU-TYPE” has been changed to “PPDU_TYPE” by CID 4794.

Proposed Resolution:

Accepted.  Note to Editor, there are two locations, at 2060.28 and 2060.35.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4234
	793.14
	9.2.4.2
	The Duration/ID field sent by (QoS) STAs in Extension frames is not specified
	Change "In Data and Management frames sent by QoS STAs, the Duration/ID field contains a duration value
as defined for each frame type in 9.2.5 (Duration/ID field (QoS STA))." to "In Data, Management and Extension frames sent by QoS STAs, the Duration/ID field contains a duration value
as defined for each frame type in 9.2.5 (Duration/ID field (QoS STA)) and 9.3.4.3."



Discussion:



On March 25 telecon, the concern was raised that this may need to be applied to all Extension frames.  Since the proposed text applies to frames sent by QoS STAs, the only concern is that Extension frames might not be recognized as QoS frames.

The only Extension frames defined in REVmd are the DMG Beacon and S1G Beacon.

Per 4.3.10, a DMG STA is a QoS STA.  So, DMG Beacons are QoS frames.  However, S1G STAs are not explicitly defined as QoS STAs (that I can find).

So, it is better to be clear that the Duration/ID field is specified in 9.3.4 for all Extension frames, regardless of the STA being defined as a QoS STA or not.

Proposed Resolution:

Revised.

Change 
"In Data and Management frames sent by QoS STAs, the Duration/ID field contains a duration value as defined for each frame type in 9.2.5 (Duration/ID field (QoS STA))." 
to 
"In Data and Management frames sent by QoS STAs, the Duration/ID field contains a duration value as defined for each frame type in 9.2.5 (Duration/ID field (QoS STA)).  In Extension frames the Duration/ID field contains a duration value as defined in 9.3.4."



	CID
	Page
	Clause
	Comment
	Proposed Change

	4318
	2504.37
	11.39.1
	"A STA shall not transmit an MPDU in a VHT PPDU to a STA that exceeds the maximum MPDU length
capability indicated in the VHT Capabilities element received from the recipient STA." -- it's not the STA that exceeds, it's the MPDU
	[bookmark: _Hlk41813626]Change to "An STA shall not transmit in a VHT PPDU an MPDU that exceeds the maximum MPDU length capability indicated in the VHT Capabilities element received from the recipient STA"; also for S1G instead of VHT in 10.12.5

	4317
	2504.37
	11.39.1
	"A STA shall not transmit an MPDU in a VHT PPDU to a STA that exceeds the maximum MPDU length
capability indicated in the VHT Capabilities element received from the recipient STA." -- it's not the STA that exceeds, it's the MPDU
	Delete "to a STA " in the cited text; also in 10.12.5



Discussion:

The cited text in 11.39.1:

[image: ]

Simple editorial change to clarify the subject of “that exceeds the maximum MPDU length”.

The example in 10.12.5:

[image: ]

Suggest the CID 4317 proposed change is simpler and still quite understandable.

Proposed Resolution:

CID 4317: Accepted.

CID 4318: Revised.  Delete "to a STA " in the cited text; also in 10.12.5.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4309
	844.18
	9.3.1.19
	"in the Compressed Beamforming Feedback Matrix
subfield" -- no such subfield
	Change to "in the compressed beamforming feedback matrix"



Discussion:

The cited location is in Table 9-31:

[image: ]

This is in the context of a VHT NDP Announcement frame, and the STA Info List field:

[image: ]

[image: ]

This is a short frame with high-level information to start a beamforming sequence.  The details are carried in subsequent frames, such as beamforming reports.  Specifically, a beamforming feedback matrix is communicated in the (Non)Compressed Beamforming Report field, carried in a (Non)Compressed Beamforming frame.  For example.

[image: ]

Subclause 9.4.1.29 details the format and structure of the Compressed Beamforming Report (to long to reproduce here).

In this case, the reference is to the general concept of the beamforming feedback matrix, without explicit reference to a field (which is not carried in the same frame).  This is similar to the meaning in the MIMO Control field, where the lower-case reference to the conceptual object is used:

[image: ]

Agree, the lower-case spelling is correct in the cited location.

Proposed Resolution:

Accepted.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4295
	797.37
	9.2.4.5.1
	A TPU STA is by definition not in a mesh BSS
	Delete "in a
nonmesh BSS" in the fifth from last to penultimate row of Table 9-10--QoS Control field



Discussion:

[image: ]
[image: ]

TPU is a TDLS concept:

[image: ]

TDLS is defined to be a mechanism involving an AP, ant thus does not apply to mesh BSS:

[image: ]

So, agree, the cited rows do not need to specify “in a nonmesh BSS”.

Proposed Resolution:

Accepted.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4285
	1045.28
	9.4.2.20.19
	"The  (#151)Neighbor  Report  subelements  specify  a  superset  of  nearby  APs  with  which  the
requested  STA  is  requested  to  perform  the  FTM  procedure" -- you can't do FTM with more than the nearby APs
	Change "superset" to "subset" in the cited text



Discussion:

The comment is on text in clause 9, describing the format of the Fine Timing Measurement Range request.  This request includes a list of subelements that describe a number of neighbour APs with which the requested STA should/might perform an FTM range operation.  The request also includes a field specifying the minimum number of such neighbour APs that are requested to be ranged.

[image: ]

[image: ]

The requested STA is expected to (try to) perform the FTM range operation with at least the Minimum AP Count number of APs from the Neighbor Report subelements, but it is not expected to perform an FTM range operation with all of them.

Thus, the Neighbor Report subelements list is a superset of the APs, and the requested STA may choose a subset of this list to actually perform the FTM ranging.

Proposed Resolution:


Revised.  Change “specify a superset of nearby APs with which the requested STA is requested to perform the FTM procedure” to “specify  a  set  of  nearby  APs; the requested  STA  is  requested  to  perform  the  FTM  procedure with a subset of these APs”



	CID
	Page
	Clause
	Comment
	Proposed Change

	4253
	1117.10
	9.4.2.27
	"The default value of dot11ChannelUtilizationBea-
conIntervals is defined in Annex C." -- so is the default of many other MIB attributes, but we don't say so for any other ones
	Delete the cited sentence



Discussion:

[image: ]

It appears to be a true statement; there is no other occurrence of “the default value of dot11”, anyway.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4490
	994.47
	9.4.2.5.1
	"The TIM element contains four fields: DTIM Count, DTIM Period, Bitmap Control, and Partial Virtual
Bitmap. See Figure 9-149 (TIM element format)." -- as the figure shows, it contains 6 fields, including Element ID and Length.  Duplication considered harmful!
	Change to "The TIM element is used to signal the timing and availability of data for associated STAs.  The format of
this element is shown in Figure 9-149."



Discussion:

[image: ]

Agree, the statement is redundant, and incomplete. And, duplication leads to errors.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4240
	855.52
	9.3.3.1
	"Unused element ID codes are reserved." is unclear (how "unused"?) and unnecessary (T9-94 already lists all possible EIDs and EEIDs).  Delete
	Delete the cited text at the referenced location and in 9.8.5.1



Discussion:

The cited sentence is the last sentence in this last paragraph of 9.3.3.1 (Format of Management frames):

[image: ]

The sentence does not seem necessary to the paragraph, and is redundant with the rows in Table 9-94 which indicate all currently unallocated element IDs to be “Reserved”.  Agree with the comment.

The context for the 9.8.5.1 reference, to the subclause on the format of PV1 Management frames:

[image: ]

This is a very similar paragraph, with the same sentence at the end.  Same analysis applies.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4802
	1056.02
	9.4.2.21.7
	While considerably less likely, it is still possible for a beacon Measurement Report's Reported Frame Body to exceed the maximum element size, even for Reporting Detail type 1.  Recommend moving this text about truncating elements and/or using fragmentation (when supported) to apply in all cases.
	Break the paragraph into two, after the first sentence (at the full stop on line 2).  Start the new paragraph with, "Some elements in the Reported Frame Body subelement, or the Reported Frame Body subelement itself, might be large."



Discussion:

[image: ]
[image: ]

The first paragraph describes the contents of the Reported Frame Body element in the Beacon report variant of the Measurement Report facility, for two of the report types (Reporting Detail in the request equal to 0, or 1).  The second paragraph describes the contents when the Reporting Detail is 2.

The second paragraph goes on to describe what happens when the Reported Frame Body is too large to fit into an element.  However, that description is limited to “In this case”, implying the Reporting Detail=2 case.

However, Reporting Detail of 1 can also result in too large a reported detail to fit in the Reported Frame Body element.  Agree with the comment.

The proposed change would result in the following (first paragraph is unchanged):

The Reported Frame Body subelement contains the requested fields and elements of the frame body of the
reported Beacon, Measurement Pilot, or Probe Response frame. If the Reporting Detail subelement of the
corresponding Beacon request equals 0, the Reported Frame Body subelement is not included in the Beacon
report. If the Reporting Detail subelement equals 1, all (#2401)fields and any elements identified in a
Request element or Extended Request element in the corresponding Beacon request are included in the
Reported Frame Body subelement, in the order that they appeared in the reported frame.

(#2229)If the Reporting Detail field equals 2, all fields and elements are included in the order they appeared
in the reported frame. 

(#2229) Some elements in the Reported Frame Body subelement, or the Reported Frame Body subelement itself, might be large. In this case, (M12)some of the elements included in the Reported Frame Body
subelement might be truncated, and the subelement itself might be truncated or fragmented over multiple
Beacon Reports when its size exceeds the maximum element size, as described below:(Ed)

Proposed Resolution:

Revised.

Break the cited paragraph into two, after the first sentence (at the full stop on line 2).  Add a new sentence to the start of the new paragraph as, "Some elements in the Reported Frame Body subelement, or the Reported Frame Body subelement itself, might be large."

Note to Editor, the change is shown in document 11-20/338r6 (https://mentor.ieee.org/802.11/dcn/20/11-20-0338-06-000m-revmd-initial-sa-comments-assigned-to-hamilton.docx).



	CID
	Page
	Clause
	Comment
	Proposed Change

	4799
	2153.65
	11.1.3.8
	It's not clear what list of elements are implied by, "The AP or PCP may include all other elements in the nontransmitted BSSID profile."  This list should be restricted to those allowed per 9.4.2.45.
	Insert "allowed per 9.4.2.45" after "all other elements"



Discussion:

[image: ]
[image: ]


From 9.4.2.45, the Nontransmitted BSSID Profile subelement is one of the optional sublements of the Multiple BSSID element, and is defined as follows:

[image: ]

From the bullet list, the Nontransmitted BSSID Profile subelement must contain:
· Nontransmitted BSSID Capability element
· Followed by a variable number of elements
· SSID element 
· Multiple BSSID-Index element
· FMS Descriptor (conditionally)
· Timestamp, Beacon Interval, etc. are not included (per list in the fourth bullet)
· Non-Inheritance element (optional)

Note that the first bullet is non-specific about what can be included in the “a variable number of elements”.  But, these elements must be found in a Beacon frame, DMG Beacon frame, or Table 9-48 for an S1G AP.  Further, these elements must not appear in the list in the fourth bullet.  Hence the exact list of elements that must be, or can be, present is complicated.

The commenter proposes to clarify the phrase “all other elements” in the cited sentence, by saying this is “all other elements allowed per 9.4.2.45".  This seems like a valid clarification.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4797
	2159.33
	11.1.4.3.2
	Per the changes in 11-19/0551r17 (https://mentor.ieee.org/802.11/dcn/19/11-19-0551-17-000m-revmd-lb236-comments-assigned-to-hamilton.docx), as agreed on CID 2692 during working group ballot, bullet (e) is redundant, and should be deleted.
	Delete bullet (e)

	4347
	2159.33
	11.1.4.3.2
	e) needs to be conditional on dot11SSIDListActivated is true, like d)
	Change e) to start "When dot11SSIDListActivated is true and the SSID List parameter is present"

	4351
	2159.33
	11.1.4.3.2
	e) appears to duplicate d), though d) does not give the destination address
	Delete e) and in d) after "send zero or more probe requests" add " to the broadcast destination address"

	4349
	2159.29
	11.1.4.3.2
	d) says "These additional probe
requests (following step c)) should only carry SSIDs not indicated in the step c) probe request.".  Why is this a should?  There's no point sending probes for stuff that has already been probed
	Delete "should" in the cited text




Discussion:

CID 2692 was resolved as:
REVISED (MAC: 2019-09-17 14:13:59Z): Incorporate the changes for CID 2692 in doc 11-19/551r17 (https://mentor.ieee.org/802.11/dcn/19/11-19-0551-17-000m-revmd-lb236-comments-assigned-to-hamilton.docx) which makes the changes in the direction suggested by the commentor.

Document 11-19/551r17 (unchanged in 11-19/551r19, the final version) shows this for CID 2692:
Modify bullets (c) and (d) as shown:
c) Perform the basic access procedure as defined in 10.3.4.2 (Basic access).  Send a probe request to the broadcast destination address. The probe request is sent with the SSID and BSSID from the received MLME-SCAN.request primitive.  If dot11SSIDListActivated is true and the SSID List parameter is present in the MLME-SCAN.request primitive, then one or more SSID List elements should be present in the probe request, indicating all SSIDs in the SSID List parameter if possible.

d) Send a probe request to the broadcast destination address. The probe request is sent with the SSID and BSSID from the received MLME-SCAN.request primitive. When dot11SSIDListActivated is true and the SSID List parameter is present in the MLME-SCAN.request primitive, send one zero or more pProbe rRequests frames to the broadcast address, each with an SSID indicated in the SSID List and the BSSID from the MLME-SCAN.request primitive(11ai).  These additional probe requests (following step c)) should only carry SSIDs not indicated in the step c) probe request.  The basic access procedure (10.3.4.2 (Basic access)) is performed prior to each probe request transmission.

Delete bullet (e).

Renumber references to “step i)” to reference “step h)” (D2.0 P2127.14) and “step l)” to “step k)” (P2127.41). 

From draft D2.0 to D3.0, the modifications to bullets (c) and (d) were done, as was the renumbering of references to steps (i) and (l).  However, step (e) was not deleted.

CID 4797 should be accepted.  

Which makes CID 4347 moot, as (e) will be deleted, and (d) already is conditional on dot11SSIDListActivated as requested.

CID 4351 requests adding “to the broadcast destination address” to bullet (d).  It appears that 11-19/551r17 also intended to add this phrase, but it was not marked as an edit and was missed.

CID 4349 requests that the second part of (d), which was added by 11-19/551r17, be a hard requirement and not a “should”.  While it is true that sending more Probe Requests using an SSID already covered by (c) is redundant, it would potentially make existing implementations non-compliant to make this a hard requirement.

Proposed Resolutions:

CID 4797: Revised.  Delete e) and in d) after "send zero or more probe requests" add " to the broadcast destination address"

CID 4347: Revised. Delete e) and in d) after "send zero or more probe requests" add " to the broadcast destination address"

CID 4351: Accepted.

CID 4349: Rejected.  While it is true that sending more Probe Requests using an SSID already covered by (c) is redundant, it would potentially make existing implementations non-compliant to make this a hard requirement.

Add a note to the editor in CIDs 4797, 4347 and 4351 that the changes are the same for all three.




	CID
	Page
	Clause
	Comment
	Proposed Change

	4641
	2061.33
	10.42.7
	"If the initiator receives the expected feedback" should be "If the beam tracking initiator receives the expected feedback"; ditto in that sentence "responder" -> "beam tracking responder"
	As it says in the comment



Discussion:

[image: ]

The comment is on the second sentence, which shortens “beam tracking initiator” and “bream tracking responder” from the first sentence, to just “initiator” and “responder”.

Given the immediately nearby antecedent phrases in the first sentence which spells out that these are in reference to the beam tracking roles, the references in the second sentence seem clear enough.

Proposed Resolution:


Revised.
Change
If the initiator receives the expected feedback from the beam tracking responder within time that is greater than or equal to the beam tracking time limit of the last request, the beam tracking initiator should ignore it.
to:
If the initiator receives the expected feedback from the beam tracking responder within time that is greater than or equal to the beam tracking time limit of the last request, the beam tracking initiator should ignore it.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4782
	2164.58
	11.1.4.3.4
	From the draft: "If a FILS STA receives one or more Probe Request frame(s), subject to the criteria above, and the STA has dot11FILSOmitReplicateProbeResponses equal to true, the responding STA shall select the response with the next Beacon frame or one or more Probe Response frames as a response to all Probe Request frames(11ai)."  Huh?
	Replace the sentence with: "If a FILS STA receives one or more Probe Request frame(s) and the STA has dot11FILSOmitReplicateProbeResponses equal to true, then the responding STA shall respond, subject to the criteria above, by letting the response be the next Beacon frame, a broadcast Probe Response frame, or one or more directed Probe Response frames."



Discussion:

[image: ]

The “criteria above” is a reference to the bullet lists with the criteria for sending a probe response.

The cited paragraph is meant to cover the case of a FILS STA responding, when dot11FILSOmitReplicateProbeResponses is equal to true, so an individually addressed Probe Response can be replaced with equivalent information in a Beacon frame or broadcast Probe Response frame.  Agree that it seems to have grammar and possible editing errors, and doesn’t make this behaviour clear.

Also, since the paragraph at line 48 is the case for a FILS STA with dot11FILSOmitReplicateProbeResponses equal to false, it would be more logical to keep these paragraphs together.

Proposed Resolution:

Revised.  Replace the sentence with: "If a FILS STA receives one or more Probe Request frame(s) and the STA has dot11FILSOmitReplicateProbeResponses equal to true, then the responding STA shall respond, subject to the criteria above, via the next Beacon frame, a broadcast Probe Response frame, or one or more individually addressed Probe Response frames.".  Also, move the paragraph at P2164.48 to appear after the paragraph at P2164.52.


	CID
	Page
	Clause
	Comment
	Proposed Change

	4488
	2465.00
	11.28.2.2
	There are two references to a "Remaining BI field" (singular BI), but there is no such field
	Change each to "Remaining BIs field"



Discussion:

[image: ]

The PCP Handover element, which is transmitted in a number of DMG Beacon or Announce frames, is defined in Figure 9-582, and the field in this structure is named “Remaining BIs”:

[image: ]

However, the Handover Request frame, from which the initial value of the Remaining BIs field is taken, is defined in 9.6.19.6:

[image: ]

In this frame, the field name is “Handover Remaining BI”.

Proposed Resolution:

Revised.  Change each “Remaining BI field” (singular) in the cited paragraph to “Handover Remaining BI field”.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4193
	1852.54
	10.23.4.2.3
	"To describe the behavior at the STA, two MAC variables are defined. " duplicates the first para of the subclause
	Delete the cited text



Discussion:

The first paragraph of the subclause: 
[image: ]

And, the cited sentence:
[image: ]

The sentence at line 55 is a duplicate of the start of the subclause.  Further, the text between these two paragraphs is discussing the default values of the variables, and how a STA can request admission control and how the variables are updated.  So, introducing the concept of the variables in the latter paragraph does not fit the flow of the subclause.

Agree with the commenter, the cited sentence is out-of-place and not needed.

Proposed Resolution

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4068
	1503.49
	9.5.4
	"STA needs transmit training".  This is a protocol for interoperability, so I think it is better to say "STA requests transmit training".
	Change "needs" to "requests".



Discussion:

[image: ]

[image: ]

The field in question is in the BRP Request frame, as part of the bean refinement protocol.  This field/bit indicates the that request includes a request for transmit training.

The previous paragraph covers a request for receive training:

[image: ]

Both of these are probably better phrased as the transmitter “requests” either/both transmit or receive training.

Proposed Resolution:

Revised. 

At 1503.49, replace “needs” with “requests”.

At 1503.44, replace “need” with “request”.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4067
	1503.42
	9.5.4
	The ordering of these sentences is confusing to read: "To obtain the number of TRN-R subfields, the value of the L-RX subfield is multiplied by 4. Possible values range from 0 to 16."
	Reword to "The L-RX field is an unsigned integer with range 0 to 16. Values outside this range are reserved. The number of requested TRN-R subfields is equal to the value of the L-RX subfield multiplied by 4."



Discussion:

[image: ]

Agree, the rewording is a bit more clear.

Some additional editorial rewording has been suggested.

Proposed Resolution:

Revised.  Reword to "The L-RX field contains an unsigned integer in the range 0 to 16. Values outside this range are reserved. The number of requested TRN-R subfields is equal to the value of the L-RX subfield multiplied by 4."



	CID
	Page
	Clause
	Comment
	Proposed Change

	4243
	2467.63
	11.29.2
	"The Information Response frame may include vendor-specific elements. " -- true of all Action frames unless explicitly disallowed
	Delete the cited text



Discussion:

[image: ]

The Information Response frame is part of the Peer Service Discovery facility.  

[image: ]

And is an Action frame:

[image: ]

Action frames do have a Vendor-specific IE, by default:

[image: ]

The sentence does appear to be redundant.

Proposed Resolution:

Accepted.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4056
	1121.31
	9.4.2.29
	"Length (55)". The Length is 55 or 57. Also, there is no need to include "55" in the figure.
	Delete "(55)" at 1121.31



Discussion:

[image: ]

This is a field in the TSPEC element.  The element format is clearly labelled with the length of each field, so the total length is already clear.  Agree, the “(55)” is unnecessary and not the usual style, and can be in error.

Proposed Resolution:

Revised.  Delete “(55)” as proposed.  Also, similarly in Figures 9-169, 9-292, 9-293, 9-330, 9-331, 9-332, 9-334.



	CID
	Page
	Clause
	Comment
	Proposed Change

	4454
	1518.53
	9.6.3.8
	"The QoS Action field is defined in 9.6.3.1 (General). representing ADDTS Reserve Response.
The (#2110)Higher Layer Stream ID element is defined in 9.4.2.124 (Higher Layer Stream ID element).
The Status Code field is defined in 9.4.1.9 (Status Code field)." is too vague.  Needs to refer to specific contents.  Similarly in other locations in 9.6.3
	At 1518.53, change to "The QoS Action field is defined in 9.6.3.1." and "The Higher Layer Stream ID field contains a Higher Layer Stream ID element (see 9.4.2.124)."



Discussion:

[image: ]

This comment is to clean up the wording of the descriptions for the fields of the ADDTS Reserve Response action frame.  

The QoS Action field is used to differentiate the  “QoS” type Action frames, per the Table 9-346 in 9.6.3.1.  The other QoS Action frames don’t have the “representing …” verbiage.  For consistency, it can be removed, as unnecessary, as requested by the commenter.

The ADDTS Reserve Request frame (previous subclause, 9.6.3.7) says this:

[image: ]

Similar, but slightly different from the Response version, but still unnecessary.

The Higher Layer Stream ID should be referred to as a “field”, with a reference that it contains an element as defined in 9.4.2.124.  Again, agree with the commenter’s proposed change.

The comment references the Status Code field in the comment, but leaves it out of the proposed change (which implies it would deleted).  This appears to be in error.

Proposed Resolution:

Revised.  At the cited location, replace 
“The QoS Action field is defined in 9.6.3.1 (General). representing ADDTS Reserve Response.
The Higher Layer Stream ID element is defined in 9.4.2.124 (Higher Layer Stream ID element).”
with
“The QoS Action field is defined in 9.6.3.1 (General).
The Higher Layer Stream ID field contains a Higher Layer Stream ID element (see 9.4.2.124 (Higher Layer Stream ID element))."

In subclause 9.6.3.7, replace
“The QoS Action field is defined in 9.6.3.1 (General). ADDTS Reserve Request.”
with
“The QoS Action field is defined in 9.6.3.1 (General).”



	CID
	Page
	Clause
	Comment
	Proposed Change

	4447
	1718.01
	10.1
	The "Designation
(informative)" in Table 10-1 is not used anywhere, so just delete the column
	As it says in the comment



Discussion:

[image: ]

Note, the correct subclause reference is 10.2.3.2 (not 10.1).

Note, the Designation column was previously marked as “(Informative)”, but that was removed as part of the MEC changes.

Agree that this column is not required, for any of uses in the Standard.  However, it is helpful to a reader who is not familiar with the abbreviations (BK, BE, VI, VO).  The mapping to commonly used concepts, even if only as broadly accurate, is helpful to understanding the priority concepts in 802.11.

Proposed Resolution:

Revised.   While unused elsewhere in the Standard, the Designation column is helpful to a reader trying to become familiar with the 802.11 QoS prioritization mechanism and its purposes.

REVmd Editor: Add a NOTE at the bottom of Table 10-1, “NOTE—The Designation column is an indication of general usage and guidance.  Actual uses of each UP are implementation specific.”
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When this message of the authentication sequence appears in a Reassociation Response frame, the
Optional Parameter(s) field in the FTE may include the GTK. IGTK and BIGTK(#2116)
subelements. If a GTK. an IGTK or a BIGTK(#2116) are included. (£102)the Key field of the
subelement shall be encrypted using KEK (#102)(when the negotiated AKM is 00-0F-AC:3, 00-0F-
AC:4. 00-0F-AC:9, or 00-0F-AC:13) or KEK2 (when the negotiated AKM is 00-0F-AC:16 or 00-
OF-AC:17) and the NIST AES key wrap algorithm. The Key field shall be padded before encrypting
if the key length is less than 16 octets or if it is not a multiple of 8. The padding consists of
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49 Bitmap. See Figure 9-149 (TIM element formaf)

ElementID | Length | DTIM Count | DTIM Period | Bitmap Control | Partial Virual Bitmap

Octets: 1 1 1 1 Oorige) 0251
igure 9-149—TIM element format
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9.6.14.2 TIM frame format

‘The format of the TIM frame Action field(£2368) is shown in Figure 9-951 (TIM frame Action field(£2568)

format)

Category

o
Action(£2568)

Check Beacon

Timestamp.

TM Element

1

Figure 9-951—TIM frame Action field(2568) format

1

1

B
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‘The TIM Element field contains a TIM element as specified in 9.4.2.5 (TIM element). The bit corresponding.
to buffered group addressed frames is reserved for all BSSIDs.
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9.4.2.5 TIM element

9.4.2.5.1 General

‘The TIM element contains four fields: DTIM Count, DTIM Period, Bitmap Control, and Partial Virtual
Bitmap. See Figure 9-149 (TIM element format)

Element ID

Length

'DTIM Count

DTIM Period

Bimap Control

Partal Virual Bitmap.

Octets: 1

1

1

1

Oor e8]

Figure 9-149—TIM element format
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9.3.1.9 Control Wrapper frame

‘The format of the Control Wrapper frame is shown in Figure 9-48 (Control Wrapper frame format(#2607))

Frame | Dustion/ | Address |  Camied Frame HT camed | ges
Control () T Contre conrol | Frame
Octets: 2 2 5 2 4 variable 4

‘Copyright © 2018 IEEE. Al rghts reserved.
“This s an unapproved IEEE Standards Draf, subject o change.

EEE PB02.11-REVMID3.0, October 2018

jure 9-48—Control Wrapper frame format(2607)

837

The Control Wrapper frame is used to wrap any other Control frame (3., excluding the Control Wrapper
Srame) together with an HT Control field.

The Frame Control field is defined in 9.3.1 (Conirol frames). QMDR2)The subfype field is the value from
Table 9-1 (Valid type and subfype combinations) of 92.4.1.3 (Type and Subtype subfields) that corresponds

to Control Wrapper frame.

(MDED)The DurationID field of the Control Wrapper frame is generated by following the rules for the
Dusation/ID field of the Control frame that s being wrapped.
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Figure 12-51—Authenticator state machines, part 1(#2207)(#2493)
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If any associated (11aklnon-GLK STAs are in PS mode, the AP shall buffer all non-GCR-SP group
addressed BUs (266)(11ak)that arive via the DS, except those that have the StrictlyOrdered service
class. If any GLK STA in its BSS is in PS mode, the AP shall not include any such STAs as a
SYNRA destination and shall buffer all group addressed BUs destined to such STAs, except those
that have the StrictlyOrdered service class, delivering them with individually addressed MPDUs
using power save delivery methods.
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Because operation of certain functions of the MAC can cause reordering of some MSDUs, as discussed in
more delail below, in n0a-QuS STAS, there are fwo service classes wihin the data service. By selecting a
class, each LLC sublayer entity initiatiag the ransfer of MSDUs is able to control whether MAC entities are
or are not allowed to reorder those MSDUs.
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5.1.1.4 Interpretation of service class parameter in MAC service primitives in a STA

In QuS STASs, the vatue of the service class parameter in the MAC service prmitive (see 52 (MAC data
service specification) may be a nosinteger value of QoSAck or QoSNoAck.

‘When an MSDU s received from the MAC SAP with one of the following service class indications, and the
recipient STA is 2 QoS STA:

— QoSAck, the MSDU is transmitted usiag one or more QoS Data frame(s) with an ack policy otber
than No Ack (21415)

—  QoSNoAck. the MSDU is transmitted using one or more QoS Data frame(s) with an ack policy of
No Ack (21415

When an MSDU is received from the MAC SAP and the recipieat STA is not a QoS STA, the MSDU is
transmitted using one or more non-QoS Data frame(s).

When a QoS Data frame is teceived from amother STA. the service class parameter in the
MA-UNITDATA indication primitive s set to
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QoSAck. if the frame is a QoS Data frame with an ack policy other than No Ack(£1413); this
includes when the fame was delivered via the DMS or the GCR block ack retransmission
policy (£1227)

QoSNoAck if the frame is a QoS Data frame with an ack policy of No Ack (£1415) This service
class is also used when the DA parameer is a group address ualess the frame was delivered via
'DMS or the GCR block ack retransmission policy.

When a2 non-QoS Data frame is received fom a STA, the service class parameter in the
MA UNITDATA indication primitive s set to

QoSAck: i the frame is an individually addressed frame and is acknowledged by the STA.
QoSNoAck, if the frame is a group addressed frame and is not acknowledged by the STA.
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9.4.2.20.13 Multicast Diagnostics request

‘The Measurement Request field corresponding to a Multicast Diagnostics request is shown in Figure 9-211
(Measurement Request field format for a Multicast Diagnostics request). The response fo a Multicast
Diagnostics request i a Multicast Diagnostics report.

Randomzsion | et | Gropwsc | WiSesTiooo | oo
s S| cRB T | slinche
oo P z . s e

Figure 9-211—Measurement Request field format for a Multicast Diagnostics request
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‘The Multicast Triggered Reporting field is used to specify trigger conditions and thresholds. It is present
only when requesting triggered mulficast diagnostic reporting. The format of Multicast Triggered Reporting
subelement is as shovn in Figure 9-212 (Maulticast Triggered Reporting subelement format)

MulicastTrigger | - Inactviy Reactivaion
‘Subelement 1D Length ‘Conditon Timeout Delay
Octets: 1 1 1 1 1

Figure 9-212—Multicast Triggered Reporting subelement format

The Multicast Trigger Condition field specifies reporting triggers for triggered management diagnostic
renortine The format of the Multicast Triewer Condition field ic chown in Fieure 9.213 (Multicact Trieser
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The Optional Subelements field contains zero or more subelements. The subelement format and ordering of

subelements are defined in 9.4.3 (Subelements).

‘The Subelement ID field values for the defined subelements are shown in Table 9-117 (Optional subelement

IDs for STA Multicast Diagnostics request).

Table 9-117—Optional subelement IDs for STA Multicast Diagnostics request

‘Subelement ID. Name Extensible,
o Reserved
1 Multicast Triggered Reporting Nof2384)
220 Reserved
01 Vendor Specific ‘Vendor
defined(#2584)
20055 Reserved
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Octets:

Subelement ID

Length

Mulicast Trigger
Condition

Inactivity
Timeout

Reactivation
Delay

1

1

1

1

1

Figure 9-212—Multicast Triggered Reporting subelement format
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Inactivity
Timeout Reserved
Request

Bits: 1 7

Figure 9-213—Multicast Trigger Condition field format(#2607)
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11.10.9.2 Frame report

1f dot] IRMFrameMeasurementActivated is true, and a station accepts a Frame request, it shall respond with a
Radio Measurement Report frame confaining one or more Measurement Report clements with the
Measorement Type fild set to Frame. (See 9.4.2.21.8 (Frame report))

If the MAC Address field included in the Frame request was nof sef fo the broadcast address, a Frame Report
Eniry field where Transmitter Address (TA) matching the MAC address field value shall be inchuded in the
Frame report if at least one Data or Management frame was received with this Transmitter Address during the
‘measurement duration. If the MAC address field inchuded in the Frame request was set fo the broadcast
address, the measuring station shall report all Data or Management frames received during the measurement
uration in one or more Frame reports.
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PTKINITNEGOTIATING: This state is entered when the MIC for the second EAPOL-Key frame
for the 4-way handshake is verified. When message 3 of the 4-way handshake is sent in state
PTKINITNEGOTIATING. the encrypted GTK shall be sent at the end of the data field. and the
GTK length is put in the GTK Length field.
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9.4.2.20.8 Frame request

The Measurement Request field corresponding to a Frame request is shown Figure 9-190 (Measurement
Request field format for Frame request).

Operatng | Chamel | Randomizaon | Messurement | 3™ | wac | optona
s | Nomoar | el Buron | REME | ddress | subbements
ocets: 1 1 2 2 1 5 varabie

Figure 9-190—Measurement Request field format for Frame request
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1f the MAC Address field is the broadcast address, then all Data or Management frames are counted toward
the Frame report generated in response fo this Frame request. For other MAC addresses, only frames
‘matching this MAC address as the Transmitter Address are counted toward the Frame report generated in
response to this Frame request.
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Table 9-373—TDLS Discovery Response frame Action field(#2568) format (continued)

Order

Information

Notes

7

Supported Channels

“The Supported Channels element s present if the TDLS channcl
switching capability field is equal fo 1

The Supported Channels elementis defined in 9.4.2.17 (Supported
Channels element).

RSNE

‘The RSNE is optionally present if security is required on the direct
link.

‘The RSNE is defined in 9.4.2 24 (RSNE).

Extended Capabilities

‘The Extended Capabilities element is (:2340)present if any of the
fields in this element are nonzero. The Extended Capabilities
element is defined in 9.4.2.26 (Extended Capabilities clement)

10

The FTE is optionally present if security is required on the direct
link The FTE is defined in 9.4.2 47 (Fast BSS Transition element
(FTE))
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Dufferable unit (BU): A medium access control (MAC) service data unit (MSDU), aggregate MAC service
data unit (A-MSDU) [high-throughput (HT) stations (STAs) and directional multi-gigabit (DMG) STAs
only], or bufferable MAC management protocol data unit (MMPDU).
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The Key Length field is the length of IGTK in octets, not including any padding (see 13.8.5 (FT
authentication sequence: contents of fourth message)).

The Wrapped Key field contains the wrapped IGTK being distributed. The length of the resulting AES-Key-
wrapped IGTK in the Wrapped Key field is Key Length + § octets.(102)
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9.4.2.246 Rejected Groups element(M137)

The Rejected Groups element lists the finite cyclic groups that have been rejected by a peer for use in SAE.
The format of the Rejected Groups element is shown in Figure 9-786 (OCT Source clement format(#2634)).

Octets: 1 1 1 variable

Figure 9-787—Rejected Groups element format(M137)

The Element ID. Length. and Element ID Extension fields are defined in 9.4.2.1 (General).

The Rejected Groups field contains a concatenated list of unsigned 16-bit integers representing finite cyclic
‘groups that have been rejected by a peer in a previous authentication attempt.
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25 (#2063)A beam tracking initiator may also request a beam tracking responder to perform receive beam
57 tracking by setting the TXVECTOR parameter BEAM_TRACKING_REQUEST to beam tracking not
28 requested, the TRN-LEN parameter to a nonzero value, the PPDU-TYPE parameter to TRN-R-PACKET,
29 and append an AGC field and TRN-R subfields to the transmitted PPDU(#1370).

30

31 (#2063)A beam tracking responder that receives a PPDU(#1379) with the BEAM_TRACKING_REQUEST
g parameter in the RXVECTOR equal to beam tracking not requested. the TRN-LEN parameter in
34 RXVECTOR having a nonzero value and the PPDU-TYPE(#1379) parameter in the RXVECTOR equal to
35 TRN-R-PACKET, shall follow the rules described in 20.9.2.2 (Beam refinement) and may use the beam
36 refinement AGC field and TRN-R subfields appended to the received PPDU(1379) to perform receive

37 beam training.
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Table 20-1—TXVECTOR and RXVECTOR parameters(#64)

Mcs

Parameter

Value

‘The MCS parameter is an enumerated type that indicates the modulation
and coding scheme used in the transmission of the packet. Values are
integers in the range 0 to 31 and the values 9.1, 12.1, 12.2, 12.3, 12.4,
12.5and 12,6

— An MCS value of 0 indicates the use of DMG control mode.

— MCS values of 1 to 12and 9.1, 12.1,12.2, 123, 12.4, 12.5,12.6
indicate use of single carrier modulations. The value is an index to
‘Table 20-15 (DMG SC mode modulation and coding schemes)(#64).

— MCS values of 25 to 31 indicate use of DMG low-power SC mode.
‘The value is an index to Table 20-20 (DMG low-power SC mode
‘modulation and coding schemes).

HOLITAXL
AOLIIAXY

-
=

LENGTH

Indicates the number of octets in the PSDU in the range 1 to 262 143

ADD-PPDU

‘Enumerated Type

— ADD-PPDU indicates that this PPDU is immediately followed by
another PPDU with no IFS or preamble on the subsequent PPDU.

— NO-ADD-PPDU indicates no additional PPDU follows this PPDU.

379)

PPDU_TYPE(#2016)(#1

‘Enumerated Type:

— (#2016)TRN-R indicates either a PPDU whose data part is followed
by one or more TRN subfields, or a PPDU that is requesting TRN
subfields to be appended to a future response PPDU.

— (£2016)TRN-T indicates a PPDU whose data part is followed by one
or more TRN subfields. The transmitter may change AWV
configuration at the beginning of each TRN subfield.

‘This parameter is reserved 1f TRN-LEN is 0.
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A STA shall not transmit an MPDU in a VHT PPDU to a STA that exceeds the maximum MPDU length
capability indicated in the VHT Capabilities element received from the recipient STA.
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Supplicant Authenticator

Key (PMK) is known Key (PMK) is known
Generate SNonce Generate ANonce

Message 1: EAPOL-Key(ANonce, Individual)

Message 2: EAPOL-Key(SNonce, Individual, MIC)

Derive PTK
If needed, Generate
GTK, IGTK and BIGTK

Message 3: EAPOL-Key(Install PTK, Indi
MIC, Encrypted (GTK, IGTK, BIGTK)

Message 4: EAPOL-Key(Individual, MIC)

Install PTK, GTK,
IGTK and BIGTK

Install PTK, GTK,
IGTK and BIGTK

IEEE 802.1X Controlled port I
unblocked

Figure 4-32—Establishing pairwise and group keys(#2116)
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11ah)A STA shall not transmit an MPDU in an S1G PPDU to a STA that exceeds the maximum MPDU
length capability indicated in the S1G Capabilities element received from the recipient STA.
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(#2287)Subfield

Table 9-31—STA Info subfields

Description

AID12

Contains the 12 least significant bits of the AID of a STA expected to process the
following VHT NDP and prepare the sounding feedback. Equal to 0 if the STA is
an AP, mesh STA, or IBSS STA(:2488).

Feedback Type

Indicates the type of feedback requested.
Set to 0 for SU.
Set to 1 for MU.

If the Feedback Type field indicates MU, then Nc Index indicates the number of
columns minus 1, (Ve - 1), in the Compressed Beamforming Feedback Matrix
subfield.(2410)

Reserved if the Feedback Type field indicates SU.
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Sounding
Frame Duration | RA TA Dialog STAInfolist | FCS
Control
Token
Octets 2 2 6 6 1 nx2 4

Figure 9-58—VHT NDP Announcement frame format(#2234)
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| AID12 | Feedback Type Nc Index
Bits: 12 1 3

Figure 9-60—STA Info field format(#2607) (11ah)in a non-S1G STA
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Table 9-410—Compressed Beamforming frame Action field format

Information

Category

HT Action

MIMO Control (see 9.4.1.26 (MIMO Control field))

Compressed Beamforming Report (see 9.4.1.29
(Compressed Beamforming Report field))
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The subfields of the MIMO Control field are defined in Table 9-57 (Subfields of the MIMO Control field).

Table 9-57—Subfields of the MIMO Control field

Subfield Description

Indicates the number of columns in (#2412)the compressed beamforming feedback
‘matrix minus one (#2410)

Nr Index Indicates the number of rows in (#2412)the compressed beamforming feedback
‘matrix minus one (#2410)
The value 0 is reserved (#161
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Table 9-10—QoS Control field

Applicable frame
(sub) types

Bit4 | Bits5-6 Bit 7
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11.21 Tunneled direct-link setup
11.21.1 General

Tunneled direct-link setup (TDLS) is characterized by encapsulating setup frames in Data frames. which
allows them to be transmitted through an AP transparently. Therefore, the AP does not need to be direct- link
capable. nor does it have to support the same set of capabilities that are used on the direct link between the two
TDLS peer STAs. TDLS also includes power saving, in the form of TDLS peer PSM (scheduled) and TPU
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Supplicant

Authenticator

Generate GTK, IGTK, BIGTK
Encrypt GTK, IGTK, BIGTK
with KEK

Message 1: EAPOL-Key(Encrypted GTK,
Encrypted IGTK, Encrypted BIGTK, Group, MIC)

Install GTK, IGTK

and BIGTK

Message 2: EAPOL-Key(Group, MIC)

Figure 4-33—Delivery of subsequent group keys(#2116)
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element). The (#151)Neighbor Report subelements specify a superset of nearby APs with which the
requested STA is requested to perform the FTM procedure (see 11.10.9.11 (Fine Timing Measurement
Range report)).
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The Minimum AP Count field specifies the minimum number of FTM ranges between the requested STA
and the APs listed in the (#151)Neighbor Report subelements that are requested. The value 0 and values
above 15 are reserved(M101) .
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channel busy time
dot11ChannelUtilizationBeaconIntervals X dotl1BeaconPeriod X 1024

Channel Utilization = L X ZSSJ

where

channel busy time is defined to be the number of microseconds during which the CS mechanism, as
defined in 10.3.2.1 (CS mechanism). has indicated a channel busy indication.

dot11ChannelUtilizationBeaconIntervals represents the number of consecutive beacon intervals during
which the channel busy time is measured. The default value of dot11ChannelUtilizationBea-
conlntervals|is defined in Annex C.
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9.4.2.5 TIM element

9.4.2.5.1 General

The TIM element contains four fields: DTIM Count, DTIM Period. Bitmap Control, and Partial Virtual
Bitmap. See Figure 9-149 (TIM element format).

Octets:

Element ID Length DTIM Count | DTIM Period | Bitmap Control Partial Virtual Bitmap
1 1 1 1 0 or 1(M86) 0-251(M86)

Figure 9-149—TIM element format
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(#2085\The frame body consists of fields and elements as defined for each management frame subtype. All
fields and elements are mandatory unless stated otherwise. Fields and elements appear in the specified,
relative order. skipping fields or elements that are not present.(#1500)(#185) STAs that encounter an
clement ID they do not recognize in the frame body of a received Management frame ignore that element
and continue to parse the remainder of the management frame body (if any) for additional elements with
recognizable element IDs. See 10.28.7 (Vendor specific clement parsing). Unused element ID codes are
reserved.(#185.
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The frame body consists of the fields followed by the elements defined for each PV1 Management frame
subtype. All fields and elements are mandatory unless stated otherwise and appear in the specified, relative
order. STAs that encounter an element ID they do not recognize in the frame body of a received PV1
Management frame ignore that element and continue to parse the remainder of the PV1 Management frame
body (if any) for additional elements with recognizable element IDs. See 10.28.7 (Vendor specific element
parsing). Unused element ID codes are reserved.
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‘The Reported Frame Body subelement contains the requested fields and elements of the frame body of the
reported Beacon, Measurement Pilot, or Probe Response frame. If the Reporting Detail subelement of the
corresponding Beacon sequest equals 0. the Reported Frame Body subelement is not included in the Beacon
seport. If the Reporting Detail subelement equals 1, all (22401)ficlds and any clements identified in a
Request clement or Extended Request element in the corresponding Beacon request are included in the
Reported Frame Body subelement, in the order that they appeared in the seported frame.
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(£2220)1f the Reporting Detail field equals 2. all fields and elements are included in the order they appeared
in the reported frame. (2209)n this case, (M12)some of the clements included in the Reported Frame Body
subelement might be truncated, and the subelement itself might be truncated o fragmented over multiple
Beacon Reports when its size exceeds the maximum element size, as described below:(Ed)
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11.1.3.8 Multiple BSSID procedure

(£1095)A STA that supports the Multiple BSSID capability has dot1 IMultiBSSIDImplemented equal to true
‘and shall set to 1 the Multiple BSSID field of the Extended Capabilities elements that it transmits. Support for
the Multiple BSSID capability is mandatory for a FILS STA(11ai).

‘The nontransmitted BSSID profile shall include the SSID element (see 9.4.2.2 (SSID element)) and Multiple
BSSID-Index element (see 9.4.2.73 (Multiple BSSID-Tndex element)) for each of the supported BSSIDs. The
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AP or PCP may include all other elements in the nontransmitted BSSID profile. The AP or PCP may include
two or more Multiple BSSID elements containing elements for a given BSSID index in one Beacon frame or
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Octets:

Unprotected
Category NM Check Beacon Timestamp TIM Element
Action(#2568)
1 1 1 8 6-256

Figure 9-951—TIM frame Action field(#2568) format
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‘The Subelement ID field values for the defined subelements are shown in Table 9-180 (Optional subelement
1Ds for Multiple BSSID).

Table 9-180—Optional subelement IDs for Multiple BSSID

Subelement ID Name Extensible
0 ‘Nontransmitted BSSID Profile No2584)
1-20 Reserved
01 ‘Vendor Specific Vendor
defined(£2584)
22055 Reserved

‘The Nontransmitted BSSID Profile subelement contains a list of elements for one or more APs or DMG
STAs that have nontransmitted BSSIDs and is defined as follows:

—  For each nontransmitted BSSID, the Nontransmitted BSSID Capability element (see 9.4.2.71
(Noatransmitted BSSID Capability element)) is the first element included. followed by a variable
‘number of elements, in the order defined in Table 9-34 (Beacon frame body(#65)) for 2 non-DMG
100-S1G AP, Table 9-47 (DMG Beacon frame body) for a DMG AP or Table 9-48 (Minimum and
full set of optional elements(11ah) for a S1G AP.(£2392)

—  The SSID element (see 9.4.2.2 (SSID element)) and Multiple BSSID-Index(:2393) element (see
94273 (Multiple BSSID-Index element)) are included in the Nontransmitted BSSID Profile
subelement (#2392)

—  The FMS Descriptor clement is included in the Nontransmitted BSSID Profile subelement if the
Multiple BSSID element is included in a Beacon frame(M121).

—  The Timestamp and Beacon Interval fields, DSSS Parameter Set, IBSS Parameter Set, Country.
Channel Switch Announcement, Extended Channel Switch Announcement. Wide Bandwidth
Channel Switch, Transmit Power Envelope, Supported Operating Classes, IBSS DFS, ERP
Information, HT Capabilities, HT Operation, VHT Capabilities, VHT Operation. S1G Beacon
Compatibility. Short Beacon Interval, S1G Capabilities. and S1G Operation(11ah) elements are not
included in the Nontransmitted BSSID Profile subelement; the values of these elements for each
‘nontransmitted BSSID are always the same as the corresponding transmitted BSSID element values.

—  (£1298)When included in the Nontransmitied BSSID Profile subelement for this nontransmitted
BSSID, the Non-Inherifance clement (see 9.4.2.240 (Non-Inheritance element(#1298))) appears as
the last clement in the profile and carries a list of clements that are not inherited by this
nontransmitted BSSID from the transmitted BSSID.
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If the beam tracking initiator does not receive the expected feedback from the beam tracking responder
within a time period that is less than the beam fracking time limit of the last request, the beam tracking
request has failed. If the inifiator receives the expected feedback from the beam tracking responder within
time that is greater than or equal fo the beam tracking fime limit of the last request, the beam tracking
initiator should ignore it (22066)




image123.png
(22010)An individually addressed Probe Response frame, subject to the criteria above, shall be transmitted to
all non-FILS STAs from which a Probe Request frame is received(11ai).

If 2 FILS STA has dot] IFILSOmitReplicateProbeResponses equal to false, an individually addressed Probe
Response frame, subject to the criteria above, shall be transmitted to all STAs from which a Probe Request
frame is received(11ai).

(#2010)If a STA that receives a Probe Request frame is not in a multiple BSSID set, that STA shall send the
Probe Response frame(s). subject fo the criteria above. If a STA that receives a Probe Request frame is in a
‘multiple BSSID set, the STA corresponding fo the fransmifted BSSID shall send the Probe Response frame(s).
subject to the criteria above; ofher STAS in the multiple BSSID set shall nof send a Probe Response frame.

1f a FILS STA receives one or more Probe Request frame(s). subject to the criteria above, and the STA has

(£2011)dot1 IFILSOmitReplicateProbeResponses equal to true. the responding STA shall select the response
with the next Beacon frame or one or more Probe Response frames as a tesponse to all Probe Request

frames(11ai)
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Following the reception or transmission of a Handover Response frame, the PCP shall transmit a PCP
Handover clement within every DMG Beacon or Amnounce frame for cach of the next
dot11NbrOfChangeBeacons beacon intervals with the Old BSSID field set to the BSSID of the PBSS. the New
PCP Address field set to the MAC address of the candidate PCP, and the Remaining BIs field set to the number
of beacon intervals remaining until the candidate PCP takes over the role of PCP for the PBSS. The initial
value of the Remaining BIs field shall be equal to the value last transmitted by the PCP ina
Handover Request frame fo the candidate PCP or equal to the value last received by the
PCP in a Handover Request frame from the candidate PCP. whichever is later. A non-PCP STA receiving a
DMG Beacon or Announce frame containing the PCP Handover element shall set the STA’s local countdown
counter to the value of the Remaining BIs field contained in the PCP Handover element. The STA shall then
decrease the local countdown counter by one at each TBTT, and shall use the candidate PCP's address
contained in the New PCP Address field within the PCP Handover element as the new beacon filter address
once the STA’s local countdown reaches zero. When the countdown timer equals zero, the candidate PCP shall
assume the role of PCP.
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Octets:

New PCP Address Remaining Bls

1 6 6 1

Figure 9-582—PCP Handover element format
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Table 9-461—Handover Request frame Action field format

Information

DMG Action

Handover Reason

Handover Remaining BI
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10.23.4.2.3 Procedure at non-AP STAs

#2366)Each EDCAF shall maintain two MAC variables: admitted_time and used_time.
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(#2366)To describe the behavior at the STA. two MAC variables are defined. The MAC variable used_time is
the amount of time used, in units of 32 Ws. by the STA in dotlIEDCAAveragingPeriod. The MAC variable
admitted_time is the medium time allowed by the AP, in units of 32 s, in dotl IEDCAAveragingPeriod. The





image129.png
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

9.5.4 BRP Request field

The BRP Request field is defined in Figure 9-849 (BRP Request field format).

B6

B7 B8 B9 B10  B11 B16 B17 B24 B25 B26 B27 B31

Figure 9-849—BRP Request field format
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The TX-TRN-REQ subfield is set to 1 to indicate that the STA needs transmit training as part of beam
refinement. Otherwise. it is set to 0.
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The Timestamp field is defined in 9.4.1.10 (Timestamp field). The field contains a valid TSF timestamp
when the TIM Broadcast Response frame contained a Status field set to “Accept, valid timestamp present in
TIM frames™ or “Overridden, valid timestamp present in TIM frames.” The field is reserved otherwise.
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If the MID-REQ subfield is set to 0. the L-RX subfield indicates the number of TRN units requested by the
transmitting STA for RX training as part of beam refinement. To obtain the number of TRN-R subfields, the
value of the L-RX subfield is multiplied by 4. Possible values range from 0 to 16. Other values are reserved.
If the subfield is set to 0, the transmitting STA does not need receive training as part of beam refinement. If
the MID-REQ subfield is set fo 1. the L-RX subfield indicates the number of TRN units the STA uses during
the MID phase for each TX sector/AWV (#1315
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¢ The Information Response frame may include vendor-specific elements.
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11.29.2 Peer Service Discovery

An AP or PCP may provide different types of information to a non-AP and non-PCP STA upon request. To
query available services in a BSS. a non-AP and non-PCP STA shall send either an Information Request frame
or a Probe Request frame to the AP or PCP (11.29.1 (Information Request and Response)). The Information
Request and Information Response frames are robust Management frames. while the Probe Request and Probe
Response frames are not.
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9.6.19.5 Information Response frame format

(#2568)The format of an Information Response frame Action field is shown in Table 9-460 (Information
Response frame Action field format).
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Order

Table 9-45—Action frame body and Action No Ack frame body(M79)

Information

Action

Last—2

One or more vendor-specific elements are optionally present

‘These elements are absent when the Category subfield of the Action field is Vendor-Specific,
Vendor-Specific Protected, or Self-protected or when the Category subfield of the Action field is
"VHT and the VHT Action subfield of the Action field is VHT Compressed Beamforming.

Last—1

‘The MME(#1430) is present when management frame protection is enabled at the AP, the frame
is a group addressed robust Action frame, and the category of the Action frame does not support
group addressed privacy as indicated by Table 9-53 (Category values).

Last

‘The Authenticated Mesh Peering Exchange element is present in a Self-protected Action frame if
dot11MeshSecurityActivated, dot11ProtectedQLoadReportActivated, or

dot11Protected TXOPNegotiationActivated is true and a PMK exists between the sender and
recipient of this frame; otherwise not present

'NOTE—The MME appears after any fields that it protects. Therefore, it appears last in the frame body to protect
the frames as specified in 12.5.4 (Broadcast/multicast integrity protocol (BIP))
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Octets:

Octets:

Nominal | Maximum | Minimum | Maximum
Bleipent | Lengih | Tsinfo [ MSDU' | "MSDU" | Service'| “Service: [ frachvly | Stspension
Sze | Sze | interval | inerval
1 1 3 2 2 4 4 4 4

Service | Minimum | Mean [PeakData Dela
4 4 4 4 4 4

4
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Figure 9-298—TSPEC element format
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Table 9-357—ADDTS Reserve Response frame Action field format

Information

Category

QoS Action

Higher Layer Stream ID

e

The Status Code field is defined in 9.

Status Code

The Category field is defined in 9.4.1.11 (Action field).
The QoS Action field is defined in 9.6.3.1 (General). representing ADDTS Reserve Response.
The (#2110)Higher Layer Stream ID element is defined in 9.4.2.124 (Higher Layer Stream ID element).

9 (Status Code field).
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1 The QoS Action field is defined in 9.6.3.1 (General). ADDTS Reserve Request.
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Table 10-1—UP-to-AC mappings

o IEEE (ot Slternte. | Trausmit quene
Priovity | pne 8 IEEE 502.1D AC | EDCAActivatea | ({otllalternate | pogionationov13s)
designation ot preseat) frue)
Lowest 1 BK AC_BK BK BK Background
2 — AC_BK BK BK Background
[ BE AC_BE BE BE Best Effort
3 EE AC_BE BE BE Best Effort
4 CL AC_VI VI A VI Video (alternate)
s VI AC VI VI Vi Video (primary)
6 vo AC_ VO vo vo Voice (primary)
Highest 7 NC AC_VO Vo A VO Voice (alternate)
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e e et

Reassociation Response frame, when dot1 1 TIMBroadcastActivated is true. When the requested TIM broadcast
interval is acceptable, the AP shall include a TIM Broadcast Response element specifying the requested TIM
broadcast interval and a Status field indicating “Accept™ when no valid TSF timestamp is present in the TIM
frames. or “Accept, valid timestamp present in TIM frames™ when a (#249)TSF timestamp is present in the
TIM frames. When the AP overrides the requested TIM broadcast interval, it shall include a TIM Broadcast
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Response element specifying a different TIM broadcast interval and a Status field indicating “Overridden™
when no valid TSF timestamp is present in the TIM frames. or “Overridden, valid timestamp present in TIM
frames™ when a (#249)TSF timestamp is present in the TIM frames, and include in the TIM Broadcast
Response element the smallest TIM broadcast interval that is currently active. Otherwise. the AP shall include
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B1 B2 BS B6 B8 B9 B15
| TRQ | MAI | MFSI MFB/ASELC
Bits: 1 4 3 7

Figure 9-13—Link Adaptation Control subfield format(#2607)
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Calibration | Calibration CSl/
A&g);::‘;l(;tl)n ‘Position Sequence Reserved Steering Ang‘aeumnce Reserved DEI
Bits: 15 2 2 2 2 1 4 1

Figure 9-12—HT Control Middle subfield of the HT variant HT Control field format(#2607)
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Figure 9-11—Non-CMMG variant HT Control field format(#2607)(#2357)
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See Figure 9-114 (First example of Compressed Beamforming Report field encoding) and Figure 9-115
(Second example of Compressed Beamforming Report ficld encoding) for examples of this encoding.

Bits [b1.bS 6.8 9.b13  [bI14.b16  |... b441.5445 |b446.b448
Data |01(28)  |yy(28)  |04y27)  |wn(27) |- {013 @28) ¥2128)
Conditions:

— 2x2V

— by=3.b,=5

—  No grouping

— 20 MHz width

—  The matrix ¥'is encoded using 8 bits per (2417)subcarrier.

Figure 9-114—First example of Compressed Beamforming Report field encoding

Bits [bl.b4 [bS.b8  |... [b27.528 |b29.b30 [b31.b34 |.. [b59.b60 |... [bS71.bE74 |... [6899.5900
Data |013(-58) |021(58) |- [W32(=58) |Wa2(=58) |011(54) |- |Waa59) |- |011(58) - | vaa(58)
Conditions:

— 42V

— by=2.by=4

— 4241 T)subcarrier grouping

— 40 MHz width

—  The matrix Vis encoded using 30 bits per (£2417)subcarrier .

Figure 9-115—Second example of Compressed Beamforming Report field encoding
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Table 9-410—Compressed Beamforming frame Action field format

Order Information
1| Category
2 | HT Action
3 | MIMO Control (see 9.4.1.26 (MIMO Conrol ficld))
4 | Compressed Beamforming Report (see 9.4.1.29
(Compressed Beamforming Report field))

The Category ficld is defined in 9.4.1.11 (Action ficld).

The HT Action field is defined in 9.6.11.1 (HT Action field).

In a Compressed Beamforming frame, the ficlds of the MIMO Control ficld (sce 9.4.1.26 (MIMO Control
ficld)) arc used as described in Table 9-57 (Subficlds of the MIMO Control field). The Cocfficient Size

subfield is reserved in this frame.
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The High Rate TIM Rate field provides an indication of the rate that is used to transmit the high data rate
TIM frame. in units of 0.5 Mb/s. (MDR2)Setting this field to 0 indicates that the high rate TIM frame is not
transmitted.

The Low Rate TIM Rate field provides an indication of the rate that is used to transmit the low data rate TIM
frame. in units of 0.5 Mb/s. (MDR2)Setting this field to 0 indicates that the low rate TIM frame is not
transmitted.
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If the AP transmits two TIM frames per TIM Broadcast Interval. the AP shall transmit the high data rate TIM
frame first. followed by the low data rate TIM frame.

The AP shall transmit the low data rate TIM frame at the same data rate or MCS as the Beacon frame. The AP
shall transmit the high data rate TIM frame at a higher data rate or using an MCS that corresponds to a higher
data rate. For Clause 18 (Extended Rate PHY (ERP) specification) and Clause 19 (High-throughput (HT) PHY
specification) PHYs, if the Beacon frame is transmitted using ERP-DSSS/CCK, the AP shall transmit the high
data rate TIM frame and shall transmit it using ERP-OFDM. Otherwise, transmitting the high data rate TIM
frame is optional. If the high data rate TIM is not transmitted. the AP shall st the (#2012)High Rate TIM Rate
field to 0 in the TIM Broadcast Response element.
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Octets:

TIM ™M
High Rate
Length | Staws | Broadcast | Broadcast TIM Rate
interval Offset (omins
(optional) (optional) P!

1 1 Oor1 Oor4 Oor2

Figure 9-470—TIM Broadcast Response element format

Low Rate
TIM Rate
(optional)

Oor2
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11.6.2 Procedure at the STA

In order to determine whether to provide an MLME-HL-SYNC.indication primitive for a particular Data
frame, a MAC that supports MLME-HL-SYNC primitives compares the Address 1 field in a Data frame’s
MAC header to a list of group addresses previously registered by an MLME-HL-SYNC.request primitive. If
the MAC and the transmitter of the (#1072)(#2400)sync packet are collocated within the same STA, the
MLME-HL-SYNC.indication primitive shall occur when the last symbol of the PPDU carrying a matching
Data frame is transmitted. Otherwise, the indication shall occur when the last symbol of the PPDU carrying the
matching Data frame is received. In both cases. the MLME-HL-SYNC.indication primitive provided is
simultancous (within implementation dependent delay bounds) with the indication provided to other STAs
within the BSS for the same Data frame.(£59)
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Reject Unadmitted
Frame

‘When dot11RejectUnadmittedTraffic is true, the Reject Unadmitted Frame bit is
set to 1 to indicate that the STA rejects MA-UNITDATA request primitives for
frames belonging to an unadmitted TS.

‘When dot11RejectUnadmittedTraffic is false, the Reject Unadmitted Frame bit is
set to 0 to indicate that the STA is not required to reject MA-UNITDATA request
primitives for frames belonging to an unadmitted TS.

When dot11RejectUnadmittedTraffic is not present, the Reject Unadmitted frame
it is set to 0.
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dot11RejectUnadmittedTraffic OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This is a control variable.
It is written by an external management entity.
Changes take effect at the next MLME-START.request primitive or MLME-
JOIN.request primitive.

This attribute when true indicates the STA's MA-UNITDATA primitive rejects
frames whose requested priority corresponds to an AC for which admission
control is mandatory and for which there is not an admitted TSPEC."
DEFVAL { false }
{dot11StationConfigEntry 134}
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m) If the MLME-ASSOCIATE indication primitive includes an MMS parameter, the AP or PCP shall
generate the MLME-ASSOCIATE response primitive directed to the MLME of the STA identified
by the PeerSTAAddress parameter of the MLME-ASSOCIATE request primitive and take the
following additional action, as appropriate:

1) Ifthe Single AID field in the MMS parameter of the MLME-ASSOCIATE.indication primitive
is equal to 1, the AP or PCP may allocate a single AID for all of the STAs included in the MMS.
element. If the AP or PCP allocates the same AID to each STA whose MAC address was
included in the MMS element, it shall include the MMS element received from the MM-SME.
coordinated STA in the MLME-ASSOCIATION.response primitive.

2) Ifthe Single AID field is 0, the AP or PCP shall allocate a distinct AID for each STA specified
in the MMS element.
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k)

If the MLME-REASSOCTATE indication primitive includes an MMS parameter, the AP or PCP
shall take the following additional action, as appropriate:

1) Ifthe Single AID field in the MMS parameter of the MLME-REASSOCIATE indication prim-
itive is equal to 1, the AP or PCP may allocate a single AID for all of the STAs included in the
MMS element. If the AP or PCP allocates the same AID to all STAs whose MAC address was
included in the MMS element, it shall include the MMS element received from the MM-SME.
coordinated STA in the MLME-REASSOCIATE response primitive.

2) Ifthe Single AID field is 0, the AP or PCP shall allocate a distinct AID for each STA specified
in the MMS element.
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Octets:

Element ID

Length

MMS Control

STA MAC Address

Interface Address(es)

1

1

1

6

Figure 9-598—MMS element format

6% n (variable)
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9.4.2.208 AID Announcement element(11ah)

The AID Announcement element is used to provide the mapping table between STA MAC Address and
STA AID. (EQ)The format of the AID Announcement element is shown in Figure 9-712 (AID
Announcement element format(11ah)).
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One or more entries.

Element ID | Length AID Entry

Octets: 1 1 8n

Figure 9-712—AID Announcement element format(11ah)
The Element ID and Length fields are defined in 9.4.2 1 (General).

The AID Entry field includes one or more STA MAC address and association ID pairs. The format of AID
Entry field is shown in Figure 9-713 (AID Entry field format(11ah)).

STAMAC Address | Association ID

Octets: 6 2

Figure 9-713—AID Entry field format(11ah)

The STA MAC Address field indicates the MAC address of STA. The Association ID field, which has the
same format as the AID field described in 9.4.1.8 (AID field), includes the AID for the corresponding STA.
If AID Announcement element is included in a frame that is transmitted by a relay STA and the Association
1D field equals to 0, the STA MAC Address field indicates the BSSID of the relay AP.
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Table 9-43—Presence of fields and elements in Authentication frames (continued)
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technique will require definition of the length of the PMK. When both SAE Commit messages indicated a
status code of SAE_HASH_TO_ELEMENT.(Ed) a salt is passed to the KDF consisting of a concatenation of
the rejected groups from each peer's Rejected Groups element; those of the peer with the highest MAC address
go first (if only one sent a Rejected Groups element then the salt will consist of that list). If neither peer sent a
Rejected Groups element or the status code was not SAE HASH TO_ELEMENT.(E) the salt shall consist of
a series of octets of the value zero whose length equals the length of the digest of the hash function used o
instantiate HO).
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10.3.2.12 Fragment BA procedure(l1ah)

An S1G STA can partition an MSDU or an MMPDU into multiple fragments as described in 10.4 (MSDU
and MMPDU fragmentation(#1070)(11ai)) and send the frames containing the fragments of the MSDU or of
the MMPDU as independent transmissions (:2405)

An S1G STA indicates support for(2346) fragment BA using the Fragment BA Support subfield of the S1G
Capabilities Information field in the S1G Capabilities element. An S1G STA shall set the Fragment BA
Support subfield to 1 in S1G Capabilities element if the dotl1FragmentBAOptionlmplemented is true
Otherwise, the S1G STA shall set the Fragment BA Support subfield to 0. An S1G STA (kmown as the
originator STA) with dot! 1FragmentBAOptionlmplemented equal o true sending frames fo another S1G
STA shall use the fragment BA procedure described in this subclause if it has received from the STA
(known as the recipient STA) a frame that included an S1G Capabilities element with the Fragment BA
‘Support subfield equal to 1. Otherwise an S1G STA shall not use the fragment BA procedure described in
this subclause. Non-S1G STAs shall not use the fragment BA procedure described in this subclause.
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The TDLS Setup Response Action field is encapsulated in a Data fame and transmitted to the TDLS
inifiator STA through the AP in response fo a received TDLS Sefup Request Action field. See 1121
(Tunneled direct-liok sefup).
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3 (220702004 receiving TRMLME may siently ignore the received On-channel Tunzel Request frame if

33 that frame i not targeting an NT-MLME in the same multi-band capable device with the TR-MLME.
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{£2204)The Venue Number field identifies the position (1 = 1st, 2 = 2nd. and so on) of the comresponding
Venue Name Tuple subfield in a Venue Name ANQP-clement fom the same STA., as defined in 9.4.5.4
(Veave Name ANQP-clemen). If that same STA does not adverise a Veme Name ANQP-clemeat,or does.
ot advertise any Venue Name Tuple subfields in the Vene Name ANQP-clement. then the Vemue Number
field is set to 0.




image46.png
9.4.5.4 Venue Name ANQP-element

The Venue Name ANQP-clement provides zero or more venue names associated with the BSS. The format
of the Venne Name ANQP-element is shown i Figure 9-792 (Vemue Name ANQP-clement format). The
Vemse Name ANQP-clement might be used to provide additional metadata on the BSS. For example. the
information might be used o assst a user in selecting the appropriate BSS with which o associate(22606) .

Venve Name.
oD | Length | Venueinto [ Vent
ocew: 2 2 2 variable

Figure 9.792—Venue Name ANQP-element format
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33 The Venue Name Tuples field contains zero or more variable length Venue Name Tuple subfields.
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11.23.3.3.11 Venue URL procedure

The Venue URL ANQP-clement is used o provide web page advertising services or information partcula fo
the venne.
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‘This ANQP-element is to be used in conjunction with the Venue Name ANQP-element. to provide extra
information about the veave. Typical operation isto use the Venne Name ANQP-clement to determiae the list
of available vemmes advertsed by a STA, and then the Veane URL ANQP-elemen is used, if required, to
determine a lstof Venne URLS, each entry coresponding to the Veae Name eaty in the lst refurmed by the
'Venue Name ANQP-element.
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9.6.20.7 On-channel Tunnel Request frame format
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The MMPDU Frame Body subfield carries the content of the Frame Body field of an MMPDU that would
be constructed if the MMPDU for the comesponding management frame fype were (ransmitted
(22362 unencrypted over the air (... al of the octets after the MAC header and up fo, but not including, the
FCS).
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Frame sequence | w1 | Fame [ oo
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MAC header

igure 9-74—Management frame format
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{22085\The frame body consists of fields and elements as defined for each management frame subtype. All
Selds aud elements sve mandatory valess stated otherwise. Filds and elements appear in the specified.
elative order sipping fields or elements that are not present (ZLS00)Z155) STAs that eacovater an
elemeat ID they do mot reconize ia the frame bods of s received Management frame iguore that element
aud continve to parse the remainder o the mansgemeat frame body (if ay) for additional elements with
recognizable element IDs. See 10.38.7 (Vendor specifi element parsing). Unnsed element ID codes are
reserved (£185)
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‘medium access control (MAC) management protocol data unit (MMPDU): The unit of data exchanged
befween fwo peer MAC entifies, using services of the physical layer (PHY), fo implement the MAC
management protocol. The MMPDU is transported in one or more Management frames. The MMPDU
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(£2066)The beam tracking time limit is based on the values of the DMG STA BeamTrackingTimeL imit
field received from the peer STA in the DMG Capabilities element and the dot] 1 Beam Tracking TimeL imit
from the SME. The sefting of the beam fracking fime limit is according to Table 10-30 (Beam Tracking
‘Time Limit negotiation(#2066))
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Table 10-30—Beam Tracking Time Limit negotiation(#2066)

DMG STA
BeamTrackingTimelimit | (00O Ghed | AveD | Beam aacking tmelimc
B
0 A Transmitbeam tacking i ot
0 A supported
o 0 A
0 und 63535 0and <63 535 AzB A
0 und 63535 0and <63 535 A8 B
65555 0and <63 535 NA B
0 und 63535 65533 NA A
65555 6535 NA Default
ot 1BeamTracking TimeLimit

value
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The GTK subelement contains the group temporal key. which is encrypted (see procedures in 13.8.5 (FT
authentication sequence: contents of fourth message)) and is defined in Figure 9-359 (GTK subelement

format(#114)(#102)).

Subelement ID

Length

Key Info

Key Length

RSC

Wrapped Key

1

Figure 9-359—GTK subelement format(#114)(#102)

1

2

1

8

2440
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‘The process of partitioning an MSDU or an MMPDU into smaller MAC level frames, MPDUs. is called
fragmentation. Fragmentation creates MPDUs smaller than the original MSDU or MMPDU length fo increase
reliability, by increasing the probabilify of successful transmission (as defined in 10.2.2 (DCF) of the MSDU
or MMPDU when channel characteristics limit reception reliability for longer fames. A STA may use
Sragmentation to use the medium efficiently in consideration of the duration available in granted TXOPs, as
long as the rules in 10.4 (MSDU and MMPDU fagmentation(#1070)(11a)) are followed. Fragmentation is
accomplished at each immediate transmiter. The process of secombining MPDUSs iato a single MSDU or
MMPDVU is defined as deffagmentation. Defragmentation is accomplished at each immediate secipient.
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53 successful transmission: A transmission and the reception of its expected acknowledgment or a

54 transmission for which no acknowledgment is expected.
s
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(£2115\The value in the Partial TSF Timer subfield is the partial value of the responding STA’s TSF at the
Start of the first burst instance. The Partial TSF Timer subfield value is derived as follows, 50 as fo have unifs
of TUs: from the 64 TSF timer bits at the start of the first burst instance of an FTM session and remove the
‘most significant 38 bits and the least significant 10 bifs.
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{22636)A TR-MLME receiving an MLME-OCTunnel request primitive with a request tunneled MMPDU
Shall ransmit 20 On-channel Tonnel Request frame addressed to the peer TR-MLME and which includes the
funneled MMPDU. The peer TR-MLME(S) is identifid by the PeerSTAAddress parameer of the MLME-
‘OCTunnel request primitive. (:2200)The On-channel Tunnel Request fame sall not be (Ed)eroup addressed.
Once the On-channel Tunnel Request frame s transmitted and (£2200)acknowledged or atempts to transmit
the frame are sbandoned, the TR-MLME shall issue an MLME-OCTunnel confimm primitive, with the
appropriate result code, o inform the NT-MLME of the ovicome of the frame transmission (10

(221 TNEDINA receiving TR-MLME may silently ignore the received On-channel Tunnel Request frame if
that frame is not fargeting an NT-MLME in the same mult-band capable device with the TR-MLME.

NOTE—The mechanism for & TR-MLME to forward an OCT MMPDU received in an On-chanmel Tumnel Request

Same to an NT-MLME not in the same mult-band capable device 35 the TR-MLME is outside the scope of this
standard (22001

(£2637)A TR-MLME receiving an On-channel Tunnel Request frame carrying a request funneled MMPDU
Shall generate an MLME-OCTuanel indication primitive with the Multi-band local parameter set to the Multi-
band element identifying the TR-MLME, the (£2634)0CT sousce parameter(22631) set fo the value of the
(£263410CT Sousce field contained in the On-channel Tunnel Request frame and the Tunneled RXVECTOR.
parameter set to the RXVECTOR of the On-chamnnel Tunmel Request frame(MJ0) The MLME-
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igure 11-53—On-channel tunneling procedure(MZ0)(#2571)
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3% The Wrapped Key field contains the encrypted GTK as described in 13.8.5 (FT authentication sequence:

61 contents of fourth message).
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6 9.6.6.6 Neighbor Report Request frame format
7

& The Neighbor Report Reqest fame (825603 rasmiied equestin infomation i the aeighbo reprt

10 about neighboring APs. The format of the Action fild in the Neighbor Report Request frame is shown in

11 Figure 9-863 (Neighbor Report Request frame Action field format)

n

i Location Ci

1 LCIMeasurement e
B | oo | st | gm0, || R
16 (optonal) ooz
1

Ifoces 1 1 1 varible variable variable
20 Figure 9-863—Neighbor Report Request frame Action field format
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9.6.6.7 Neighbor Report Response frame format

The Neighbor Report Response frame (£2368)is transmitted in response to a Neighbor Report Request
Srame. The format of the Action field in the Neighbor Report Response frame is shown in Figure 9-864

(Neighbor Report Response frame Action field format),

Cotegory | RadoMessurement | gog Toen | Neghbor Report
ocets: 1 1 1 varie

Figure 9.864—Neighbor Report Response frame Action field format
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26 The Neighbor Report Elements field contains the Neighbor Report elements for validated APs described in
27 04236 (Neighber Report clement), If the STA has ao information in sesponse to the Neighbor Report
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10.3.8 Signal extension

Transmissions of fames with the TXVECTOR parameter(2639) FORMAT of fype NON_HT with
'NON_HT_MODULATION valtes of ERP-OFDM and NON_HT_DUP_OFDM and transmissions of frames
with the TXVECTOR parameter(£2639) FORMAT with values of HT_MF and HT_GF include a period of so
transmission of duration aSignalExtension. except for RIFS transmissions. The puspose of this signal extension
is to enable the NAV value of Clanse 16 (High rate direct sequence spread spectrum (HR/DSSS) PHY
specification) STAS to be set comrectly.
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Transmissions of fames with the TXVECTOR parameter(£2639) NO_SIG_EXTN equal to false are
Sollowed by a period of 2o transmission for a duration of aSignalExtension. See 10.3.8 (Signal extension)
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When the TIM is carried in a non-S1G PPDULLLak). the traffic indication virtual bitmap. maintained by the
AP or the mesh STA that generates a TIM, consists of 2008 bit, and it s organized into 251 octets such that
bit mumber N (0 < N < 2007) i the bitmnap cormesponds to bit mumber (¥anod $) in octet mumber LN/ 8
where the o order(L101) bit of each octe s bit avanber 0, s the high order bit i bit sumber 7. When the
TIM s camried in an S1G PPDU, the traffic-indication virneal bitmap has the hiecarchical strucuse shown ia
Figwe 6-15) (Hierachical structuwe of traffic-indication vistual bitmap camied i s SIG
PPDU(22001)(11ak)).(22001) consists of 64Np bits and is organized into Np pages where each page
consiss of N blocks, each block consists f eght subblocks, and each subblock consists of 8 bits (Np=4 and
Ng=32). Bit aumber  in the bitmap corresponds to bit mumber N0:2] of the N[3:5]th subblock of the
N[6:5+ny]-th block of the N[6+n}:12]-th page, where n is logaNg and N is power of 2. N[a:b] represents.
bits a to b inclusive of the bit sumber N (22001 Each bit in the traffc indication virual bitmap corresponds





