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This is a liaison from 802.11’s ARC SC to 802.11’s REVmd, with proposals for modification of Draft Standard text on the definition and introductory discussion of the concepts “ESS” and “HESS”.

Revision history:
R0 – Initial draft
R1 – Updated during review by ARC SC at 802.11 F2F, January 2020, Irvine, CA, USA
R2 – Updated references to be against REVmd D4.0 (was D3.0).  (Only change is the reference to subclause 11.22.2.)
R3 – Per REVmd telecon on Sep 14, 2020: Now a personal contribution, with the following changes:
· Minor changes to 4.3.5.2 proposed text (highlighted in yellow).
· Explicitly listed the additional locations to change “homogeneous ESS” (checking for various spellings) with “HeSS”.  (Changes highlighted in yellow.)
· Added discussion of how the contents of 4.3.20 and 4.5.9 could be further updated in this general direction, and why that is suggested to be deferred, for now.
R4 – From off-line comments, two minor editorial changes, marked in blue.
R5 – Removed historical changes tracking (highlights, etc., that are described above).  Added references to Wi-Fi Alliance specs, and discussion of potential additions to connect the HeSS concepts to the Wi-Fi Alliance uses, as examples.  Minor editorial changes, per ARC SC call on Jan 11, 2021.
R6 – Added NOTE to 11.22.2 to clarify the orthogonality of HeSS and SSID.  Per Joe Levy email of Jan 13, 2021, added some changes to clarify that GLK operation is separate from, and how it differs from, ESS and DS operation.





Liaison from ARC SC to TGmd/REVmd CRC

Dorothy, et al,
Some time ago (approx. May 2016), during joint discussions between ARC SC, TGak, and 802.1, the question was asked “What [really] is an ESS?”  The ARC SC has been researching and debating this question as a background task ever since, and has finally reached some conclusions/recommendations – just in time for REVmd’s Sponsor Ballot process!
From our review, we recommend the following changes, to be considered by TGmd/REVmd CRC.  While these changes appear to be a significant re-definition of a very fundamental concept to IEEE Std 802.11, we believe that the changes are, conceptually, really not that different – it is a matter of using correct terminology and being consistent with terms and usage elsewhere in the Standard, and with most experts’ conceptual model of an ESS.  Hence, we believe these changes are appropriate (or at least acceptable) at the current stage of REVmd’s revision process.
If the task group is interested in background and history of this discussion, our working document can be found here: https://mentor.ieee.org/802.11/dcn/18/11-18-1051-13-0arc-what-is-an-ess.pptx 
Thank you for your time and consideration.
Mark Hamilton, Chair ARC SC
--Update this letter, for REVme

All references are to REVmd D5.0.


Modify the definition of ESS (in clause 3):
· From:
“A set of one or more interconnected basic service sets (BSSs) that appears as a single BSS to the logical link control (LLC) layer at any station (STA) associated with one of those BSSs.”
· To:
“A set of one or more basic service sets (BSSs) that are interconnected by a single distribution system (DS); an ESS appears as a single IEEE Std 802™ access domain to the logical link control (LLC) sublayer.”

Modify text in 4.3.5.1 (the “Overview” subclause of the “DS concepts” subclause):
· From:
“The DS enables mobile device support by providing the logical services necessary to handle address to destination mapping and seamless integration of multiple BSSs.
An access point (AP) is any entity that has STA functionality and a distribution system access function (DSAF), which enables access to the DS, via the WM for associated STAs.”
· To:
“The DS enables mobile device support by providing the logical services necessary to handle address to destination mapping and seamless integration of multiple BSSs.
An access point (AP) is any entity that has STA functionality and a distribution system access function (DSAF), which enables access to the DS, via the WM for associated STAs.  To access the DS, a non-AP STA joins a BSS and associates to the AP operating that BSS. This causes the AP to notify the DS of the non-AP STA’s location within the network. The non-AP STA moves to another BSS operated by an AP connected to the same DS in another location by reassociating to this new AP. The new AP updates the DS with the non-AP STA’s new location at the completion of the reassociation.  
The STA’s location information is internal to the DS, thus STA mobility is transparent to upper layers.  See 4.3.5.2 (Extended service set (ESS): the large coverage network).”

Modify text in 4.3.5.2 (“Extended service set (ESS): the large coverage network”):
· From:
“The DS and infrastructure BSSs allow IEEE Std 802.11 to create a wireless network of arbitrary size and complexity. IEEE Std 802.11 refers to this type of network as the ESS. An ESS is the union of the infrastructure BSSs with the same SSID connected by a DS. The ESS does not include the DS.  
The key concept is that the ESS appears the same to an LLC layer as an IBSS. STAs within an ESS can communicate and mobile STAs might move from one BSS to another (within the same ESS) transparently to LLC.”
· To:
“The DS and infrastructure BSSs allow IEEE Std 802.11 to create a wireless network of arbitrary size and complexity. IEEE Std 802.11 refers to this type of network as the ESS. An ESS is the union of the infrastructure BSSs with the same SSID connected by a single DS. All BSSs in an ESS have the same SSID.  The ESS does not include the DS.  
The key concept is that the ESS appears to be a single IEEE Std 802™ access domain to the LLC sublayer the same to an LLC layer as an IBSS. STAs within an ESS can communicate and mobile STAs might move from one BSS to another (within the same ESS) transparently to the LLC sublayer.
If multiple BSSs are configured with the same SSID, but the APs are not interconnected by a common DS, there is no guarantee of seamless mobility for STAs between those BSSs.  However, such a deployment may have a common LLC sublayer interconnection, in which case, communication with location transparency to the LLC sublayer (a single access domain) is generally still possible, but such communication could be disrupted at times when a mobile STA moves between BSSs.”



Replace the definition of “homogeneous extended service set (ESS)” (in clause 3):
Change from:
· “homogeneous extended service set (ESS): A collection of basic service sets (BSSs), which may or may not be within the same extended service set (ESS), in which every subscription service provider network (SSPN) or other external network reachable at one BSS is reachable at all of them”
To:
· “HeSS: A collection of basic service sets (BSSs) that provide access to a set of higher-layer services using a given set of authentication credentials
· NOTE1—HeSS is an orthogonal concept to extended service set (ESS).  Membership of a given BSS in an HeSS is independent of any ESS membership.
· NOTE2—“HeSS” is not an abbreviation for anything.

And update the abbreviation:
Change from:
· HESSID (#1352)homogeneous extended service set identifier
To:
· HESSID	HeSS identifier

In 9.4.2.91 (Interworking element) change:
The HESSID field, which is the identifier for a homogeneous ESS, specifies the value of HESSID; …
to
The HESSID field, which is the identifier for an HeSS, specifies the value of HESSID; …

In the HESS discussion text (in 11.22.2):
Replace:
· In an infrastructure BSS, the Interworking element contains signaling for Homogeneous ESSs. The HESSID is a 6-octet MAC address that identifies the homogeneous ESS. The HESSID value shall be identical to one of the BSSIDs in the homogeneous ESS. Thus, it is a globally unique identifier that, in conjunction with the SSID, may be used to provide network identification for an SSPN.
· NOTE—This standard assumes that the HESSID field in the Interworking element is administered consistently across all BSSs in a homogeneous ESS.
With:
· In an infrastructure BSS, the Interworking element contains signaling for HeSSs. The HESSID is a 6-octet MAC address that identifies the HeSS. The HESSID value shall be identical to one of the BSSIDs in the HeSS.  The HESSID is a globally unique identifier that identifies a set of higher-layer services and the authentication credentials required to access them.
· NOTE—This standard assumes that the HESSID field in the Interworking element is administered consistently across all BSSs in an HeSS.
· NOTE—The concept of an HeSS is orthogonal to an ESS, and any SSIDs can be used by the BSSs that provide access to the HeSS.  For more information on HeSS, refer to Wi-Fi Alliance documents [Bx] and [By].

In the MIB, change (in the DESCRIPTION of dot11HESSID):
This attribute is used by an AP and is the 6-octet homogeneous ESS identifier field, whose value is set to one of the BSSIDs in the ESS. It is required that the same value of HESSID be used for all BSSs in the homogeneous ESS.
to:
This attribute is used by an AP and is the 6-octet HeSS identifier field, whose value is set to one of the BSSIDs in the HeESS. It is required that the same value of HESSID be used for all BSSs in the HeSS."

Add two informative references to the Annex A Bibliography:
[Bx] Wi-Fi Alliance Passpoint Specification, Version 3.2

[By] Wi-Fi Alliance, Wi-Fi CERTIFIED Passpoint Deployment Guildelines Rev 1.3
and add mention of the orthogonality of HESSID and SSID (in 11.22.2?).  Include discussion that the Wi-Fi Alliance documents [Bx] and [By] are an example use of these concepts, including relationships between SSID and HESSID.

<See additional changes in 11.22.2, above.>

Do we also suggest adding clarifications on ANQP usage (behavior across all APs in an HeSS should be the same, etc.)?
Mark H suggestion: This change/addition is just the start of a more detailed discussion of HeSS operation and all the attributes that need to be same or could vary across BSSs in the HeSS.  While this may be a good idea, suggest this is a topic for a submission to REVme, and not an architecture topic – or is perhaps best left to Wi-Fi Alliance’s specifications.

Suggestions (Joe Levy) to clarify GLK operation, as distinct from ESS concepts:
2) I think we should add additional text to clarify that while the concept of BSS does apply to GLK, ESS and DS do not apply.  I don’t think the statement in 4.3.5.1 is adequate.
Proposed change:
In 4.3.28.1, add a new paragraph after the second paragraph:
[image: ]
Add: “GLK architecture does not include a DS and does not form an ESS.  Instead, the general links formed with GLK operation are a point-to-point connection between pairs of Internal Sublayer Service SAPs, which in turn can be used within an IEEE 802.1Q bridged network.”
3a) In 4.3.28.3.4 it states: “… the concept of the DS in a non-GLK ESS is replaced by the other components of the IEEE 802.1Q network.) (260.61) [“non-GLK” should be deleted]
Proposed change: Agree, delete “non-GLK”.
[image: ]
3b) In 4.5.3.2 mobility types are defined – the types defined apply to non-GLK, but there is no discussion of GLK mobility types or which of the defined types apply to GLK.
3e) Note in clause 4.5.3.4 (269.17) there is a description of mobility for GLK.
Proposed change: In 4.5.3.2, first paragraph, change “mobility of STAs” to “mobility of non-GLK STAs”.  In the last paragraph, change “different categories of mobility” to “different categories of non-GLK mobility”.  Add a new last paragraph, as below:
[image: ]
“In GLK operaion, association services establish a general link between a pair of instances of Internal Sublayer Service SAPs.  For these links there is no DS to provide the distribution service.  Association services coordinate with higher layer services to create and maintain an IEEE 802.1Q network.  Mobility of GLK links are managed (if supported at all) by the ability of the associated IEEE 802.1Q bridged network and the associated GLK convergence function (shim layer) to support remapping a general link from one IEEE 802.1Q bridge port to another.  Such operation is outside the scope of IEEE 802.11, but see 4.5.3.4 for some concepts used for GLK link mobility.
3c) 4.5.3.3 Association seems to have a minor problem that it states: “Association is one of the services in the DSS.” (268.19) While this is a true statement it makes no mention of association for GLK which is described later in the section (268.29) and seems to me to not allow for association with out a DSS, which is not true as association is allowed with in a BSS and does not require an ESS.  [Replace: “Association is one of the services in the DSS.” With: “Maintaining a list of APs and their associated STAs is one of the services in the DSS.”]
3d) 4.5.3.4 Reassociation also has the same minor problem that it states: “Reassociation is one of the services in the DSS.“ [Replace: “Reassociation is one of the services in the DSS” With: “Maintaining a list of APs and their associated STAs is one of the services in the DSS.”]
3f) 4.5.3.5 Disassociation also has the same minor problem that it states: “Disassociation is one of the services in the DSS.” [Replace: “Disassociation is one of the services in the DSS” With: “Maintaining a list of APs and their associated STAs is one of the services in the DSS.”]
Proposed Change: Insert “In non-GLK operation,” before “Association is one of the services in the DSS.”  Same thing in 4.5.3.4.
[image: ]
4) I support the idea of changing “ESS with a DS” to simply be “ESS”
Proposed Change: Agree.
[image: ]
5) Also is there anything we to address regarding “ESS Link” as part of the ESS definition fix?
For further discussion.
6) Lastly, there are some interesting uses of ESS in clause 12 which may need review. e.g., can a STA be a member of an ESS and can a STA associate with an ESS.
For further discussion.


Deferred changes:

Subclause 4.3.20 is “Subscription service provider network (SSPN) interface”.
There are two paragraphs in this subclause and one Figure (Figure 4-8) which are meant to help describe the concept of an SSPN.  It mentions concepts such as how the SSPN and AP exchange authentication information (outside the scope of this standard).  It also describes that the SSPN interface (a logical ‘link’ between the SSPN and the non-AP STA) “provides the non-AP STA with access to the services provisioned in the SSPN.”  
Deeper review of these paragraphs may result in some suggestions from Interworking experts to help connect the concept of HeSS into these paragraphs.  There is currently no mention of the HeSS concept in this subclause.  
There is a reference to “ESS” in Figure 4-8, which is arguably possible/allowed, but not really relevant to the subclause’s concepts.  This could be changed to “HeSS”, perhaps.  We should coordinate that with overall review/update of this subclause in conjunction with Interworking experts.

Subclause 4.5.9 is “Interworking with external networks”.
This subclause is more extensive than 4.3.20.  Topics are focused around the general concepts of Interworking, including PAD, and other services.  This subclause also has mention of the SSPN interface and access to SSPN, and might also benefit from some more explanation of how HeSS fits into the concepts.
There is currently no discussion of the HeSS concept in this subclause.
There is a reference to “ESS” in subclause 4.5.9.2.4 (Service information registry), which might be correctly HeSS.  This should also be discussed with Interworking experts, as part of any expansion/correction of subclause 4.5.9.
Submission 	Page 1	Mark Hamilton, Ruckus/CommScope
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4.3.28.3.4 Infrastructure BSSs with general links in the presence of an ESS

BSSs that support general links can be components of an extended form of network by using the general
links within an IEEE 802.1Q bridged network. In such a bridged network. the concept of the DS in a non-
GLK ESS is replaced by the other components of the IEEE 802.1Q network. However. such a GLK
topology is more general than the non-GLK infrastructure mode. For example, Figure 4-16 (Example of an
ESS and extended network with general links(#4335)(11ak)) shows a network consisting of three types of
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4.5.3 Connectivity-related services(11ak)(#120)

4.5.3.1 General

The primary purpose of a MAC sublayer is to transfer MSDUs between MAC sublayer entities. The
information required for the distribution system service(#120) to operate is provided by the association
services. Before an MSDU can be handled by the distribution system service(#120). a STA is “associated.”

To understand the concept of association. it is necessary first to understand the concept of mobility.

4.

2 Mobility types

The three transition types of significance to this standard that describe the mobility of STAs within a
network are as follows:

2)  No-transition: In this type. two subclasses that are usually indistinguishable are identified:
1) Static—no motion.

2) Local movement—movement within the PHY range of the communicating STAs. ie..
‘movement within a basic service area (BSA).

b)  BSS-transition: This type is defined as a STA movement from one BSS in one ESS to another BSS
‘within the same ESS. A fast BSS transition is a BSS transition that establishes the state necessary for
data connectivity before the reassociation rather than after the reassociation.

¢)  ESS-transition: This type is defined as STA movement from a BSS in one ESS to a BSS in a
different ESS. This case is supported only in the sense that the STA might move. Maintenance of

Copyright © 2020 IEEE. Al rights reserved. 267
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upper-layer connections cannot be guaranteed by IEEE Std 802.11; in fact. disruption of service is
likely to oceur.

The FT protocol provides a mechanism for a STA to perform a BSS transition between access points (APs)
in a robust seeurity network (RSN) or when quality-of-service (QoS) admission control s enabled in the
ESS.

The different association services support the different categorics of mobility.
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4.5.3.3 Association

To deliver an MSDU within an ESS via the DS. the DS(11ak)(#120) needs to know which AP within the
ESS to deliver the MSDU. so that the MSDU might ultimately be delivered to the addressed IEEE 802.11
STA.(11ak) This information is provided to the DS by the concept of association. Association is necessary.
but not sufficient, to support BSS-transition mobility. Association is sufficient to support no-transition
‘mobility. Association is one of the services in the DSS.

Before a STA is allowed to send an MSDU via an AP. it first becomes associated with the AP.

For a non-GLK STA. the(11ak) act of becoming associated invokes the association service, which provides
the STA to AP mapping o the DS. How the information provided by the association service is stored and
‘managed within the DS is not specified by this standard.

1lak)For a GLK STA. the act of becoming associated invokes the association service. which establishes a
general link between two instances of the IEEE 802.1D Internal Sublayer Service. This link provides a
point-to-point link between the two Internal Sublayer Service SAPs. The GLK AP STA and the GLK non-
AP STA each coordinate with higher layer services and each other to create the point-to-point link. The
‘higher layer services create or enable the Interal Sublayer Service SAPs, inform the GLK convergence
function of the mapping of the Internal Sublayer Service SAPs. and inform the network routing protocol of
the existence of the general link. The GLK AP and the GLK non-AP STA cach establish a
service_access_point_identifier for each general link. for their respective (24335)MS SAPs. This process
allows for the establishment of a point-to-point link suitable for use in an IEEE 802.1Q network.
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4.5.3.4 Reassociation

Association is sufficient for no-transition MSDU delivery between IEEE 802.11 STAs. Additional
functionality s needed to support BSS-transition mobility. The additional required functionality is provided
by the reassociation service. Reassociation is one of the services in the DSS.

The reassociation service is invoked to “move” a current association of a non-AP STA from one AP to
another. In an ESS with a DS, the reassociation service informs the DS of the current mapping between AP
and STA as the STA moves from BSS to BSS within the ESS. For a general link in an IEEE 802.1Q
network, the reassociation service informs higher layer services how the link is reconfigured, commonly,
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4.3.28 General link (GLK)(11ak)
4.3.28.1 General

GLK STAs establish gencral links with other GLK STAs. These general links arc suitable to be used as links
inside an IEEE 802.1Q network. For an infrastructure gencral link example., sce Figure 4-15 (Example of
infrastructure BSS with general links(#4335)(11ak) (in 4.3.28 3.3 (Infrastructure BSS with general links)).

A GLK STA coordinates with a GLK convergence function to provide the Internal Sublayer Service. as
defined in IEEE Std 802.1AC. to an IEEE 802.1Q bridge for cach peer GLK STA with which it is
communicating. GLK STASs also provides link metrics for the use of external path selection protocols such
as spanning tree protocol.




