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TGbc editor, please update the SFD document to incorporate the addition and changes as shown in this document
9 Frame Formats
· Beacon frame format

Insert the following new row into Table 9-34 (Beacon frame body) in numeric order
	· Beacon frame body 

	Order
	Information
	Notes

	<ANA>
	E-BCS UL Capabilities
	This element is optionally present if dot11eBCSSupportImplemented is true.


· Probe Response frame format

Insert the following new row into Table 9-41 (Probe Response frame body) in numeric order
	· Probe Response frame body

	Order
	Information
	Notes

	<ANA>
	E-BCS UL Capabilities
	This element is optionally present within a broadcast Probe Response frame if dot11eBCSSupportImplemented is true.


9.4.2 Elements
9.4.2.1 General
Insert the following new rows into Table 9-77 (Element IDs) in numeric order:

Table 9-77 - Element IDs

	Element
	Element ID
	Element ID Extension
	Extensible
	Fragmentable

	E-BCS UL Capabilities
	255
	<ANA>
	Yes
	No


Insert the following new subclauses:
9.4.2.X E-BCS UL Capabilities element

· 
· 
· 
· 
· 
· 
9.4.2.X.1 General
The E-BCS UL Capabilities element contains fields that are used to advertise the capabilities of an eBCS  STA related to forwarding service to a remote destination.
An eBCS AP declares support for forwarding service and related capabilities by including the E-BCS UL Capabilities element in a Beacon and broadcast Probe Response frame. 
An eBCS non-AP STA can include the E-BCS UL Capabilities element in an E-BCS UL frame if it intends to provide its capabilities to an AP that forwards its data to a remote destination.
	
	Element ID
	Length
	Element ID Extension
	E-BCS UL Capabilities

	Octets:
	1
	1
	1
	variable

	Figure 9-<BC-1> - E-BCS UL Capabilities element format


The format of E-BCS UL Capabilities element is shown in Figure 9-<BC-1> (E-BCS UL Capabilities element format). 

The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1 (General).
The contents of an E-BCS UL Capabilities field is defined in 9.4.2.X.2 when the element is transmitted by an eBCS AP and defined in 9.4.2.X.3 when the element is transmitted by an eBCS non-AP STA.
9.4.2.<ANA>.2 E-BCS AP UL Capabilities
The format of an E-BCS UL Capabilities field when transmitted by an eBCS AP is shown in Figure 9-<BC-2> (Format of E-BCS UL Capabilities field for an AP).
	
	UL AP Control

	Octet:
	2

	
	9-<BC-2> - Format of E-BCS UL Capabilities field for an AP


The format of UL AP Control is shown in Figure 9-<BC-3> (UL AP Control field format).
	
	B0  B1
	B2  B3
	B4
	B5
	B6
	B7  B15

	
	Authentication Mode
	Limiting Mode
	Location Embedding Supported
	Data-Time Embedding Supported
	IP Address Embedding Supported
	Reserved

	Bits:
	2
	2
	1
	1
	1
	9

	
	9-<BC-3> - UL AP Control field format


The encoding of Authentication Mode subfield is shown in Table 9-<BC-4> (Encoding of Authentication Mode subfield).
	Table 9-<BC-4> - Encoding of Authentication Mode subfield 

	Subfield value
	Definition
	Encoding

	0
	No Authentication
	AP forwards contents of an E-BCS UL frame to the remote destination identified in the frame without authenticating the transmitter of the frame.

	1
	Per Destination
	AP forwards contents of an E-BCS UL frame only if it is able to successfully able to authenticate the transmitter of the frame based on an established relationship with the remote destination identified in the frame.

	2 – 3
	Reserved
	


The encoding of Limiting Mode subfield is shown in Table 9-<BC-5> (Encoding of Limiting Mode subfield).

	Table 9-<BC-5> - Encoding of Limiting Mode subfield 

	Subfield value
	Definition
	Encoding

	0
	No Throttling
	AP applies no restrictions on the amount/frequency of ULs from a non-AP STA destined to a remote destination.

	1
	Per Destination
	AP applies forwarding limits as specified by the remote destination with whom it has established a relationship.

	2 – 3
	Reserved
	


Location Embedding Supported subfield is set to 1 if the AP supports embedding of location information, based on a non-AP STA’s request, before forwarding the HLP payload carried in an E-BCS UL frame to the remote destination. Otherwise, the subfield is set to 0.

Date-Time Embedding Supported subfield is set to 1 if the AP supports embedding of date and time information, based on a non-AP STA’s request, before forwarding the HLP payload carried in an E-BCS UL frame to the remote destination. Otherwise, the subfield is set to 0.

IP Address Embedding Supported subfield is set to 1 if the AP supports embedding of IP address information, based on a non-AP STA’s request, before forwarding the HLP payload carried in an E-BCS UL frame to the remote destination. Otherwise, the subfield is set to 0.
9.4.2.X.3 E-BCS Non-AP UL Capabilities
The format of an E-BCS UL Capabilities field when transmitted by an eBCS non-AP STA is shown in Figure 9-<BC-6> (Format of E-BCS UL Capabilities field for a non-AP STA).
	
	UL Non-AP STA Control

	Octets:
	1

	9-<BC-6> - Format of E-BCS UL Capabilities field for a non-AP STA


The format of UL Non-AP STA Control is shown in Figure 9-<BC-7> (UL Non-AP STA Control field format).
	
	B0
	B1
	B2
	B3
	B4  B7

	
	No forwarding Without  Embedding
	Location Embedding Requested
	Date-Time Embedding Requested
	IP Address Embedding Requested
	Reserved

	Bits:
	1
	1
	1
	1
	4

	
	
	9-<BC-7> - UL Non-AP STA Control field format


The No Forwarding Without Embedding subfield is set to 1 to indicate that the AP is not required to forward the contents of the frame transmitted by non-AP STA to the remote destination if it cannot append the requested information before forwarding. Otherwise the subfield is set to 0.
The Location Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append location information before forwarding. Otherwise the subfield is set to 0.
The Date-Time Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append date and time information before forwarding. Otherwise the subfield is set to 0.
The IP Address Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append AP’s IP address information before forwarding. Otherwise the subfield is set to 0. 
9.6 Action frame format details

9.6.7 Public Action details

9.6.7.1 Public Action frames


Insert the following new row into Table 9-363 (Public Action field values) in numeric order:

	Table 9-363 – Public Action field values

	Public Action field value
	Description

	<ANA>
	E-BCS UL


Insert the following new subclause:
9.6.7.X E-BCS UL frame format


· 
· 
· 
· 
· 
· 
The E-BCS UL frame is transmitted by an eBCS non-AP STA carrying data intended for a remote destination identified in the frame. The format of E-BCS UL frame Action field is shown in Figure 9-<BC> (E-BCS UL frame Action field format).
	
	Category
	Public Action
	E-BCS UL Control
	HLP Payload Length
	HLP Payload
	STA Certificate Length
	STA Certificate
	Timestamp

	Octets:
	1
	1
	1
	2
	variable
	0 or 2
	0 or variable
	0 or 8

	
	Destination URI

	E-BCS UL Capabilities
	Frame Signature Length
	Frame Signature
	
	
	
	

	Octets:
	variable
	0 or 4
	0 or 2
	0 or variable
	
	
	
	

	Figure 9-<BC-8> - E-BCS UL frame Action field format


The Category field is defined in 9.4.1.11 (Action field).

The Public Action field is defined in 9.6.7.1 (Public Action frames).
	
	B0
	B1
	B2
	B3
	B4  B6
	B7

	
	STA Certificate Present
	Packet Number Present
	E-BCS UL Capabilities Present
	Timestamp Present
	Reserved
	Frame Signature Present

	Bits:
	1
	1
	1
	1
	3
	1

	
	9-<BC-9> - EBCS UL Control field format


The format of E-BCS UL Control field is shown in Figure 9-<BC-9> (E-BCS UL Control field format).
The STA Certificate Present subfield is set to 1 when the STA Certificate Length and STA Certificate fields are carried in the frame. Otherwise the subfield is set to 0.
The Packet Number Present subfield is set to 1 when the Packet Number field is carried in the frame. Otherwise the subfield is set to 0.

The E-BCS UL Capabilities Present subfield is set to 1 when the E-BCS UL Capabilities element is carried in the frame. Otherwise the subfield is set to 0.
The Timestamp Present subfield is set to 1 when the Timestamp field is carried in the frame. Otherwise the subfield is set to 0.
The Frame Signature Present subfield is set to 1 when the Frame Signature Length and Frame Signature fields are carried in the element. Otherwise the subfield is set to 0.
The HLP Payload Length indicates the length of the HLP Payload field
The HLP Payload field carries the higher layer protocol (HLP) payload.

The STA Certificate Length field indicates the length of the STA Certificate field. The presence of this field is indicated by the STA Certificate Present subfield in the E-BCS UL Control field being equal to 1.
The STA Certificate field carries the certificate of the transmitting STA. The presence of this field is indicated by the STA Certificate Present subfield in the E-BCS UL Control field being equal to 1.
The Timestamp field provides protection against replay attack. The presence of this field is indicated by the Timestamp Present subfield in the E-BCS UL Control field being equal to 1.
The format of the Timestamp field is shown in Figure 9-<BC-10> - Timestamp field format. 
	
	Time
	Counter

	Octets:
	4
	4

	9-<BC-9> - Timestamp field format


The 32 bit Time subfield carries time information in Unix time format. See clause 11.X.Y.3 (E-BCS UL operation at an eBCS non-AP STA) for details on the value carried in this subfield.
The 32 bit Counter subfield carries a numeric value which is incremented for each packet transmission.
The Destination URI element is defined in 9.4.2.89 (Destination URI element) and carries the address of the remote destination where the packet needs to be forwarded to.
Note: The length of the Destination URI element is computed based on the value carried in the Length field in the element (value in Length field + 2 octets). 
The E-BCS UL Capabilities element is defined in 9.4.2.X (E-BCS UL Capabilities element). The element is optionally present and carries the capabilities of the transmitting non-AP STA. The presence of this element is indicated by the E-BCS UL Capabilities Present subfield in the E-BCS UL Control field being equal to 1.

The Frame Signature Length field indicated the length of the Frame Signature field. The presence of this field indicated by the Frame Signature Present subfield in the E-BCS UL Control field being equal to 1.

The Frame Signature field carries signature for the contents of the E-BCS UL frame Action field except the Frame Signature field. The presence of this field indicated by the Frame Signature Present subfield in the E-BCS UL Control field being equal to 1.
11 MLME

Insert the following subclause:
11.X eBCS procedures

11.X.Y E-BCS UL Service
11.X.Y.1 General

The eBCS UL Service procedure allow a non-AP STA to transmit an UL frame with the expectation that one or more eBCS APs in the neighborhood might forward the contents of the frame to a remote destination specified in the frame. An eBCS non-AP STA may include a request to the forwarding AP to append additional information before forwarding to the remote destination. The forwarding service is best effort with no guarantee that the contents are delivered to the remote destination identified in the STA’s UL frame. Furthermore, a STAs request to embed metadata may not be fulfilled by a forwarding AP.





11.X.Y.2 E-BCS UL operation at an eBCS AP
An eBCS AP may provide forwarding service in which it can support forwarding the contents of an E-BCS UL frame received from an eBCS non-AP STA to a remote destination identified in the frame. 
An eBCS AP that supports forwarding service shall declare its ability to forward by include E-BCS UL Capabilities element (see 9.4.2.xx.2 (E-BCS AP UL Capabilities)) in the Beacon and broadcast Probe Response frames that it transmits.
An eBCS AP that supports forwarding and is capable of embedding the requested metadata shall indicate its ability to support embedding by setting the corresponding subfield in the E-BCS UL Capabilities element to 1 and shall append the requested metadata to the content received from the STA before forwarding it to the remote destination. Format TBD.
An eBCS AP that supports forwarding but doesn’t support embedding of the requested metadata shall not forward the frame to the remote destination if the No Forwarding Without Embedding subfield in the E-BCS UL Capabilities element carried in the E-BCS UL frame is set to 1. Otherwise the AP shall forward the frame to the remote destination identified in the frame.
An eBCS AP may authenticate the transmitter of the packet before forwarding it to a remote destination and shall provide an indication of the authentication scheme in the E-BCS Capabilities element that it transmits. An eBCS AP that doesn’t requires authentication of the transmitter shall forward the frame to the remote destination indicated in the frame irrespective of whether the frame carries the STA Certificate field or the Packet Number field or the Frame Signature field. In order to prevent DoS or injection attacks directed towards the remote destination, it is strongly recommended that eBCS APs that support forwarding service perform source authentication and validate the frame signature.
An eBCS AP may limit the amount/frequency of ULs it forwards to a remote destination and shall provide an indication of the throttling scheme in the E-BCS UL Capabilities element that it transmits.
NOTE – Forwarding service is best effort and an eBCS AP, that supports forwarding service, is not required to forward a STA’s data to the destination identified in the STA’s E-BCS UL frame if the conditions indicated by the AP (such as authentication and/or throttling) are not satisfied or for other reasons.
11.X.Y.3 E-BCS UL operation at an eBCS non-AP STA
An eBCS non-AP STA that desires to send data to a remote destination may perform an unsolicited broadcast of an E-BCS UL frame carrying data intended for a remote destination. The URI to the remote destination would be carried in the frame. The frame may also carry additional request from the transmitting STA to the forwarding AP.
The format of the E-BCS UL frame is described in 9.6.7.x (E-BCS UL Frame Format).

The STA shall include the higher layer data intended for the remote destination in the HLP Payload field of the E-BCS UL frame.
The STA may include in the E-BCS UL frame fields (such as STA Certificate, Timestamp and Frame Signature) for authentication, preventing replay attack and protecting the contents of the frame.

The STA Certificate field when present in the frame shall carry the certificate of the transmitting STA.
The Timestamp field when present in the frame carries timing information to prevent reply attack. 

The Time subfield of the Timestamp field carries time information in Unix time format. When the STA has time information, the value is set to Unix timestamp minus 1584000000; otherwise the subfield is set to 0.
NOTE 1 – How a STA obtains time information is out of scope of this standard.
NOTE 2 – The current UTC time in seconds (Unix timestamp) is with reference to 1st Jan 1970 and will overflow in 2106. The lifetime of the field is extended by 50 years by subtracting 1584000000 from the current UTC time.
The Counter subfield of the Timestamp field carries a numeric value which is incremented for each packet transmission. In the rare scenario where the STA has transmitted 232 – 1 frames, the value in the field wraps around and starts from 0.
The STA shall include the Destination URI element in the E-BCS UL frame to provide the address of the remote destination where the packet needs to be forwarded to.
An eBCS non-AP STA may include E-BCS Capabilities element (see 9.4.2.xx.3 (E-BCS Non-AP UL Capabilities)) to request embedding of one or more metadata by the forwarding eBCS AP before forwarding the content to the remote destination identified in the frame.
The Frame Signature field when present in the frame shall carry the signature for the contents of the E-BCS UL frame Action field except for the field itself. The contents of the field provide protection against any attack that attempts to tamper the content of the frame.
An eBCS non-AP STA may monitor the WM to gather capabilities of nearby eBCS APs and may conform to the requirements indicated by neighboring eBCS AP(s) that support forwarding service. An eBCS non-AP STA may transmit an E-BCS UL frame without obtaining any information about nearby eBCS AP(s).
NOTE – Forwarding service is best effort and an eBCS non-AP STA is not required to scan or conform to the capabilities of a neighbor eBCS AP that supports forwarding service.
Abstract


This document proposes updates to the draft text in the eBCS SFD document (11-19/1429r2) for requirements R3.6.3 and R3.6.4. The contribution builds on top of document 11-19/1801r6.





Rev0 – initial version


Rev1 – revised based on feedback from the group when the document was presented during the Tuesday PM2 (1/14/20) session. 


Remove E-BCS Container element and integrated the contents it into the E-BCS UL frame as a field


Additional fields were added based on additional (offline) feedback


Mandate source authentication at AP for all UL frames


Separately advertise AP’s capability for each embedding service


General text updates to align with the above changes


Rev 2 – additional revisions based on feedback received when the doc was presented during the Thursday PM2 (1/16/20) session.


Rev 3 – Updated the description for Timestamp field in the E-BCS UL frame based on feedback from Jouni, Morioka-san and Antonio


Several editorial updates throughout the document.
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