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TGbc editor, please update the SFD document to incorporate the addition and changes as shown in this document
9 Frame Formats
· Beacon frame format

Insert the following new row into Table 9-34 (Beacon frame body) in numeric order
	· Beacon frame body 

	Order
	Information
	Notes

	<ANA>
	E-BCS UL Capabilities
	This element is optionally present if dot11eBCSSupportImplemented is true.


· Probe Response frame format

Insert the following new row into Table 9-41 (Probe Resoponse frame body) in numeric order
	· Probe Response frame body

	Order
	Information
	Notes

	<ANA>
	E-BCS UL Capabilities
	This element is optionally present within a broadcast Probe Response frame if dot11eBCSSupportImplemented is true.


9.4.2 Elements
9.4.2.1 General
Insert the following new rows into Table 9-77 (Element IDs) in numeric order:

Table 9-77 - Element IDs

	Element
	Element ID
	Element ID Extension
	Extensible
	Fragmentable

	E-BCS UL Capabilities
	255
	<ANA>
	Yes
	Yes

	E-BCS Container
	255
	<ANA>
	Yes
	Yes


Insert the following new subclauses:
9.4.2.X E-BCS UL Capabilities element

· 
· 
· 
· 
· 
· 
9.4.2.X.1 General
The E-BCS UL Capabilities element contains fields that are used to advertise the capabilities of an eBCS  STA related to forwarding service to a remote server.
An eBCS AP declares support for forwarding service and related capabilities by including the E-BCS UL Capabilities element in a Beacon and broadcast Probe Response frame. 
An eBCS non-AP STA can include the E-BCS UL Capabilities element in an E-BCS UL frame if it intends to provide its capabilities to an AP that forwards its data to a remote server.
	
	Element ID
	Length
	Element ID Extension
	E-BCS UL Capabilities

	Octets:
	1
	1
	1
	variable

	Figure 9-<BC-1> - E-BCS UL Capabilities element format


The format of E-BCS UL Capabilities element is shown in Figure 9-<BC-1> (E-BCS UL Capabilities element format). 

The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1 (General).
The contents of an E-BCS UL Capabilities field is defined in 9.4.2.X.2 when the element is transmitted by an eBCS AP and defined in 9.4.2.X.3 when the element is transmitted by an eBCS non-AP STA.
9.4.2.<ANA>.2 E-BCS AP UL Capabilities
The format of an E-BCS UL Capabilities field when transmitted by an eBCS AP is shown in Figure 9-<BC-2> (Format of E-BCS UL Capabilities field for an AP).
	
	UL AP Control

	Octet:
	1

	
	9-<BC-2> - Format of E-BCS UL Capabilities field for an AP


The format of UL Control is shown in Figure 9-<BC-3> (UL AP Control field format).
Embedding Supported subfield is set to 1 if the AP supports embedding of metadata (such as location, date/time, IP address etc) before forwarding the contents of an E-BCS UL frame to the remote server. Otherwise, the subfield is set to 0.
	
	B0
	B1   B2
	B3  B4
	B5  B7

	
	Embedding Supported
	Authentication Mode
	Limiting Mode
	Reserved

	Bits:
	1
	2
	2
	3

	9-<BC-3> - UL AP Control field format


The encoding of Authentication Mode subfield is shown in Table 9-<BC-4> (Encoding of Authentication Mode subfield).
	Table 9-<BC-4> - Encoding of Authentication Mode subfield 

	Subfield value
	Definition
	Encoding

	0
	No Authentication
	AP forwards contents of an E-BCS UL frame to the remote server identified in the frame without authenticating the transmitter of the frame.

	1
	Per Destination
	AP forwards contents of an E-BCS UL frame only if it is able to successfully able to authenticate the transmitter of the frame based on an established relationship with the remote server identified in the frame.

	2 – 3
	Reserved
	


The encoding of Limiting Mode subfield is shown in Table 9-<BC-5> (Encoding of Limiting Mode subfield).

	Table 9-<BC-5> - Encoding of Limiting Mode subfield 

	Subfield value
	Definition
	Encoding

	0
	No Throttling
	AP applies no restrictions on the amount/frequency of ULs from a non-AP STA destined to a remote server.

	1
	Per Destination
	AP applies forwarding limits as specified by the remote server with whom it has established a relationship.

	2 – 3
	Reserved
	


Additional fields related to security/authentication and throttling TBD.
9.4.2.X.3 E-BCS non-AP UL Capabilities
The format of an E-BCS UL Capabilities field when transmitted by an eBCS non-AP STA is shown in Figure 9-<BC-6> (Format of E-BCS UL Capabilities field for a non-AP STA).
	
	
	

	
	UL STA Control
	Security Information

	Octets:
	1
	TBD

	9-<BC-6> - Format of E-BCS UL Capabilities field for a non-AP STA


The format of UL STA Control is shown in Figure 9-<BC-7> (UL STA Control field format).
	
	B0
	B1
	B2
	B3
	B4  B7

	
	Security Information Present
	Location Embedding Requested
	Date-Time Embedding Requested
	IP Address Embedding Requested
	Reserved

	Bits:
	1
	1
	1
	1
	4

	
	9-<BC-7> - UL STA Control field format


The Security Information Present subfield is set to 1 to indicate that a field carrying Security Information is present in the element. Otherwise the subfield is set to 0.
The Location Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append location information before forwarding. Otherwise the subfield is set to 0.
The Date-Time Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append date and time information before forwarding. Otherwise the subfield is set to 0.
The IP Address Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append AP’s IP address information before forwarding. Otherwise the subfield is set to 0.
Format of Security Information is TBD.
9.4.2.Y E-BCS Container element

· 
· 
· 
An eBCS non-AP STA includes higher layer protocol (HLP) packets to be delivered to a remote server in an E-BCS Container element. 

The format of the E-BCS Container element is as shown in Figure 9-<BC> E-BCS Container element.
	
	Element ID
	Length
	Element ID Extension
	HLP Payload

	Octets:
	1
	1
	1
	variable

	Figure 9-<BC-8> - E-BCS Container element format


The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1 (General).
The HLP Payload field contains the HLP packet carrying data intended for a remote server.
9.6 Action frame format details

9.6.7 Public Action details

9.6.7.1 Public Action frames


Insert the following new row into Table 9-363 (Public Action field values) in numeric order:

	Table 9-363 – Public Action field values

	Public Action field value
	Description

	<ANA>
	E-BCS UL


Insert the following new subclause:
9.6.7.X E-BCS UL frame format


· 
· 
· 
· 
· 
· 
The E-BCS UL frame is transmitted by an eBCS non-AP STA carrying data intended for a remote destination identified in the frame. The format of E-BCS UL frame is shown in Table 9-<BC> (E-BCS UL Frame format).
	Table 9-<BC> - E-BCS UL Frame format 

	Order
	Information
	Description

	1
	Category
	

	2
	Public Action
	

	3
	Destination URI
	

	4
	E-BCS UL Capabilities
	Optionally present

	5
	E-BCS Container
	


The Category field is defined in 9.4.1.11 (Action field).

The Public Action field is defined in 9.6.7.1 (Public Action frames).
The Destination URI element is defined in 9.4.2.89 (Destination URI element) and carries the address of the remote server.
The E-BCS UL Capabilities element is defined in 9.4.2.X (E-BCS UL Capabilities element) and carries the capabilities of the transmitting non-AP STA.  

The E-BCS Container element is defined in 9.4.2.Y (E-BCS Container element) and carries the content (higher layer protocol packet) to be forwarded to the remote server.
11 MLME

Insert the following subclause:
11.X eBCS procedures

11.X.Y E-BCS UL Service
11.X.Y.1 General

The eBCS UL Service procedure allow a non-AP STA to transmit an UL frame with the expectation that one or more eBCS APs in the neighborhood might forward the contents of the frame to a remote destination specified in the frame. An eBCS non-AP STA may include a request to the forwarding AP to append additional information before forwarding to the remote server. The forwarding service is best effort with no guarantee that the contents are delivered to the remote server identified in the STA’s UL frame. Furthermore, a STAs request to embed metadata may not be fulfilled by a forwarding AP.





11.X.Y.2 E-BCS UL operation at an eBCS AP
An eBCS AP may supporting forwarding the contents of an E-BCS UL frame received from an eBCS non-AP STA to a remote server identified in the frame. An eBCS AP that supports forwarding service shall include E-BCS UL Capabilities element in the Beacon and broadcast Probe Response frames that it transmits.
An eBCS AP may support appending metadata (such as location, date/time, IP address etc), based a non-AP STA’s request, before forwarding the payload to the remote server identified in the STA’s E-BCS UL frame. An AP shall indicate its ability to support embedding by setting the Embedding Supported subfield in the E-BCS UL Capabilities element to 1. An eBCS AP that is capable of embedding metadata shall append metadata when requested by an eBCS non-AP STA. Format TBD.
An eBCS AP may provide a mechanism to authenticate the transmitter of the packet before forwarding it to a remote server. Details TBD.
An eBCS AP may provide a mechanism to limit the amount/frequency of ULs it forwards to a remote server. Details TBD.
NOTE – Forwarding service is best effort and an eBCS AP, that supports forwarding service, is not required to forward a STA’s data to the destination server identified in the STA’s E-BCS UL frame if the conditions indicated by the AP are not satisfied.
11.X.Y.3 E-BCS UL operation at an eBCS non-AP
An eBCS non-AP STA may transmit an E-BCS UL frame carrying data destined for a remote server.
An eBCS non-AP STA may include E-BCS Capabilities element to indicate its capabilities and request, if any, to a forwarding eBCS AP.
An eBCS non-AP STA may request a forwarding AP to append metadata (such as location, date/time, IP address etc) in the data being forwarded to the server. A forwarding eBCS AP, if capable, shall embed the requested information. 

An eBCS non-AP STA may monitor the WM to gather capabilities of neighboring eBCS APs and shall, if supported, conform to the capabilities neighboring eBCS AP(s) that support forwarding service. An eBCS non-AP STA may transmit an E-BCS UL frame without obtaining any information from the eBCS APs.
NOTE – Forwarding service is best effort and an eBCS non-AP STA is not required to scan or conform to the capabilities of a neighbor eBCS AP that supports forwarding service.
Abstract


This document proposes updates to the draft text in the eBCS SFD document (11-19/1429r2) for requirements R3.6.3 and R3.6.4. The contribution builds on top of document 11-19/1801r6.
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