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Minutes for the IEEE 802.11bc January 2020 Irvine Meeting
TGbc Chair:

Marc Emmelmann (Koden-TI)
Vice Chairs:

Hitoshi Morioka (SRC Software), Stephan McCann (BlackBerry)
Secretary:

Xiaofei Wang (InterDigital Inc.)

Tech. Editor: 

Carol Ansley (CommScope)
Monday January 13th, PM2 Session:

1. The chair called the meeting to order at 16:07
Agenda 11-19/2138r2.

1.1. The chair introduces himself, the vice chairs, the secretary and their affiliations
1.2. The agenda is 11-19/2138r2
1.3. Discussion of agenda: one potential contribution added to the agenda

1.4. Motion 56: Approve Agenda 

1.4.1. Move to approve the agenda for TGbc as contained in document 11-19/2138r2
1.4.2. Moved: Xiaofei Wang
1.4.3. Seconded: Hitoshi Morioka
1.4.4. Approved by unanimous consent
1.5. Motion 57: Approve meeting minutes: 

1.5.1. Move to approve the meeting minutes of the previous face-to-face meeting as contained in document 11-19/1689r0.

1.5.2. Note: 
Motion is on consent agenda (see Motion #56)

1.5.3. Mover:
N/A

1.5.4. Second:
N/A

1.5.5. Vote:
Motion passes (Motion part of consent agenda)

1.6. Motion 58: Approve telephone conference minutes: 

1.6.1. Move to approve the telephone conference minutes of the previous face-to-face meeting as contained in document 11-19/2108r0 and 11-19/2111r0.

1.6.2. Note: 
Motion is on consent agenda (see Motion #56)

1.6.3. Mover:
N/A

1.6.4. Second:
N/A

1.6.5. Vote:
Motion passes (Motion part of consent agenda)

2. Chair’s reminder on meeting and patent policy.
2.1. The chair called for essential patents and none was indicated

2.2. The chair reminded attendees that participation is on an individual basis

3. TGbc Technical Submissions

3.1. UAS Basics



11-20/132r2   Robert Moskowitz (HTT Consulting)
3.1.1. Presented an effort on Remote Identification for Unmanned Aircraft System and explores possibility of utilizing 11bc features for such effort
3.1.2.  Discussion and clarification that open drone is using WiFi frames, in particular WFA Neighbor Awareness Network (NAN)
3.1.3. Clarification on requirement of ID indication frequency or range. ID broadcast is expected to be at least once per second and around 300 ft.
3.1.4. Clarification that 11bc uses both public action frames and data frames for broadcasting data
3.1.5. Comment that general 11bc features seem to be suitable for this application and no additional designs are needed.

3.1.6. Comment that if this application comes to TGbc, the group may be able to tailor the design to this application. 
3.1.7. Discussion whether liaison letter should be composed by TGbc in this meeting. The group agrees that it is currently out of scope.

3.1.8. Discussion on whether drones would be transmit-only devices. The group agrees that all 11bc devices need to at least conduct carrier sensing. 

3.1.9. The group may consider one or two additional requirements for “transmit-only” devices. Terminology other than “transmit-only device” should be considered to avoid confusion.

3.2. Emergency Alert via WLAN

11-20/133r0 Sandeep Agrawal (CDOT)
3.2.1. Propose to use WiFi infrastructure for critical communications in emergency situation
3.2.2. Comments on emergency alerts have been included in 802.11 spec before
3.2.3. Comments on at least a bit in the beacon needs to be set to indicate emergency alert data presence

3.2.4. Comments that such a use case should be within the scope of TGbc

3.2.5. Comments on needing requirements for identifying the source, as well as needing to verify and authenticate the emergency messages

3.2.6. Comments that if such emergency alert messages must be on a dedicated channel, then it may conflict with the requirements of backwards compatibility, since some legacy WiFi devices do not operate on some of bands/channels. Clarification by the author that it would be desirable to have a dedicated channel or dedicated Resource Unit in an 802.11ax BSS.

3.2.7. Comments that if dedicated channel is desired for emergency alerts only, then it is up to the local spectrum authority, which is out of the scope for standards body

3.2.8.  Update of firmware of devices may be necessary for legacy devices to utilize the new emergency alert service
4. Recessed at 17:59
Tuesday January 14th, AM2 Session:
5. The chair called the meeting to order at 10:36.
5.1. The chair introduces himself, the vice chairs, the secretary, and their affiliations
5.2. Agenda 11-19/2138r3.
5.2.1. Motion 59: Modify Agenda 

5.2.1.1. Move to approve the agenda for TGbc as contained in document 11-19/2138r3
5.2.1.2. Moved: Xiaofei Wang
5.2.1.3. Seconded: Hitoshi Morioka
5.2.1.4. Approved by unanimous consent
5.3. Chair’s reminder on meeting and patent policy.
5.3.1. The chair called for essential patents and no notice was given

5.3.2. The chair reminds attendees that participation is on an individual basis

6. TGbc Technical Submissions
6.1. TESLA Improvement



11-19/1802r2   Hitoshi Morioka (SRC Software)
6.1.1. Presented authentication improvement based on feedback from earlier meetings
6.1.2.  Comments suggest to use the new KMAC-128, instead of SHA3-256, which can be found in NIST-SP800-185
6.1.3. Some comments on complexity. Author welcomes any simplified approach

6.1.4. Comments that we need to be careful when using fragmentation in MAC header, and make sure that no current usage will be broken

6.1.5. Comments on whether we need to add authentication at MAC layer since contents are most likely protected. In addition, receivers need to receive all four fragments to be able to authenticate the contents, the chance of receiving all four may not be sufficiently high.

6.1.6. Question on why 11bc needs to provide authentication for the sender of the contents. Privacy for a group of users may be a reason, but requires a look at the use case. Author replies that the intention is to force operator not to use unsecure broadcast in 802.11

6.1.7. Clarification that TGbc does have a requirement on authentication

6.1.8. Comments that TESLA implementation data rates may be low since most of them are quite old

6.1.9. Comments on TESLA performance contained in the slides may be too good

6.1.10. Comments on mandating EMM/TESLA algorithm for all DL case is hard to understand

6.1.11. Author to revise contribution and will represent in March meeting

6.2. Draft Text for 12.15 Security


11-20/0040r0 Hitoshi Morioka (SRC Software)

6.2.1. Deferred
6.3. Draft Text for 11.55 eBCS Info


11-20/0039r0 Hitoshi Morioka (SRC Software)

6.3.1. Deferred
6.4. SFD Update to 9.4.5



11-20/0092r0 Stephen McCann (BlackBerry)
6.4.1. Presented proposed SFD text for R3.5.3 for ANQP element for TGbc
6.4.2.  Comments that bits column should be used instead of values in Table Broadcast field values
6.4.3. Discussion and clarification that ANQP may be the easiest way to manage broadcast.
6.4.4. Comments that ANQP has no authentication and should not be used for actions

6.4.5. Comment that “turn on” “turn off” may be replaced by “register” and “unregister”

6.4.6. Comment that a token exchange may be needed to prevent attacks or denial of service

6.4.7. Comment that user devices may not want to register for privacy reasons

6.5. SFD Text for section 9.6.33

11-20/0135r0 Antonio de la Oliva (InterDigital) Presented by Xiaofei Wang
6.5.1. Proposed SFD text for eBCS service discovery frame
6.5.2.  Discussion and clarification when eBCS service discovery frames are used.
7. Recessed at 13:30
Tuesday January 14th, PM2 Session:
8. The chair called the meeting to order at 16:02.
8.1. The chair introduces himself, the vice chairs, the secretary, and their affiliations
8.2. Agenda 11-19/2138r4.
8.2.1. Motion 60: Modify Agenda 

8.2.1.1. Move to approve the agenda for TGbc as contained in document 11-19/2138r4
8.2.1.2. Moved: Xiaofei Wang
8.2.1.3. Seconded: Hitoshi Morioka
8.2.1.4. Approved by unanimous consent
8.3. Chair’s reminder on meeting and patent policy.
8.3.1. The chair called for essential patents and no notice was given

8.3.2. The chair reminds attendees that participation is on an individual basis

9. TGbc Technical Submissions
9.1. Draft Text for 9.6.7 eBCS Info frame


11-19/2159r1   Hitoshi Morioka (SRC Software)
9.1.1. Presented draft text for 9.6.7 eBCS info frame
9.1.2.  Author to update text for authentication algorithms and will re-present during March 2020 meeting
9.1.3. No question/comments

9.2. Additional SFD Text for R3.6.3 -R3.6.4


11-20/25r0  Abhishek Patil (Qualcomm)
9.2.1. Presented draft text UL tagging broadcast use case

9.2.2.  Comments on changing “may” to “shall” on the top of page 9. Discussion on that change implies that there will not be an option of “no authentication”. No objections from the group
9.2.3. Comments on more detailed indication of embedding support is needed

9.2.4. Discussion on how STA can conform to the requirements. Author clarifies that this service is best effort, and therefore it is “try to conform”.

9.2.5. Author to revise the document and present again during the TGbc Thursday slot.

9.3. Draft Text for 10.6.5 Rate Selection


11-20/0038r0   Hitoshi Morioka (SRC Software)
9.3.1. Presented draft text for eBCS rate selection

9.3.2.  Live edits is done by the group. The result is uploaded as r1

9.3.3. Motion 61: 

9.3.3.1. Move to 

accept the changes to the SFD as shown in 11-20/38r1 and

Instruct the editor to update the SFD accordingly.

9.3.3.2. Moved: Hitoshi Morioka

9.3.3.3. Second: Xiaofei Wang

9.3.3.4. Y/N/A: 10/0/2 motion passes
9.4. SFD Text for 4.3.31


11-20/149r0  Bahar Sadeghi (Intel)
9.4.1. Presented draft for section 4.3.31
9.4.2. No question or comments
9.4.3. Motion 62: 

9.4.3.1. Move to 

accept the changes to the SFD as shown in 11-20/149r0 and

Instruct the editor to update the SFD accordingly.
9.4.3.2. Moved: Bahar Sadeghi
9.4.3.3. Second: Carol Ansley
9.4.3.4. Y/N/A: 11/0/0 motion passes
9.5. Discussion on eBCS Service Info frame Format
11-20/152r0 Xiaofei Wang (InterDigital)
9.5.1. Proposed to define eBCS service as an information element

9.5.2. After discussion, it is decided to further harmonize the proposal with other TGbc members first.

9.6. SFD Proposal for eBCS Service Info element
11-20/156r0 Xiaofei Wang (InterDigital)
9.6.1. Deferred

10. Discussion on frames used for eBCS data
10.1. Straw poll results run during the face to face meeting seems to indicate that the TGbc group wants to:

10.1.1. Use data frames for eBCS data

10.1.2. In the UL case, eBCS data may be piggy-backed in eBCS Info frame (public action frame)

11. Recessed at 18:00
Thursday January 16th PM2 Session:
12. The chair called the meeting to order at 16:00.
12.1. The chair introduces himself, the vice chairs, the secretary, and their affiliations
12.2. Agenda 11-19/2138r5 
12.2.1. Motion 63: Modify Agenda 

12.2.1.1. Move to approve the agenda for TGbc as contained in document 11-19/2138r5
12.2.1.2. Moved: Xiaofei Wang
12.2.1.3. Seconded: Hitoshi Morioka
12.2.1.4. Approved by unanimous consent
12.3. Chair’s reminder on meeting and patent policy.
12.3.1. The chair called for essential patents and no notice was given

12.3.2. The chair reminds attendees that participation is on an individual basis

13. TGbc Technical Submissions
13.1. Additional SFD Text for R3.6.3 -R3.6.4


11-20/25r1  Jouni Malinen (Qualcomm)
13.1.1. Presented draft text that was revised based on discussion during TGbc Tuesday PM2 slot

13.1.2.  Comment that “shall” should be changed to “may” on page 8 on advertisement for embedding capabilities. Some AP may not advertise it.

13.1.3. Comment that in Table “0” changed from “no authentication” to “reserved”, this should be reverted

13.1.4. Comment that “security present field” doesn’t match the figure in the same document

13.1.5. Comment that “control field” needed to be added to figure 9-bc eBCS UL frame action field format

13.1.6. Discussion that “time stamp signature” should be removed

13.1.7. Comment that Timestamp could also be of fixed length

13.1.8. Discussion on Page 8 whether an AP not supporting tagging should forward a received packet or drop it
13.1.9. Add additional text on whether AP is configured to not require signature and should forward received messages with or without signature.

13.1.10. Add a subclause describing potential security issues for DoS and injection attacks if signature validation is disabled; may have requirements on application layer security. Text may be added in clause 11 and/or 12

13.2. DL Frame Sequences


11-20/186r1  Hitoshi Morioka (SRC Software)
13.2.1. Presented potential frame sequences for DL broadcast use case

13.2.2. Discussion whether any eBCS frames can be a part of a MU PPDU

13.2.3. Clarification that the association req/response is the same as in other cases.

13.2.4. Suggestion to change “eBCS Service discovery” to “eBCS Service Advertisement”

13.2.5. Discussion that there may be cases where eBCS services are for associated STAs only

13.2.6. Clarification that there is no interdependencies for the frame exchanges

13.2.7. Comment that it may be easier to understand to separate the sequence into associated and unassociated cases.

14. Motion 64: Authorize Telcons
14.1. Move to approve the following schedule of teleconferences
14.2. Moved: Xiaofei Wang
14.3. Second: Jouni Malinen
14.4. Result: unanimously approved
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15. Timeline unchanged
16. Old business: None

17. New Business: None
18. TGbc adjourned at 17:50
Abstract
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