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This submission presents a suggested comment resolution for CID(s) 2651 on REVmd D2.0
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	CID
	LB
	Draft
	Page
	Line
	Clause
	Comment
	Proposed Change

	2651
	236
	2
	
	
	4.10.7
	FILS is for fast *initial* link setup.  Therefore SA caching does not apply.  This was rejected in CID  1534 on the basis that "the result of a FILS setup yields a PMKSA which can be used with caching", but the referenced text is about using caching in the FILS setup ("A  FILS  STA  performing  FILS  authentication  can  supply  a  list  of  PMK  identifiers  in  its  initial
Authentication frame."), not about using FILS to yield a PMKSA for future caching
	Delete the last para of the referenced subclause
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Context of the comment (D2.0 P294)
[image: ]

The result of a FILS setup yields a PMKSA which can be used with caching. Hence text indicating this potential use of FILS is suitable in the referenced clause.

The last paragraph as referenced in the comment is not to be deleted.

To accommodate the comment, the initial sentence of the cited paragraph is extended to indicate that STAs may benefit from caching despite the fact that the acronym per PAR contains the word “initial”.
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Revised.

Start the first sentence in the paragraph as follows:
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4.10.7 PMKSA caching

The Authenticator and Supplicant can cache PMKSAs, which include the IEEE 802.1X state. A PMKSA
can be deleted from the cache for any reason and at any time.

(#1574)A STA can supply a list of PMK identifiers in the (Re)Association Request frame or first FILS
Authentication frame(l1ai). Each key identifier names a PMKSA(#1574). The Authenticator (Ilai)can
specify the selected PMK identifier in message 1 of the 4-way handshake or the second FILS Authentication
frame(11ai). The selection of the key identifiers to be included by the STA and Authenticator(11ai) is out of
the scope of this standard.
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A FILS STA performing FILS authentication can supply a list of PMK identifiers in its initial
Authentication frame. (#1574)If the AP has retained an identified PMKSA, it can facilitate a faster
connection by identifying a single PMKSA in the Authentication frame it transmits. The STA and AP can
then use the PMK from the cached PMKSA to authenticate. FILS APs that support PMK caching may
identify themselves using a cache identifier. A FILS STA that has successfully established a PMKSA at an
AP identifying a particular cache identifier can attempt to use PMK caching in a subsequent attempt with
any AP that uses the same cache identifier. (11ai)




