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Instruct the editor to insert definitions in 3.1 as follows:
beacon integrity group temporal key (BIGTK) BIGTK: A random value, assigned by the access point (AP), that is used to protect Beacon frames from that AP.

Instruct the editor to change the definition in 3.1 as follows: 
wireless network management (WNM) sleep mode: An extended power save mode for non-access-point (non-AP) stations (STAs) whereby a non-AP STA need not listen for every delivery traffic indication map (DTIM) Beacon frame and does not perform group temporal key/integrity group temporal key/beacon protection key (GTK/IGTK/BIGTK) updates.

Instruct the editor to insert abbreviations and acronyms in 3.4 as follows:

BIGTK

beacon integrity group temporal key
BIGTKSA
BIGTK security association

BIPN

BIGTK packet number

Instruct the editor to change 4.3.19.23 WNM sleep mode as follows: 

WNM sleep mode is an extended power save mode for non-AP STAs in which a non-AP STA need not listen for every DTIM Beacon frame, and need not perform GTK/IGTK/BIGTK updates. … …

Instruct the editor to change the 4th paragraph of 4.5.4.3 Deauthentication as follows: 
In an RSNA, deauthentication also deletes any related pairwise transient key security association (PTKSA), group temporal key security association (GTKSA), TPK security association (TPKSA), integrity group temporal key security association (IGTKSA), BIGTK security association (BIGTKSA), mesh GTKSA, and mesh TKSA that exist in the STA and closes the associated IEEE 802.1X Controlled Port, if used for this association. If pairwise master key security association (PMKSA) caching is not enabled, deauthentication also deletes the PMKSA or mesh PMKSA.

Instruct the editor to change the second paragraph of 4.5.4.9 Management frame protection as follows: 
Management frame protection protocols in an infrastructure BSS or IBSS apply to robust Management frames after RSNA PTK establishment for protection of individually addressed frames is completed and after delivery of the IGTK to protect group addressed frames. Beacon frames are protected in an infrastructure BSS after delivery of the BIGTK.

Instruct the editor to change 4.10.3.2 AKM operations with AS as follows:
… …

— If management frame protection is negotiated, transport the IGTK and the IGTK packet number (IPN) from the Authenticator to the Supplicant and install these values in the STA and, if not already installed, in the AP.

— If beacon protection is enabled, transport the BIGTK and the BIPN from the Authenticator to the Supplicant and install these values in the STA and, if not already installed, in the AP.

— Verify that the RSN capabilities negotiated are valid as defined in 9.4.2.24.4 (RSN capabilities).

— Confirm the cipher suite selection.
Installing the PTK, and where applicable the GTK and, if management frame protection is negotiated, the IGTK, causes the MAC to encrypt and decrypt all subsequent MSDUs irrespective of their path through the controlled or uncontrolled ports. Installing the BIGTK when beacon protection is enabled causes the MAC to integrity protect at the AP or validate subsequent Beacon frames at the non-AP STA.
… …

When management frame protection is negotiated, the Authenticator also uses the group key handshake with all associated STAs to change the IGTK, and BIGTK if beacon protection is enabled. The Authenticator encrypts the GTK, and IGTK and BIGTK values in the EAPOL-Key frame as described in 12.7 (Keys and key distribution).

Instruct the editor to replace Figure 4-32 Establishing pairwise and group keys with the figure as follows: 

[image: image1.emf]Supplicant Authenticator

Key (PMK) is known

Generate SNonce

Key (PMK) is known

Generate ANonce

Message 1: EAPOL-Key(ANonce, Individual)

Derive PTK

Message 2: EAPOL-Key(SNonce, Individual, MIC)

Derive PTK

If needed 

Generate GTK, IGTK and 

BIGTK

Message 3: EAPOL-Key(Install PTK, Individual, 

MIC, Encrypted (GTK, IGTK, BIGTK))

Message 4: EAPOL-Key(Individual, MIC)

Install PTK, GTK, 

IGTK, and BIGTK

Install PTK, GTK, 

and BIGTK

IEEE 802.1X Controlled port 

unblocked


Note to the editor: the above figure includes the following changes: 

…

Derive PTK
if needed

Generate GTK, IGTK and BIGTK and IGTK]
...

Encrypted(GTK, IGTK, BIGTK)

…

Install PTK, GTK, IGTK and BIGTK [two boxes - Supplicant and Authenticator]

Instruct the editor to replace Figure 4-33 Delivery of subsequence group keys with the figure as follows: 
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Note to the editor: the above figure includes the following changes: 

..

Generate GTK, IGTK, BIGTK
Encrypt GTK, IGTK, BIGTK with KEK

…

Message 1: EAPOL-Key(Encrypted GTK, Encrypted IGTK, Encrypted BIGTK, Group, MIC)

....

Install GTK, IGTK and BIGTK
Instruct the editor to change the last bullet of 4.10.3.4 Alternate operations with PSK as follows: 
 — If management frame protection is negotiated, the IGTK and IGTK packet number are sent from the Authenticator to the Supplicant just as in the AS case. If beacon protection is enabled, the BIGTK and BIPN are sent from the Authenticator to the Supplicant just as in the AS case. See Figure 4-32 (Establishing pairwise and group keys) and Figure 4-33 (Delivery of subsequent group keys).

Instruct the editor to change rows “Key ID”, “Key Type”and “Receive Sequence Count” in the SetKeyDescriptor table of 6.3.19.1.2 as follows: 

	Key ID
	Integer
	0–3 shall be used

with WEP, TKIP,

CCMP, and

GCMP;

4–5 with BIP for IGTK; 6–7 with BIP for BIGTK;   and
6 8–4095 are

reserved
	Key identifier

	Key Type
	Integer
	Group, Pairwise, PeerKey, IGTK, BIGTK
	Defines whether this key is a group key, pairwise key, PeerKey, or Integrity Group key, or beacon protection key.


	Receive Sequence Count
	8 octets
	N/A
	Value to which the RSC(s) is -initialized.

This parameter is valid only when the Key Type is Group, or IGTK, or BIGTK.


Instruct the editor to change 6.3.19.1.4 as follows
When the Key Type is Group or, IGTK, or BIGTK, and the key matches the corresponding existing GTK or, IGTK, or BIGTK, installed as a result of exiting WNM sleep mode (see 11.2.3.16.1 (WNM sleep mode capability)), if any, or matches the existing GTK or IGTK installed as a result of receipt of EAPOL-Key frames (see 12.7.7.4 (Group key handshake implementation considerations)) receipt of this primitive shall have no effect. Otherwise, receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-SETPROTECTION.request primitive:

· ... ...

· When the Key, Address, Key Type, and Key ID parameters identify a new key to be set, the MAC initializes the transmitter TSC/PN/IPN/BIPN counter to 0. When the Key, Address, Key Type, and Key ID parameters identify an existing key, the MAC shall not change the current transmitter TSC/PN/IPN/BIPN counter or the receiver replay counter values associated with that key.

Instruct the editor to change rows “Key ID” and “Key Type” in the DeleteKeyDescriptor table of 6.3.20.1.2, the ProtectKeyDescriptor table of 6.3.23.1.2, the table in 6.3.94.2.2 (semantics of service for PN exhaustion), and the table in 6.3.94.3.2 (semantics of service primitive for PN warning) as follows:
	Key ID
	Integer
	0–3 shall be used

with WEP, TKIP,

CCMP, and

GCMP;

4–5 with BIP for IGTK; 6–7 with BIP for BIGTK;   and
6 8–4095 are

reserved
	Key identifier

	Key Type
	Integer
	Group, Pairwise, PeerKey, IGTK, BIGTK
	Defines whether this key is a group key, pairwise key, PeerKey, or Integrity Group key, or beacon protection key.


Instruct the editor to change Table 9-34 Beacon frame body as follows: 
Table 9-34— Beacon frame body 
	      Order
	           Information
	                                Notes

	…. 
	
	

	Last -1
	Vendor Specific
	One or more vendor-specific elements are optionally present.

These elements follow all other elements.

	Last
	MME

	The MME is present if dot11BeaconProtectionEnabled is true at the AP.

	NOTE—The MME appears after all fields that it protects. Therefore, it appears last in the frame body to protect the frames as specified in 12.5.4 (Broadcast/multicast integrity protocol (BIP)).


Instruct the editor to insert a new row in Table 9-153 Extended Capabilities field as follows:
	<ANA>
	Beacon Protection Enabled
	The AP sets the Beacon Protection Enabled field to 1 when dot11BeaconProtectionEnabled is true. Otherwise, it is set to 0. 

This field is reserved for a non-AP STA.  

See 11.xx Beacon frame protection procedures

 


Instruct the editor to change table 9-150 Cipher suite usage header row as follows: 
	Cipher suite selector
	GTK
	PTK
	IGTK or BIGTK


Instruct the editor to insert a new row in Table 9-181 Subelement IDs in 9.4.2.47 Fast BSS Transition element (FTE) as follows, and adjust reserved values: 
	6
	BIGTK

	57–255
	Reserved


Instruct the editor to add paragraphs at the end of 9.4.2.47 Fast BSS Transition element (FTE) as follows:
The BIGTK subelement contains the BIGTK, used for protecting Beacon frames. The BIGTK subelement format is shown in Figure 9-aa (BIGTK subelement format).
	
	Subelement ID
	Length
	Key ID
	BIPN
	Key Length
	Wrapped Key

	Octets:
	1
	1
	2
	6
	1
	24-40


Figure 9-aa BIGTK subelement format

The Key ID field indicates the value of the BIGTK identifier.

The BIPN field indicates the receive sequence counter for the BIGTK being installed, to allow a STA to identify replayed Beacon frames.

The Key Length field is the length of the BIGTK in octets, not including any padding (see 13.8.5 (FT

authentication sequence: contents of fourth message)).

The Wrapped Key field contains the wrapped BIGTK being distributed. The length of the resulting AES-Key-wrapped BIGTK in the Wrapped Key field is Key Length + 8 octets.

Instruct the editor to change 9.4.2.54 Management MIC element as follows: 
9.4.2.54 Management MIC element

The MMEprovides message integrity and protects group addressed robust Management frames and protected Beacon frames from forgery and replay. Figure 9-369 (Management MIC element format) shows the MME format.

	
	Element ID
	Length
	Key ID
	IPN/BIPN
	MIC

	Octets:
	1
	1
	2
	6
	8 or 16

	· Management MIC element format


The Element ID and Length fields are defined in 9.4.2.1 (General).

The Key ID field identifies the IGTK or BIGTK used to compute the MIC. Bits 0–11 define a value in the range 0–4095. Bits 12–15 are reserved. The IGTK Key ID is either 4 or 5. The BIGTK Key ID is either 6 or 7. The remaining Key IDs are reserved.

The IPN/BIPN field contains a 6 octet value, interpreted as an unsigned integer and used to detect replay of protected group addressed robust Management frames and protected Beacon frames. For protected group addressed robust Management frames, the IPN/BIPN field contains the IPN. For protected Beacon frames, the IPN/BIPN field contains the BIPN.
The MIC field contains a message integrity code calculated over the robust Management frame or protected Beacon frame as specified in 12.5.4.5 (BIP transmission) and 12.5.4.6 (BIP reception). The length of the MIC field depends on the specific cipher negotiated and is either 8 octets (for BIP-CMAC-128) or 16 octets (for BIP-CMAC-256, BIP-GMAC-128, and BIP-GMAC-256).

Instruct the editor to change the 3rd row of Table 9-227 WNM Sleep Mode Response Status definition as follows: 
	1
	Exit WNM sleep mode Accept, GTK/IGTK/BIGTK update required.


Instruct the editor to change 9.6.13.20 WNM Sleep Mode Response frame format as follows: 
· WNM Sleep Mode Response frame format

… …
The Key Data field contains zero or more subelements that provide the current GTK, and IGTK, and BIGTK to the STA. The format of these subelements is shownin Figure 9-920 (WNM Sleep Mode GTK subelement format), and Figure 9-921 (WNM Sleep Mode IGTK subelement format) and Figure 9-ba (WNM Sleep Mode BIGTK subelement format). The subelement IDs for these subelements are defined in Table 9-428 (Optional subelement IDs for WNM Sleep Mode parameters). Each subelement starts with the ID and Length fields. The Length field in the subelement is the length of the contents of the subelement. When management frame protection is not used, the Key Data field is not present.
	· Optional subelement IDs for WNM Sleep Mode parameters

	Value
	Contents of subelement

	0
	GTK

	1
	IGTK

	2
	BIGTK

	2 3–255
	Reserved


… … 

The PN field indicates the receive sequence counter for the IGTK being installed. The PN field gives the current message number for the IGTK, to allow a STA to identify replayed MPDUs.

The Key field is the IGTK being distributed.

The BIGTK subelement contains the beacon protection key as shown in Figure 9-ba (WNM Sleep Mode BIGTK subelement format).

	
	Subelement ID
	Length
	Key ID
	BIPN
	Key

	Octets:
	1
	1
	2
	6
	16 or 32

	Figure 9-ba WNM Sleep Mode BIGTK subelement format


The Subelement ID field is defined in 9.6.13.20 (WNM Sleep Mode Response frame format).
The Length field is defined in 9.4.3 (Subelements).

The Key ID field indicates the value of the BIGTK identifier.
The BIPN field indicates the receive sequence counter for the BIGTK being installed. The BIPN field gives the current message number for the BIGTK, to allow a STA to identify replayed Beacon frames.
The Key field is the BIGTK being distributed.

NOTE 1—There might be multiple GTK, and multiple IGTK, and multiple BIGTK subelements if a group rekeying is in process when the non-AP STA wakes up from WNM sleep mode.

NOTE 2—Management frame protection is used to provide confidentiality, replay, and integrity protection for GTK/IGTK/BIGTK update in WNM Sleep Mode Response frames.
… …
Instruct the editor to change the 8th paragraph of 11.2.3.1 Power management in a non-DMG infrastructure network/General as follows: 
WNM sleep mode enables an extended power save mode for non-AP STAs in which a non-AP STA need not listen for every DTIM Beacon frame, and need not perform GTK/IGTK/BIGTK updates. STAs in WNM sleep mode can wake up as infrequently as once every WNM sleep interval to check whether the corresponding TIM bit is set or group addressed traffic is pending. 

NOTE—A STA may use both WNM sleep mode and PS mode simultaneously.

Instruct the editor to change the last two paragraphs of 11.2.3.16.1 WNM sleep mode capability - as follows:
(#1321)To prevent key reinstallation attacks, a non-AP STA in which dot11WNMSleepModeActivated is true shall maintain a copy of the most recent GTK, and most recent IGTK and most recent BIGTK installed when exiting WNM sleep mode and shall not install a GTK, or IGTK or BIGTK when the key to be set upon exiting WNM sleep mode matches either of the two maintained keys (see 6.3.19 (SetKeys)).

WNM sleep mode enables an extended power save mode for non-AP STAs in which a non-AP STA need not listen for every DTIM Beacon frame, and need not perform GTK/IGTK/BIGTK updates. A non-AP STA can sleep for extended periods as indicated by the WNM Sleep Interval field of the WNM Sleep Mode element, which is present in WNM Sleep Mode Request frames transmitted by the non-AP STA.

Instruct the editor to change the 5th and 7th paragraphs of 11.2.3.16.2 WNM sleep mode non-AP STA operation - as follows: 
The receipt of an MLME-SLEEPMODE.confirm primitive with a valid SleepMode parameter indicates to the STA’s SME that the AP has processed the corresponding WNM Sleep Mode Request frame. The content of the WNM sleep mode parameter in the WNM Sleep Mode Response frame provides the status of WNM Sleep Mode elements processed by the AP. The non-AP STA shall delete the GTKSA if the response indicates success. If RSN is used with management frame protection, the non-AP STA shall delete the IGTKSA if the response indicates success. If RSN is used with beacon frame protection, the non-AP STA shall delete the BIGTKSA if the response indicates success.

While in WNM sleep mode, the non-AP STA need not wake up every DTIM interval for group addressed frames. 

The STA wakes up at intervals not longer than the value indicated by the WNM Sleep Interval field to check whether the corresponding TIM bit is set or group addressed traffic is pending. The non-AP STA does not participate in GTK/IGTK/BIGTK updates.

Instruct the editor to change the 4th and 6th paragraph of 11.2.3.16.3 WNM sleep mode AP STA operation - as follows:
... ...

When WNM sleep mode is enabled for an associated STA, the AP shall stop sending all individually addressed MPDUs to the non-AP STA. The AP may disassociate or deauthenticate the STA at any time for any reason while the non-AP STA is in WNM sleep mode. An AP shall perform the TFS AP operation, as specified in 11.22.12 (TFS procedures) for non-AP STAs for which it has received TFS Request elements. The AP shall set the TIM bit corresponding to the AID of the associated STA for which the AP has queued either a TFS Notify frame or matching frame. An AP shall not perform GTK/IGTK/BIGTK updates for the STAs in WNM sleep mode.

... ... 

If RSN is used with management frame protection and a valid PTK is configured for the STA, the current GTK, and IGTK, and BIGTK, shall be included in the WNM Sleep Mode Response frame. If a GTK/IGTK/BIGTK update is in progress, the pending GTK, and IGTK and BIGTK shall be included in the WNM Sleep Mode Response frame. If RSN is used without management frame protection and a valid PTK is configured for the STA, the current GTK shall be sent to the STA using a group key handshake (see 12.7.7 (Group key handshake)) immediately following the WNM Sleep Mode Response frame.

Instruct the editor to change the e bullet in 11.3.4.4 Deauthentication - originating STA - as follows: 
e) The SME, upon receipt of an MLME-DEAUTHENTICATE.confirm primitive, shall delete any

PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 12.6.18 (RSNA security association termination)) and by generating an MLME-SETPROTECTION.request(None) primitive.

Instruct the editor to change the b bullet in 11.3.4.5 Deauthentication - destination STA - as follows: 
b) Upon receiving an MLME-DEAUTHENTICATE.indication primitive, the SME shall

1) Delete any PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the originating STA by using the MLME-DELETEKEYS.request primitive (see 12.6.18 (RSNA

security association termination)) and by generating an MLMESETPROTECTION. request(None) primitive.

Instruct the editor to change the first paragraph of 11.3.5.2 Non-AP and non-PCP STA association initiation procedures as follows:
The SME shall delete any PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the AP or PCP by using MLME-DELETEKEYS.request primitive (see 12.6.18 (RSNA security association termination)) before invoking MLME-ASSOCIATE.request primitive.

Instruct the editor to change the l bullet in 11.3.5.3 AP or PCP STA association receipt procedures - as follows

· If the ResultCode in the MLME-ASSOCIATE.response primitive is SUCCESS, the SME shall delete any PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 11.5.18 (RSNA security association termination)). 

Instruct the editor to change the first parapraph of 11.3.5.4 Non-AP or non-PCP STA reassociation initiation procedures - as follows: 
Except when the association is part of a fast BSS transition, the SME shall delete any PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the AP or PCP by using the MLMEDELETEKEYS.request primitive (see 12.6.18 (RSNA security association termination)) before invoking an MLME-REASSOCIATE.request primitive.

Instruct the editor to change the j bullet in 11.3.5.5 AP or PCP STA reassociation receipt procedures - p2202.l28 - as follows:
· If the ResultCode in the MLME-REASSOCIATE.response primitive is SUCCESS and the reassociation is not part of a fast BSS transition, the SME shall delete any PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 11.5.18 (RSNA security association termination)).

Instruct the editor to change the d bullet in 11.3.5.6 Non-AP and non-PCP STA disassociation initiation procedures - as follows: 
· Upon receiving an MLME-DISASSOCIATE.confirm primitive, the SME shall delete any PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the AP or PCP by using the MLME‑DELETEKEYS.request primitive (see 12.6.18 (RSNA security association termination)) and by invoking an MLME-SETPROTECTION.request(None) primitive. In the case of an MM-SME coordinated STA, the MLME shall perform this for each STA whose address was included in the MMS parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association. 

Instruct the editor to change the c bullet in 11.3.5.7 Non-AP and non-PCP STA disassociation receipt procedures - as follows

· Upon receiving the MLME-DISASSOCIATE.indication primitive, the SME shall delete any PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the AP or PCP by using the MLME‑DELETEKEYS.request primitive (see 12.6.18 (RSNA security association termination)) and by invoking an MLME-SETPROTECTION.request(None) primitive. The MM-SME shall perform this process for each STA whose address was included in the MMS parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association. 

Instruct the editor to change the d bullet in 11.3.5.8 as follows:
· Upon receiving an MLME-DISASSOCIATE.confirm primitive, the SME shall delete any PTKSA, GTKSA, IGTKSA, BIGTKSA and temporal keys held for communication with the STA by using the MLME‑DELETEKEYS.request primitive (see 12.6.18 (RSNA security association termination)) and by invoking an MLME-SETPROTECTION.request(None) primitive. The MM-SME shall perform this process for each STA whose address was included in the MMS parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association. 

Instruct the editor to change the c bullet in 11.3.5.9 as follows:
· Upon receiving an MLME-DISASSOCIATE.indication primitive the SME shall delete any PTKSA, GTKSA, IGTKSA BIGTKSA and temporal keys held for communication with the STA by using the MLME‑DELETEKEYS.request primitive (see 12.6.18 (RSNA security association termination)) and by invoking an MLME-SETPROTECTION.request(None) primitive. The MM-SME shall perform this process for each STA whose address was included in the MMS parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association. 

Instruct the editor to add new subclause 11.xx at the end of clause 11 - as follows

11.xx Beacon frame protection procedures
In an infrastructure BSS, when beacon protection is enabled, the MLME shall provide an encapsulation service for Beacon frames.
If dot11BeaconProtectionEnabled is true, the AP shall enable beacon protection and set the Beacon Protection Enabled field of the Extended Capabilities element to 1 to indicate that beacon protection is enabled on the transmission of Beacon frames. Otherwise, the field shall be set to 0. 

If dot11BeaconProtectionEnabled is true and a non-AP STA receives a BIGTK from the AP with which it is associated, the non-AP STA shall enable beacon protection.
All Beacon frames shall be submitted to this service for encapsulation and transmission. The beacon protection service shall take the following actions:

— Beacon frame protection shall be set using the MLME-SETPROTECTION.request primitive with the Protectlist including a Key Type value of BIGTK. A non-AP STA shall also set the Protect Type value to Rx. An AP shall set the Protect Type value to Tx.

— The BIGTK shall be installed using the MLME-SETKEYS.request primitive with the value BIGTK for the Key Type subfield.

— The frames shall be encapsulated and protected using BIP (see 12.5.4 (Broadcast/multicast integrity protocol (BIP))).

If dot11RSNAProtectedManagementFramesActivated is false, dot11BeaconProtectionEnabled shall be set to false.
Instruct the editor to insert a new bullet in a) after the 7) bullet and in b) after 6) bullet in 12.2.4 RSNA establishment as follows: 
An SME establishes an RSNA in one of six ways:

· If an RSNA uses authentication negotiated over IEEE Std 802.1X or FILS authentication(M85) in an infrastructure BSS, an (#136)RSNA capable STA’s SME establishes an RSNA as follows:

... ... 

· If the STAs negotiate management frame protection, the SME programs the TK and pairwise cipher suite into the MAC for protection of individually addressed robust Management frames. It also installs the IGTK and IPN for protection of group addressed robust Management frames.

8)    If beacon protection is enabled, the SME programs the BIGTK and BIPN into the MAC for the protection of Beacon frames.

… … 

· If an RSNA is based on a PSK or password in an infrastructure BSS, the SME establishes an RSNA as follows:

... ... 
· If the STAs negotiate management frame protection, the STA programs the TK and pairwise cipher suite into the MAC for protection of individually addressed robust Management frames. It also installs the IGTK and IPN for protection of group addressed robust Management frames.

7)
If beacon protection is enabled, the SME programs the BIGTK and BIPN into the MAC for the protection of Beacon frames.
Instruct the editor to add a new paragraph at the end of 12.2.7 Requirements for management frame protection as follows: 
When beacon protection is enabled, protected Beacon frames shall be encapsulated using the procedures defined in 11.xx (Beacon frame protection procedures).

Instruct the editor to change the first paragraph and last paragraph in 12.5.4.1 as follows: 

· BIP overview 

BIP provides data integrity and replay protection for group addressed robust Management frames after successful establishment of an IGTKSA (see 12.6.1.1.9 (IGTKSA))) and for Beacon frames after establishment of a BIGTKSA (see 12.6.1.1.x (BIGTKSA)).
... ...

BIP uses the IGTK or BIGTK to compute the MMPDU MIC. The authenticator shall distribute one new IGTK and IGTK PN (IPN) whenever it distributes a new GTK. The IGTK is identified by the MAC address of the transmitting STA plus an IGTK identifier that is encoded in the MME Key ID field. If beacon protection is enabled, the authenticator may distribute one new BIGTK and BIPN when it distributes a new GTK. The BIGTK is identified by the MAC address of the transmitting STA plus a BIGTK identifier that is encoded in the MME Key ID field.
Instruct the editor to insert a new paragraph after the second paragraph and change the note in 12.5.4.4 BIP replay protection as follows: 

· BIP replay protection 

The MME Sequence Number field represents a sequence number whose length is 6 octets. 

When management frame protection is negotiated, the receiver shall maintain a 48-bit replay counter for each IGTK. The receiver shall set the receive replay counter to the value of the IPN in the IGTK key data encapsulation (KDE) (see 12.7.2 (EAPOL-Key frames)) provided by the Authenticator in the 4-way handshake, FT 4-way handshake, FT handshake, group key handshake, or FILS authentication. The transmitter shall maintain a single IPN for each IGTK. The IPN shall be implemented as a 48-bit strictly increasing integer, initialized to 1 when the corresponding IGTK is initialized. The transmitter may reinitialize the sequence counter when the IGTK is refreshed. 

When beacon protection is enabled, the receiver shall maintain a 48-bit replay counter for each BIGTK. The receiver shall set the receive replay counter to the value of the BIPN in the BIGTK key data encapsulation (KDE) (see 12.7.2 (EAPOL-Key frames)) provided by the Authenticator in the 4-way handshake, FT 4-way handshake, FT handshake, group key handshake, or FILS authentication. The transmitter shall maintain a single BIPN for each BIGTK. The BIPN shall be implemented as a 48-bit strictly increasing integer, initialized to 1 when the corresponding BIGTK is initialized. The transmitter may reinitialize the sequence counter when the BIGTK is refreshed. 
See 12.5.4.5 (BIP transmission) and 12.5.4.6 (BIP reception) for per packet BIP processing. 

NOTE—When the IPN or BIPN space is exhausted, the choices available to an implementation are to replace the corresponding key or to end communications.

... ... 

Instruct the editor to change 12.5.4.5 BIP transmission as follows: 
· BIP transmission 

When a STA transmits a protected group addressed robust Management frame or a protected Beacon frame, it shall

· Select the IGTK or BIGTK currently active for transmission of frames to the intended group of recipients and construct the MME (see 9.4.2.54 (Management MIC element)) with the MIC field masked to 0 and the Key ID field set to the corresponding IGTK Key ID value. If the frame is not a GQMF, the transmitting STA shall insert a strictly increasing integer into the MME IPN/BIPN field. If the frame is a GQMF, then the transmitting STA shall maintain a 48-bit counter for use as the IPN, the counter shall be incremented for each GQMF until the two least significant bits of the counter match the ACI of the AC that is used to transmit the frame, and the counter value shall be inserted into the MME IPN/BIPN field of the frame. For BIP-GMAC-128 and BIP-GMAC-256, the initialization vector passed to GMAC shall be a concatenation of Address 2 from the MAC header of the MPDU and the non-negative integer inserted into the MMPE IPN/BIPN field.

· Compute AAD as specified in 12.5.4.3 (BIP AAD construction).
· Compute an integrity value over the concatenation of AAD and the management frame body including MME with the MIC field maked to 0, and the Timestamp field masked to 0 if it is a protected Beacon frame, and insert the output into the MME MIC field. For BIP-CMAC-128, the integrity value is 64 bits and is computed using AES-128-CMAC; for BIP-CMAC-256, the integrity value is 128 bits and is computed using AES-256-CMAC; for BIP-GMAC-128, the integrity value is 128 bits and is computed using AES-128-GMAC; and, for BIP-GMAC-256, the integrity value is 128 bits and is computed using AES-256-GMAC. 

· Compose the frame as the IEEE 802.11 header, management frame body, including MME, and FCS. The MME shall appear last in the frame body.

· Transmit the frame.

Instruct the editor to change 12.5.4.6 BIP reception as follows: 

· BIP reception 

When a STA with management frame protection negotiated receives a group addressed robust Management frame or protected Beacon frame protected by BIP-CMAC-128, BIP-CMAC-256, BIP-GMAC-128, or BIP-GMAC-256, it shall

· Identify the appropriate IGTK or BIGTK and associated state based on the MME Key ID field. If the frame is robust management frame and no such IGTK exists, silently drop the frame and terminate BIP processing for this reception. If the frame is a protected Beacon frame and no such BIGTK exists,  terminate BIP processing for this reception, 
· If beacon protection is enabled, silently drop the frame and optionally transmit to the AP a WNM Notification Request frame to report beacon protection failure.
b)      Otherwise, process the frame.
· Perform replay protection on the received frame. The receiver shall interpret the MME IPN/BIPN field as a 48-bit unsigned integer. 

· If the frame is a robust Management frame but not a GQMF, the receiver shall compare this MME IPN integer value to the value of the receive replay counter for the IGTK identified by the MME Key ID field. If the integer value from the received MME IPN/BIPN field is less than or equal to the replay counter value for this IGTK, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1. 

· If the frame is a robust Management frame and also a GQMF, the receiver shall compare this MME IPN integer value to the value of the receive replay counter for the IGTK identified by the MME Key ID field and the AC represented by the value of the ACI subfield of the received frame. If the integer value from the received MME IPN/BIPN field is less than or equal to the replay counter value for this IGTK and AC, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1.

3)
If the frame is a protected Beacon frame, the receiver shall compare the MME IPN value to the value of the receive replay counter for the BIGTK identified by the MME Key ID field. If the integer value from the received MME IPN/BIPN field is less than or equal to the replay counter value for this BIGTK, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1. 

.

c) Compute AAD for this Management frame, as specified in 12.5.4.3 (BIP AAD construction). For BIP-GMAC-128 and BIP-GMAC-256, an initialization vector for GMAC is constructed as the concatenation of Address 2 from the MAC header of the MPDU and the 48-bit unsigned integer from the MME IPN/BIPN field.

· Extract and save the received MIC value, and compute a verifier over the concatenation of AAD, the management frame body, with the Timestamp field masked to 0 if it is a protected Beacon frame, and MME, with the MIC field masked to 0 in the MME. For BIP-CMAC-128, the integrity value is 64 bits and is computed using AES-128-CMAC; for BIP-CMAC-256, the integrity value is 128 bits and is computed using AES-256-CMAC; for BIP-GMAC-128, the integrity value is 128 bits and is computed using AES-128-GMAC; and, for BIP-GMAC-256, the integrity value is 128 bits and is computed using AES-256-GMAC. If the result does not match the received MIC value, then the receiver shall discard the frame, increment the dot11RSNAStatsBIPMICErrors counter by 1, and terminate BIP processing for this reception.

· If the frame is a robust Management frame but not a GQMF, update the replay counter for the IGTK dentified by the MME Key ID field with the integer value of the MME IPN/BIPN field.

· If the frame is a robust Management frame and also a GQMF, update the replay counter for the IGTK identified by the MME Key ID field and the AC represented by the value of the ACI subfield of the received frame with the integer value of the MME IPN/BIPN field. 
· If the frame is a protected Beacon frame, update the replay counter for the BIGTK identified by the MME Key ID field with the integer value of the MME IPN/BIPN field.

If management frame protection is negotiated, group addressed robust Management frames that are received without BIP protection shall be discarded.

If beacon protection is enabled, Beacon frames that are received without BIP protection shall be discarded. A WNM Notification Request frame may be used to report beacon protection failure.

Instruct the editor to add new bullet at the end of bullet list of the second paragraph in 12.6.1.1.1 General as follows: 
…

— BIGTKSA: A result of a successful group key handshake, successful 4-way handshake, successful FT 4-way handshake, the Reassociation Response frame of the fast BSS transition protocol, or successful FILS authentication.

… 

Instruct the editor to add a new subclause 12.6.1.1.x at the end of 12.6.1.1 as follows:
12.6.1.1.x BIGTKSA

An Authenticator’s SME creates a BIGTKSA when dot11BeaconProtectionEnabled is true. A BIGTKSA has the same lifetime as the BSS, unless superseded.

A Supplicant’s SME creates a BIGTKSA when dot11BeaconProtectionEnabled is true, upon receiving a BIGTK from its Authenticator.  
A BIGTKSA consists of the following:

— Direction vector (whether the BIGTK is used for transmit or receive)

— Key ID

— BIGTK
— Authenticator MAC address

Instruct the editor to change the last paragraph in 12.6.1.3.2 Security association in an ESS as follows: 
The MLME-DELETEKEYS.request primitive deletes the temporal key(s) established for the security association so that they cannot be used to protect subsequent IEEE 802.11 traffic. An SME uses this primitive when it deletes a PTKSA, GTKSA, or IGTKSA, or BIGTKSA.

Instruct the editor to change the second paragraph in 12.6.18 RSNA security association termination as follows:
 it deletes some security associations. In the case of an ESS, the non-AP STA’s SME shall delete the PTKSA, GTKSA, IGTKSA, BIGTKSA, and any TPKSA, and the AP’s SME shall delete the PTKSA. In the case of an IBSS, the SME shall delete the PTKSA and the receive GTKSA and IGTKSA.

Instruct the editor to add a new subclause at the end of 12.6 as follows: 

12.6.x Protection of Beacon frames 

Beacon frames may be protected in an infrastructure BSS after delivery of the BIGTK. Protected Beacon frames cannot be validated until a BIGTKSA has been established. If a BIGTKSA exists, the AP STA shall transmit protected Beacon frames and the non-AP STA shall validate the MME in received Beacon frames. BIGTK
For Multiple BSSIDs, the AP or PCP shall maintain and transmit the BIGTK and BIPN which are common to all of the co-located transmitted and non-transmitted BSSs. When a Multiple BSSID AP or PCP transmits the BIGTK and BIPN, the non-AP or non-PCP STA uses the received the BIGTK and BIPN to maintain a BIGTKSA. If a non-AP and non-PCP STA that has a BIGTKSA with a BSS that is using a non-transmitted BSSID receives a protected Beacon frame from the AP or PCP with the transmitted BSSID, it shall execute the BIP procedures (see 12.5.4) to validate the Beacon frame.
Beacon protection is not applicable to IBSS and MBSS.
Instruct the editor to insert a new bullet at the end of the first paragraph in 12.7.1.1 General in 12.7 Keys and key distribution as follows: 
· Integrity GTK (IGTK), a hierarchy consisting of a single key to provide integrity protection for group addressed robust Management frames

d) BIGTK, a hierarchy consisting of a single key to provide for integrity protection for Beacon frames
Instruct the editor to add a new subclause at the end of 12.7.1 as follows: 
12.7.1.x Beacon protection key (BIGTK) hierarchy

The Authenticator shall select the BIGTK as a random value each time it is generated.

The Authenticator may update the BIGTK for any reason, including:

a) The disassociation or deauthentication of a STA.

b) An event within the SME that triggers a group key handshake.
c) The reception of a WNM Notification Request frame indicating beacon protection failure. .
The BIGTK is configured via the MLME-SETKEYS.request primitive; see 6.3.19 (SetKeys). The BIGTK configuration is described in the EAPOL-Key state machines; see 12.7.9 (RSNA Supplicant key management state machine) and 12.7.10 (RSNA Authenticator key management state machine).

The BIPN is used to provide replay protection.
Instruct the editor change Table 12-7—KDE in 12.7.2 as follows: 
	· KDE

	OUI
	Data type
	Meaning

	00-0F-AC
	0
	Reserved

	... ...
	... ...
	... ...

	00-0F-AC
	13
	OCI KDE

	00-0F-AC
	14
	BIGTK KDE

	00-0F-AC
	14 15–255
	Reserved

	Other OUI or CID
	Any
	Vendor specific


Instruct the editor to add a paragraph and figure at the end of 12.7.2 EAPOL-Key frames as follows: 

The format of the BIGTK KDE is shown in Figure 12-xx (BIGTK KDE format). 
The BIPN corresponds to the BIPN value that was carried in the Management MIC element of the last protected Beacon frame and it is used by the receiver as the initial value for the BIP replay counter for the BIGTK.
	
	Key ID
	BIPN
	BIGTK

	Octets:
	2
	6
	(Length – 12)


Figure 12-xx BIGTK KDE format
Instruct the editor to change 12.7.4 EAPOL-Key frame notation as follows:
… …


IGTK[M]

is the IGTK, with key identifier field set to M.


IPN

is the current IGTK replay counter value provided by the IGTK KDE

BIGTK[Q] 

is the BIGTK, with the key identifier field set to Q

BIPN


is the current BIGTK replay counter value provided by the BIGTK KDE


… …
Instruct the editor to change the second paragraph in 12.7.6.1 - 4-way handshake/General as follows:
The FT initial mobility domain association uses the FT 4-way handshake to establish an initial PTKSA, GTKSA and, if management frame protection is enabled, an IGTKSA, and if beacon protection is enabled, a BIGTKSA, that is based on this protocol. The FT 4-way handshake protocol is described in 13.4 (FT initial mobility domain association).

Instruct the editor to change 12.7.6.4 - 4-way handshake message 3 as follows: 
... ... 

· For PTK generation for the current operating band, the AP’s Beacon/Probe Response frame’s RSNE for the current operating band, and, optionally, a second RSNE that is the Authenticator’s pairwise cipher suite assignment for the current operating band, and, if a group cipher has been negotiated, the GTK and the GTK’s key identifier (see 12.7.2 (EAPOL-Key frames)) for the current operating band, and if management frame protection is negotiated, the IGTK KDE, and if beacon protection is enabled, the BIGTK KDE, and when this message 3 is part of a fast BSS transition initial mobility domain association or an association started through the FT protocol, the PMKR1Name calculated according to the procedures of 12.7.1.6.4 (PMK-R1). in the PMKID field of the RSNE and the FTE with the same contents as in the (Re)Association Response frame, the MDE with the same contents as in the (Re)Association Response frame, the reassociation deadline timeout set to the minimum of dot11FTReassociationDeadline and the key lifetime in the TIE[ReassociationDeadline], and the PTK lifetime in the TIE[KeyLifetime]; or

... ... 

Instruct the editor to change the e bullet in 12.7.6.7 Sample 4-way handshake as follows: 
e) The Authenticator sends an EAPOL-Key frame containing ANonce, the RSNE from its Beacon or Probe Response frames, the MIC, the GTK, an indication of whether to install the temporal keys, if management frame protection is negotiated, the IGTK, and if beacon protection is enabled, the BIGTK.

Instruct the editor to change 12.7.7 Group key handshake.. 12.7.7.1 General as follows:
· General
The Authenticator uses the Group key handshake to send a new GTK and, if management frame protection is negotiated, a new IGTK and, if beacon protection is enabled, a new BIGTK to the Supplicant.

The Authenticator may initiate the exchange when a Supplicant is disassociated or deauthenticated.

Message 1: Authenticator   Supplicant:

EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC, {GTK[N], IGTK[M], BIGTK[Q]})(#1365)

Message 2: Supplicant   Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,{})(#1365)

 Here, the following assumptions apply:

— Key RSC denotes the last TSC or PN sent using the GTK.

— GTK[N] denotes the GTK with its key identifier as defined in 12.7.2 (EAPOL-Key frames) using

the KEK defined in 12.7.1.3 (Pairwise key hierarchy) and associated IV.

— IGTK[M], when present, denotes the IGTK with its key identifier as defined in 12.7.2 (EAPOL-Key frames) using the KEK defined in 12.7.1.3 (Pairwise key hierarchy) and associated IV.

— BIGTK[Q], when present, denotes the BIGTK with its key identifier as defined in 12.7.2 (EAPOL-Key frames) using the KEK defined in 12.7.1.3 (Pairwise key hierarchy) and associated IV.

… … 

Instruct the editor to change 12.7.7.2 Group key handshake message 1 as follows: 
… … 

— When present, IGTK, IGTK’s key identifier, and IPN (see 12.7.2 (EAPOL-Key frames))

— When present, BIGTK, BIGTK’s key identifier, and BIPN (see 12.7.2 (EAPOL-Key frames))

— OCI KDE when dot11RSNAOperatingChannelValidationActivated on the

Authenticator(M58)

The Authenticator sends message 1 to the Supplicant.

On reception of message 1, the Supplicant:

… …
 d) Uses the MLME-SETKEYS.request primitive to configure the temporal GTK, the IGTK when present, IGTK and the BIGTK if beacon protection is enabled, BIGTKinto its IEEE 802.11 MAC.

e) Responds by creating and sending message 2 of the group key handshake to the Authenticator and incrementing the replay counter.

… …
Instruct the editor to change the second paragraph in 12.7.7.4 as follows:

To prevent key reinstallation attacks, the Supplicant shall maintain a copy of the most recent GTK key, and most recent IGTK key, and most recent BIGTK, installed as a result of receipt of EAPOL-Key frames. The Supplicant shall not install a GTK, or an IGTK or a BIGTK when the key to be set matches either of these two keys (see 6.3.19 (SetKeys)). 

Instruct the editor to change 12.7.7.5 Sample group key handshake as follows:
… …

The following steps occur:

a) The Authenticator generates a new GTK,  a new IGTK when management frame protection has been

negotiated, a new IGTK, a new BIGTK and when beacon protection is enabledBIGTK. It encapsulates the GTK and, as necessary, the IGTK, and the BIGTK (if any).  and It sends an EAPOL-Key frame containing the GTK, and IGTK and BIGTK (message 1), along with the last TSC or PN used with the GTK (RSC), and the last IPN used with the IGTK and the last BIPN used with the BIGTK.

b) On receiving the EAPOL-Key frame, the Supplicant validates the MIC, decapsulates the GTK, the IGTK when present, the IGTK and, the BIGTK when present and dot11BeaconProtectionEnabled is trueBIGTK, and uses the MLME-SETKEYS.request primitive to configure the GTK, PN, IGTK, RSC, and IPN, BIGTK and BIPN in its STA..

c) The Supplicant then constructs and sends an EAPOL-Key frame in acknowledgment to the

Authenticator.

d) On receiving the EAPOL-Key frame, the Authenticator validates the MIC. If the GTK and, the IGTK if

present, the IGTK, and the BIGTK if present and beacon protection is enabled, BIGTKare is not already configured into IEEE 802.11 MAC, after the Authenticator has delivered the GTK, and IGTK and BIGTK to all associated STAs, it uses the MLME-SETKEYS.request primitive to configure the GTK and IGTK them.
Instruct the editor to replace figure 12-48 Sample group key handshake with the figure as follows: 
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Instruct the editor to change 12.7.9.4 Supplicant state machine procedures as follows:
… …

When processing 4-way handshake message 3, the GTK, and IGTK and BIGTK if present are decrypted from the EAPOLKey frame and installed. The PTK shall be installed before the GTK and IGTK.

… … 

Instruct the editor to add a new subclause at the end of 12.8 as follows: 
12.8.x Mapping BIGTK to BIP keys

See 12.7.1.x (BIGTK Beacon protection key hierarchy) for the definition of the BIGTK. A STA shall use bits 0-127 of the BIGTK as the AES-128-CMAC key, bits 0-127 of the BIGTK as the AES-128-GMAC key, bits 0-255 of the BIGTK as the AES-256-GMAC key, and bits 0-255 of the BIGTK as the AES-256-CMAC key.

Instruct the editor to delete clause 12.9.2.3, 12.9.2.5, 12.9.2.7, and 12.9.2.9.
Instruct the editor to the last paragraph in 12.12.2.1 as follows: 

To prevent key reinstallation attacks, the non-AP STA shall maintain a copy of the most recent GTK, and most recent IGTK and most recent BIGTK installed as part of the FILS authentication protocol as if they were installed as a result of receipt of EAPOL-Key frames (see Error! Reference source not found.) and shall refuse to update a GTK, or IGTK or BIGTK when the key to be set matches either one of these two keys (see 6.3.19 (SetKeys)).

Instruct the editor to the second paragraph and the last paragraph in 12.12.2.6.3 (Re)Association Response for FILS confirmation- as follows: 
… …

The AP constructs a Key Delivery element indicating the current GTK and Key RSC, the current IGTK and IPN if management frame protection is enabled, and the current BIGTK and BIPN if beacon protection is enabled. The GTK is carried in a GTK KDE with Tx subfield equal to 0. The IGTK and IPN are carried in an IGTK KDE. The BIGTK and BIPN are carried in a BIGTK KDE. The AP puts this element into the (Re)Association Response frame.

… …

Upon successful completion of the FILS authentication procedure, the STA shall process the Key Delivery element in the (Re)Association Response frame. The STA installs the GTK and key RSC, and IGTK and IPN if management frame protection is enabled, and BIGTK and BIPN if present in the key delivery element and dot11BeaconProtectionEnabled is true. 
Instruct the editor to change 13.2.2 Authenticator key holders as follows:
… …

The R1KH shall meet the following requirements:

— The R1KH-ID shall be set to a MAC address of the physical entity that stores the PMK-R1 and uses it to generate the PTK. That same MAC address shall be used to advertise the PMK-R1 identity to the STA and the R0KH.

— The R1KH shall derive and distribute the GTK and IGTK to all connected STAs.

— If beacon protection is enabled, the R1KH shall derive and distribute the BIGTK and BIPN to all connected STAs.

… …
Instruct the editor to change 13.4.2 FT initial mobility domain association in an RSN as follows:
… …

The R1KH and S1KH then perform an FT 4-way handshake. (#1365) The EAPOL-Key frame notation is defined in 12.7.4 (EAPOL-Key frame notation).

R1KH S1KH: EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0, {})

S1KH R1KH: EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, {RSNE[PMKR1Name], MDE,

GTK[N], IGTK[M], FTE, TIE[ReassociationDeadline],

TIE[KeyLifetime], RSNE[PMKR1Name], MDE, FTE})

R1KH S1KH: EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, {RSNE[PMKR1Name], MDE,

GTK[N], IGTK[M], BIGTK[Q], FTE, TIE[ReassociationDeadline],

TIE[KeyLifetime]})

S1KH R1KH: EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC, {})

The message sequence is described in 12.7.6 (4-way handshake).

… …

Instruct the editor to change the last paragraph in 13.5.1 as follows:
(#1321)To prevent key reinstallation attacks, the non-AP STA shall maintain a copy of the most recent GTK, and IGTK, and BIGTK when present, installed as part of the FT protocol as if they were installed as a result of receipt of EAPOL-Key frames (see 12.7.7.4 (Group key handshake implementation considerations)) and shall refuse to update a GTK, or an IGTK, or a BIGTK when the key to be set matches either one of these two keys (see 6.3.19 (SetKeys)).

Instruct the editor to change 13.6.2 Over-the-air fast BSS transition with resource request - as follows: 
… …

In an RSN, on successful completion of the FT authentication exchange of the FT resource request protocol, the PTKSA has been established and proven live. The key replay counter shall be initialized to 0, and the subsequent EAPOL-Key frames (e.g., GTK, and IGTK and BIGTK updates) shall use the key replay counter to detect and discard replays.

… …

Instruct the editor to change 13.6.3 Over-the-DS fast BSS transition with resource request as follows: 

… …

In an RSN, on successful completion of the FT Confirm/Acknowledgment frame exchange, the PTKSA has been established and proven live. The key replay counter shall be initialized to 0, and the subsequent EAPOL-Key frames (e.g., GTK, and IGTK and BIGTK updates) shall use the key replay counter to detect and discard replays.

… …

Instruct the editor to change 13.7.1 FT reassociation in an RSN as follows: 
… …

The FTO shall perform a reassociation directly with the target AP via the following exchange:

FTOTarget AP: Reassociation Request (RSNE[PMKR1Name], MDE, FTE[MIC, ANonce,

SNonce, R1KH-ID, R0KH-ID], RIC-Request)

Target APFTO: Reassociation Response (RSNE[PMKR1Name], MDE, FTE[MIC, ANonce,

SNonce, R1KH-ID, R0KH-ID, GTK[N], IGTK[M], BIGTK[Q]], RIC-Response)
… …

Instruct the editor to change 13.8.5 FT authentication sequence: contents of fourth message as follows: 
… … 

· When this message of the authentication sequence appears in a Reassociation Response frame, the Optional Parameter(s) field in the FTE may include the GTK, and IGTK and BIGTK subelements. If a GTK, or an IGTK or a BIGTK are included, (#102)the Key field of the subelement shall be encrypted using KEK (#102)(when the negotiated AKM is 00-0F-AC:3, 00-0F-AC:4, 00-0F-AC:9, or 00-0F-AC:13) or KEK2 (when the negotiated AKM is 00-0F-AC:16 or 00-0F-AC:17) and the NIST AES key wrap algorithm. The Key field shall be padded before encrypting if the key length is less than 16 octets or if it is not a multiple of 8. The padding consists of appending a single octet 0xdd followed by zero or more 0x00 octets. When processing a received message, the receiver shall ignore this trailing padding. Addition of padding does not change the value of the Key Length field. Note that the length of the encrypted Key field can be determined from the length of the GTK, or IGTK or BIGTK subelement.

... ... 
Instruct the editor to modify C.3 as follows:

C.3 MIB detail

Dot11StationConfigEntry::=

    SEQUENCE {

......

dot11BeaconProtectionEnabled


TruthValue }

dot11BeaconProtectionEnabled OBJECT-TYPE


SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current


DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect as soon as practical in the implementation.

This variable indicates whether beacon protection is enabled. If dot11BeaconProtectionEnabled is true for an AP, beacon protection is enabled on transmission. If dot11BeaconProtectionEnabled is true for a non-AP STA and the STA receives a BIGTK from the AP with which it is associated,  beacon protection is enabled on reception.  Otherwise, beacon protection is disabled."
.


::= { dot11StationConfigEntry <ANA>}

DEFVAL { false }
Instruct the editor to insert a new row after the row of PC.34.1.10.1.1 in the table of B.4.4.1 MAC protocol capabilities as follows: 
	PC 34.1.10.1.2 
	Beacon protection
	11.xx; 12.6.x
	PC34.1.10.1:O
	Yes  No  N/A 


Note to TGmd Editor: following changes are related to WNM Notification.

Instruct the editor to modify 4.3.19.22 as follows:

4.3.19.22 WNM notification

WNM notification provides a mechanism for a STA to notify another STA of a management event. One event is defined: firmware update notification. The follow events are defined: 
· firmware update notification

· beacon protection failure 
Instruct the editor to modify 9.6.13.29 as follows:

· WNM Notification Request frame format
The format of the WNM Notification Request Action field is shown in Figure 9-905 (WNM Notification Request Action field format).

	
	Category
	WNM Action
	Dialog Token
	Type
	Optional Subelements

	Octets:
	1
	1
	1
	1
	variable

	· WNM Notification Request Action field format


The Category field is defined in 9.4.1.11 (Action field). 

The WNM Action field is defined in Error! Reference source not found..

The Dialog Token field is set to a nonzero value chosen by the STA sending the WNM notification request to identify the request/response transaction.

The Type field indicates the type of WNM notification, as defined in Table 9-424 WNM notification type. 

	· Table 9-424 WNM notification type

	Value
	Description 

	0
	Firmware Update Notification

	<ANA-1>
	Reserved

	<ANA>
	Beacon Protection Failure

	<ANA+1>–220
	Reserved

	221
	Vendor Specific

	222–255
	Reserved


The Optional Subelements field contains zero or more subelements. The subelement format and ordering of subelements are defined in 9.4.3 (Subelements).

The Subelement ID field values for the defined subelements are shown in Optional subelement IDs for WNM Notification Request.
	· Optional subelement IDs for WNM Notification Request

	Subelement ID
	Name
	Extensible

	0
	AP Descriptor
	

	1
	Firmware Version—Current
	

	2
	Firmware Version—New
	

	3–255
	Reserved
	


When the Type field is 0, the AP Descriptor, Firmware Version—Current, and Firmware Version—New optional subelements are included in the WNM Notification Request frame. The AP descriptor field format is as defined in Figure 9-408 (AP Descriptor subelement format). The Firmware Version—Current subelement contains the current firmware version, in the Firmware Version subelement format defined in Figure 9-414 (Firmware Version subelement format). The Firmware Version—New subelement contains the new firmware version, in the Firmware Version subelement format defined in Figure 9-414 (Firmware Version subelement format).

When the Type field is <ANA>, the AP Descriptor, Firmware Version—Current, and Firmware Version—New optional subelements are not included in the WNM Notification Request frame.
Instruct the editor to modify 11.22.17 as follows:

· WNM notification
Implementation of the WNM notification capability is optional for a WNM STA. A STA that implements the WNM notification capability has dot11WNMNotificationImplemented equal to true. When dot11WNMNotificationImplemented is true, dot11WirelessManagementImplemented shall be true. A STA in which dot11WNMNotificationActivated is true is defined as a STA that supports WNM notification. The STA shall set to 1 the WNM Notification field of the Extended Capabilities elements that it transmits.

A STA that supports WNM notification reporting may send a WNM Notification Request or Response frame to a STA within the same infrastructure BSS or the same IBSS whose most recently last received Extended Capabilities element contained a value of 1 for the WNM Notification field in the Extended Capabilities field; it shall not send a WNM Notification Request or Response frame otherwise. 

A STA shall transmit both the WNM Notification Request frame and the WNM Notification Response frame with an individually addressed destination address. 

The WNM notification capability enables a STA to indicate the following management information, including information about its firmware to a peer STA:
a) information about its firmware
b) beacon protection failure
Use of the information provided is outside the scope of this standard. A non-AP STA that supports WNM notification and receives a WNM Notification Request frame with the Type field equal to 0 shall respond with a WNM Notification Response frame with the Response Status field set to 0.

Abstract





This document provides normative text proposal for Beacon Protection and addresses comment resolutions for LB236 CID 2116 (GEN) and CID 2673 (MAC). The document is based on REVmd D2.0 by default, otherwise specified. 








Summary:


Use BIP for beacon protection


CMAC/GMAC for MIC calculation


A new key BIGTK (beacon integrity group temporal key) to compute MIC


BIGTK packet number (BIPN) for Beacon frame reply protection 


The generation and distribution of BIGTK is similar to IGTK’s.  


Add a new bit “Beacon Protection Enabled” in the Extended Capabilities element for AP to advertise that beacon protection is enabled on the transmission of Beacon frame. 





Note that this new key approach enables beacon protection in multiple BSSID scenearios. 
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Supplicant
Authenticator
Generate GTK, IGTK, BIGTK
Encrypt GTK, IGTK, BIGTK with KEK
Message 1: EAPOL-Key(Encrypted GTK, Encrypted IGTK, Encrypted BIGTK, Group, MIC)
Message 2: EAPOL-Key(Group, MIC)
Install GTK, IGTK, and BIGTK



IEEE Std 802.11 Station
IEEE Std 802.1X Supplicant
IEEE Std 802.11Access Point
IEEE Std 802.1X Authenticator
EAPOL-Key( 1,1,1,0,0,0, KeyRSC, 0, MIC, GTK[KeyIDGTK], IGTK[KeyIDIGTK],  BIGTK[KeyIDBIGTK])
Decrypt GTK and set KeyIDGTK
Decrypt IGTK and set KeyIDIGTK
Decrypt BIGTK and set KeyIDBIGTK
EAPOL-Key( 1,1,0,0,0,0, 0, 0, MIC,0)
Set  GTK in KeyIDGTK
Set IGTK in KeyIDIGTK
Set BIGTK in KeyIDBIGTK



Supplicant
Authenticator
Key (PMK) is known
Generate SNonce
Key (PMK) is known
Generate ANonce
Message 1: EAPOL-Key(ANonce, Individual)
Derive PTK
Message 2: EAPOL-Key(SNonce, Individual, MIC)
Derive PTK
If needed 
Generate GTK, IGTK and BIGTK
Message 3: EAPOL-Key(Install PTK, Individual, MIC, Encrypted (GTK, IGTK, BIGTK))
Message 4: EAPOL-Key(Individual, MIC)
Install PTK, GTK, IGTK, and BIGTK
Install PTK, GTK, and BIGTK
IEEE 802.1X Controlled port unblocked



