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	CID
	Clause
	Page
	Line
	Comment
	Proposed Change

	2719
	12.5.3.2
	2562
	1
	Paragraphs on P2562 L1 and L20-L25 are related to PV0 MPDU. The text on P2561 L59-L64 and Figure 12-17, relating to PV1 MPDU (11ah), should be inserted after all descriptions of PV0 MPDU are completed.
	Move the text on P2561 L59-L64 and Figure 12-17 to be after the paragraph on P2562 L20-L25.

	2720
	12.5.3.3
	2562
	28
	There is a clause 12.5.3.4.5 (Construct CCMP header) describing the CCMP header construction (for PV0 MPDUs). So, the best place to insert the 11ah material in the current clause 12.5.3.3 (Construction of the CCMP header for PV1 MPDUs) is after the current clause 12.5.3.4.5.
	Make the current clause 12.5.3.3 the new clause 12.5.3.4.6, renumber the current clause 12.5.3.4.6 to 12.5.3.4.7, add "for PV0 MPDUs" to the title of the current clause 12.5.3.4.5. Then, renumber the entire clause 12.5.3.4 to 12.5.3.3, and renumber the entire clause 12.5.3.5 to 12.5.3.4. Update all references to the affected subclauses accordingly.


Discussions

· CID 2719 is basically editorial.
· CID 2720 suggests 12.5.3.3 is inserted in a wrong place and proposes changes to the sequence of subclauses under 12.5.3, as highlighted below: 
· CTR with CBC-MAC protocol (CCMP)

· General

· CCMP MPDU format

· 
· 12.5.3.3 CCMP cryptographic encapsulation

· 12.5.3.3.1 General

· 12.5.3.3.2 PN processing

· 12.5.3.3.3 Construct AAD

· 12.5.3.3.4 Construct CCM nonce

· 12.5.3.3.5 Construct CCMP header for PV0 MPDUs(11ah)
· 12.5.3.3.6 Construction of the CCMP header for PV1 MPDUs(11ah)

· 12.5.3.3.7 CCM originator processing

· 12.5.3.4 CCMP decapsulation

· 12.5.3.4.1 General

· 12.5.3.4.2 CCM recipient processing

· 12.5.3.4.3 Decrypted CCMP MPDU

· 12.5.3.4.4 PN and replay detection

· Detailed instruction and text changes begin on the next page.

<Instruction to Editor: modify subclauses 12.5.3.2 to 12.5.3.5 in P802.11 REVmd D2.1, as highlighted below. In addition, ensure that all references (such as in Clause 9, other parts of Clause 12, and Annex B) to the subclauses, the number of which has been modified by this document, are updated accordingly throughout the next revision of REVmd.>
· CCMP MPDU format

Figure 12-16 (Expanded CCMP MPDU) depicts the MPDU when using CCMP.

[image: image1.wmf]Figure 12-16—Expanded CCMP MPDU


(11ah)For secure PV0 MPDUs, CCMP-128 processing expands the original MPDU size by 16 octets, 8 octets for the CCMP Header field and 8 octets for the MIC field. CCMP-256 processing expands the original MPDU size by 24 octets, 8 octets for the CCMP Header field, and 16 octets for the MIC field. The CCMP Header field is constructed from the PN, ExtIV, and Key ID subfields. PN is a 48-bit PN represented as an array of 6 octets. PN5 is the most significant octet of the PN, and PN0 is the least significant. 


(11ah)Note that CCMP does not use the WEP ICV.


The ExtIV subfield (bit 5) of the Key ID octet signals that the CCMP Header field extends the MPDU header by a total of 8 octets, compared to the 4 octets added to the MPDU header when WEP is used. The ExtIV bit (bit 5) is always set to 1 for CCMP.

Bits 6–7 of the Key ID octet are for the Key ID subfield.
(11ah)The CCMP header is not included in secure PV1 MPDUs, but constructed locally at the STA as defined in 12.5.3.3.6 (Construct CCMP header for PV1 MPDUs(11ah)). For secure PV1 MPDUs, CCMP-128 processing expands the original MPDU size by 8 octets for the MIC field. CCMP-256 processing expands the original MPDU size by 16 octets for the MIC field. Figure 12-17 (Expanded PV1 CCMP MPDU(11ah)) depicts the PV1 MPDU when using CCMP.

[image: image3.wmf]Figure 12-17—Expanded PV1 CCMP MPDU
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· 12.5.3.3 CCMP cryptographic encapsulation

· 12.5.3.3.1 General

The CCMP cryptographic encapsulation process is depicted in Figure 12-18 (CCMP encapsulation block diagram). [image: image4.wmf]Figure 12-18—CCMP encapsulation block diagram


· (11ah)For secure PV0 MPDUs, CCMP encrypts the Frame Body field of a plaintext MPDU and encapsulates the resulting cipher text using the following steps:

· Increment the PN, to obtain a fresh PN for each MPDU, so that the PN never repeats for the same temporal key. Note that retransmitted MPDUs are not modified on retransmission.

· Use the fields in the MPDU header to construct the additional authentication data (AAD) for CCM. The CCM algorithm provides integrity protection for the fields included in the AAD. MPDU header fields that may change when retransmitted are muted by being masked to 0 when calculating the AAD.

· Construct the CCM nonce block from the PN, A2, and the priority value of the MPDU where A2 is MPDU Address 2. If the Type field of the Frame Control field is 10 (Data frame) and there is a QoS Control field present in the MPDU header, the priority value of the MPDU is equal to the value of the QC field TID (bits 0 to 3 of the QC field). If the Type field of the Frame Control field is 00 (Management frame), and the frame is a QMF, the priority value of the MPDU is equal to the value in the ACI subfield of the Sequence Number field. Otherwise, the priority value of the MPDU is equal to the fixed value 0.

· Place the new PN and the key identifier into the 8-octet CCMP header.

· Use the temporal key, AAD, nonce, and MPDU data to form the cipher text and MIC. This step is known as CCM originator processing.

· Form the encrypted MPDU by combining the original MPDU header, the CCMP header, the encrypted data and MIC, as described in 12.5.3.2 (CCMP MPDU format).

· (11ah)For secure PV1 MPDUs, CCMP encrypts the Frame Body field of a plaintext MPDU and encapsulates the resulting cipher text using the following steps:

· When the (Ed)sequence number of the MPDU is less than the previous (Ed)sequence number and satisfies the BPN update conditions in 12.5.3.3.6 (Construct CCMP header for PV1 MPDUs(11ah)) for that TID/ACI, increment the base PN so that the PN never repeats for the same temporal key and TID/ACI. Note that retransmitted MPDUs are not modified on retransmission. 

· Use the fields in the MPDU header to construct the AAD for CCM. The CCM algorithm provides integrity protection for the fields included in the AAD. MPDU header fields that might change when retransmitted are muted by being masked to 0 when calculating the AAD.

· Construct the CCMP header as defined in 12.5.3.3.6 (Construct CCMP header for PV1 MPDUs(11ah)). If the Type field of the Frame Control field is 001 (Management frame) and the frame is a QMF, the priority value of the MPDU is equal to the value in the ACI subfield of the Sequence Number field. Otherwise, the priority value of the MPDU is equal to the fixed value 0.

· Construct the CCM nonce block from the PN, the A2, and the Priority field of the MPDU where A2 is the STA MAC address identified by MPDU Address 2.

· Use the temporal key, AAD, nonce, and MPDU data to form the cipher text and MIC. This step is known as CCM originator processing.

· Form the encrypted MPDU by combining the original MPDU header, the encrypted data, and the MIC, as described in 12.5.3.2 (CCMP MPDU format).

The CCM reference describes the processing of the key, nonce, AAD, and data to produce the encrypted output. See 12.5.3.3.2 (PN processing) to 12.5.3.3.6 (CCM originator processing) for details of the creation of the AAD and nonce from the MPDU and the associated MPDU-specific processing.

· 12.5.3.3.2 PN processing

The PN is incremented by a positive number for each MPDU. The PN shall be incremented in steps of 1 for constituent MPDUs of fragmented MSDUs and MMPDUs. (11ah)For PV0 MPDUs, the PN shall never repeat for a series of encrypted MPDUs using the same temporal key. (11ah)For PV1 MPDUs, the PN shall never repeat for a series of encrypted MPDUs using the same temporal key and TID/ACI.

NOTE—When a group addressed MSDU is retransmitted using GCR, it is concealed from non-GCR capable STAs using the procedures described in 11.22.16.3.5 (Concealment of GCR transmissions). The MPDU containing this concealed A‑MSDU has a different PN from the MPDU that contained the original transmission of the group addressed MSDU.

· 12.5.3.3.3 Construct AAD

· (11ah)For PV0 MPDUs, the format of the AAD is shown in Figure 12-19 (AAD construction for PV0 MPDUs(11ah)). The length of the AAD for PV0 varies depending on the presence or absence of the QC and A4 fields and is shown in Table 12-1 (AAD length for PV0 MPDUs(11ah)).

	
	FC
	A1
	A2
	A3
	SC
	A4
	QC

	Octets:
	2
	6
	6
	6
	2
	6
	2

	· AAD construction for PV0 MPDUs(11ah)


	· AAD length for PV0 MPDUs(11ah)

	QC field
	A4 field
	AAD length
(octets)

	Absent
	Absent
	22

	Present
	Absent
	24

	Absent
	Present
	28

	Present
	Present
	30


The AAD is constructed from the MPDU header. The AAD does not include the header Duration field, because the Duration field value might change due to normal IEEE 802.11 operation (e.g., a rate change during retransmission). The AAD includes neither the Duration/ID field nor the HT Control field because the contents of these fields might change during normal operation (e.g., due to a rate change preceding retransmission). The HT Control field might also be inserted or removed during normal operation (e.g., retransmission of an A MPDU where the original A MPDU included an MRQ that has already generated a response). For similar reasons, several subfields in the Frame Control field are masked to 0. (11ah)For PV0 MPDUs, the AAD construction is performed as follows:

· (11ah)FC – MPDU Frame Control field, with

· Subtype subfield (bits 4 5 6) in a Data frame masked to 0

· Retry subfield (bit 11) masked to 0

· Power Management subfield (bit 12) masked to 0

· More Data subfield (bit 13) masked to 0

· Protected Frame subfield (bit 14) always set to 1

· +HTC(#66) subfield (bit 15) as follows:

· Masked to 0 in all Data frames containing a QoS Control field

· Unmasked otherwise

· (11ah)A1 – MPDU Address 1 field.

· (11ah)A2 – MPDU Address 2 field.

· (11ah)A3 – MPDU Address 3 field.

· (11ah)SC – MPDU Sequence Control field, with the Sequence Number subfield (bits 4–15 of the Sequence Control field) masked to 0. The Fragment Number subfield is not modified.

· (11ah)A4 – MPDU Address field, if present.

· (11ah)QC – QoS Control field, if present, a 2-octet field that includes the MSDU priority. The QC TID is used in the construction of the AAD. When in a non-DMG BSS and both the STA and its peer have their SPP A-MSDU Capable fields equal to 1, bit 7 (the A-MSDU Present field) is used in the construction of the AAD. The remaining QC fields are masked to 0 for the AAD calculation (bits 4 to 6, bits 8 to 15, and bit 7 when either the STA or its peer has the SPP A-MSDU Capable field equal to 0). When in a DMG BSS, the A-MSDU Present bit 7 and A-MSDU Type bit 8 are used in the construction of the AAD, and the remaining QC fields are masked to 0 for the AAD calculation (bits 4 to 6, bits 9 to 15).

· (11ah)For PV1 MPDUs, the format of the AAD is shown in Figure 12-20 (AAD construction for PV1 MPDUs(11ah)).

	
	FC
	A1
	A2
	SC
	A3
	A4

	Octets:
	2
	6
	6
	2
	0 or 6
	0 or 2

	· AAD construction for PV1 MPDUs(11ah)


For PV1 MPDUs, the length of the AAD varies depending on the presence or absence of the A3 and A4 fields and is shown in Table 12-2 (AAD length for PV1 MPDUs(11ah))..
	· AAD length for PV1 MPDUs(11ah)

	Type subfield in the Frame Control
	A3 field in uncompressed header
	A4 field in uncompressed header
	AAD length 
(octets)

	0, 1 or 3
	Absent
	Absent
	16

	0, 1 or 3
	Present
	Absent
	22

	0 or 3
	Absent
	Present
	22

	0 or 3
	Present
	Present
	28


(11ah)For PV1 MPDUs, AAD construction is performed as follows:

· FC – MPDU Frame Control field, with

· Power Management subfield (bit 10) masked to 0

· More Data subfield (bit 11) masked to 0

· Protected Frame subfield (bit 12) always set to 1

· EOSP subfield (bit 13) masked to 0

· Relayed Frame subfield (bit 14) masked to 0

· Ack Policy Indicator subfield (bit 15) masked to 0(#1415)

· A1 – MPDU Address 1 field if it contains a MAC address; otherwise, the MAC address that corresponds to the AID value contained in the SID field of the A1 field.

· A2 – MPDU Address 2 field if it contains a MAC address; otherwise, the MAC address corresponding to the AID value contained in the SID field of the A2 field.

· A3 – MPDU Address 3 field if present in the MPDU, the value of A3 stored at the receiver if A3 is stored at the receiver and is not present in the MPDU (see 10.59 (Generation of PV1 MPDUs and header compression procedure(11ah))); otherwise, not present.

· A4 – MPDU Address 4 field if present in the MPDU, the value of A4 stored at the receiver if A4 is stored at the receiver and is not present in the MPDU (see 10.59 (Generation of PV1 MPDUs and header compression procedure(11ah))); otherwise, not present.

· SC – MPDU Sequence Control field, with the Sequence Number subfield (bits 4–15 of the Sequence Control field) masked to 0. The Fragment Number subfield is not modified.

· 12.5.3.3.4 Construct CCM nonce

The Nonce field occupies 13 octets, and its structure is shown in Figure 12-21 (Nonce field(#1406)(11ah)). The structure of the Nonce Flags subfield of the Nonce field is shown in Figure 12-22 (Nonce Flags subfield(11ah)).

	
	Nonce Flags
	STA MAC Address Identified By A2
	PN

	Octets:
	1
	6
	6

	· Nonce field(#1406)(11ah)

	
	B0         B3
	B4
	B5
	B6         B7

	
	Priority
	Management
	PV1
	Zeros

	Bits:
	4
	1
	1
	2

	· Nonce Flags subfield(11ah)


The Nonce field has an internal structure of Nonce Flags || (11ah)STA MAC Address Identified By A2 || PN, where

· The Priority subfield of the Nonce Flags field shall be set to the priority value of the MPDU.

· When management frame protection is negotiated, the Management field of the Nonce Flags field shall be set to 1 if the (11ah)PV0 MPDU’s Type field of the Frame Control field is 00 (Management frame) (11ah)or the PV1 MPDU’s Type field of the Frame Control field is 001 (Management frame); otherwise, it shall be set to 0.

· (11ah)The PV1 subfield of the Nonce Flags field shall be set to 1 when the Protocol Version field of the Frame Control field of the MPDU header is equal to 1. The PV1 subfield of the Nonce Flags field shall be set to 0 otherwise.

· Bits (11ah)6 to 7 of the Nonce Flags field shall be set to 0.

· (11ah)STA MAC Address Identified By A2 field occupies octets 1–6. This shall be encoded with the octets ordered with (11ah)STA MAC Address Identified By A2 octet 0 at octet index 1 and (11ah)STA MAC Address Identified By A2 octet 5 at octet index 6.

· The PN field occupies octets 7–12. The octets of PN shall be ordered so that PN0 is at octet index 12 and PN5 is at octet index 7.

· 12.5.3.3.5 Construct CCMP header for PV0 MPDUs(11ah)
The format of the 8-octet CCMP header is given in 12.5.3.2 (CCMP MPDU format). The header encodes the PN, Key ID, and ExtIV field values used to encrypt the MPDU.
· 12.5.3.3.6 Construction of the CCMP header for PV1 MPDUs(11ah)

The CCMP header is not present in secure PV1 MPDUs, but constructed locally at the STA as follows:

· The PN is composed of the Sequence Control (SC) field and a base PN (BPN), as SC||BPN, where

· The Sequence Control field is present in the MPDU header

· PN0||PN1 = SC with the FN subfield masked to 0 when the PV1 MPDU is carried in an A‑MPDU that is not an S-MPDU

· The base PN is retrieved from the local storage at the receiver

· PN2||PN3||PN4||PN5 = BPN

· PN = PN0||PN1|| PN2||PN3||PN4||PN5 (= SC||BPN)

· The Key ID is retrieved from the local storage at the receiver

The locally stored BPN and Key ID are initialized at 0 when (#1026)PTKSA is established.

The locally stored BPN shall be incremented by 1 when the sequence number of the MPDU is less than the previous sequence number for that TID/ACI if any of the following two conditions is satisfied:

· Block Ack is not used

· Block Ack is used but decryption occurs after Block Ack reordering

When Block Ack is used and decryption occurs before Block Ack reordering, the BPN may be updated as follows. The receiver maintains a sequence number window of size w, which is equal to twice the Block Ack reorder window. The sequence number window has a lower edge a and an upper edge b. For a received sequence number SN (as part of the received sequence control field SC), the associated packet number (PN) is determined as follows (where(Ed) b is initialized as b = 0):

· if (b ≥ w) then

· a = b − w

· if (SN < a) then BPN = BPN + 1

· PN = SC||BPN

· if not (a < SN < b) then b = SN

· else (i.e., b < w) then

· a = b − w + 212

· if (SN < a) then PN = SC||BPN

· if (SN ≥ a) then PN = SC||(BPN − 1)

· if (b < SN < a) then b = SN

The BPN can also be updated explicitly through a header compression request/response exchange, as defined in 10.59 (Generation of PV1 MPDUs and header compression procedure(11ah)).
· 12.5.3.3.7 CCM originator processing

CCM is a generic authenticate-and-encrypt block cipher mode, and in this standard, CCM is used with the AES block cipher. 

There are four inputs to CCM originator processing:

· Key: the temporal key (16 octets).

· Nonce: the nonce (13 octets) constructed as described in 12.5.3.3.3 (Construct AAD) b ((11ah)For PV1 MPDUs, the format of the AAD is shown in Figure 12-20 (AAD construction for PV1 MPDUs(11ah)).).

· Frame body: the plaintext frame body of the MPDU.

· AAD: the AAD ((11ah)16–30 octets) constructed from the MPDU header as described in 12.5.3.3.3 (Construct AAD).

CCM originator processing provides authentication and integrity of the frame body and the AAD as well as data confidentiality of the frame body. The output from CCM originator processing consists of the encrypted data and an encrypted MIC (see Figure 12-16 (Expanded CCMP MPDU)).

The PN values sequentially number each MPDU. Each transmitter shall maintain a single PN (48-bit counter) for each PTKSA and GTKSA(#59). The PN shall be implemented as a 48-bit strictly increasing integer, initialized to 1 when the corresponding temporal key is initialized or refreshed.

A transmitter shall not use an IEEE 802.11 MSDU or A-MSDU priority if this would cause the total number of priorities used during the lifetime of the SA to exceed the number of replay counters supported by the receiver (for a pairwise SA) or all the receivers (for a group SA) for that SA. The transmitter shall not reorder CCMP protected frames that are transmitted to the same RA within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU or A‑MSDU priority.

The transmitter shall preserve the order of protected robust Management frames that are transmitted to the same DA without the QMF service. When the QMF service is used, the transmitter shall not reorder robust IQMFs within an AC when the frames are transmitted to the same RA.

A CCMP protected individually addressed robust Management frame shall be protected using the same TK as a Data frame.

· 12.5.3.4 CCMP decapsulation

· 12.5.3.4.1 General

Figure 12-23 (CCMP decapsulation block diagram) depicts the CCMP decapsulation process. 

[image: image5.wmf]Figure 12-23—CCMP decapsulation block diagram


· (11ah)For secure PV0 MPDUs, CCMP decrypts the Frame Body field of a cipher text MPDU and decapsulates a plaintext MPDU using the following steps:

· (11ah)The encrypted MPDU is parsed to construct the AAD and nonce values.

· (11ah)The AAD is formed from the MPDU header of the encrypted MPDU.

· (11ah)The nonce(#1406) value is constructed from the A2, PN, and Nonce Flags fields.

· (11ah)The MIC is extracted for use in the CCM integrity checking.

· (11ah)CCM recipient processing uses the temporal key, AAD, nonce, MIC, and MPDU cipher text data to recover the MPDU plaintext data as well as to check the integrity of the AAD and MPDU plaintext data.

· (11ah)The received MPDU header and the MPDU plaintext data from CCM recipient processing are concatenated to form a plaintext MPDU.

· (11ah)The decryption processing prevents replay of MPDUs by validating that the PN in the MPDU is greater than the replay counter maintained for the session.

· (11ah)For secure PV1 MPDUs, CCMP decrypts the Frame Body field of a cipher text MPDU and decapsulates a plaintext MPDU using the following steps:

· The encrypted MPDU is parsed to construct the AAD and nonce values.

· The CCMP header is constructed as defined in 12.5.3.3.6 (Construct CCMP header for PV1 MPDUs(11ah)).

· The AAD is formed from the MPDU header of the encrypted MPDU.

· The nonce(#1406) value is constructed from the STA MAC Address Identified By A2, PN, and Nonce Flags fields.

· The MIC is extracted for use in the CCM integrity checking.

· CCM recipient processing uses the temporal key, AAD, nonce, MIC, and MPDU cipher text data to recover the MPDU plaintext data as well as to check the integrity of the AAD and MPDU plaintext data. 

· The received MPDU header and the MPDU plaintext data from CCM recipient processing are concatenated to form a plaintext MPDU.

· The decryption processing prevents replay of MPDUs by validating that the PN in the CCMP header is greater than the replay counter maintained for the session and TID/ACI.

See 12.5.3.4.2 (CCM recipient processing) to 12.5.3.4.4 (PN and replay detection) for details of this processing.

When the received frame is a CCMP protected individually addressed robust Management frame (11ah)or PV1 Management frame, contents of the MMPDU body after protection is removed shall be delivered to the SME via the MLME primitive designated for that MMPDU (11ah)or PV1 Management frame rather than through the MA-UNITDATA.indication primitive.

· 12.5.3.4.2 CCM recipient processing

CCM recipient processing uses the same parameters as CCM originator processing. A CCMP protected individually addressed robust Management frame (11ah)or PV1 Management frame shall use the same TK as a Data frame (11ah)or PV1 Data frame.

There are four inputs to CCM recipient processing:

· Key: the temporal key (16 octets).

· Nonce: the nonce (13 octets) constructed as described in 12.5.3.3.3 (Construct AAD) b ((11ah)For PV1 MPDUs, the format of the AAD is shown in Figure 12-20 (AAD construction for PV1 MPDUs(11ah)).).

· Encrypted frame body: the encrypted frame body from the received MPDU. The encrypted frame body includes the MIC.

· AAD: the AAD ((11ah)12–30 octets) that is the canonical MPDU header as described in 12.5.3.3.3 (Construct AAD).

CCM recipient processing checks the authentication and integrity of the frame body and the AAD as well as decrypting the frame body. The plaintext is returned only if the MIC check is successful.

There is one output from error-free CCM recipient processing:

· Frame body: the plaintext frame body, which is 8 octets (CCMP-128) or 16 octets (CCMP-256) smaller than the encrypted frame body.

· 12.5.3.4.3 Decrypted CCMP MPDU

The decapsulation process succeeds when the calculated MIC matches the MIC value obtained from decrypting the received encrypted MPDU. The original MPDU header is concatenated with the plaintext data resulting from the successful CCM recipient processing to create the plaintext MPDU.

· 12.5.3.4.4 PN and replay detection

To effect replay detection, the receiver extracts the PN from the CCMP header.

(11ah)NOTE—The CCMP header is not present in secure PV1 MPDUs, but constructed locally at the STA as defined in 12.5.3.3.6 (Construct CCMP header for PV1 MPDUs(11ah)). 

(11ah)See 12.5.3.2 (CCMP MPDU format) for a description of how the PN is encoded in the CCMP header. The following processing rules are used to detect replay:

· The receiver shall maintain a separate set of replay counters for each PTKSA, GTKSA, (#59)(11ah)and protocol version value. The receiver initializes these replay counters to 0 when it resets the temporal key for a peer. The replay counter is set to the PN value of accepted CCMP MPDUs.

· For each PTKSA, GTKSA, (#59)(11ah)and protocol version value, the recipient shall maintain a separate replay counter for each TID, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 9.4.2.24 (RSNE)), and shall use the PN from a received frame to detect replayed frames. A replayed frame occurs when the PN from a received frame is less than or equal to the current replay counter value for the frame’s MSDU or A‑MSDU priority and frame type.

· If dot11RSNAProtectedManagementFramesActivated is true, the recipient shall maintain a single replay counter for received individually addressed robust Management frames that are received with the To DS subfield equal to 0(11ah), and a single replay counter for received individually addressed robust PV1 Management frames and shall use the PN from the received frame to detect replays. If dot11QMFActivated is also true, the recipient shall maintain an additional replay counter for each ACI for received individually addressed robust Management frames and (11ah)robust PV1 Management frames that are received with the To DS subfield equal to 1. The QMF receiver shall use the ACI encoded in the Sequence Number field of the received frame to select the replay counter to use for the received frame, and shall use the PN from the received frame to detect replays. A replayed frame occurs when the PN from the frame is less than or equal to the current value of the management frame replay counter that corresponds to the ACI of the frame.

· The receiver shall discard any Data frame that is received with its PN less than or equal to the value of the replay counter that is associated with the TA and priority value of the received MPDU. The receiver shall discard MSDUs and MMPDUs whose constituent MPDU PN values are not incrementing in steps of 1. If dot11RSNAProtectedManagementFramesActivated is true, the receiver shall discard any individually addressed robust Management frame that is received with its PN less than or equal to the value of the replay counter associated with the TA of that individually addressed Management frame.

· When discarding a frame, the receiver shall increment by 1 dot11RSNAStatsCCMPReplays for Data frames or dot11RSNAStatsRobustMgmtCCMPReplays for robust Management frames.

· For MSDUs or A‑MSDUs sent using the block ack feature, reordering of received MSDUs or A‑MSDUs according to the block ack receiver operation (Ed#57)is performed prior to replay detection.

<Instruction to Editor: modify the following PICS item under B.4.28.1 S1G MAC features, as highlighted.>

	S1GM26.2
	Local construction of CCMP header for PV1 MPDUs
	12.5.3.3.6 (Construct CCMP header for PV1 MPDUs(11ah))
	CFS1G AND FR46: M
	Yes  No  N/A 


Abstract


This document proposes text changes to resolve CIDs 2719 and 2720.





Revision history:


R0: initial submission.


R1: fixed editorial comments from Mark Rison, including changing font (1 instance) and deleting “the” in front of “CCM originator processing” and “CCM recipient process” (7 instances). While checking for “the”, spotted that in 5 cross-references of 12.5.3.3.6, the subclause title hasn’t been aligned with the revised title yet, so fixed them. And, identified that there is one more cross-reference of 12.5.3.3.6 in Annex B (PICS) in REVmd, so added a fix to it in the end. All changes from R0 are highlighted.     
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