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Background

Contribution 11-18-1989r0 revealed some potential security issues related to 802.11ah TWT mode due to lack of integrity protection on various TWT action frames. Following strawpolls were taken in TGm during the November 2018 meeting, with the results as follows:

SP1: Do you support that TGmd define a protected version of TWT Teardown frame under the category of S1G action frame?
· a non-AP STA or AP may request protected TWT Teardown operation in its TWT Setup frame and subsequently ignore any unprotected TWT Teardown frames received; and
· a non-AP STA or AP receiving a protected TWT Teardown frame is required to verify the MIC in the frame successfully before tearing down the TWT mode.
Result: Y/N/A = 13/0/0.

SP2: Do you support that TGmd define a protected version of TWT Setup frame under the category of S1G action frame?
· a non-AP STA may request protected TWT Setup operation in its TWT Setup (Request) frame and subsequently ignore any unprotected TWT Setup (Response) frame received; and 
· a non-AP STA receiving a protected TWT Setup frame is required to verify the MIC in the frame successfully before further processing the frame.
Result: Y/N/A = 13/0/0.

Discussions

· The Action Category to use for the new frames is S1G.
· Most robust management frames in the baseline document can be sent either protected or unprotected by flipping the value in the Protected Frame subfield in the Frame Control field.

· Between the Public Action frames and corresponding Protected Dual of Public Action frames, protected or unprotected is conveyed not only by the Protected Frame subfield in the Frame Control field but also by using different values in the Categrory field, while the Public Action field values remain, one-to-one, the same for both categories.

· However, between TWT Setup/Teardown frames and corresponding Protected TWT Setup/Teardown frames, not only Category field values are different, but also Unprotected S1G Action field value and corresponding S1G Action field value will be different. 
· Regarding how to define the Protected TWT Setup and Protected TWT Teardown frames, the frame format is straightforward, just following the unprotected TWT Setup and TWT Teardown frames (with the existing protection for robust management frames). The question is whether to restrict the transmissions of the Protected TWT Setup and Protected TWT Teardown frames to protected ONLY. There could be two options:
Option 1. Define Protected TWT Setup and Protected TWT Teardown frames as regular robust management frames that can be sent either protected or unprotected by flipping the value in the Protected Frame subfield in the Frame Control field.

· Pro: the potential of obsoleting the current (unprotected) TWT Setup and TWT Teardown frames at a future time.

· Con: before the obsoleting occurs, there will be two ways of transmitting unprotected TWT Setup and TWT Teardown, one is the current TWT Setup and TWT Teardown frames, the other is Protected TWT Setup and Protected TWT Teardown frames with the Protected Frame subfield in the Frame Control field set to 0.

Option 2. Define Protected TWT Setup and Protected TWT Teardown frames such that message integrity protection is always mandatory in these frames, and these frames are used only when management frame protection has been negotiated. (The proposed text is based on Option 2.)
· Question for further discussions:

· Whether to add a capability bit to allow a STA to determine which to use - protected or unprotected for transmission or to allow reception of such a frame? And if yes, where to add?
Text proposal
<First changes. Instruction to Editor: modify clause 9.6.25.1 as highlighted below (baseline is P802.11 REVmd D2.0).>

· S1G Action field

The S1G Action field values are specified in Table 9-505 (S1G Action field values(11ah)).
	· S1G Action field values(11ah)

	S1G Action field value
	Description

	0
	Reachable Address Update

	1
	Relay Activation Request

	2
	Relay Activation Response

	3
	Header Compression Update

	4
	Protected TWT Setup

	5
	Protected TWT Teardown

	6–255
	Reserved


<Second changes. Instruction to Editor: insert the following subclauses 
after 9.6.25.5.>

9.6.25.6 Protected TWT Setup frame format

The Protected TWT Setup frame is an Action frame of category S1G. It is sent, with the integrity protection, by a STA to request the setup of a TWT SP and it is sent by a responding STA to indicate the status of a requested TWT SP. The Action field of the Protected TWT Setup frame contains the same information and has the same format as the unprotected TWT Setup frame (see 9.6.24.8 (TWT Setup frame format)).
9.6.25.7 Protected TWT Teardown frame format
The Protected TWT Teardown frame is an Action frame of category S1G. It is sent, with integrity protection, by a STA to request the teardown of a TWT agreement and is transmitted by either STA of an existing TWT agreement. The Action field of the Protected TWT Teardown frame contains the same information and has the same format as the unprotected TWT Teardown frame (see 9.6.24.9 (TWT Teardown frame format)).
<Third changes. Instruction to Editor: insert the following paragraphs after the first paragraph of clause 10.48.1 (TWT overview).>
When performing the TWT operations described in 10.48.1 (TWT overview) through 10.48.8 (TWT Teardown) and management frame protection is negotiatied, the STAs shall
— use individually addressed Protected TWT Setup and Protected TWT Teardown frames instead of TWT Setup and TWT Teardown frames, respectively, 
— not transmit BAT, STACK, or TACK frames, and
— discard any individually addressed TWT Setup, TWT Teardown, BAT, STACK, or TACK frame received from the peer STA, with which management frame protection is negotiated.
STAs that exchange individually addressed Protected TWT Setup and Protected TWT Teardown frame shall follow the rules defined in 12.6.19 (Protection of robust Management frames).

When management frame protection isn’t negotiated, the STAs shall use neither the Protected TWT Setup frame nor the Protected TWT Teardown frame.
<Fourth changes. Instruction to Editor: insert the following items in the table under B.4.4.2 MAC frames in the order according to the item index.>
	(11ah)FT48.4
	Protected TWT Setup frame
	9.6.25 (S1G Action frame details(11ah))
	(CFS1G AND S1GM6.3 AND S1GM6.13):O
	Yes  No  N/A 

	(11ah)FT48.5
	Protected TWT Teardown frame
	9.6.25 (S1G Action frame details(11ah))
	(CFS1G AND S1GM6.5 AND S1GM6.13):O
	Yes  No  N/A 


<Fifth changes. Instruction to Editor: insert the following item in the table under B.4.28.1 S1G MAC features in the order according to the item index.>
	*S1GM6.13
	Protected TWT operations
	10.48.1 (TWT overview)
	(PC 34.1.10 AND S1GM6):O
	Yes  No  N/A 


Abstract


This document proposes text changes to P802.11 REVmd D2.0 for adding integrity-protected version of some TWT action frames. This text proposal also addresses LB236 comments CIDs 2715 and 2716.











�Note that the text inserted in these two subcluases is a modified version of the text for the unprotected TWT Setup frame and TWT Information frame. The color highlights the difference.
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