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Instruct the editor to make the following modifications in Table 9-36 (Association Request frame body). and increment by 1 the Order value for all elements following the newly-added FTE

	11
	Mobility Domain 
	The Mobility Domain element (MDE) is present in an Association Request frame if dot11FastBSSTransitionActivated is true and if the frame is being sent to an AP that advertised its FT capability in the MDE in its Beacon or Probe Response frame (i.e., AP also has dot11FastBSSTransitionActivated equal to true).

	12
	Fast BSS Transition
	An FTE is present in an Association Request frame if dot11FastBSSTransitionActivated is true, dot11RSNAAuthenticationSuiteSelected is 00-0F-AC:16 or 00-0F-AC:17, and FT initial mobility domain association over FILS in an RSN is being performed

	1213
	Supported Operating Classes
	The Supported Operating Classes element is present if dot11ExtendedChannelSwitchActivated is true.


Instruct the editor to make the following modifications in Table 9-38 (Reassociation Request frame body)

	12
	Mobility Domain 
	The MDE is present in a Reassociation Request frame if dot11FastBSSTransitionActivated is true and the frame is being sent to an AP that advertised its FT Capability in the MDE in its Beacon or Probe Response frame (i.e., AP also has dot11FastBSSTransitionActivated is true).

	13
	Fast BSS Transition 
	An FTE is present in a Reassociation Request frame if dot11FastBSSTransitionActivated is true and dot11RSNAAuthenticationSuiteSelected is equal to an AKM suite selector value for which the authentication type indicates FT authentication 00-0F-AC:3, 00-0F-AC:4, 00-0F-AC:9, 00-0F-AC:13, 00-0F-AC:16, or 00-0F-AC:17 (i.e., part of a fast BSS transition in an RSN) – see Table 9-152 – AKM Suite Selectors.


Instruct the editor to make the following modifications in Section 9.4.2.24.3 (AKM suites)

	· AKM suite selectors 
	

	OUI
	Suite type
	Meaning

	
	
	Authentication type
	Key management type
	Key derivation type 
	Supported Authentication Algorithm Numbers (see Section 9.4.1.1)

	00-0F-AC
	0
	Reserved
	Reserved
	Reserved
	Reserved

	00-0F-AC
	1
	Authentication negotiated over IEEE Std 802.1X or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	RSNA key management as defined in 12.7 (Keys and key distribution) or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	Defined in 12.7.1.2 (PRF)
	0 (open)

	00-0F-AC
	2
	PSK
	RSNA key management as defined in 12.7 (Keys and key distribution), using PSK
	Defined in 12.7.1.2 (PRF)
	0 (open)

	00-0F-AC 
	3
	FT authentication negotiated over IEEE Std 802.1X
	FT key management as defined in 12.7.1.6 (FT key hierarchy)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	2 (FT) for FT protocol reassociation as defined in 13.5
0 (open) for FT Initial Mobility Domain Association over 802.1X

	00-0F-AC 
	4
	FT authentication using PSK
	FT key management as defined in 12.7.1.6 (FT key hierarchy)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	2 (FT) for FT protocol reassociation as defined in 13.5
0 (open) for FT Initial Mobility Domain Association using PSK

	00-0F-AC 
	5
	Authentication negotiated over IEEE Std 802.1X or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	RSNA key management as defined in 12.7 (Keys and key distribution) or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	0 (open)

	00-0F-AC 
	6
	PSK
	RSNA Key Management as defined in 12.7 (Keys and key distribution) using PSK
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	0 (open)

	00-0F-AC
	7
	TDLS
	TPK handshake
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	N/A

	00-0F-AC
	8
	SAE authentication with SHA-256 or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	RSNA key management as defined in 12.7 (Keys and key distribution), PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management) or authenticated mesh peering exchange as defined in 14.5 (Authenticated mesh peering exchange (AMPE))
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	3 (SAE) for SAE Authentication
0 (open) for PMKSA caching

	00-0F-AC
	9
	FT authentication over SAE 
	FT key management defined in 12.7.1.6 (FT key hierarchy)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	3 (SAE) for FT Initial Mobility Domain Association.

2 (FT) for FT protocol reassociation as defined in 13.5

	00-0F-AC
	10
	APPeerKey Authentication with SHA-256 or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	RSNA key management as defined in 12.7 (Keys and key distribution) or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	N/A

	00-0F-AC
	11
	Authentication negotiated over IEEE Std 802.1X or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management) using a Suite B compliant EAP method supporting SHA-256
	RSNA key management as defined in 12.7 (Keys and key distribution) or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256
	0 (open)

	00-0F-AC
	12
	Authentication negotiated over IEEE Std 802.1X or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management) using a Suite B compliant EAP method supporting SHA-384
	RSNA key management as defined in 12.7 (Keys and key distribution) or using PMKSA caching as defined in 12.6.10.3 (Cached PMKSAs and RSNA key management)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-384
	0 (open)

	00-0F-AC
	13
	FT authentication negotiated over IEEE Std 802.1X
	FT key management as defined in 12.7.1.6 (FT key hierarchy)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-384
	2 (FT) for FT protocol reassociation as defined in 13.5
0 (open) for 802.1X

	00-0F-AC(11ai)
	14
	Key management over FILS using SHA-256 and AES-SIV-256, PMKSA caching, or authentication negotiated over IEEE Std 802.1X(#114)
	FILS key management defined in 12.12.2.5 (Key establishment with FILS authentication)
	Defined in 12.12.2.5 (Key establishment with FILS authentication) using SHA-256.
	4, 5 or 6 (FILS) for FILS Authentication
0 (open) for 802.1X and PMKSA caching

	00-0F-AC(11ai)
	15
	Key management over FILS using SHA-384 and AES-SIV-512, PMKSA caching, or authentication negotiated over IEEE Std 802.1X(#114)
	FILS key management defined in 12.12.2.5 (Key establishment with FILS authentication)
	Defined in 12.12.2.5 (Key establishment with FILS authentication) using SHA-384.
	4, 5 or 6 (FILS) for FILS Authentication

0 (open) for 802.1X and PMKSA caching

	00-0F-AC(11ai)
	16
	FT authentication over FILS with SHA-256 and AES-SIV-256, PMKSA caching, or authentication negotiated over IEEE Std 802.1X(#114)
	FT authentication defined in 12.7.1.6.2 (Key derivation function (KDF))
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-256.
	4, 5 or 6 (FILS) for FT Initial Mobility Domain Association.

2 (FT) for FT protocol reassociation as defined in 13.5
0 (open) for 802.1X and PMKSA caching

	00-0F-AC(11ai)
	17
	FT authentication over FILS with SHA-384 and AES-SIV-512, PMKSA caching, or authentication negotiated over IEEE Std 802.1X(#114)
	FT authentication defined in 12.7.1.6.2 (Key derivation function (KDF))
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-384. 
	4, 5 or 6 (FILS) for FT Initial Mobility Domain Association.

2 (FT) for FT protocol reassociation as defined in 13.5
0 (open) for 802.1X and PMKSA caching

	00-0F-AC(#170)
	19
	FT authentication using PSK
	FT key management as defined in 12.7.1.6 (FT key hierarchy)
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-384.
	2 (FT) for FT protocol reassociation as defined in 13.5
0 (open) for FT Initial Mobility Domain Association using PSK

	00-0F-AC(#171)
	20
	PSK
	RSNA key management(Ed) as defined in 12.7 (Keys and key distribution) using PSK
	Defined in 12.7.1.6.2 (Key derivation function (KDF)) using SHA-384.
	0 (open)

	00-0F-AC
	(11ai)18, (#171)21–255 
	Reserved
	Reserved
	Reserved
	Reserved

	Other OUI or CID
	Any
	Vendor-specific
	Vendor-specific
	Vendor-specific
	Vendor-specific


NOTE 4—The usage of sSelector values with authentication algorithms is defined in the Supported Authentication Algorithms column of Table 9-152 AKM Suite Selectors; see Section 9.4.1.1 Authentication Algorithm Number field. 00-0F-AC:14, 00-0F-AC:15, 00-0F-AC:16, and 00-0F-AC:17 are used only with FILS authentication (Authentication algorithm number values 4, 5, and 6). 

Instruct the editor to make the following modifications in Section 12.2.4 (RSNA establishment)
An SME establishes an RSNA in one of six ways:

· If an RSNA uses authentication negotiated over IEEE Std 802.1X or FILS authentication in an infrastructure BSS, an RSNA capable STA’s SME establishes an RSNA as follows:

· It identifies the AP as RSNA capable from the AP’s Beacon, DMG Beacon, Announce, Information Response, or Probe Response frames.

· It shall invoke Open System authentication if the STA is a non-DMG STA, or FILS authentication.

· It negotiates cipher suites during the association process, as described in 12.6.2 (RSNA selection) and 12.6.3 (RSNA policy selection in an infrastructure BSS).

· It uses IEEE Std 802.1X-2010 to authenticate, as described in 12.6.10 (RSNA authentication in an infrastructure BSS) and 12.6.11 (RSNA authentication in an IBSS), or uses FILS authentication to authenticate as described in 12.12 (Authentication for FILS).
· It establishes one or more temporal keys by executing a key management algorithm, using the protocol defined by 12.7 (Keys and key distribution) or 13 (Fast BSS transition).

· It protects the data link by programming the negotiated cipher suites and the established temporal key into the MAC and then invoking protection. See, for example, 12.5.3 (CTR with CBC-MAC protocol (CCMP)) for a description of the RSNA data protection -mechanisms.

· If the STAs negotiate management frame protection, the SME programs the TK and pairwise cipher suite into the MAC for protection of individually addressed robust Management frames. It also installs the IGTK and IPN for protection of group addressed robust Management frames.

Only Authentication frames with the authentication algorithm equal to Open System authentication or FT authentication may be used within an RSNA. An RSNA STA shall not associate if Shared Key authentication (using Authentication algorithm number 1) was invoked prior to RSN association.
Instruct the editor to make the following modifications in Section 12.6.10.2 (Preauthentication and RSNA key management)
A STA shall not use preauthentication except when pairwise keys are employed. A STA shall not use

preauthentication within the same mobility domain if an AKM suite type for which the authentication type indicates FT authentication (see Table 9-152 – AKM Suite Selectors) 00-0F-AC:3 or 00-0F-AC:4 is used in

the current association. Preauthentication shall not be used unless the new AP advertises the

preauthentication capability in the RSNE.
Instruct the editor to make the following modifications in Section 12.6.14 (RSNA key management in an infrastructure BSS)
Key confirmation is part of the FILS authentication exchange and no further handshakes are needed to satisfy key management requirements.

In a non-FT environment or during an FT initial mobility domain association, wWhen FILS authentication is not used, the key confirmation handshake is implemented by the 4-way handshake. The purposes of the 4-way handshake are as follows:

Instruct the editor to make the following modifications in Section 12.6.21(RSNA rekeying)
When a PTKSA is deleted, a non-AP and non-PCP STA may reassociate with the same AP or PCP and/or

establish a new RSNA with the AP or PCP. If the non-AP and non-PCP STA has cached one or more

PMKSAs in a non-FT environment, it may skip the PMKSA establishment and proceed with the creation of a new PTKSA by using 4-way handshake or FILS authentication.

Instruct the editor to make the following modifications (typo fix) in Section 12.6.2.3.2Non-AP STA construction of Authentication frame)
If PFS is desired, the STA selects a finite cyclic group from the dot11RSNAConfigDLGCGroupTable,
Instruct the editor to move Section 13.2.4 (FT initial mobility domain association over FILS in an RSN) to be under Section 13.4 (FT initial mobility domain association) – i.e. renumbered as Section 13.4.4
Instruct the editor to make the following modifications in Section 13.4.2 (FT initial mobility domain association in an RSN)
Upon successful IEEE 802.11 Open System or SAE authentication where, (if the suite type corresponds to an authentication type indicating FT authentication (see Table 9-152 – AKM Suite Selectors) is 00-0F-AC:3, 00-0F-AC:4, or 00-0F-AC:13) or SAE authentication (if the suite type is 00-0F-AC:9), the STA shall send a

(Re)Association Request frame to the AP that includes the MDE. The contents of the MDE shall be the

values advertised by the AP in its Beacon or Probe Response frames. Additionally, the STA includes its

security capabilities in the RSNE.

STA(AP: (Re)Association Request (MDE, RSNE)

AP(STA: (Re)Association Response (MDE, FTE[R1KH-ID, R0KH-ID])

The SME of the STA initiates the (re)association through the use of the MLME-ASSOCIATE.request or

MLME-REASSOCIATE.request primitive. The SME of the AP responds to the indication with MLMEASSOCIATE.

response or MLME-REASSOCIATE.response primitive. See 11.3.5 (Association,

reassociation, and disassociation).

If the contents of the MDE received by the AP do not match the contents advertised in the Beacon and Probe

Response frames, the AP shall reject the (Re)Association Request frame with status code

STATUS_INVALID_MDE. If an MDE is present in the (Re)Association Request frame and the contents of

the RSNE do not indicate a negotiated AKM for which the authentication type indicates FT authentication (see Table 9-152 – AKM Suite Selectors) of fast BSS transition (suite type 00-0F-AC:3, 00-0F-AC:4, 00-

0F-AC:9, or 00-0F-AC:13), the AP shall reject the (Re)Association Request frame with status code

STATUS_INVALID_AKMP.
Instruct the editor to make the following modifications in Section 13.5.2 (Over-the-air FT protocol authentication in an RSN)
If the contents of the MDE received by the AP do not match the contents advertised in the Beacon and Probe Response frames, the AP shall reject the authentication request with status code STATUS_INVALID_MDE. If the Authentication-Request frame contains an authentication algorithm equal to FT authentication and the contents of the RSNE do not indicate a negotiated AKM for which the authentication type indicates FT authentication (see Table 9-152 – AKM Suite Selectors) of fast BSS transition (suite type 00-0F-AC:3, 00-0F-AC:4 or 00-0F-AC:13), the AP shall reject the authentication request with status code STATUS_INVALID_AKMP. If the FTE in the FT Request frame contains an invalid R0KH-ID, the AP shall reject the FT Request frame with status code STATUS_INVALID_FTE. If the RSNE in the Authentication-Request frame contains an invalid PMKR0Name and the AP has determined that it is an invalid PMKR0Name, the AP shall reject the authentication request with status code STATUS_INVALID_PMKID. If the requested R0KH is not reachable, the AP shall respond to the authentication request with status code R0KH_UNREACHABLE. If the FTO selects a pairwise cipher suite in the RSNE that is different from the ones used in the Initial mobility domain association, then the AP shall reject the authentication request with status code STATUS_INVALID_PAIRWISE_CIPHER. Subsequent to a rejection of an authentication request, the FTO may retry the authentication request.

Instruct the editor to make the following modifications in Section 13.5.3 (Over-the-DS FT protocol authentication in an RSN)

If the contents of the MDE received by the target AP do not match the contents advertised in the Beacon and

Probe Response frames, the target AP shall reject the FT Request frame with status code

STATUS_INVALID_MDE. If the contents of the RSNE do not indicate a negotiated AKM for which the authentication type indicates FT authentication (see Table 9-152 – AKM Suite Selectors) of fast BSS

transition (suite type 00-0F-AC:3, 00-0F-AC:4, 00-0F-AC:9, or 00-0F-AC:13), the AP shall reject the FT Request frame with status code STATUS_INVALID_AKMP. If the FTE in the FT Request frame contains an invalid R0KH-ID, the AP shall reject the FT Request frame with status code STATUS_INVALID_FTE. If the RSNE in the FT Request frame contains an invalid PMKR0Name, and the AP has determined that it is an invalid PMKR0Name, the AP shall reject the authentication request with status code STATUS_INVALID_PMKID. If the requested R0KH is not reachable, the AP shall respond to the FT Request frame with status code R0KH_UNREACHABLE. The AP may reject the FT Request frame for limiting the FTO’s reassociation to this AP by using the status code REQUEST_DECLINED. If the FTO selects a pairwise cipher suite in the RSNE that is different from the ones used in the initial mobility domain association, then the AP shall reject the FT Request frame with status code  STATUS_INVALID_PAIRWISE_CIPHER.
Abstract





There are multiple places in the 802.11 standard where a list of all Fast BSS Transition (FT) AKMs is (intended to be) enumerated. Currently, these lists are mutually inconsistent, and also incomplete with respect to all the FT AKMs listed in the AKM Suite Selector table (e.g. FILS+FT and FT-PSK-SHA384 AKMs are missing in most all cases). 


While one solution is to fix each of these lists, it seems evident that future maintenance of multiple such lists scattered around the standard will be error-prone and burdensome. In addition, in certain cases the explicit lists of valid AKMs would appear to preclude the use of vendor-specific (or other OUI) FT AKMs with FT protocol (e.g. requiring peer to reject authentication if the indicated AKM is not on the list), which is unnecessarily restrictive.


Therefore, it is proposed to replace these lists with a more generic reference to FT authentication AKMs, plus a pointer to the AKM Suite Selector table.








In addition, the following related points are addressed:


In Initial FT Mobility Domain Association over FILS, Section 13.2.4 requires STA to include FTE in Assoc Request, but there is no entry for FTE in the Assoc Req frame body definition in Section 9 – this entry is added


A note in 9.4.2.24.3 states that the FILS+FT AKMs are used only with FILS Authentication algorithms, however they can be used with both FILS Auth and FT authentication algorithms – this is removed and replaced with a reference to a new column in AKM suite selector table which specifies the mapping of AKMs to corresponding auth algos


The ways to establish an RSNA defined in 12.2.4 do not include FILS – this is added, and a sentence that states Open/FT are the only allowed authentication algorithms in an RSNA is modified


The location of the section defining FT Initial Mobility Domain Association Over FILS in an RSN is inconsistent with the similar sections for FT Initial Mobility Domain Association with non-FILS in an RSN and in non-RSN – the section number/location is moved
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