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Comments
CID 1365

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1365
	2426.44
	12.7.7.1
	
	
	Assuming EAPOL-Key in this subclause is the same as the one in 12.7.4 (not stated, nor is it in 12.7.8.5/.6 or 12.7.10.1, cf. 12.7.6.1) then it should have 10 arguments, but it seems to have 11
	Change "GTK[N],IGTK[M]" to "GTK[N] || IGTK[M]" at the referenced location.  In Figure 12-47 for the first message change the last ", " to " || ".  In Figure 12-50 for the last EAPOL-Key message change each of the last two "," to " || "


CID 1366

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1366
	2487.07
	13.4.2
	
	
	EAPOL-Key in this subclause should have 10 arguments, but it seems to have a variable number
	Where it has 9 arguments, add ", 0" as the last argument.  When it has more than 10 arguments, replace ", " with " || " from the end, until it has 10 arguments


Discussion:

· Quoting from Clause 12.7.4 on p. 2415:

“The following notation is used throughout the remainder of 12.7 (Keys and key distribution) and 13.4 (FT

initial mobility domain association) to represent EAPOL-Key frames:

EAPOL-Key(S, M, A, I, K, Reserved, KeyRSC, ANonce/SNonce, MIC, DataKDs)”

· DataKDs is defined as “DataKDs is a sequence of zero or more elements and KDEs, contained in the Key Data field, which may contain the following:…”

· The assumption is correct and the definition of DataKDs is shown above. Now back to the text on 24.26.44:

“The Authenticator may initiate the exchange when a Supplicant is disassociated or deauthenticated.


Message 1: Authenticator (  Supplicant:

EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC,GTK[N],IGTK[M])

Message 2: Supplicant ( Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,0)”

· Its clear that there are two “DataKDs” elements in the cited notation and the elements, as defined are not concatenated. Its also clear from the notation that “,” represents an element delimiter.

· Note that the 4-way handshake in 12.7.6.1 has been cleaned up as follows:

“Message 4: 
Supplicant (  Authenticator: EAPOL-Key(1,1,0,0,P,0,0,0,MIC,DataKD_M4)


where DataKD_M4 = 0.” 
· After TG discussion, the agreement was to replace the remaining argument with {<key data element list>}
Proposed Resolution:

Revised. 

In clause 12.7.4, p2415.60, replace 

“ EAPOL-Key(S, M, A, I, K, Reserved, KeyRSC, ANonce/SNonce, MIC, DataKDs)”

with 

“ EAPOL-Key(S, M, A, I, K, Reserved, KeyRSC, ANonce/SNonce, MIC, {Key Data})”

On p2416.24, replace

“DataKDs
DataKDs is a sequence of zero or more elements and KDEs, contained in the Key Data field,

which may contain the following:”

with

“{Key Data}
{Key Data} is a sequence of zero or more elements and KDEs, contained in the Key Data field, which may contain the following:”

In clause 12.7.6.1 at 2417.10

Replace


“Message 1: Authenticator (   Supplicant: EAPOL-Key(0,0,1,0,P,0,0,ANonce,0,DataKD_M1)

where DataKD_M1 = 0 or PMKID for PTK generation(#59)

 
Message 2: Supplicant (  Authenticator: EAPOL-Key(0,1,0,0,P,0,0,SNonce,MIC,DataKD_M2)

where DataKD_M2 = RSNE for creating PTK generation(#59)

 
Message 3: Authenticator (   Supplicant:

EAPOL-Key(1,1,1,1,P,0,KeyRSC,ANonce,MIC,DataKD_M3)

where DataKD_M3 = RSNE,GTK[N] for creating PTK generation or initiator

RSNE(#59)

 
Message 4: Supplicant (   Authenticator: EAPOL-Key(1,1,0,0,P,0,0,0,MIC,DataKD_M4)

where DataKD_M4 = 0.

with


“Message 1: Authenticator (  Supplicant: EAPOL-Key(0,0,1,0,P,0,0,ANonce,0,{} or {PMKID})


 Message 2: Supplicant ( Authenticator: EAPOL-Key(0,1,0,0,P,0,0,SNonce,MIC,{RSNE})


 Message 3: Authenticator ( Supplicant: EAPOL-Key(1,1,1,1,P,0,KeyRSC,ANonce,MIC,{RSNE,GTK[N]})


 Message 4: Supplicant ( Authenticator: EAPOL-Key(1,1,0,0,P,0,0,0,MIC,{})”

In clause 12.7.7.1 at 2626.44
Replace 


“Message 1: Authenticator (  Supplicant:

EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC,GTK[N],IGTK[M])

 Message 2: Supplicant ( Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,0)”

with

“Message 1: Authenticator (  Supplicant:

EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC, {GTK[N], IGTK[M]})

Message 2: Supplicant ( Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,{})”

In clause 13.4.2 at 2487.07, 

Replace:

“The EAPOL-Key frame notation is defined in

12.7.4 (EAPOL-Key frame notation).

R1KH ( S1KH: EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0)
S1KH( R1KH: EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, RSNE[PMKR1Name], MDE, FTE)

R1KH( S1KH: EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, RSNE[PMKR1Name], MDE,

GTK[N], IGTK[M], FTE, TIE[ReassociationDeadline],

TIE[KeyLifetime])

S1KH( R1KH: EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC)”

with

“The EAPOL-Key frame notation is defined in

12.7.4 (EAPOL-Key frame notation).

R1KH ( S1KH: EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0, {})

S1KH( R1KH: EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, {RSNE[PMKR1Name], MDE, GTK[N], IGTK[M], FTE, TIE[ReassociationDeadline], TIE[KeyLifetime]RSNE[PMKR1Name], MDE, FTE})

R1KH( S1KH: EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, { RSNE[PMKR1Name], MDE, GTK[N], IGTK[M], FTE, TIE[ReassociationDeadline], TIE[KeyLifetime]})


S1KH( R1KH: EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC, {})”
CID 1441

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1441
	3492.13
	C.3
	
	
	"When this attribute is false, the STA may accept MSDUs that have the Protected Frame subfield of the Frame Control field equal to 0." -- it is not clear what "accept" means here
	Delete dot11ExcludeUnencrypted at the referenced location (lines 13-29)


Discussion:

· This MIB variable is used with WEP.
· The TG convention is that deprectated features are not maintained.
Proposed Resolution:

REJECTED. WEP has been made obsolete and the task group has determined that they are not making any changes.
CID 1522
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1522
	3992.29
	G.3
	
	
	"txop-part-requiring-ack" seems to have dropped BAR/BA frames, but these do require ack
	Restore the wording from 802.11-2016


Discussion:

· Cited text:
(* These frames require acknowledgment *)

txop-part-requiring-ack =

Data  +individual  [+null ] |

Data  +individual  [+null ] +QoS  +normal-ack  | ;

· IEEE 802.11-2016 text:

(* These frames require acknowledgment *)

txop-part-requiring-ack =

Data +individual [+null] |

 Data +individual [+null] +QoS +normal-ack |

 BlockAckReq +delayed |

 BlockAck +delayed;

· CID 57 removed BlockAck and BlockAckReq lines. However it looks as if these are still valid for HT BA procedures.
· The “+delayed” should be removed.

Proposed Resolution:

Revised. Replace:
“(* These frames require acknowledgment *)

txop-part-requiring-ack =

Data  +individual  [+null ] |

Data  +individual  [+null ] +QoS  +normal-ack  | ;

With


“(* These frames require acknowledgment *)

txop-part-requiring-ack =

Data +individual [+null] |

 Data +individual [+null] +QoS +normal-ack |

 BlockAckReq +delayed |

 BlockAck +delayed;”
CID 1027

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1027
	2354.40
	12.5.3.3
	
	
	The cited location states that the BPN and the Key ID are set to 0. Does this open up the STA to a KRACK like attack.
	Define a non-zero value for the BPN (perhaps based on sequence number or some other product of the keying material.


Discussion:

· Upon consultation with Jouni and Dan, there is no issue.
· Provide rationale for rejecting the comment.

Proposed Resolution:

Rejected. The commenter has withdrawn the comment.
CID 1028

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1028
	2354.25
	12.5.3.3
	
	
	It looks to me as if during an association, there's nothing to prevent STAs from exchanging a mixture of PV0 and PV1 frames. If there is an RSN SA established, it looks as though the STAs must choose one of PV0 or PV1. How is this negotiated? Is there any specification for this?
	If required, add specification on the use of PV0 vs PV1 frames during a security association.


Discussion:

· Upon consultation with Jouni and Dan, there is no issue.
· Provide additional rationale for the comment.

Proposed Resolution:

Rejected. The commenter has withdrawn the comment.
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This document contains some proposed resolutions to REVmd LB232 comments.
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