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Comments
CID 1228

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1228
	3601.43
	C.3
	
	
	dot11STAStatisticsStationCount is expressed by an unsigned integer.

dot11STAStatisticsStationCount indicates the "the difference in the referenced dot11 variable over the indicated duration" if "dot11STAStatisticsMeasurementDuration indicates a nonzero value."

If dot11STAStatisticsStationCount is used indicating a difference isn't it necessary that a signed integer is needed?

Let's assume three reports. The reports are as follows:

1st: dot11STAStatisticsStationCount = 5,

2nd: dot11STAStatisticsStationCount = 3, and

3rd: dot11STAStatisticsStationCount = 2

What does this mean?

0 + 5 + 3 + 2 = 10 STAs are associated?

Or 0 + 5 -3 -2 = 0 STAs are associated?

Or 0 + 5 -3 + 2 = 4 STAs are associated?
	Make a signed integer.


Discussion:

· From Table 9-125 on p.985 – “dot11STAStatisticsStationCount (INTEGER)"
· There is no other definition of this MIB variable other than in Annex C.3

· Based on the definition, the value should be a signed integer.

Proposed Resolution:

Revised. At 3591.21, replace “Unsigned32” with “INTEGER”

At 3601.44, replace “SYNTAX Unsigned32 (0..65535)” with “SYNTAX Integer32 (-255..255)”
CID 1365

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1365
	2426.44
	12.7.7.1
	
	
	Assuming EAPOL-Key in this subclause is the same as the one in 12.7.4 (not stated, nor is it in 12.7.8.5/.6 or 12.7.10.1, cf. 12.7.6.1) then it should have 10 arguments, but it seems to have 11
	Change "GTK[N],IGTK[M]" to "GTK[N] || IGTK[M]" at the referenced location.  In Figure 12-47 for the first message change the last ", " to " || ".  In Figure 12-50 for the last EAPOL-Key message change each of the last two "," to " || "


Discussion:

· Quoting from Clause 12.7.4 on p. 2415:

“The following notation is used throughout the remainder of 12.7 (Keys and key distribution) and 13.4 (FT

initial mobility domain association) to represent EAPOL-Key frames:

EAPOL-Key(S, M, A, I, K, Reserved, KeyRSC, ANonce/SNonce, MIC, DataKDs)”

· DataKDs is defined as “DataKDs is a sequence of zero or more elements and KDEs, contained in the Key Data field, which may contain the following:…”

· The assumption is correct and the definition of DataKDs is shown above. Now back to the text on 24.26.44:

“The Authenticator may initiate the exchange when a Supplicant is disassociated or deauthenticated.


Message 1: Authenticator (  Supplicant:

EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC,GTK[N],IGTK[M])

Message 2: Supplicant ( Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,0)”

· Its clear that there are two “DataKDs” elements in the cited notation and the elements, as defined are not concatenated. Its also clear from the notation that “,” represents an element delimiter.

· Note that the 4-way handshake in 12.7.6.1 has been cleaned up as follows:

“Message 4: 
Supplicant (  Authenticator: EAPOL-Key(1,1,0,0,P,0,0,0,MIC,DataKD_M4)


where DataKD_M4 = 0.”
Proposed Resolution:

Revised. Replace 


“Message 1: Authenticator (  Supplicant:

EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC,GTK[N],IGTK[M])

 Message 2: Supplicant ( Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,0)”

with

“Message 1: Authenticator (  Supplicant:

EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC, DataKD_G1)

where DataKD_G1 = GTK[N],IGTK[M]

 Message 2: Supplicant ( Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,DataKD_G2)


where DataKD_G2 = 0”

CID 1366

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1366
	2487.07
	13.4.2
	
	
	EAPOL-Key in this subclause should have 10 arguments, but it seems to have a variable number
	Where it has 9 arguments, add ", 0" as the last argument.  When it has more than 10 arguments, replace ", " with " || " from the end, until it has 10 arguments


Discussion:

· Quoting from Clause 12.7.4 on p. 2415:

“The following notation is used throughout the remainder of 12.7 (Keys and key distribution) and 13.4 (FT

initial mobility domain association) to represent EAPOL-Key frames:

EAPOL-Key(S, M, A, I, K, Reserved, KeyRSC, ANonce/SNonce, MIC, DataKDs)”

· DataKDs is defined as “DataKDs is a sequence of zero or more elements and KDEs, contained in the Key Data field, which may contain the following:…”

· Cited text:

“The R1KH and S1KH then perform an FT 4-way handshake. The EAPOL-Key frame notation is defined in

12.7.4 (EAPOL-Key frame notation).

R1KH ( S1KH: EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0)
S1KH( R1KH: EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, RSNE[PMKR1Name], MDE, FTE)

R1KH( S1KH: EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, RSNE[PMKR1Name], MDE,

GTK[N], IGTK[M], FTE, TIE[ReassociationDeadline],

TIE[KeyLifetime])

S1KH( R1KH: EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC)”
· The EAPoL-Key format underlined in the text above has 9 arguments. After the ANonce it should include the MIC set to “0” and zero DataKDs elements

Proposed Resolution:

Revised. Replace:
“The EAPOL-Key frame notation is defined in

12.7.4 (EAPOL-Key frame notation).

R1KH ( S1KH: EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0)
S1KH( R1KH: EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, RSNE[PMKR1Name], MDE, FTE)

R1KH( S1KH: EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, RSNE[PMKR1Name], MDE,

GTK[N], IGTK[M], FTE, TIE[ReassociationDeadline],

TIE[KeyLifetime])

S1KH( R1KH: EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC)”

with
“The EAPOL-Key frame notation is defined in

12.7.4 (EAPOL-Key frame notation).

R1KH ( S1KH: EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0, DataKD_F1)

where DataKD_F1 = 0***

S1KH( R1KH: EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, RSNE[PMKR1Name], MDE, FTE)

R1KH( S1KH: EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, RSNE[PMKR1Name], MDE,

GTK[N], IGTK[M], FTE, TIE[ReassociationDeadline],

TIE[KeyLifetime])

S1KH( R1KH: EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC)”

CID 1019

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1019
	2362.37
	12.5.3.5.4
	
	
	PN and replay detection on a receiver for CCMP and GCMP seems overly restrictive and is focussed

on an implementation. Anti-replay windows are a standard mechanism (see Datagram TLS RFC 4347 and IPSEC ESP) and

allowing out-of-order frames with packet numbers not seen is not a security violation



This also applies to GCMP PN and replay detection (12.5.5.4.4)
	Change phrases such as "The receiver shall discard any Data

frame that is received with its PN less than or equal to the value of the replay counter that is

associated with the TA and priority value of the received MPDU"

to

"The receiver shall discard any Data

frame that is received with its PN less than or equal to the value of the replay counter that is

associated with the TA and priority value of the received MPDU if a frame with that PN has already been received"


Discussion:

· Upon consultation with Jouni and Dan “I suggest we reject it. I'd like to do that, it makes sense, but it's not advisable to change such delicate handling now without a compelling reason. 802.11 has in order delivery of packets and IP does not, that is why IPsec has much better and more flexible dealing with replay. Let's call this good idea but too late. I'd like to change 802.1x using data frames too but it is also too late.”
Proposed Resolution:

Rejected. <TBD>
CID 1322

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1322
	2423.07
	12.7.6.5
	
	
	Mathy of KRACK fame thinks that a careful inspection of the 802.11 standard reveals that

the authenticator may accept any replay counter that was used in

the 4-way handshake, not only the latest one [Subclause 12.7.6.5]:

"On reception of message 4, the Authenticator verifies

that the Key Replay Counter field value is one that it

used on this 4-way handshake"

In practice, he found that several APs indeed accept an older replay

counter. More precisely, some APs accept replay counters that were

used in a message to the client, but were not yet used in a reply

from the client. These APs

will accept the older unencrypted message 4, which has the replay

counter r+1. As a result, these AP will install the PTK,

and will start sending encrypted unicast data frames to the client.



Mathy suggests that something like the following would make it clearer:



"On reception of message 4, the Authenticator verifies that the Key

Replay Counter field value is one that it used on this 4-way handshake

and is strictly larger than that in any other EAPOL-Key frame received

thus far during this session."
	At the cited location change "On reception of message 4, the Authenticator verifies that the Key Replay Counter field value is one that it used on this 4-way handshake" 

to 

"On reception of message 4, the Authenticator verifies that the KeyReplay Counter field value is one that it used on this 4-way handshake and is strictly larger than that in any other EAPOL-Key frame received thus far during this session"


Discussion:

· Upon consultation with Jouni and Dan: “accept. It seems correct and will not break existing implementations that are not already broken.”
Proposed Resolution:

Accept
CID 1341

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1341
	2365.65
	12.5.5.1
	
	
	Mathy of KRACK fame has suggested that GCMP has high vulnerability to nonce reuse
	State in 12.5.5.1 that GCMP is deprecated because it is excessively vulnerable to nonce reuse


Discussion:

· Upon consultation with Jouni and Dan: “Reject. We need GCMP to deal with high PHY rates that CCMP cannot support. Yes, GCMP is susceptible to replay but so is CCMP. If you reuse a nonce you void your security. So we have to ensure we don't reuse nonces.”
Proposed Resolution:

REJECT. It is not accurate to describe GCMP as being "excessively vulnerable to nonce reuse". GCMP, just like CCMP, has certain
requirements that are specified in the standard. In particular, neither can be used in a manner that would allow transmitted to reuse the same nonce value with the same key. GCMP is the default cipher for 60 GHz STAs and it is also in the process of being deployed in new Suite B use cases. It is not appropriate to deprecate GCMP and leave these new uses without a not-deprecated cipher suite. GCMP, when implemented correctly per the current standard requirements, prevents nonce re-use.
 
CID 1148
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1148
	2407.45
	12.7.2
	
	
	In section 12.7.2 EAPOL-key frames, the text indicates that key descriptor version

should be 0 for AKMs such as 00-0F-AC:8 (SAE w/ SHA-256) - such AKMs use AES-128-CMAC for

integrity check according to Table 12-8 which seems to correspond to version 3 . We have seen some

AP implementations that use key descriptor

version 2  - that corresponds to HMAC-SHA-1-128  even though

the association (request) uses the 00-0F-AC:8 AKM that uses HMAC-SHA-256 based key derivation and AES-128-CMAC for integrity checks.

Is the AP in violation of the spec or should a non-AP STA allow for versions 2 and 3 with such AKMs. If the latter,

what integrity protection algorithm is to be used.
	Replace "Key Descriptor Version (bits 0-2) shall be set to 0 on all transmitted EAPOL-Key frames

except under the following circumstances:" with "Key Descriptor Version (bits 0-2) shall be reserved (may be set to any

value) on all transmitted EAPOL-Key frames

except under the following circumstances:"

....

Add after page 2408 line 16

"When the key descriptor version is reserved, the integrity algorithm used is specified by Table 12-8."


Discussion:

· Upon consultation with Jouni and Dan
Proposed Resolution:

REJECT. Such an AP is not compliant with the standard and should be fixed. There has been limited deployment of SAE in infrastructure BSSs so far, but there has been recent interoperability testing and this identified issue is being addressed at least in some implementations. There does not seem to be sufficient justification to relax the rules for EAPOL-Key protection based on this since it looks likely that implementations get fixed before larger scale deployment.
 
CID 1539

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1539
	2476.21
	12.12.2.6.2
	
	
	"The plaintext passed to the AEAD algorithm is the data that would follow the FILS Session element in an unencrypted frame. The output of the AEAD algorithm becomes the data that follows the FILS Session element in the encrypted and authenticated (Re)Association Request frame." -- the plaintext would therefore include the FCS
	Change "in an unencrypted frame" to "in an unencrypted frame body" at the referenced location and at 2478.26.  At 2476.39 and 2478.44 change "the ciphertext as portion of the frame that follows the FILS Session element" to "the ciphertext as portion of the frame body that follows the FILS Session element"


Discussion:

· Upon consultation with Jouni and Dan: “seems OK, accept.

Proposed Resolution:

Accept.
CID 1464

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1464
	
	12
	
	
	As a follow-up to CID 7572 in mc, I got the following input from Jouni MALINEN:

In 12.9.2.2, MLME-SETPROTECTION.request is supposed to apply to _all_ keys. The only MSDU that this "transmit without protections" case could apply to is an EAPOL frame that is used to carry either EAP authentication of 4-way handshake prior the initial key configuration in an association. There is no group-addressed MSDU that could be sent out unprotected in a BSS that has RSN enabled.

That said, clearly the GTK cases are not fully covered in the current standard. Interestingly, IGTK is actually covered in 11.13. The last paragraph of 12.6.14 should really point out that MLME-SETPROTECTION.request is used with GTK.

12.7.11.1 (Authenticator key management state machine) Figure 12-52 has interesting MLME-SETPROTECTION.request(TA, Rx_Tx) use in the

REKEYESTABLISHED state for GTK and Figure 12-53 SETKEYSDONE uses MLME-SETPROTECTION.request(Rx_Tx, IGTK), but nothing similar for GTK.

This does not really make any sense for GTK. It should also be covered in SETKEYSDONE and there should be no TA in the parameters (the Address parameter within Protectlist is not used for Key Type = Group case) and ProtectType should be Tx for an AP (and actually, also for IBSS, since there is separate Tx key for each STA). That Rx_Tx for IGTK is also incorrect (should be Tx).
	Address all the issues raised in the comment in the way described in the comment


Discussion:

· Upon consultation with Jouni and Dan
Proposed Resolution:

<tbd>
CID 1538

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1538
	2409.13
	12.7.2
	
	
	"When using an AEAD

cipher and having PTK, this subfield is set to 1" -- it is not clear what "having PTK" means
	Delete "and having PTK," in the cited text at the referenced location


Discussion:

· Upon consultation with Jouni and Dan
Proposed Resolution:

<tbd>
CID 1027

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1027
	2354.40
	12.5.3.3
	
	
	The cited location states that the BPN and the Key ID are set to 0. Does this open up the STA to a KRACK like attack.
	Define a non-zero value for the BPN (perhaps based on sequence number or some other product of the keying material.


Discussion:

· Upon consultation with Jouni and Dan
Proposed Resolution:

<tbd>
CID 1028

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1028
	2354.25
	12.5.3.3
	
	
	It looks to me as if during an association, there's nothing to prevent STAs from exchanging a mixture of PV0 and PV1 frames. If there is an RSN SA established, it looks as though the STAs must choose one of PV0 or PV1. How is this negotiated? Is there any specification for this?
	If required, add specification on the use of PV0 vs PV1 frames during a security association.


Discussion:

· Upon consultation with Jouni and Dan
Proposed Resolution:

<tbd>
 CID 1346

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1346
	2634.38
	15.3.6
	
	
	There are two floatings A in a circle
	Add an arrow from the higher-up floating A in a circle to the Switch to RX STATE box.  Add an arrow going right to nowhere from the lower-down one


Discussion:

· <TBD>.
Proposed Resolution:

<TBD>
CID 1393

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1393
	3504.14
	C.3
	
	
	dot11RSNASAERetransPeriod has units in wrong place and initially vaguely says set on start or join, but then says changes take effect for next MLME-START
	Change the definition to

"

dot11RSNASAERetransPeriod OBJECT-TYPE

SYNTAX Unsigned32

UNITS "milliseconds"

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This is a control variable.

It is written by the SME when establishing or becoming a member of a BSS.

Changes take effect for the next MLME-START.request or MLME-JOIN.request primitive.

This object specifies the initial retry timeout

used by the SAE authentication and key establishment protocol."

DEFVAL { 2000 }

::= { dot11RSNAConfigEntry 40 }

".  Also at 3735.47 change "ms" to "milliseconds"


Discussion:

· <TBD>
Proposed Resolution:

<TBD>
CID 1441

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1441
	3492.13
	C.3
	
	
	"When this attribute is false, the STA may accept MSDUs that have the Protected Frame subfield of the Frame Control field equal to 0." -- it is not clear what "accept" means here
	Delete dot11ExcludeUnencrypted at the referenced location (lines 13-29)


Discussion:

· <TBD>.
Proposed Resolution:

<TBD>
CID 1522
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	1522
	3992.29
	G.3
	
	
	"txop-part-requiring-ack" seems to have dropped BAR/BA frames, but these do require ack
	Restore the wording from 802.11-2016


Discussion:

· <TBD>.
Proposed Resolution:

<TBD>
Abstract





This document contains some proposed resolutions to REVmd LB232 comments.
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