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	1055

	2320.02

	12.4.3

	What is "dot11RSNConfigPasswordValueTable? I couldn't find the definition in the draft. Should it have a definition in Annex C?

	Please define it.


	1056
	819.39
	9.3.3.12
	The Password Identifier element is included in the unprotected authentication frame. It may violate the privacy of users (household). For example, it exposes a group of devices and number of devices that are sharing the same password. Particularly, when these devices  belongs to the same household (apartment) in an apartment building, it violates the privacy of users/residents.
	Please provide a method to avoid privacy exposure, or commenter will bring a contribution,

	1057
	2320.01
	12.4.3
	"Password identifier" is introduced in D1.0. However, how to generate password identifier is not specified. Is the password identifier input (by user)? or automatically generated by some algorithm? More clarification on password identifier is needed.
	Commenter will bring a contribution.


Instruct the editor to insert a new row before the row “Last” in Table 9-31 as follows:

Table 9-31— Beacon frame body body

	      Order
	           Information
	                                Notes

	       < TBD>
	  Password Salt
	The Password Salt element is present if dot11SAEDynamicPasswordIdentifier is
true; otherwise not present


Instruct the editor to insert a new row before the row “Last -1” in Table 9-38 as follows:

Table 9-38— Probe Response frame body body

	      Order
	           Information
	                                Notes

	       < TBD>
	  Password Salt
	The Password Salt element is present if dot11SAEDynamicPasswordIdentifier is
true; otherwise not present


Instruct the editor to add a new row in table 9-88 as follows:






Table 9-87—Element IDs
	                Element
	  Element ID
	   Element ID  

   Extension
	  Extensible
	Fragmentable

	Password Salt (see 9.4.2.a (Password Salt element))
	       255
	     <ANA>
	        Yes
	          No


Instruct the editor to add a new subclause at the end of 9.4.2:

9.4.2.a Password Salt element
The Password Salt element is used to derive dynamic password ID. The format of Password Salt element is defined in Figure 9-a (Password Salt element format).
	    Element ID
	    Length   
	   Element ID Extension
	    Password Salt


Octets

1

1

        1


   16




   Figure 9-a—Password Salt element format
The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1 (General).
The Password Salt field is a random number to derive dynamic password ID, as specified in 12.4 (Authentication using a password). 

Instruct the editor to modify section 12.4.3 as follows:

12.4.3 Representation of a password

Passwords are used in SAE to deterministically compute a secret element in the negotiated group, called a password element. The input to this process needs to be in the form of a binary string. For the protocol to successfully terminate, it is necessary for each side to produce identical binary strings for a given password, even if that password is in character format. There is no canonical binary representation of a character and ambiguity exists when the password is a character string. To eliminate this ambiguity, a STA shall represent a character-based password as an ASCII string. Representation of a character-based password in another character set or use of a password preprocessing technique (to map a character string to a binary string) may be agreed upon, in an out-of-band fashion, prior to beginning SAE. If the password is already in binary form (e.g., it is a binary preshared key) no character set representation is assumed. The binary representation of the password, after being transformed from a character representation or directly if it is already in binary form, is stored in the dot11RSNAConfigPasswordValueTable. When a “password” is called for in the description of SAE that follows the credential from the dot11RSNAConfigPasswordValueTable is used. 

When a "password identifier" is called for in the description of SAE that follows and dot11SAEDynamicPasswordIdentifier is false, the identifier from the dot11RSNAConfigPasswordValueTable is used. 
When a "password identifier" is called for in the description of SAE that follows and dot11SAEDynamicPasswordIdentifier is true, the identifier is defined as:

identifier = Truncate-32 ( HMAC-SHA-256 (password identifier, password salt))
Where 

password salt 
a random number received in the Beacon or Probe Response frame . 
Instruct the editor to modify C.3 as follows:

C.3 MIB detail

Dot11StationConfigEntry::=

    SEQUENCE {

......

dot11SAEDynamicPasswordIdentifier


TruthValue }
dot11SAEDynamicPasswordIdentifier OBJECT-TYPE


SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current


DESCRIPTION



“.This is a capability variable. 

Its value is determined by device capabilities.
This attribute, when true, indicates that the generaic generation of password identifier option is implemented and used.”

::= { dot11StationConfigEntry <ANA>}

Abstract





This document provides normative text for Dynamic Generation of Password ID and provides resolutions for LB232 CID 1055, CID 1056, and CID 1057. 
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