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3.4 Abbreviations and acronyms

TGaz Editor: Insert the following acronym definitions (maintaining alphabetical order):
SAC


Sequence Authentication Code
TGaz Editor: Change the title of 9.3.1.20 as follows:

· VHT/HE/NGP NDP Announcement frame format

TGaz Editor: Change the following paragraph of 9.3.1.20:

The VHT/HE/NGP NDP Announcement frame has two three variants, the VHT NDP Announcement frame, and the HE NDP Announcement frame and the NGP Announcement frame. The two three formats are distinguished by the setting of the HE subfield and the NGP subfield in the Sounding Dialog Token field. 
TGaz Editor: Change Figure 9-50 as follows:

	
	B0
	B1
	B2          B7

	
	Reserved NGP
	HE
	Sounding Dialog Token Number

	Bits:
	1
	1
	6

	· Sounding Dialog Token field


TGaz Editor: Insert the following after the 5th paragraph (“The format of the Sounding...”):

The NGP subfield in the Sounding Dialog Token field is set to 1 to identify the frame as a NGP NDP Announcement frame. The NGP NDP Announcement frame is used for a secure LTF measurement exchange mode of the VHTz and HEz ranging protocol (see 11.22.6.4a (Secure LTF Measurement Exchange Protocol)). 
TGaz Editor: Insert the following at the end of 9.3.1.20:

The NGP NDP Announcement uses the same Frame Control subtype as the VHT NDP Announcement. The frame format of the NGP Announcement frame is shown in Figure 9-51d (NGP NDP Announcement frame format).
	
	Frame Control
	Duration
	RA
	TA
	Sounding Dialog Token
	STA Info 1
	…
	STA Info n
	FCS

	Octets:
	2
	2
	6
	6
	1
	4
	
	4
	4

	Figure 9-51d NGP NDP Announcement frame format


The Duration, RA, and TA fields are set as in a VHT NDP Announcement frame.

The NGP subfield in the Sounding Dialog Token field is set to 1 to identify the frame as an NGP NDP Announcement frame.

The Sounding Dialog Token Number field in the Sounding Dialog Token field contains a value in the range of 0 to 31; the MSB (B7) of the Sounding Dialog Token Number field is reserved. This field is selected by an ISTA in VHTz mode and TBD in HEz mode to identify the NGP NDP Announcement frame. 
The format of the STA Info field in a NGP NDP Announcement Frame is defined in Figure 9-51e (STA Info subfield format in a NGP NDP Announcement frame).

	
	B0      B10
	B11           TBD
	TBD
	B27
	B28
	B29   B31

	
	RID11/
AID11
	LTF 
Generation SAC
	Reserved
	Disambiguation
	Reserved
	Feedback Type

	Bit:
	11
	TBD
	TBD
	1
	1
	3


Figure 9-51e STA Info subfield format in a NGP NDP Announcement frame 
A NGP NDP Announcement frame contains at most 1 STA Info field per STA.

The RID11/AID11 subfield contains the 11 least significant bits of the RID or AID of a STA expected to process the following VHTz NDP in VHTz mode and prepare the location measurement report. In HEz mode, the encoding of the RID11/AID11 subfield is TBD. 
The LTF Generation SAC subfield is TBD. 
The Feedback Type subfield is TBD.

The Disambiguation subfield is set to 1 to prevent a non-HE VHT STA from wrongly determining its AID in the NDP Announcement frame. The Disambiguation subfield coincides with the MSB of the AID12 subfield of an expected VHT NDP Announcement when the NGP NDP Announcement field is parsed by a non-HE VHT STA. The MSB of the AID12 subfield is always 0 for a non-HE VHT STA due to the limitation of the AID to a maximum of 2007.
9.4.2 Elements
9.4.2.1 General
TGaz Editor: Insert the following new rows into Table 9-77 (Element IDs) (header row shown for convenience):
Table 9-77 -- Element IDs

	Element
	Element ID
	Element ID Extension
	Extensible

	NGP Parameters
	255
	<ANA>
	Yes

	VHTz Specific Parameters
	255
	<ANA>
	Yes

	HEz Specific Parameters
	255
	<ANA>
	Yes

	DMGz Specific Parameters
	255
	<ANA>
	Yes

	EDMGz Specific Parameters
	255
	<ANA>
	Yes

	Secure LTF Parameters
	255
	<ANA>
	Yes

	NGP CSI Information
	255
	<ANA>
	Yes


9.4.2.27 Extended Capabilities element 

TGaz Editor: Insert the following rows into Table 9-135 (Extended Capabilities element) (header row shown for convenience): 
Table 9-135—Extended Capabilities element

	Bits
	Information
	Notes

	<ANA>
	Secure LTF Support
	A STA sets the Secure LTF Support field to 1 when dot11SecureLTFImplemented is true. Otherwise, the STA sets the Secure LTF Support field to 0. See  11.22.6.4a (Secure LTF Measurement Exchange Protocol).


TGaz Editor: Modify the following subclauses 9.4.2.246:

9.4.2.246 NGP Parameters 

…
The format of the NGP Parameters element is shown in 9-610a (NGP Parameters element format).

	
	Element ID (255)
	Length
	Element ID Extension
	NGP Parameters
	VHTz specific subelement (optional)
	HEz specific subelement (optional)
	DMGz Specific subelement (optional)
	EDMGz Specific subelement (optional)

	Octets
	1
	1
	1
	2 <TBD>
	<TBD>
	<TBD>
	<TBD>
	<TBD>


Figure 9-610a NGP Parameters element format
The Element ID, Length and Element ID Extension fields are defined in 9.4.2.1 (General).

The format of the NGP Parameters field is shown in 9-610
b (NGP Parameters field).
	
	Status Indication
	Value
	Secure LTF Required
	Reserved Secure LTF Support  
	Number of Antennas

	Bits
	2
	5
	1
	1
	8


Figure 9-610b NGP Parameters field format
The Status Indication field indicates the responding STA’s response to the Fine Timing Request. The encoding of the Status Indication field is shown in Table 9-272 (Status Indication field values).

The Status Indication field and Value field are reserved in the initial Fine Timing Measurement Request frame. When the Status Indication field is set to 3 by the responding STA, the Value field contains a duration in units of seconds; otherwise the Value field is reserved.

The Secure LTF Requied field is set to 1 to enable a secure LTF measurement exchange between an ISTA and an RSTA. Otherwise the Secure LTF Required field is set to 0. 

The Secure LTF Support field is set to 1 in the initial Fine Timing Measurement Request frame to indicate that an ISTA supports a secure LTF measurement exchange. Otherwise the Secure LTF Support field is set to 0. The Secure LTF Support field is reserved in the initial Fine Timing Measurement frame (see 11.22.6.3 (Fine timing measurement procedure negotiation)). 

The Number of Antennas subfield is 8 bits wide where bits 0 thru 3 indicate the number of transmit antennas and bits 4 thru 7 indicate the number of receive antennas.

TGaz Editor: Insert the following subclauses after 9.4.2.250:

9.4.2.251 Secure LTF Parameters 

The Secure LTF Parameters element contains a set of fields. The Secure LTF Parameters element is optionally included in the initial Fine Timing Measurement frame, as described in
9.6.8.33 (Fine Timing Measurement frame format), and the Location Measurement Report frame, as described in 9.6.8.37 (Location Measurement Report frame format) for a secure LTF measurement exchange mode of the VHTz and HEz ranging protocol (see 11.22.6.4a (Secure LTF Measurement Exchange Protocol)). The use of the Secure LTF Parameters element is described in 11.22.6 (Fine timing measurement (FTM) procedure).

The format of the Secure LTF Parameters element is shown in 9-610c (Secure LTF Parameters element format).

	
	Element ID (255)
	Length
	Element ID Extension
	LTF Sequence Generation Information
	LTF 
Generation SAC 
	Range Measurement  SAC

	Octets
	1
	1
	1
	<TBD>
	<TBD>
	<TBD>


Figure 9-610c Secure LTF Parameters element format

The Element ID, Length and Element ID Extension fields are defined in 9.4.2.1 (General).

The LTF Sequence Generation Information field is used to determine the randomized LTF sequence of an UL NDP and DL NDP immediately followed after the NGP NDPA frame, in a VHTz mode. The specific field format is 9-610d (LTF Sequence Generation Information field format) (The keys or cipher sequence (if needed) for LTF Sequence Generation are the result of the FTM negotiation). This field is present in the Location Measurement Report frame transmitted from an RSTA to an ISTA and is reserved otherwise.   
	
	Number of Secure LTF Sequence 
	Reserved

	Octets
	<TBD>
	<TBD>


Figure 9-610d LTF Sequence Generation Information field format 

The LTF Generation SAC field is used to authenticate that the randomized LTF sequence is generated from a reliable LTF Sequence Generation Information. The value of the LTF Generation SAC field is associated with LTF Sequence Generation Information carried in the same Secure LTF Parameters element. The specific field format is TBD. This field is present in the Location Measurement Report frame transmitted from an RSTA to an ISTA and is reserved otherwise.  
The Range Measurement SAC field is used to verify that range measurement results of the Location Measurement Report frame are calculated using the same LTF sequence between ISTA and RSTA. The specific field format is TBD. This field is reserved in the initial Fine Timing Measurement frame.

9.6.8.33 Fine Timing Measurement frame format

TGaz Editor: Add a new column to Figure 9-813 as shown below:

	
	Category
	Public Action
	Dialog Token
	Followup Dialog Token
	ToD
	ToA
	ToD Error
	ToA Error

	Octets:
	1
	1
	1
	1
	6
	6
	1
	1

	
	LCI Report (optional)
	Location Civic Report (optional)
	Fine Timing Measurement Parameters (optional)
	Fine Timing Measurement Synchronization Information (optional)
	Next Generation Positioning Parameters (optional)
	Secure LTF Parameters (optional)
	
	

	Octets:
	variable
	variable
	variable
	variable
	variable
	<TBD>
	
	


Figure 9-812 Fine Timing Measurement Action field format

TGaz Editor: Insert after the last paragraph of Clause 9.6.8.33 the following:

The Secure LTF Parameters field is present in the initial Fine Timing Measurement frame if the responder has received the initial Fine Timing Measurement Request frame where the Secure LTF Required subfield of the NGP Parameters field is equal to 1. The Secure LTF Parameters field is optionally present in the initial Fine Timing Measurement frame if the responder has received the initial Fine Timing Measurement Request frame where the Secure LTF Support subfield of the NGP Parameters field is equal to 1. Otherwise, it not present. If present, it contains a Secure LTF Parameters element as defined in 9.4.2.251 (Secure LTF Parameters).
TGaz Editor: Insert the following subclauses after 9.4.2.250:

9.6.8.37 Location Measurement Report frame format

The Location Measurement Report frame is an Action No Ack frame of category NGP. The Location Measurement Report frame is used to support the VHTz, HEz, DMGz, and eDMGz ranging mechanisms of the FTM procedure described in 11.22.6 (Fine timing measurement (FTM) procedure). The format of the Location Measurement Report Action field is shown in Figure 9-xxx (Location Measurement Report Action field format).

	
	Category
	Public Action
	Dialog Token
	ToD
	ToA
	ToD Error
	ToA Error

	Octets:
	1
	1
	1
	6
	6
	2
	2

	
	Secure LTF Parameters (optional)
	NGP CSI Information (optional)

	Octets:
	<TBD>
	<TBD>
	


Figure 9-xxx Location Measurement Report Action field format

The Category field is defined in 9.4.1.11 (Action field).

The Public Action field is defined in 9.6.8.1 (Public Action frames).
The Dialog Token field is TBD. 
The ToD field is TBD.

The ToA field is TBD. 

The ToD Error field is TBD. 

The ToA Error field is TBD. 

The Secure LTF Parameters field is present if an ISTA and RSTA activates a secure LTF measurement exchange mode of the 802.11az ranging protocols for the ranging phase. If present, it contains a Secure LTF Parameters element as defined in 9.4.2.251 (Secure LTF Parameters).
The NGP CSI Information field is TBD. 
9.6.11 Protected Dual of Public Action frames
TGaz Editor: Insert the following new rows into Table 9-381 (Public Action field values defined for Protected Dual of Public Action frames) (header row shown for convenience):
Table 9-381—Public Action field values defined for Protected Dual of Public Action frames (continued)
	Public Action field value
	Description
	Defined in

	31
	Protected White Space Map Announcement
	9.6.8.31 (White Space Map Announcement frame format)

	32
	Protected Fine Timing Measurement Request
	9.6.8.32 (Fine Timing Measurement Request frame format)

NOTE- A protected Fine Timing Measurement Request frame can be used only in VHTz and HEz modes of the Fine timing measurement procedure. 

	33
	Protected Fine Timing Measurement
	9.6.8.33 (Fine Timing Measurement frame format)

NOTE- A protected Fine Timing Measurement frame can be used only in VHTz and HEz modes of the Fine timing measurement procedure.

	34
	Protected Location Measurement Report
	9.6.8.37 (Location Measurement Report frame format)

	32 35–255
	Reserved
	


11.22.6.3 Fine timing measurement procedure negotiation

TGaz Editor: Insert the following subclauses 11.22.6.3:

An ISTA and an RSTA may activate a secure LTF measurement exchange mode of the VHTz and HEz ranging protocol for using randomized LTF sequences in an UL NDP and a DL NDP. In which case, the ISTA and the RSTA follow the rules described in the subclause 11.22.6.4a (Secure LTF Measurement Exchange Protocol). 

An RSTA in which dot11SecureLTFImplemented is true shall set the Secure LTF Support field in the Extended Capabilities element to 1. An ISTA in which dot11SecureLTFImplemented is true shall set the Secure LTF Support field to 1 in the NGP Parameters field in an initial Fine Timing Measurement Request frame.
When an RSTA has set the Secure LTF Support field to 1 in the Extended Capabilities element it transmits, an ISTA with dot11SecureLTFImplemented equal to true may set the Secure LTF Required subfield in the NGP Parameters field in an initial Fine Timing Measurement Request frame to 1 to activate a secure LTF measurement exchange mode between the ISTA and the RSTA
When an ISTA has set the Secure LTF Support field to 1 in the NGP Parameters field in an initial Fine Timing Measurement Request frame it transmits, an RSTA with dot11SecureLTFImplemented equal to true may set the Secure LTF Required subfield in the NGP Parameters field in an initial Fine Timing Measurement frame to 1 to activate a secure LTF measurement exchange mode between the ISTA and the RSTA, 
An initial Fine Timing Measurement frame shall contain a Secure LTF Parameters field with a new LTF Generation SAC and a new LTF Sequence Generation Information associated with the LTF Generation SAC when one of the following conditions is met:

— An RSTA received an initial Fine Timing Measurement Request frame where the Secure LTF Required subfield in the NGP Parameters field in the received initial Fine Timing Measurement Request frame is equal to 1.

— An RSTA sets the Secure LTF Required subfield in the NGP Parameters field in a transmitted initial Fine Timing Measurement frame to 1.

When management frame protection is negotiated, a STA shall use the Protected Dual of Public Action frames for an initial Fine Timing Measurement Request, an initial Fine Timing Measurement, and a Location Measurement Report. 

An ISTA in which dot11SecureLTFImplemented is false ignores a Secure LTF Parameters if an initial Fine Timing Measurement frame and a Location Measurement Report frame carries the Secure LTF Parameters. 
TGaz Editor: Insert the following subclauses at the end of the 11.22.6.4:

11.22.6.4a Secure LTF Measurement Exchange Protocol 
11.22.6.4a.1 VHTz mode 

In an initial measurement sequence, an ISTA sends an NGP NDP Announcement frame where the LTF Generation SAC subfield in the STA Info field in the NGP NDP Announcement frame is set to the same value as in the LTF Generation SAC field in the Secure LTF Parameters field in an initial Fine Timing Measurement frame
. The LTF sequence of an UL NDP transmitted a SIFS after the NGP NDP Announcement frame and the LTF sequence of a DL NDP received a SIFS after the UL NDP are determined by the LTF Sequence Generation Information in the Secure LTF Parameters field in the initial Fine Timing Measurement frame
 that is associated with the LTF Generation SAC subfield in the STA Info field in the transmitted NGP NDP Announcement. 

In a subsequent measurement sequence, an ISTA that correctly received a Secure LTF Parameters field in a Location Measurement Report frame sends a NGP NDP Announcement frame where the LTF Generation SAC subfield in the STA Info field in the NGP NDP Announcement frame is set to the same value as in the LTF Generation SAC field in the Secure LTF Parameters field in the Location Measurement Report frame. The LTF sequence of an UL NDP transmitted a SIFS after the NGP NDP Announcement frame and the LTF sequence of a DL NDP received a SIFS after the UL NDP are determined by the LTF Sequence Generation Information in the Secure LTF Parameters field in the Location Measurement Report frame that is associated with the LTF Generation SAC subfield in the STA Info field in the transmitted NGP NDP Announcement.
In a subsequent measurement sequence, an ISTA that did not correctly receive a Secure LTF Parameters field in a Location Measurement Report frame sends a NGP NDP Announcement frame where the LTF Generation SAC subfield in the STA Info field in the NGP NDP Announcement frame is set to the TBD (pre-determined) value to indicate that a new LTF Sequence Generation information is needed. The LTF sequence of an UL NDP transmitted a SIFS after the NGP NDP Announcement frame and the LTF sequence of a DL NDP received a SIFS after the UL NDP are determined to the TBD (pre-determined) sequence. 

NOTE1 – TBD (pre-determined) sequence is not suitable for a range measurement. 
When an RSTA receives a NGP NDP Announcement frame and a value of the LTF Generation SAC subfield in the STA Info field in the NGP NDP Announcement frame is equal to a value of the LTF Generation SAC subfield in the Secure LTF Parameters field stored at the RSTA, the RSTA determines the LTF sequence of an UL NDP received a SIFS after the NGP NDP Announcement frame and the LTF sequence of a DL NDP transmitted a SIFS after the UL NDP with the LTF Sequence Generation Information associated with the value of the LTF Generation SAC subfield in the STA Info field in the NGP NDP Announcement frame. The RSTA shall respond with the the DL NDP and a Location Measurement Report frame a SIFS after the DL NDP, where the Location Measurement Report frame shall contain a Secure LTF Parameters field with a new LTF Generation SAC and a new LTF Sequence Generation Information associated with the LTF Generation SAC. 
When an RSTA receives a NGP NDP Announcement frame and a value of the LTF Generation SAC subfield in the STA Info field in the NGP NDP Announcement frame is not equal to a value of the LTF Generation SAC subfield in the Secure LTF Parameters field stored at the RSTA, the RSTA shall discard the received NGP NDP Announcement frame and UL NDP. The RSTA shall not send a DL NDP and a Location Measurement Report frame and it shall keep a current LTF Generation SAC and its associated LTF Sequence Generation Information stored at the RSTA. 

When an RSTA receives a NGP NDP Announcement frame and a value of the LTF Generation SAC subfield in the STA Info field in the NGP NDP Announcement frame is equal the TBD (pre-determined), the RSTA determines the LTF sequence of an UL NDP received a SIFS after the NGP NDP Announcement frame and the LTF sequence of a DL NDP transmitted a SIFS after the UL NDP to TBD (pre-determined) sequence. The RSTA shall respond with the DL NDP and a Location Measurement Report frame a SIFS after the DL NDP, where the Location Measurement Report frame shall contain a Secure LTF Parameters field with a new LTF Generation SAC and a new LTF Sequence Generation Information associated with the LTF Generation SAC.
NOTE2 – When the RSTA sends a DL NDP, it can use a pre-determined secure LTF sequence.  

When a Location Measurement Report frame contains range measurement results calculated from an UL NDP and a DL NDP that have a secure LTF sequence suitable for a range measurement, an RSTA shall include the Secure LTF Parameters field in the Location Measurement Report frame and set a value of the Range Measurement SAC subfield in the Secure LTF Parameters field in the Location Measurement Report frame to the same value as in the LTF Generation SAC field in the NGP NDP Announcement frame that solicited the UL NDP and the DL NDP.

Annex C (normative) 
ASN.1 encoding of the MAC and PHY MIB 
C.3 MIB Detail
TGaz Editor: Insert the following entry in Annex C::

Dot11WirelessMgmtOptionsEntry ::=

SEQUENCE {

…

dot11FineTimingMsmtRespActivated TruthValue,

dot11FineTimingMsmtInitActivated TruthValue,

dot11LciCivicInNeighborReport TruthValue,

dot11RMFineTimingMsmtRangeRepImplemented TruthValue,

dot11RMFineTimingMsmtRangeRepActivated TruthValue,

dot11RMLCIConfigured TruthValue,

dot11RMCivicConfigured TruthValue,
dot11SecureLTFImplemented TruthValue 
}
…

dot11RMCivicConfigured OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This is a control variable.

It is written by an external management entity which sets the Value to

true when it configures dot11STACivicLocationEntry.
It is written by the STA when an external management entity configures

dot11STALCIEntry.

Changes take effect as soon as practical in the implementation.

This attribute, when true, indicates that that the station is configured

with a civic location (civic location is not Unknown). false indicates the

station is not configured with an civic location or the configured civic

Location is set to Unknown (as defined in 9.4.2.22.13 (Location Civic

report))."

DEFVAL { false }

::= { dot11WirelessMgmtOptionsEntry 53 }
dot11SecureLTFImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

This attribute, when true, indicates that a secure LTF measurement exchange protocol (see 11.22.6.4a (Secure LTF Measurement Exchange Protocol)) is implemented. The capability is disabled otherwise."

DEFVAL { false }

::= { dot11WirelessMgmtOptionsEntry 54}
Abstract





This submission proposes P802.11az draft amendment text for the P802.11az VHT secure range measurement protocol. This submission addresses SFD (document 17/0462r13) requirements 6 (Security) (14), (15) and (16). The baseline documents that this proposal depends on are (clause numbering relative to .11aj, .11ak, .11aq, .11ax and .11ay) 


D0.04 of REVmd


D8.0 of PIEEE802.11aj


D5.0 of PIEEE802.11ak


D13.0 of PIEEE802.11aq


D1.0 of PIEEE802.11ay and D2.1 of IEEE 802.11ax 














�Add ‘Response’?





[YH: In a baseline spec of 802.11REVmd, the correct frame name is an initial Fine Timing Measurement frame.





Sometimes, during our discussion, we called it as a Fine Timing Measurement Response frame. But, in the spec context, such frame has not been defined. An initial Fine Timing Measurement frame represents a Fine Timing Measurement Response frame.]


�Response?





[YH: In a baseline spec of 802.11REVmd, the correct frame name is an initial Fine Timing Measurement frame.





Sometimes, during our discussion, we called it as a Fine Timing Measurement Response frame. But, in the spec context, such frame has not been defined. An initial Fine Timing Measurement frame represents a Fine Timing Measurement Response frame.]
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