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Abstract

This submission highlights some MAC CIDs for TGm discussion.  CIDs included: 3, 15, 40, 106, 116, 134, 174, 197, 198, 180, 266, 283, 290, 326, 337, and 362.


R0 – initial version
R1 – updated per comments received at Waikoloa F2F, and added some proposed resolutions
R2 – updated per comments on Oct 6 telecon, CIDs 266 and 326 ready for motion, updates per actions suggestsed on Oct 6 telecon.  Noted that CID 15 is resolved, per BRC agreement, for the immediate comment.  But, the more global clean-up might/should continue in the background.




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	3
	10.24.2
	1523
	7
	
	Setup of block ack agreement requires too much management overhead
	Add an Implicit Block ACK mechanism.  Draft text to be provided.



Discussion

Chris Hansen to discuss/present.


RESOLUTION




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	15
	9.4.2.171.2
	1186
	13
	
	what is "conditional"? Should it be "optional"?
	Change "conditional" to "optional", 2 instances.



Discussion
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Agree in principle.  What is our current convention, if the length is "0 or 6", etc - is that also "optional" or does the "0 or" already make it optional?  (Current draft is inconsistent – “Optional” or “(optional)” are mostly “0 or <n>” or “variable”; many “0 or <n>” are not maked optional.)

Per Waikoloa F2F (Sept, 2017), agreed on a convention of saying “(optional)” in the text, and using “0 or <n>” for the Octet count/length.

Per Oct 6, 2017 telecon, agreed to resolve this particular comment with Replace “(conditional)” with “(optional)” in the cited locations (2 places).  And, work in the background on the bigger (global) fixes.

RESOLUTION

Revised.  Replace “(conditional)” with “(optional)” in the cited locations (2 places).  Also, delete “(j)” in the text of 9.4.1.32, replace “j” with “3 or 5” as the Octet count indication in Figure 9-100 (Organization Identifier field), and “variable” with “3 or 5” for “OI #1” and with “0, 3 or 5” for “OI#2” and “OI#3” in Figure 9-448 (Roaming Consortium element).  Replace “variable” with “3 x n” in Figure 9-587.  Replace “variable” with “2 x n” for the Octet count of the “Realm Identifier” field in Figure 9-600.  Replace “variable” with “2 x n” for the “ANQP Capabilities” field in Figure 9-621.  Replace “variable” with “3 or 5” in Figures 9-629 and 9-630.  Replace “variable” with “3 or 5” in Table 9-287.  Replace “variable” with “0 or 3” for the “Device Class” field in Figure 9-663.  Replace “variable” with “18 x n” for the Device Location Information field in Figure 9-663.  Replace “variable” with “0 or 10” and add “(optional)” to the text name of the field, for the “DMG Link Margin” field in Figure 9-685.  Replace “variable” with “0 or 7” and add “(optional)” to the text name of the field, for the “DMG Link Adaption Acknowledgment” field in Figure 9-685.  Replace “variable” with “0 or 5” for the “Wide Bandwidth Channel Switch element” in Figure 9-693.  Remove all three “Zero or one” indications in Figure 9-693 and add “(optional)” with the text boxes for the associated fields.  Replace “variable” with “3 or 5” for the Organization Identifier field in Figure 9-698.  Replace “variable” with “6 x n” and add “(optional)” to the text name of the field, for both the “Active TXOP Reservations” and “Pending TXOP Reservations” fields in Figure 9-707.  

. . .  There are more, beyond 9.6.8.25.  Check with the TG on direction, before proceeding.


	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	40
	11.1.4.3.7
	1714
	1
	
	"If a vendor-specific subelement is included in an element within the BSS Configuration Parameter Set,"  Unfortunately the previous list specifically states that VS IE is excluded  so this is confusing.  Therefore, delete Vendor Specific element from the list P1713L62
	At P1713 L62 delete "- Vendor Specific element"



Discussion
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Propose: Rejected.  The text at P1714.1 says "is included in an element within the BSS Configuration Parameter Set".  So, a VSE is not directly included, but might be included through embedding.

Per discussion in Waikaloa F2F, also note that the exlusion list calls out the Vendor Specific _element_, but the text is discussion the possible inclusion of a Vendor Specific _subelemnt_, another indication that these are different things, and the text is not in contradiction.

RESOLUTION

Rejected.  The text at P1714.1 refers to “a vendor-specific subelement”, but the exclusion list just above is excluding a “Vendor Specific element”, and those are different things, so there is no conflict.  Note that a vendor-specific subelement can be included through embedding, even though the Vendor Specific element is excluded.


	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	106
	11.1.3.8
	
	
	
	There has been multiple incompatible interpretation among (or within, as may be the case sometimes) vendors on how Multiple BSSID functionality is supposed to work and how addresses can or cannot change during a lifetime of a BSS. To avoid interoperability issues, it would be good to have a clear statement saying that there is exactly one transmitted BSSID for each nontransmitted BSSID and that transmitted BSSID cannot change during the lifetime of a BSS that uses a nontransmitted BSSID.
	If the group agrees with my interpretation in the comment, please add an explicit statement with that clarification into 11.1.3.8 (Multiple BSSID procedure).



Discussion

[image: ]
[image: ]



Per the commenter's (Jouni Malinen) request, discuss within TGm.

Discussed at Waikoloa F2F, and the TG does generally agree.  Needs a submission.

RESOLUTION




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	116
	10.2.1
	1398
	1
	
	HCF doesn't really use DCF architecturally.  It 'replaces' DCF.
	Change Figure 10-1 to show HCF (EDCA and HCCA) as directly using the PHY.  Cleanup text in 10.2, 10.3 and 10.22 to not describe HCF as using DCF.



Discussion
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Needs a scrub to be sure the assertion in the Comment is true.  Then, would require considerable changes (as noted in the Proposed Change).  Discuss with TGm.

From Waikoloa F2F discussions: Generally agree with this direction.  Need to look at functions that are “common” between DCF and HCF (some are explicitly called ‘common’ and some might not be).  It will take careful work to separate DCF out.  Once DCF is separated, it could be marked obsolete/deprecated.  Needs submission.

RESOLUTION




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	134
	11.16.8
	1878
	15
	
	If the DSSS/CCK Mode in 40 MHz subfield is equal to 0 in a beacon/probe response, it is not clear whether the STA is required to set it to 0 in the association request.  The description is "An HT STA declares its capability to use DSSS/CCK rates while it has a 40 MHz operating channel width", which is vague (capability to use v. intent to use)
	Append "- The DSSS/CCK Mode in 40 MHz subfield transmitted by a (re)associating STA is ignored." at the end of the list in the para after the referenced location



Discussion
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Propose: Accepted.  Any issue with this (potential) change in behavior/requirement?  (What if some existing APs don't ignore this? - although, it is not clear what they do, then)

From Waikoloa F2F: How do we test that something is ignored.  Suggest saying “can ignore” instead, which also solves any existing AP behaviour problem.

Proposal: Revised.  Add a new bullet to the list at the cited location, “- The AP can ignore the DSSS/CCK Mode in 40 MHz subfield transmitted by a (re)associating STA.”

Alternate Proposal: Rejected.  The AP can do nothing useful with the DSSS/CCK Mode in 40 MHz subfield transmitted by a (re)associating STA, it is unnecessary to state this.

Note relationship to CID 133.  Transfer to PHY.

RESOLUTION


	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	174
	10.21.5
	1482
	29
	
	Coverage classes are not interoperable, because there is no mechansim for an AP to know whether a STA supports them (and thence to deny association if it doesn't)
	Mark coverage classes as obsolete and subject to deletion in a future version of the standard

	197
	11.9.3
	1818
	1
	
	Quiet Channel does not work in an IBSS because it's set by the BSS starter and replicated forever after.  See further discussion under CID 7271 in 16/0276
	Delete or deprecate use of Quiet Channel elements in IBSSen

	198
	11.9.3
	1818
	1
	
	Quiet Channel does not work in an IBSS and probably doesn't work in an MBSS either.  See further discussion under CID 7271 in 16/0276
	Delete or deprecate use of Quiet Channel elements in MBSSen



Discussion

Is there agreement from the TG?  Is there any general guidance/agreement on features to be marked as Obsolete?

From discussions in Waikoloa:
· Ir might be helpful to search where these features came into 802.11, as a refernce to why they were thought to be useful (at that time), and/or to help identify experts that can discuss obsoleting or deprecating now.
· Action Item: Dorothy to send an email to reflector, seeking any background or interest.
· On CID 197: Doesn’t Quiet Channel follow the DFS owner (so not related to BSS starter)?  Did this have something to do with 802.11j?

Seems the commenter meant CID 7212 in REVmc.  Document 11-16/0276 included fairly extensive changes to clarify limitations of Quiet Channel to infrastructure BSSs in many cases.  Now that those changes have been applied, there is no clear indication that it is possible, or mechism specified, to use Quiet Channel within an IBSS.

As follow-up to the F2F discussion, Coverage Classes was introduced with 802.11y, Quiet Channel was introduced with 802.11ac.

Recommended way forward:
· Coverage Classes: Refer to Peter E
· Quiet Channel: Refer to the commenter (Mark R) to clarify how/where the current Std says Quiet Chanel can be used with IBSSs.

RESOLUTION




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	180
	11.3.5.4
	1773
	54
	
	It is not clear what is reset in the case of (re)association to a different AP
	At the end of the last step of 11.3.5.2, .3 add "All states, agreements and allocations shall be deleted or reset to initial values."
At the end of the last step of 11.3.5.5,  add "In the case of reassociation to a different AP, all states, agreements and allocations shall be deleted or reset to initial values."



Discussion

Also note CID 179:

Comment: It is not clear what is reset in the case of reassociation to a different AP.

Proposed Change: At the end of step c) add "In the case of reassociation to a different AP, all states, agreements and allocations shall be deleted or reset to initial values."

Proposed Resolution: Revised.  Add, as new paragraph at the end of step (c): "In the case of reassociation to a different AP (the CurrentAPAddress parameter is not the new AP's MAC address), all the states, agreements and allocations listed above are deleted or reset to initial values."
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This needs further discussion.  1) Not all state is reset (for example, clearly the state for the AP (link) is not reset, any PMKSA is not reset, etc.  So, we need to reference the list in 11.3.5.4, somehow, but probably don’t want to replace the list multiple times.  This needs some restructuring, in a submission.  2) Are all the state variables reset if the response is not SUCCESS?

From Waikoloa F2F: Seems okay to consider, but need volunteer(s) to review “all states, agreements and allocations” to create a more careful list.  Needs a submission.

RESOLUTION




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	266
	10.26.3.1
	
	
	
	"If the transmission requires protection and the Use_Protection field within the ERP element is equal to 0 or the
ERP element is not present in the Beacon, HT transmissions shall be protected using one of the mechanisms
identified in Table 10-14 (Applicable HT protection mechanisms)." appears to overlap the first row of Table 10-13---Protection requirements for HT Protection field values nonmember protection mode and non-HT mixed mode, Use_Protection = 0 or ERP element is not present (HT Protection field equal to non-HT mixed mode)
	Delete the cited text



Discussion

Note – the cited text is at line 17, below (from P1550 of REVmd D0.1.)
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Is the Table 10-13 normative, so that the requirement to refer to Table 10-14 is mandatory, without text saying so?  Even if so, is it helpful to have the text explaning the intent of the application of the third paragraph in the Table 10-13 entry?

From Waikoloa F2F: The Tables are normative.  This text was moved into a table relatively recently (REVmc) because the text version had become cumbersome.  Look for volunteers to help craft resolution.

Recommendation: Since the tables are normative, and the intention was to move the text into the table form, it seems the cited text is a left-over that could be deleted.

RESOLUTION

Accepted.


	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	283
	9.4.2.1
	
	
	
	"The  frame  body  components  specified  for  many  management  subtypes  result  in  elements  ordered  by
ascending values of the Element ID field and then the Element ID Extension field (when present), with the
exception of the MIC Management element (9.4.2.55  (Management MIC element)). If present, the MIC
Management  element  appears  at  the  end  of  the  robust  management  frame  body."  There are other exceptions, e.g. Quiet and TPC Report in beacons, VSIEs, AMPE.  There is no general rule; you have to look at each frame's format as specified
	Delete the cited text



Discussion

[image: ]

Propose: Accepted. (Editor, the cited text is at P843L18 in D0.1.) But, discuss with TG.

From Waikoloa F2F: The commenter’s remarks appear to be accurate.  However, this sentence has been there a long time, and is probably useful, even if not necessary.  Suggest more research into what is not in order, and list them.  Needs submission.


RESOLUTION




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	290
	9.4.1.53
	
	
	
	"indicates the maximum number of spatial streams that the STA can receive" --- it only indicates an upper limit on the number of SS, since other things might further limit the NSS that the STA can receive (e.g. SMPS, Rx Highest Supported Long GI Data Rate).  This issue was originally pointed to me by Matt FISCHER
	Add "an upper limit on" after "indicates" in the cited text (2 instances)



Discussion

Isn't a "maximum number" already an "upper limit"?

From Waikoloa F2F: Confusion here about the negotiated maximum number, which might be higher than any supported number, versus knowing there is some number of streams that will work.  This value is supposed to represent the number of SSs the STA can support, in some mode of operation.

Recommendation: Consensus seems to be that the text says what it means, currently.  Need help crafting the reject reason.

RESOLUTION




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	326
	
	
	
	
	An RTT is the time between a signal going out and coming back.  It includes any processing time at the other side.  The spec uses "RTT" to mean the total time of flight, not the RTT
	Delete the RTT definition from 3.4 and instead add "TOF time of flight"
At 83.58 change "round trip time (RTT)" to "distance"
At 1771.20 change "an RTT" to "a two-way TOF"
At 1772.28 change "The round trip time (RTT)" to "The two-way TOF" and change "RTT" to "TOF" in the equation
At 3598.21 change "RTT" to "two-way TOF"
(all references are to mc/D5.0)



Discussion

According to Wikipedia :) the current use of RTT is correct; the term does not include processing delay.  But, many definitions are based on an assumption of zero delay at the far end (radar echo, etc.), and generally are written so that far-end delay would be included.

To change the term to time of flight (TOF) results in the need to talk about a "two-way" TOF (which isn't as well-known a phrase, although it is used commonly for two-way ranging), and somewhat more cumbersome wording.

In REVmd Draft, RTT is explicitly defined in equation 11-5, to not include the far-end delay, so this is an issue with "common belief" definition of the term, and not a technical issue with the spec.  Thus referring to TGm for discussion.

From Waikoloa: Some discussion of pros and cons of making this completely clear.  But, in general, introducing two-way TOF was agreed to be complicated, and the current text is not technically incorrect.  Reject.

RESOLUTION

Rejected.  The 802.11 definition of RTT is provided in equation 11-5, consistent with the usage in the Standard.  There is no technical error.



	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	337
	10.21.3
	1481
	63
	11-17-0950
	There should be global client operating classes that uniquely specify highest bandwidth offered across all channels, and when present in probe, (re)association requests mean that Supported Channels element(s) is/are not present.  For example, a single new 20 MHz global operating class signals 20 MHz global classes 115, 118, 121, 124 and 125  are all supported across channels 36-165. A single new 40 MHz global operating class signals global 20 MHz classes and 40 MHz global classes 115, 117, 119, 120,  122, 123, 126 and 127 are all supported across channels 36-165. A single new 80 MHz global operating class signals global 20 MHz, 40 MHz and 80 MHz global class 128 are all supported across channels 36-165. A single new 160 MHz global operating class signals global 20 MHz, 40 MHz, 80 MHz and 160 MHz global classes 129 and 130 are all supported across channels 36-165.
	Commenter will contribute draft text if there is interest in operating super-classes to reduce the time taken in  multi-band probe, association and channel switch processes.



Discussion

MAC: 2017-08-18 14:24:28Z: Reviewed 11-17/950r1.  Feedback is needed.


RESOLUTION




	CID
	Clause
	Page
	Line
	Submission
	Comment
	Proposed Change

	362
	9.3.3.7
	741
	35
	
	The Association Response frame contains the Status Code field but not the Reason Code field. The description in the table is mixed up.
	Change "Reason Code" in line 35 to "Status Code".



Discussion

A search for "REJECTED_WITH_SUGGESTED_BSS_TRANSITION" finds more places with the error in Reassoc's table, and also in text in 11.3.8.  Might need global search for "frame with/has … Reason Code".

From Waikoloa F2F: Generally agree.  Noted that CID 363 is very similar.  Agree with resolution for CID 363.  CID 362 should also be done, similarly.  Needs volunteer to help search for other occurrances.

RESOLUTION
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The TBTT Information Set field contains one or more TBTT Information fields. The TBTT Information
field is defined in Figure 9-583 (TBTT Information field (11ai)format).

Neighbor AP BSSID (cond Short-SSID
TBTT Offset tional)(11 (condi
tional)(11ai

Octets: 1 Ooré Oord

Figure 9-583—TBTT Information field (11ziformat

The Neighbor AP TBTT Offset subfield is 1 octet in length and indicates the offset in TUs. rounded down to
nearest TU, to the next TBTT of an AP from the immediately prior TBTT of the AP that transmits this
element. The value 254 indicates an offset of 254 TUs or higher. The value 255 indicates an unknown offset
value.

The BSSID is defined in 9.2.4.3.4 (BSSID field).(11ai)

The Short-SSID subfield is calculated as given in 9.4.2.171.2 (Calculating the Short-SSID(11ai)).(11ai)
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11.1.4.3.7 Enhanced FILS active scanning to preferred AP(11ai)

A FILS non-AP STA may maintain one or more BSS Configuration Parameter Sets. A BSS Configuration
Parameter Set is obtained from a preferred AP by using a preferred AP determination process that is out of
scope of this standard. Each BSS Configuration Parameter Set may be different according to the preferred
AP’s capabilities. A BSS Configuration Parameter Set is a set of elements of the Beacon frame or the Probe
Response frame. The following dynamic information elements are excluded from a BSS Configuration
Parameter Set:

—  TIM element

—  Quiet element

— BSS Load element

— EDCA Parameter element

—  BSS Average Access Delay element

—  BSS Available Admission Capacity element
— BSS AC Access Delay element

—  Time Advertisement element

—  Emergency Alert Identifier element

—  Beacon Timing element

—  QLoad Report element

—  Extended BSS Load element

—  Quiet Channel element

— Reduced Neighbor Report element (see Note 1)
—  CAG Number element

—  AP-CSN element

— Differentiated Initial Link Setup element

—  Fragment element (see Note 2)

—  Vendor Specific element
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If a vendor-specific subelement is included in an element within the BSS Configuration Parameter Set. the
AP-CSN does not provide any indication regarding if that vendor-specific subelement has changed or not.
and AP-CSN is not increased if the only change within the BSS Configuration Parameter Set is due to the
change to a vendor-specific subelement embedded in an element within the BSS Configuration Parameter
Set.

NOTE 1—The Reduced Neighbor Report element is excluded from the BSS Configuration Parameter Set based on the
principle that an element is excluded from the BSS Configuration Parameter Set if that element has no impact on a FILS
STA’s ability of using AP-CSN to make a decision of initiating an association procedure with an AP without receiving
Beacon or Probe Response frame from the AP.

NOTE 2—Any change in a Fragment element is considered under the context of the element being fragmented by the
Fragment element.
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11.1.3.8 Multiple BSSID procedure

Implementation of the Multiple BSSID capability is optional for a WNM STA and for a DMG STA.
Implementation of the Multiple BSSID capability is mandatory for a FILS STA(llai). A STA that
implements the Multiple BSSID capability has dotl1MultiBSSIDImplemented equal to true. When
dot11MultiBSSIDImplemented is true. dotl1WirelessManagementImplemented shall be equal to true
except for a DMG STA. in which case it may be equal to false. A STA in which dot11MultiBSSIDActivated
is true is defined as a STA that supports the Multiple BSSID capability. The STA shall set to 1 the Multiple
BSSID field of the Extended Capabilities elements that it transmits.

The nontransmitted BSSID profile shall include the SSID element (see 9.4.2.2 (SSID element)) and Multiple
BSSID-Index element (see 9.4.2.74 (Multiple BSSID-Index element)) for each of the supported BSSIDs.
The AP or PCP may include all other elements in the nontransmitted BSSID profile. The AP or PCP may
include two or more Multiple BSSID elements containing elements for a given BSSID index in one Beacon
frame or DMG Beacon frame. If two or more are given. the profile is considered to be the complete set of all
elements given in all such Multiple BSSID elements sharing the same BSSID index. Since the Multiple
BSSID element is also present in Probe Response frames. an AP or PCP may choose to advertise the
complete or a partial profile of a BSS corresponding to a nontransmitted BSSID only in the Probe Response
frames. In addition. the AP or PCP may choose to include only a partial list of nontransmitted BSSID
profiles in the Beacon frame or DMG Beacon frame or to include different sets of nontransmitted BSSID
profiles in different Beacon frames or DMG Beacon frames.

‘When a station receives a Beacon frame or DMG Beacon frame with a Multiple BSSID element that consists
of a nontransmitted BSSID profile with only the mandatory elements. it may inherit the complete profile
from a previously received Beacon frame, DMG Beacon frame, or Probe Response frame. or it may send a
Probe Request frame to obtain the complete BSSID profiles. Each Beacon element not transmitted in a
nontransmitted BSSID subelement is inherited from previous Beacon, DMG Beacon. or Probe Response
frame in which the element is present. except for the Quiet element. which shall take effect only in the
Beacon frame or DMG Beacon frame that contains it and not carry forward as a part of the inheritance. An
AP or PCP is not required to include all supported nontransmitted BSSID profiles in a Probe Response
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frame. and may choose to only include a subset based on any criteria. When a nontransmitted BSSID profile
is present in the Multiple BSSID element of the Probe Response frame. the AP or PCP shall include all
elements that are specific to this BSS. If any of the optional elements are not present in a nontransmitted
BSSID profile. the corresponding values are the element values of the transmitted BSSID.

A non-AP and non-PCP STA derives its nontransmitted BSSID value according to 9.4.2.46 (Multiple
BSSID element) and 9.4.2.74 (Multiple BSSID-Index element).

The Partial Virtual Bitmap field in the transmitted BSSID Beacon frame or DMG Beacon frame shall
indicate the presence or absence of traffic to be delivered to all stations associated to a transmitted or
nontransmitted BSSID. The first 2" bits of the bitmap are reserved for the indication of group addressed
frame for the transmitted and all nontransmitted BSSIDs. The AID space is shared by all BSSs and the
lowest AID value that shall be assigned to a station is 2" (see 9.4.2.6 (TIM element)).

Operation in a non-DMG BSS is subject to the following additional rules. If the Contention Free Period is
supported and if more than one BSS’s CFPCount becomes 0 in the same Beacon frame. the AP shall
concatenate the Contention Free Periods of all CFPs that coincide and shall not transmit a CF-End or CF-
End+Ack frame until the end of the concatenated CFP, indicated with a single CF-End or CF-End+Ack
frame. if required. The CF Parameter Set in the transmitted BSSID contains times that are an aggregate of
CFP times of the nontransmitted BSSIDs.

Multiple BSSID rate selection is defined in 10.7.8 (Multiple BSSID Rate Selection).
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Figure 10-1—Non-DMG STA MAC architecture
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11.16.8 Support of DSSS/CCK in 40 MHz

Transmission and reception of PPDUs using DSSS/CCK by 40MC HT STAs is managed using the DSSS/
CCK Mode in 40 MHz subfield of the HT Capability Information field in Ihe{ HT Capabilities element (see
9.4.2.56.2 (HT Capability Information field)).

An HT STA declares its capability to use DSSS/CCK rates while it has a 40 MHz operating channel width
through the DSSS/CCK Mode in 40 MHz subfield of its (Re)Association Request frames.

If the DSSS/CCK Mode in 40 MHz subfield is equal to 1 in Beacon and Probe Response frames. an
associated HT STA in a 20/40 MHz BSS may generate DSSS/CCK transmissions. If the subfield is equal
to 0. then the following apply:

— Anassociated HT STA shall not generate DSSS/CCK transmissions.
—  The AP shall not include an ERP element in its Beacon and Probe Response frames.

—  The AP shall not include DSSS/CCK rates in the Supported Rates and BSS Membership Selectors
element.

—  The AP shall refuse association requests from a STA that includes only DSSS/CCK rates in its
Supported Rates and BSS Membership Selectors element and Extended Supported Rates and BSS
Membership Selectors element.

A STA not operating in the 2.4 GHz band shall set the DSSS/CCK Mode in 40 MHz subfield to 0.
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11.3.5.4 Non-AP and non-PCP STA reassociation initiation procedures

Except when the association is part of a fast BSS transition. the SME shall delete any PTKSA, GTKSA,
IGTKSA and temporal keys held for communication with the AP or PCP by using the MLME-
DELETEKEYS.request primitive (see 12.6.18 (RSNA security association termination)) before invoking an
MLME-REASSOCIATE .request primitive.

If dot1 1InterworkingServiceActivated is true and the STA was associated to the ESS for unsecured access to
emergency services. the SME shall submit the MLME-REASSOCIATE.request primitive with
EmergencyServices parameter set to true.

The MM-SME of a non-AP and non-PCP STA may include an MMS element in an MLME-
REASSOCIATE.request primitive. The MM-SME shall include in the MMS element the MAC address
associated with the MLME SAP instance to which the primitive is submitted.

Upon receipt of an MLME-REASSOCIATE.request primitive that is part of an on-channel tunneling (see
11.33.4 (On-channel Tunneling (OCT) operation)). a non-AP and non-PCP STA shall follow the rules in
11.33.4 (On-channel Tunneling (OCT) operation) in addition to the reassociation procedures described
below.

Upon receipt of an MLME-REASSOCIATE request primitive, a non-AP and non-PCP STA shall
reassociate with an AP or PCP using the following procedure:

a)  Ifthe STA is not associated in the same ESS or the state for the new AP is State 1. the MLME shall
inform the SME of the failure of the reassociation by issuing an MLME-REASSOCIATE.confirm
primitive, and this procedure ends.

b) The MLME shall transmit a Reassociation Request frame to the new AP or PCP. If the MLME-
REASSOCTATE.request primitive contained an RSNE with only one pairwise cipher suite and only
one authenticated key suite. this RSNE shall be included in the Reassociation Request frame. If the
MLME-REASSOCIATE.request primitive contained the EmergencyServices parameter equal to
true, an Interworking element with the UESA field set to 1 shall be included in the Reassociation
Request frame.
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If a Reassociation Response frame is received with a status code of SUCCESS. the state variable for
the new AP or PCP shall be set to State 4 or to State 3 if dotl IRSNAActivated is true and the FT
protocol is not used with respect to the new AP or PCP and. unless the old AP or PCP and new AP
or PCP are the same. to State 2 with respect to the old AP or PCP. and the MLME shall issue an
MLME-REASSOCIATE.confirm primitive to inform the SME of the successful completion of the
reassociation.

If the MLME-REASSOCIATION.request primitive has the new AP’s MAC address in the
CurrentAPAddress parameter (reassociation to the same AP). the following states. agreements and
allocations shall be deleted or reset to initial values:

1) Al EDCAF state

2) Any block ack agreements

3) Sequence number

4)  Packet number

5)  Duplicate detection caches
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6)  Anything queued for transmission

7) Fragmentation and reassembly buffers

8) Power management mode

9) WNM sleep mode

10) SMKSAs. STKSAs and TPKSAs established with any peers.

The following states, agreements and allocations are not affected by the reassociation procedure:
1) PSMP sessions

2) Enablement/Deenablement

3) GDD enablement

4) STSL.DLS and TDLS agreements

5) MMSLs

6) GCR agreements

7) DMS agreements

8) TFS agreements

9) FMS agreements

10) Triggered autonomous reporting agreements
11) FTM sessions

12) DMG SP and CBAP allocations.
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6131 ‘When the HT Protection field is equal to nonmember protection mode and the Use_Protection field in the ERP
65 element is equal to 0. HT transmissions should be protected. When the HT Protection field is equal to
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nonmember protection mode, the Use_Protection field in the ERP element is equal to 0. and the Nongreenfield
HT STAs Present field is equal to 1. HT transmissions using HT-greenfield format shall be protected. When
the HT Protection field is equal to nonmember protection mode and the Use Protection field in the
ERP element is equal to 1. HT transmissions shall be protected according to the requirements described in
Table 10-13 (Protection requirements for HT Protection field values nonmember protection mode and non-HT
mixed mode).
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‘When the HT Protection field is equal to non-HT mixed mode. HT transmissions shall be protected. The type
of protection required depends on the type of transmission as well as the type of the non-HT STAs that are
present in the BSS. Protection requirements that apply when the HT Protection field is equal to non-HT mixed
mode are described in Table 10-13 (Protection requirements for HT Protection field values nonmember
protection mode and non-HT mixed mode).

If the transmission requires protection and the Use_Protection field within the ERP element is equal to 0 or the
ERP element is not present in the Beacon. HT transmissions shall be protected using one of the mechanisms
identified in Table 10-14 (Applicable HT protection mechanisms).

NOTE—Rules for rate selection for the HT protection mechanisms listed in Table 10-14 (Applicable HT protection
mechanisms) are described in 10.7 (Multirate support).
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Table 10-13—Protection requirements for HT Protection field values
nonmember protection mode and non-HT mixed mode

Condition

Use_Protection = 0 or ERP element is not
present

(HT Protection field equal to non-HT mixed
mode)

Requirements

The protection requirements for HT transmissions using HT-
greenfield format are specified in 10.26.3.1 (General).

The protection requirements for HT transmissions using RIFS
‘within the HT transmission burst are specified in 10.26.3.3 (RIFS
protection).

The protection mechanism for other transmissions not already
described above is based on one of the sequences defined in
Table 10-14 (Applicable HT protection mechanisms).

Use_Protection = 1
(HT Protection field equal to nonmember
protection mode or non-HT mixed mode)

Al HT transmissions shall be protected using mechanisms as
described in 10.26.2 (Protection mechanism for non-ERP
receivers).
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Table 10-14—Applicable HT protection mechanisms

HT protection mechanism

Control frames such as RTS/CTS or CTS-to-self prior to the HT transmissions:

— 20 MHz transmissions use the rates defined in Clause 17 (Orthogonal frequency division multiplexing
(OFDM) PHY specification) or Clause 18 (Extended Rate PHY (ERP) specification)

— 40 MHz transmissions use non-HT duplicate frames defined in Clause 19 (High-throughput (HT) PHY
specification)

L-SIG TXOP protection

As the first PPDU in the TXOP. send one of:
— anon-HT PPDU containing a frame that requires an immediate response

—  an HT-mixed format at PPDU containing a frame that requires an immediate response in a non-HT
PPDU
PPDU after the first PPDU exchange may be HT-greenfield format PPDUs and/or be separated by RIFS.
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Table 9-77—Element IDs (continued)

Element Element ID Elemen? D Extensible
Extension

FILS Public Key (see 9.4.2.181 (FILS 55 12
Public Key element(11ai)))(11ai

FILS Nonce (see 9.4.2.190 (FILS Nonce 55 13
element(11ai)))(11ai

Future Channel Guidance 55 14

Reserved for elements using the Element 55 11ai)15-255
ID Extension field

The frame body components specified for many management subtypes result in elements ordered by
ascending values of the Element ID field and then the Element ID Extension field (when present). with the
exception of the MIC Management element (9.4.2.55 (Management MIC element)) and the Fragment
element (9.4.2.189 (Fragment element(11ai)))(11ai). If present. the MIC Management element appears at
the end of the robust management frame body. See 10.27.6 (Element parsing) on the parsing of elements. If
present. the Fragment element appears immediately after the element that it is fragmenting or after another
Fragment element (see 10.27.11 (Element fragmentation(1lai)) amﬂ 10.27.12  (Element
defragmentation(11ai))).(1 lai
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9.4.2.171.2 Neighbor AP Information field

The Neighbor AP Information field specifies TBTT and other information related to a group of neighbor
APs on one channel. See Figure 9-581 (Neighbor AP Information field format).

Operating Channel TBTT Infor-
Class Number mation Set

Octets: 2 variable

Figure 9-581—Neighbor AP Information field format
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The format of TBTT Information Header subfield is defined in Figure 9-582 (TBTT Information Header
subfield).

TBTT Filtered Reserved TBTT TBTT

Information Neighbor AP Information Information
Field Type Count Length

Bits: 2 1 1 4 8
Figure 9-582—TBTT Information Header subfield




