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1. The issues
In P802.11aq D10.0, clause 11.25.3.2.3 (STA procedures to post a GAS Query to an Advertisement Server), there are a number of bullets, summaired as follows:
	Bullet
	Situation
	The STA behaviors

	a)
	Advertisement Protocol ID not supported.
	The responding STA returns a failure Status Code without posting the query to an advertisement server.

	b)
	Server not reachable
	The responding STA returns a failure Status Code without posting the query to an advertisement server.

	c)
	Describing behaviors of the advertisement server, more specifically, relating to processing the query and dropping the query when there is no response. 

Since the advertisement server receives the query, this is a scenario under d).
	None.

	d)
	The Advertisement Protocol ID supported (and implicitly, the server is reachable)
	The responding STA posts the query to the advertisement server.

	e)
	Describing behaviors of the advertisement server, more specifically, relating to aggregating responses into one. 

Since the advertisement server receives the query, this is a scenario under d).
	None.

	f)
	This is a scenario under d), where dot11GASPauseForServerResponse is false.  
	The responding STA informs the requesting STA to come back after the indicated Comeback Delay expires.

	g)
	This is a scenario under d), where dot11GASPauseForServerResponse is true.  
	No further specification beyond what is defined in clause 11.25.3.2.4.

	h)
	When two CAG Versions match (and implicitly, the Advertisement Protocol ID is supported)
	The responding STA informs the requesting STA that the cached CAG is still valid without posting the query to the advertisement server.


First, the added bullets c) and e) happens only when bullet d) occurs. The current ordering doesn’t reflect that. Recommending to list them as sub-bullets of bullet d).
Second, like the bullets a) and b), the added bullet h) doesn’t cause the responding STA to post the query to the advertisement server, while bullet d) does and bullets f) and g) are different scenarios after bullet d) happens. Therefore, bullet h) is mutually exclusive with bullets d), f) and g), but the current ordering of these bullets didn’t reflect that and may cause problem. For example, whenever the condition in bullet h) is met, the condition in bullet d) is met first, thus according to bullet d), the responding STA posts the query to the advertisement server, contradicting to bullet h). Recommending to list bullet h) before bullet d).
Third, “If there is no response to the Query Request, the Advertisement Server may drop the request.” in bullet c) is insuffient to stop the responding STA (the AP) from responding to the GAS query, because it didn’t specify any changes to the behavior of the responding STA. Thus, according to the following highlighted text in 802.11-2016, even if the advertisement server drops the request (implying that no response will be sent to the responding STA), the responding STA will still transmit a GAS frame with a status code equal to GAS_QUERY_TIMEOUT and a null response to the requesting STA:

“11.25.3.2.4 STA procedures for transmitting the GAS Query Response

…

[802.11-2016, Page 1830]

The following procedures shall be used by the responding STA to deliver the query response to the requesting STA:

a) If dot11GASPauseForServerResponse is true:

1) If the PostReplyTimer expires before the GAS Query Response is received from the Advertisement Server, then the responding STA shall transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to GAS_QUERY_TIMEOUT (see Table 9-46), an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to 0 and a Query Response Length set to 0. If the query response is subsequently received from the Advertisement Server, it shall be dropped by the responding STA.

…

[802.11-2016, Page 1831]

b) If dot11GASPauseForServerResponse is false:

1) If the PostReplyTimer expires before the GAS Query Response is received from the Advertisement Server then the responding STA shall buffer for transmission a GAS Comeback Response frame with a status code equal to GAS_QUERY_TIMEOUT (see Table 9-46). If the query response is subsequently received from the Advertisement Server, it shall be dropped by the STA.

”

Fourth, issue commented by Sponsor Ballot coment CID 9042.

Fifth, there is an inconsistency in D10.0 regarding the value range of Maximal Channel Time subfield in the GAS Extension element: On P41L8, it says that (the Maximal Channel Time is) “expressed as a multiple of 20 TUs …”, with “a valid range of 1-255”. But then on P55L1, its says “… with the Maximum Channel Time field set to the value of the dot11GASResponseTimeout divided by 10 and rounded to the nearest integer”. According to IEEE Std 802.11-2016, Page 3208,

“…

dot11GASResponseTimeout OBJECT-TYPE

SYNTAX Unsigned32 (1000..65535)

UNITS "TUs"
…”

1000-65535 divided by 10 doesn’t yield “a valid range of 1-255”.
2. Proposed text changes

<First Change to P802.11aq D10.0>
11.25.3.2.3 STA procedures to post a GAS Query to an Advertisement Server
…


c) If the GAS Initial Request frame includes a CAG Number element and all the CAG Versions in the CAG Number element match a valid CAG Version that the STA receives from the associated Advertisement Server, which is identified by the CAG Information Type subfield within the same CAG Tuple field as the CAG Version subfield, the STA may transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code equal to SUCCESS_CAG_VERSIONS_MATCH, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, and a Comeback Delay and Query Response Length both set to 0, without posting the query to an Advertisement Server. This completes the GAS Query and GAS Query Response exchange.  
d
) If the Advertisement Protocol ID in the Advertisement Protocol element equals the value contained in any dot11GASAdvertisementID, then the STA shall initialize a timer, referred to as the PostReplyTimer, to the value of the Maximum Channel Time, if received in the GAS Initial Request or Group Addressed GAS Request frame, otherwise, to the value in dot11GASResponseTimeout. The STA posts 
the query to the Advertisement Server identified by the Advertisement Protocol ID. If the GAMode associated with the Query Request is true, the STA includes the GAMode parameter, the GAS extension information, the MAC Address and the Dialog token when it posts the query to the Advertisement Server for processing. The methods and protocols the STA uses to post the query are outside the scope of this standard.
· If the GAMode associated with the Query Request is true and the Advertisement Server has no response to the Query Request, the Advertisement Server may drop the request.
· If the Advertisement Server receives multiple GAS Query Requests resulting in the same response, the Advertisement Server may aggregate these responses into a single GAS Query Response. The Advertisement server responds to the STA including the aggregated responses as described in 11.25.3.2.4a.

e) If the Maximal Channel Time indicated by the Maximal Channel Time subfield in the GAS Initial Request or Group Addressed GAS Request frame is less than the value in dot11GASComebackDelay for this Advertisement Protocol and the responding STA determines that a service hash value in the Service Information Request ANQP-element in the GAS Initial Request or Group Addressed GAS Request frame matches with a service hash value cached in the responding STA, the responding STA shall transmit an individually addressed GAS Initial Response frame within the Maximal Channel Time to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request or Group Addressed GAS Request frame, a Status Code set to SERVICE_HASH_MATCH, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request or Group Addressed GAS Request frame, a GAS Comeback Delay set to the value in dot11GASComebackDelay for this Advertisement Protocol and a Query Response Length set to 0.
f
) If dot11GASPauseForServerResponse is false, the responding STA shall transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to SUCCESS, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to the value in dot11GASComebackDelay for this Advertisement Protocol and a Query Response Length set to 0.

g
) If dot11GASPauseForServerResponse is true, the GAS Query Response is delivered as defined in 11.25.3.2.4.


<Second Change to P802.11aq D10.0>
11.25.3.2.4 STA procedures for transmitting the GAS Query Response

…

The following procedures shall be used by the responding STA to deliver the query response to the requesting STA:

a) If dot11GASPauseForServerResponse is true:

1) If the PostReplyTimer expires before the GAS Query Response is received from the Advertisement Server for responding to a GAS Initial Request frame, then the responding STA shall transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to GAS_QUERY_TIMEOUT (see Table 9-46), an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to 0 and a Query Response Length set to 0. If the query response is subsequently received from the Advertisement Server, it shall be dropped by the responding STA.
2) If the PostReplyTimer expires before the GAS Query Response is received from the Advertisement Server for responding to a Group Addressed GAS Request frame, then the responding STA shall not transmit an individually addressed GAS Initial Response frame or a Group Addressed GAS Response frame to the requesting STA. Note: If there is no response to the Query Request, the Advertisement Server may drop the request.
3
) If the Query Response received from the Advertisement Server is larger than dot11GASQueryResponseLengthLimit or requires more than 128 fragments for transmission to the requesting STA, it shall be dropped by the responding STA. Then the responding STA shall transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to GAS_QUERY_RESPONSE_TOO_ LARGE (see Table 9-46), an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to 0 and a Query Response Length set to 0.

4
) If the query response’s length is less than or equal to the maximum MMPDU size and the query response is not an aggregated response, the STA shall transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to SUCCESS, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame or the Group Addressed Request frame, a GAS Comeback Delay set to 0, the Query Response and a Query Response Length set to the query response length. This completes the GAS Query and GAS Query Response exchange.
5) If the query response’s length is less than or equal to the maximum MMPDU size and the query response is an aggregated response, the STA shall transmit a Group Addressed GAS Response frame containing a dialog token set to 0, a Status Code set to SUCCESS, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame or the Group Addressed Request frame, a GAS Comeback Delay set to 0, the Query Response and a Query Response Length set to the query response length, and a GAS Extension element containing a list of MAC Address/Dialog Token pairs in the Response Map Duples subfield of the GAS Extension element, identifying the requesting STAs and their GAS Query Requests to which the Group Addressed GAS Response frame responds. This completes the GAS Query and GAS Query Response exchange.
6
) If the query response’s length is larger than the maximum MMPDU size, the responding STA shall transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to SUCCESS, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to 1 TU, and a Query Response Length set to 0; this indicates the query response will be transmitted using GAS Comeback Request and Response frames that support GAS fragmentation as follows. If the responding STA is capable of retransmitting a GAS Query Response fragment upon request, the responding STA shall include, in the GAS Initial Response frame, a GAS Extension element with the Fragment Retransmission subfield of the GAS Flags field set to 1.
<Third Change to P802.11aq D10.0>
9.4.1.9 Status Code field
Change Table 9-46 by inserting the following two rows (ignoring the header row) in the table, maintain- ing numerical order:
Table 9-46—Status codes
	Status code
	Name
	Meaning

	120
	GAS_FRAGMENT_NOT_AVAILABLE
	The requested GAS fragment is not available

	121
	SUCCESS_CAG_VERSIONS_MATCH
	Success, the CAG Version provided by the requesting STA is the same as the latest CAG Version provided by the relevant server.

	122
	SERVICE_HASH_MATCH
	Success, a service hash value provided by the requesting STA matches to a service hash value locally cached in the responding STA.


<Fourth Change to P802.11aq D10.0>
On P55L1, change “with the Maximum Channel Time field set to the value of the dot11GASResponseTimeout divided by 10 and rounded to the nearest integer.” to “with the Maximum Channel Time subfield set to the value of the dot11GASResponseTimeout divided by 1000 and rounded to the nearest integer.”
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This document discusses potential issues with 11aq D10.0 text related to 11.25.3.2 GAS Protocol and provides a text proposal to fix them.











�Note to Editor: In the baseline document, this is bullet c). The revision mark on the bullet number needs to reflect that.


�Note to Editor: These revision marks should be kept in P802.11aq.


�Note to Editor: In baseline document, this is bullet d). The revision mark on the bullet number needs to reflect that.


Note to Editor: �In baseline document, this is bullet e). The revision mark on the bullet number needs to reflect that.


�Note to Editor: These revision marks should be kept in P802.11aq.


�Note to Editor: These revision marks should be kept in P802.11aq.


�Note to Editor: These revision marks should be kept in P802.11aq.
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