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Comments
	104
	12.7.1.4
	
	
	GNonce is described in an example method for deriving GTK in 12.7.1.4. The use here is completely internal to the Authenticator. However, GNonce is then exposed in EAPOL-Key frames based on Figure 12-47 and Figure 12-52. The recipient of those frames has no valid use for knowing the GNonce value. In fact, knowing it can result in potential security vulnerabilities by exposing internal state from key generation. As such, this unnecessary exposure of GNonce should be removed from the standard.
	Should really set GNonce to 0 in all cases as shown in 12.7.7.2 and 12.7.7.3:
- sample group key handshake in Figure 12-47 shows GNonce being used
- Figure 12-52 (Authenticator state machines, part 3) shows GNonce
  being used in REKEYNEGOTIATING
- both figures should be modified so that GNonce is replaced with 0


Discussion:

· The GNonce is set to 0 in 12.7.7.2 and 12.7.7.3 for the EAPol-key frame field values:
· In 12.7.7.2: “ Key Nonce = 0”

· In 12.7.7.4: “ Key Nonce = 0”

· The above implies that GNonce is 0 in Fig 12-47 and Fig 12-52

Proposed Resolution:

Revised. 
In Figure 12-47, replace “GNonce” with 0 in the two EAPOL-Key messages.
In Figure 12-47, delete the box with text “Gnonce = Get Next Key Counter”

In Figure 12-52, in the REKEYNEGOTIATING box, change “GNonce” to “0”.
	133
	9.4.2.56.2
	1005
	55
	"use of DSSS/CCK in 40 MHz" is not clear: it might mean use of DSSS/CCK on the primary 20 MHz, or use of some kind of widened DSSS/CCK on the full 40 MHz channel
	Change the 5 references to "use" on the referenced page to talk of "transmission of DSSS/CCK PPDUs when the operating channel width is 40 MHz"


Discussion:
· The 5 occurences fall within the 3rd column of the last row of the table.
· The fifth usage is a sub-clause title in a reference. It shouldn’t have to be changed.
· Menzo/Mark R to review and revise proposed resolution.
Proposed Resolution:

Revised.
At 1005.57 change “does not allow use of DSSS/CCK in 40 MHz” to “does not allow transmission of DSSS/CCK PPDUs in 40 MHz”

At 1005.58 change “does allow use of DSSS/CCK in 40 MHz” to “does allow transmission of DSSS/CCK PPDUs in 40 MHz”

At 1005.61 change “does not use DSSS/CCK in 40 MHz” to “does not transmit DSSS/CCK PPDUs in 40 MHz”

At 1005.62 change “STA uses DSSS/CCK in 40 MHz” to “STA transmits DSSS/CCK PPDUs in 40 MHz”
	143
	12.7.6.2
	2170
	1
	"following the recommendations of 12.7.5" -- either it's just a recommendation, in which case a STA can't be compelled to follow it, or it's a requirement, in which case it should not be described as a recommendation (or as informative)
	Append "or otherwise" after the cited text at the cited location and also at 2184.1, 2185.62, 2194.55, 2195.52, 2266.30, 2266.58, 2306.18


Discussion:

· There are 8 occurences, not 7.

· Clause 12.7.5 is an informative clause referring to J.6 and recommending an expression to initialize a counter value.
· Not sure that appending “or otherwise” makes sense.  
· Could delete “following the recommendations of 12.7.5 (Nonce generation)” and append the following after the cited paragraph. “NOTE --Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”

· Replace 12.7.5 with RFC 4086 and/or SP 800-90a/b/c

· Related to CID 95 – work with Jouni to provide resolution.
Proposed Resolution:

Revised. 
At 2170.1 Delete  “following the recommendations of 12.7.5 (Nonce generation)”. Add a note at the end of the list item “NOTE – Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”.
At 2184.1 Delete  “following the recommendations of 12.7.5 (Nonce generation)”. Add a note at the end of the list item “NOTE – Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”.
At 1285.62 Delete  “following the recommendations of 12.7.5 (Nonce generation)”. Add a note at the end of the list item “NOTE – Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”.

At 2194.55 Delete  “following the recommendations of 12.7.5 (Nonce generation)”. Add a note at the end of the list item “NOTE – Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”.

At 2195.51 Delete  “following the recommendations of 12.7.5 (Nonce generation)”. Add a note at the end of the list item “NOTE – Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”.

At 2266.29 Delete  “following the recommendations of 12.7.5 (Nonce generation)”. Add a note at the end of the list item “NOTE – Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”.

At 2266.57 Delete  “following the recommendations of 12.7.5 (Nonce generation)”. Add a note at the end of the list item “NOTE – Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”.

At 2306.19 Delete “, as specified in 12.7.5 (Nonce generation)”. Add a note at the end of the paragraph “NOTE – Recommendations for Nonce generation are given in 12.7.5 (Nonce generation)”.

	144
	10.3.2.9
	1420
	34
	aRxPHYSTartDelay needs to be a set of delays indexed by PPDU format.  The MAC then needs to use the right delay in the particular context, e.g. if it's expecting an immediate response and that has to be in a 1 Mbps long-preamble CCK PPDU then it should use the value for that, buf if the response has to be a 24 Mbps OFDM PPDU it should use the value for that
	As it says in the comment


Discussion:

· aRxPHYStartDelay is used in 16 places in the standard.

· It is defined as “The delay, in microseconds, from the start of the PPDU at the receiver’s antenna to the issuance of the PHY-RXSTART.indication primitive.” It is a characteristic of a particular PHY.
· It is defined as a time perod in Clauses 15-22 as a PHY characteristic. 
· The cited description appears to be PHY agnostic. 

· A submission would be required.
Proposed Resolution:

Reject?
	182
	11.2.3.5.1
	1722
	36
	A STA should not have to remain awake if e.g. Max SP Len is 2 and it has received two MMPDUs.  As the referenced location indicates, this is only needed to end an SP early ("By setting the EOSP field to 1 in the last frame sent during the SP, an unscheduled SP may be terminated before the maximum number of BUs in the SP has been reached.")
	At the end of 11.2.3.10.c insert ", or it has received the number of BUs specified in the Max SP Length field, where this is not "all"".  Ditto at the end of 11.2.3.5.2 and in 11.2.3.6.j


Discussion:

· The referenced Max SP Len receive behaviour does not appear to be described anywhere else. 
· Could not find a relevant place to make a change in 11.2.3.5.2
· Clause 11.2.3.6.j describes AP procedures druing a contention period. Could not find a relavant place to make a change in this clause.

· Imposes an additional requirement on the receiver. Could introduce interoperability issues.

· Proposal to reject the comment.

Proposed Resolution:

Reject. <Work with Marks and Menzo>
	188
	G.3
	3588
	63
	There are references to "require(s) acknowledgement", but it is not clear where the rules on which frames require acknowledgement are, exactly.  There is a definition in G.3, but this seems to fail to include group-addressed MPDUs sent to an AP
	After the first 8 instances of "require acknowledgement" or "requires acknowledgement" (i.e. all but the last) insert "(see G.3 under "(* These frames require acknowledgment *)")".  At 3585.29 after "Frame RA has i/g bit equal to 0" add "or is sent to an AP/PCP"


Discussion:

· 5 occurences of “require acknowledgment”
· 11 occurences of “requires acknowledgment
· Discussion on whether to reject the comment or provide an alternative resolution. 
· G.3 does not include management frames.

· Graham and Mark Hamilton to provide resolution.

Proposed Resolution:

Revised.
At 687.30, change “require acknowledgment” to “require acknowledgment (see G.3 under “These frames require acknowledgment”)”
At 708.30, change “require acknowledgment” to “require acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 1728.38, change “require acknowledgment” to “require acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 708.27, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”
At 1420.6, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 1431.51, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 1433.22, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 1443.31, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 1443.45, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 1496.7, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 1728.21, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 1728.33, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”
At 1728.44, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 2380.55, change “requires acknowledgment” to “requires acknowledgment (see G.3 under “These frames require acknowledgment”)”

At 3585.29, change “Frame RA has i/g bit equal to 0.” to “Frame RA has i/g bit equal to 0, or is sent to an AP/PCP.”
	190
	12.6.1.1
	2119
	6
	Some of the SAs do not have text before the bullets to describe their lifetime
	Before the last sentence before the bulleted list in 12.6.1.1.3, add "It has a certain lifetime".  Before the last sentence before the second bulleted list in 12.6.1.1.4, add "It has a certain lifetime".  Change the last sentence before the bulleted list in 12.6.1.1.7 to "It has a certain lifetime.".  Before the last sentence before the bulleted list in 12.6.1.1.8 add "It has the same lifetime as the BSS, unless superseded."  After the last sentence of the first para in 12.6.1.1.9 add "An IGTKSA has the same lifetime as the BSS, unless superseded."  Before the last sentence before the second bulleted list in 12.6.1.1.11, add "It has a certain lifetime".


Discussion:

· “Has a certain lifetime” is not descriptive.

· The PMK-R0 (12.6.1.1.3) and PMK-R1(12.6.1.1.4) explicitly communicate the key lifetime in the FT exchange and FT 4-way handhake.

· Mesh TKSA (12.6.1.1.7) key lifetime is defined as a property of the SA.
· The IGTKSA and GTKSA are derived and distributed by the AP and has no lifetime as such (the lifetime is internal to the AP).

Proposed Resolution:

Reject?
	226
	12.7.9.4.4
	
	
	The structure of the text here is "The TDLS responder STA shall A, the TDLS responder STA shall B,  and C if any of the following checks fail: X, Y, Z".  The precedence of the "and" versus the "if" is not clear
	Change the para at the referenced location to "If any of the following checks fail, the TDLS responder STA shall discard the message, abandon the
TPK  handshake  identified  by  the  <ANonce,  SNonce>  combination,  and  delete  existing  TPK
handshake key state for this sequence:"


Discussion:

· Cited paragraph

 The TDLS initiator STA sends message 3 to the TDLS responder STA. The TDLS responder STA shall

process message 3 as follows:

“If the Source and Destination Addresses of the Link Identifier element do not match those for an

outstanding TDLS Setup Request, the TDLS responder STA shall discard the message.

If the ANonce and SNonce fields of the FTE do not match that of an outstanding request to the

TDLS initiator STA, then the TDLS responder STA shall discard the message.

Otherwise, the TDLS responder STA shall validate the MIC in the FTE as specified in the MIC

calculation procedure for TPK handshake message 3. If invalid, the TDLS responder STA shall

discard the message.

The TDLS responder STA shall discard the message, the TDLS responder STA shall abandon the

TPK handshake identified by the <ANonce, SNonce> combination, and delete existing TPK

handshake key state for this sequence if any of the following checks fail:

The contents of the RSNE are not the same as that sent by the TDLS responder STA in

message 2

The Timeout Interval element is not the same as that sent in message 2

The BSSID from the Link Identifier element is not the same as that sent in message 2”
Proposed Resolution:

Revised. Replace
“The TDLS responder STA shall process message 3 as follows:

If the Source and Destination Addresses of the Link Identifier element do not match those for an

outstanding TDLS Setup Request;
If the ANonce and SNonce fields of the FTE do not match that of an outstanding request to the

TDLS initiator STA;
Validate the MIC in the FTE as specified in the MIC

calculation procedure for TPK handshake message 3. If invalid, the TDLS responder STA shall

discard the message.

The TDLS responder STA shall discard the message, the TDLS responder STA shall abandon the

TPK handshake identified by the <ANonce, SNonce> combination, and delete existing TPK

handshake key state for this sequence if any of the following checks fail:

The contents of the RSNE are not the same as that sent by the TDLS responder STA in

message 2

The Timeout Interval element is not the same as that sent in message 2

The BSSID from the Link Identifier element is not the same as that sent in message 2”

With:

““The TDLS responder STA shall process message 3 as follows:

Confirm that the Source and Destination Addresses of the Link Identifier element match those for an

outstanding TDLS Setup Request;
Confirm that the ANonce and SNonce fields of the FTE match that of an outstanding request to the

TDLS initiator STA;
Validate the MIC in the FTE as specified in the MIC calculation procedure for TPK handshake message 3;
                If any of the above conditions are not met, the TDLS responder STA shall discard the message.”
               The TDLS responder STA shall process message 3 to 

Validate that the contents of the RSNE are the same as that sent by the TDLS responder STA in message 2;
Confirm that the Timeout Interval element is the same as that sent in message 2;
Confirm that  BSSID from the Link Identifier element is the same as that sent in message 2.

If any one of the above conditions are not met, the TDLS responder STA shall abandon the TPK handshake identified by the <ANonce, SNonce> combination, and delete existing TPK handshake key state for this sequence.”
	234
	11.2.7.4
	
	
	It says "performed unscheduled power save to enter doze state" or "... to leave doze state", but there is no explanation of what doing so entails
	Change the cited text to "is in awake state" and  change "A STA that is in doze state" and "has performed unscheduled power save to leave doze state" to "is in awake state"


Discussion:

· TBD 

Proposed Resolution:

???
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