January 2017

doc.: IEEE 802.11-16/1558r3
January 2017

doc.: IEEE 802.11-16/1558r3

IEEE P802.11
Wireless LANs

	Solicited PAD procedure update

	Date:  2017-01-10

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Stephen McCann
	BlackBerry Ltd
	The Pearce Building, West Street, Maidenhead, Berkshire, SL6 1RL, UK
	+44 1753 667099
	smccann@blackberry.com 



9.4.2.27 Extended Capabilities element
Insert a new row at the end of the table as follows:
Table 9-135—Extended Capabilities field
	Bit
	Information
	Notes

	75
	Solicited PAD (perhaps just PAD??)
	Indicates support for solicited PAD procedure (see  11.25a.3 (Solicited PAD procedure)).

	
	
	


9.4.5.28 Service Hash Request ANQP-element
The Service Hash Request ANQP-element contains a request to discover information concerning services that are reachable by STAs that are already a member of a BSS.

The format of the Service Hash Request ANQP-element is shown in Figure 9-625f (Service Hash Request ANQP-element format).
	Info ID
	Length
	Flags
	Service Hashes
	Service Combi- nation


Octets:
2
2
2
variable
variable

Figure 9-625f—Service Hash Request ANQP-element format
The Info ID and Length fields are defined in 9.4.5.1 (General).
The Flags field is defined in Figure 9-625g (Flags field format).

	B0
B5
	B6
B11
	B12
B15

	Number of Included Services
	Number of Requested Services
	Reserved


Bits:
6
6
4

Figure 9-625g—Flags field format
The Number of Included Services field indicates the number of service hashes that are included in the element. This field is set to a nonzero value.

A value of r for the Number of Requested Services field indicates a search for a BSS via which there are at least r services available among those specified by the service hashes included in the element. Any value of the Number of Requested Services field that is equal to or greater than the value of the Number of Included Services field indicates a search for a BSS via which all the services are available that are included in the element. The field is set to 0 only when searching for a BSS via which a combination of services are available included in the element that cannot be described by an "any r-of-n" format.

NOTE—Searching for a BSS via which any (i.e., at least one), or all of the services included in the Service Hash ele- ment can be described by "any r-of-n" format.
The Service Hashes field contains one or more 6-octet service hash values. See 11.25a.4 (Service hash pro- cedures) for procedures for generating a service hash used in the Service Hash Request ANQP-element.

The Service Combination field is present only if the Number of Requested Services field is set to 0. The Ser- vice Combination field carries a service combination bitmap that is 2n bits in length, where n is the number of service hashes in the element, and is organized into 2n/8octets such that bit number b (0 ≤ b < 2n) in the bitmap corresponds to bit number (b mod 8) in octet number b/8, where the low order bit of each octet is bit number 0, and the high order bit is bit number 7. The service combination bitmap is the sum-of-products representation of a boolean function of n boolean variables x1,....,xn where xi (i = 1,...,n) indicates search for the service corresponding to the i-th service hash included in the element. Specifically, bit b (0 ? b < 2n) in the bitmap corresponds to minterm mb in a sum-of-products representation

NOTE—To illustrate the Service Combination field format consider a search for a BSS via which services are available, specifically service S1 or service S2 or both services S3 and S4, where services S1, S2, S3 and S4 appear in the Service Hash element in that order. The service combination of interest can be represented by the boolean function x1 + x2 + x3.x4, or the sum of minterms m1, m2, m3, m5, m6, m7, m9, m10, m11, m12, m13, m14, and m15 using the sum-of-product representation. The resulting bitmap is 1111111011101110 binary, and the value of the Service Combination field is 0xFEEE.
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Insert new subclauses as follows:
11.25a Pre-association discovery (PAD) procedures
11.25a.1 General
There are two types of PAD procedures: unsolicited and solicited. The unsolicited PAD procedure is described in 11.25a.2 (Unsolicited PAD procedure) and the solicited PAD procedure is described in 11.25a.3 (Solicited PAD procedure).
When dot11UnsolicitedPADActivated or dot11SolicitedPADActivated is true, a non-AP and non-PCP STA may use PAD procedures to discover the availability of services that the same non-AP and non-PCP STA may access when associated. While the specification of service specific information is outside the scope of this standard, the service specific information in the BSS is proxied by a SIR (see 4.5.9.1.3 (Service information registry)), which might be collocated with the AP or PCP.
11.25a.2 Unsolicited PAD procedure
When dot11UnsolicitedPADActivated is true, an AP shall advertise services from an SIR, using a Service Hint element or Service Hash element or both in Beacon or Probe Response frames. Each service shall be advertised using either Service Hint element or Service Hash element or both in Beacon or Probe Response frames. When dot11UnsolicitedPADActivated is true, a PCP shall advertise services from an SIR, using a Service Hint element or Service Hash element or both in DMG Beacon or Announce frames. A Service Hint element is used to advertise the presence of one or more services, offered via a BSS, with a probability of matching a wrong service as indicated in the False
Positive Probability Range field of the Service Hint element. A Service Hash element is used to advertise the presence of one or more services, offered via a BSS, with a negligible probability of matching a wrong service. The use of a Service Hash or Service Hint element, by an AP or PCP, to advertise a particular service is beyond the scope of this standard.

When dot11UnsolicitedPADActivated is true, a non-AP and non-PCP STA searching for a service shall perform the following steps:

1) Process the Service Hash and Service Hint elements received in Beacon or Probe Response frames. The presence of these elements indicates that services are offered via a BSS.
2) Construct a service hash value for each service being searched or determine the bit positions in the Bloom Filter Array field that will be set to 1 for the services being serached.

3) For each service being searched, determine if there is a matched service within the received elements, based on either of the following:

· The service hash value in the Service Hashes field of the Service Hash element matches to the corresponding service hash value constructed in step 2.

· The values of the bit positions of the Bloom Filter Bit Array field of the Service Hint ele- ment, as determined in step 2, are all equal to 1.

The non-AP and non-PCP STA may use the information on which services are available, to determine how to proceed. The non-AP and non-PCP STA might proceed with solicited PAD procedure (see 11.25a.3 (Solicited PAD procedure)) or authentication and association procedure (see 11.3 (STA authentication and association)) based on the perceived false positive probability and the nature of the service (see the examples in W.1 (Pre-association discovery usage scenarios)).
11.25a.3 Solicited PAD procedure
When dot11SolicitedPADActivated is true, a non-AP and non-PCP STA may transmit to an AP or PCP either a Service Hash Request ANQP-element or a Service Information Request ANQP-element, to request information from the SIR about services reachable via the BSS. An AP or PCP advertises support for the Solicited PAD procedure by setting the Solicited PAD field of the Extended Capabilities element to 1 in its Beacon and Probe Response frames.
11.25a.3.1. Service Hash Request and Response
The Service Hash Request ANQP-element includes one or more service hashes generated from the service name(s) of the service(s) that the non-AP and non-PCP STA is searching, as well as valid combinations of services of interest. 
When dot11SolicitedPADActivated is true, a non-AP and non-PCP STA may send a Service Hash Request ANQP-element (see 9.4.5.27 (Service Hash Request ANQP-element)) to an AP or PCP, to obtain information about a matching service from the SIR.

When dot11SolicitedPADActivated is true, an SIR shall use the information from the Service Hash Request ANQP-element (that it receives from a non-AP and non-PCP STA) to determine if the requested service(s) or combination of services can be provided via the BSS. 
Determination is based on the service hash values in the Service Hashes field of the received Service Hash Request ANQP-element, and valid service combinations specified through the Flags and Service Combination fields of the Service Hash Request ANQP-element. If the SIR determines that via the BSS, it can provide the requested service(s) or combination of services, it shall respond by requesting the AP or PCP to transmit a Service Hash Response ANQP-element that contains a Service Information Response Tuple subfield for each service that satisfies the request. 
By responding to the Service Hash Request ANQP-element in this way, the AP or PCP is providing information about services to unassociated STAs. The AP or PCP should filter the request and not respond with privacy or security sensitive data. [6177]
NOTE—For example, an AP or PCP that receives a Service Hash Request ANQP-element frame that includes hash val- ues for 4 services S1, S2, S3 and S4 (in that order) and a value of 0xFEEE in its Service Combination field, responds to the request if and only if it can provide service S1 or service S2 or both services S3 and S4. The Service Hash Response ANQP-element can contain Service Hash Response Tuple subfields for any set of available services that satisfy the ANQP request, e.g., S1, S3 and S4.

The requesting non-AP and non-PCP STA shall process the Service Hash Response ANQP-element in the received ANQP response to select a service combination that satisfies the non-AP and non-PCP STA request.
If there is a matching service name or service hash, the non-AP and non-PCP STA might decide to proceed with a service information request (see 11.25a.3.2 (Service information request) or authentication and association procedure (see 11.3 (STA authentication and association)) depending on the nature of the service (see examples illustrated in W.1 (Pre-association discovery usage scenarios)).
11.25a.3.2. Service Information Request and Response
The Service Information Request ANQP-element is used by a non-AP and non-PCP STA to request more detailed information about services reachable via the BSS to associated STAs. A service name or a service hash generated from the service name is placed within the ANQP request that is used to identify a service, see examples illustrated in W.1 (Pre-association discovery usage scenarios).
The Service Information Response ANQP-element contains detailed information about the services con- tained within the SIR.

When dot11SolicitedPADActivated is true, a non-AP and non-PCP STA may send a Service Information Request ANQP-element (see 9.4.5.28 (Service Information Request ANQP-element)) to obtain information about a matching service from the SIR.  The Service Information Request ANQP-element may include one or more Service Information Request Tuple subfields. Each Service Information Request Tuple subfield shall include either a service name or service hash within the Service Name subfield, and if applicable an Instance Name subfield, and may include a Service Information Query Request subfield that is service specific.
When dot11SolicitedPADActivated is true, an SIR shall use the information from the Service Information Request ANQP-element (that it receives from a non-AP and non-PCP STA) to determine if via the BSS, it can provide the requested service(s) or combination of services. 

Determination is based on the Service Information Request Tuple subfields of the received Service Information Request ANQP-element. If the SIR determines that via the BSS, it can provide the requested service(s), it shall respond by requesting the AP or PCP to transmit a Service Information Response ANQP-element that contains a Service Information Response Tuple subfield for each service that satisfies the request.
Based on the content of the Service Information Response ANQP-element, the SIC can determine whether via the BSS (the BSS to which the Service Information Request ANQP-element was transmitted) support for the required services it was searching for is available, it might decide to proceed with the authentication and association procedure (see 11.3 (STA authentication and association)) (see examples illustrated in W.1 (Pre-association discovery usage scenarios)). The details of this decision are outside the scope of this standard.
11.25a.4 Service hash procedures

Note to editor: Please also make the following change to this sub-section

….

   For example, for the service name of "_ipp._tcp":

1) the service hash contained in the Service Hash subfield of the Service Hash element, the Service Hash Request ANQP-element, and the Service Information Request ANQP-element is "bfd39037d25c", and the service hash used to map into the Bloom Filter Bit Array field is 0xbfd39037d25c; and

2) the service hash contained in a Service Name subfield of the Service Hash Response ANQP-Element and the Service Information Response ANQP-element is "b99322def844".
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This document proposes text changes to update the P802.11aq D7.0 for the following SBO CIDs:





6034, 6114, 6135, 6146, 6177, 6183, 6184, 6206





Not done yet: 


6133, 6138 - move behaviour from clause 9.4.5.27 into clause 11.25a














�Should we add when there is no match, a response has zero tuple? 
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