November 2016

doc.: IEEE 802.11-16/1558r0
November 2016

doc.: IEEE 802.11-16/1558r0

IEEE P802.11
Wireless LANs

	Solicited PAD procedure update

	Date:  2016-11-15

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Stephen McCann
	BlackBerry Ltd
	200 Bath Road, Slough, Berkshire, SL1 3XE, UK
	+44 1753 667099
	smccann@blackberry.com 



9.4.2.27 Extended Capabilities element
Insert a new row at the end of the table as follows:
Table 9-135—Extended Capabilities field
	Bit
	Information
	Notes

	75
	Solicited PAD
	Indicates support for solicited PAD procedure (see  11.25a.3 (Solicited PAD procedure)).

	
	
	


11. MLME
11.25 WLAN interworking with external networks procedures
11.25.3 Interworking procedures: generic advertisement service (GAS)
11.25.3.2 ANQP procedures 








Insert new subclauses as follows:
11.25a Pre-association discovery (PAD) procedures
11.25a.1 General
There are two types of PAD procedures: unsolicited and solicited. The unsolicited PAD procedure is described in 11.25a.2 (Unsolicited PAD procedure) and the solicited PAD procedure is described in 11.25a.3 (Solicited PAD procedure).
When dot11UnsolicitedPADActivated or dot11SolicitedPADActivated is true, a non-AP STA may use PAD procedures to discover the availability of services that the same non-AP STA may access when associated. While the specification of service specific information is outside the scope of this standard, the service spe- cific information in the BSS is proxied by a SIR (see 4.5.9.1.3 (Service information registry)), which might be collocated with the AP or PCP

11.25a.2 Unsolicited PAD procedure
When dot11UnsolicitedPADActivated is true, an AP shall advertise services using a Service Hint element or Service Hash element or both in Beacon or Probe Response frames. Each service shall be advertised using either Service Hint element or Service Hash element or both in Beacon or Probe Response frames. When dot11UnsolicitedPADActivated is true, a PCP shall advertise services using a Service Hint element or Ser- vice Hash element or both in DMG Beacon or Announce frames. A Service Hint element is used to advertise the presence of one or more services with a probability of matching a wrong service as indicated in False

Positive Probability Range field of the Service Hint element. A Service Hash element is used to advertise the presence of one or more services with a negligible probability of matching a wrong service. The selection of a Service Hash or Service Hint element to advertise a particular service is beyond the scope of this standard.

When dot11UnsolicitedPADActivated is true, a non-AP STA searching for a service or services shall per- form the following steps:

· Determine if a Service Hash, Service Hint element or both are included in received Beacon or Probe Response frames.

· Construct a service hash value for each searched service  or determine the bit positions in the Bloom Filter Array field that will be set to 1 for the searched services.

· For each searched service, determine if there is a matched service based on either of the follow- ing:

· The service hash value in the Service Hashes field of the Service Hash element matches to the corresponding service hash value constructed in step 2.

· The values of the bit positions of the Bloom Filter Bit Array field of the Service Hint ele- ment, as determined in step 2, are all equal to 1.

The non-AP STA may use the information on available services to determine how to proceed. The non-AP STA might proceed with solicited PAD procedure (see 11.25a.3 (Solicited PAD procedure)) or authentication and association proce- dure (see 11.3 (STA authentication and association)) based on the perceived false positive probability and the nature of the service (see the examples in W.1 (Pre-association discovery usage scenarios)).
11.25a.3 Solicited PAD procedure
When dot11SolicitedPADActivated is true, a non-AP and non-PCP STA may transmit to an AP or PCP either a Service Hash Request ANQP-element or a Service Information Request ANQP-element to request information about services reachable via the BSS. An AP or PCP might advertise support for the Solicited PAD procedure by setting the Solicited PAD field of the Extended Capabilities element to 1 in its Beacon and Probe Response frames.
11.25a.3.1. Service Hash Request

The Service Hash Request ANQP-element includes one or more service hashes generated from the service name(s) of the service(s) that the non-AP and non-PCP STA is searching, as well as valid combinations of services of interest. 
When dot11SolicitedPADActivated is true, an AP or PCP shall use the information from the Service Hash Request ANQP-element (that it receives from a non-AP and non-PCP STA) to determine if it can provide the requested service(s) or combination of services. Determination is based on the service hash values in the Service Hashes field of the received Service Hash Request ANQP-element, and valid service combinations specified through the Flags and Service Combination fields of the Service Hash Request ANQP-element. If the AP or PCP determines that it can provide the requested service(s) or combination of services, it shall respond by transmitting a Service Hash Response ANQP-element that contains a Service Information Response Tuple subfield for each service that satisfies the request.

NOTE—For example, an AP or PCP that receives a Service Hash Request ANQP-element frame that includes hash val- ues for 4 services S1, S2, S3 and S4 (in that order) and a value of 0xFEEE in its Service Combination field, responds to the request if and only if it can provide service S1 or service S2 or both services S3 and S4. The Service Hash Response ANQP-element can contain Service Information Response Tuple subfields for any set of available services that satisfy the ANQP request, e.g., S1, S3 and S4.

The requesting non-AP STA shall process the Service Hash Response ANQP-element in the received ANQP response to select a service combination that satisfies the non-AP and non-PCP STA request.
If there is a matching service name, the non-AP and non-PCP STA might decide to proceed with a service information request (see 11.25a.3.2 (Service information request) or authentication and association procedure (see 11.3 (STA authentication and association)) depending on the nature of the service (see exam- ples illustrated in W.1 (Pre-association discovery usage scenarios)).
11.25a.3.2. Service Information Request

The Service Information Request ANQP-element is used by a non-AP STA to request more detailed information about services reachable through the BSS to associated STAs. A service name or a service hash generated from the service name is placed within the ANQP request that is used to identify a service, as described in W.1 (Pre-association discovery usage scenarios).
The Service Information Response ANQP-element contains detailed information about the services con- tained within the SIR.

When dot11UnsolicitedPADActivated or dot11SolicitedPADActivated is true, a non-AP STA may send a Service Information Request ANQP-element (see 9.4.5.28 (Service Information Request ANQP-element)) to obtain information about a matching service from the SIR.  The Service Information Request ANQP-element may include one or more Service Information Request Tuple subfields. Each Service Information Tuple subfield shall include a Service Name subfield, and if applicable an Instance Name subfield, and may include a Service Information Query Request subfield that is service specific.

When dot11UnsolicitedPADActivated or dot11SolicitedPADActivated is true, an AP or PCP receiving a Service Information Request ANQP-element shall respond with a Service Information Response ANQP-ele- ment (see 9.4.5.29 (Service Information Response ANQP-element)) populated with information from the SIR. The Service Information Response ANQP-element shall include a Service Information Response Tuple subfield for each service matching the request.

Based on the content of the Service Information Response ANQP-element, the non-AP STA might decide to proceed with the authentication and association procedure (see 11.3 (STA authentication and association)) (see examples illustrated in W.1 (Pre-association discovery usage scenarios)). The details of this decision are outside the scope of this standard.
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