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Abstract
This document proposed comment resolutions to some P802.11-REVmc/D6.0 comments.

Note: The CIDs in red text color are still to be completed. The other CIDs (CID number in black) are ready for discussion in the group.



CID 8144

	Location
	Comment
	Proposed Change

	Clause: 9.4.2.25.2
Page: 224
Line: 23

	What is the Cipher Suite Selector used for?  It appears that the intent is that you can configure keys for various possible cipher suites, and then the MAC is to use the one which ends up being used for the link

	At 224.37 change "(as defined by the Key Type, Key ID and Address elements)" to "(as defined by the Key Type, Key ID, Address and Cipher Suite Selector parameters)".  Change the following bullet to "The MAC installs the key with the associated Key ID such that received frames for the cipher suite indicated by the Cipher Suite Selector, of the appropriate type,  and  containing  the  matching  Key  ID  are  processed  using  that  key  and  its  associated  state information."




Discussion
REVmc/D6.0 page 224 (SetKeyDescriptor for MLME-SETKEYS.request):
[image: ]
Proposed resolution for CID 8144:
Accepted.
CID 8059

	Location
	Comment
	Proposed Change

	Clause: 6.3.19.1.2
Page: 224
Line: 3

	It is not clear whether the SME picks the Key ID for transmission of encrypted frames (using the Key ID parameter of the MLME-SETKEYS.request) or whether the MAC does so.  Additionally there are various issues with the security pseudocode

	Make the changes shown under CID 7572 in 16/0276r14




Discussion
REVmc/D6.0 page 224 (SetKeyDescriptor for MLME-SETKEYS.request):
[image: ]
Proposed resolution for CID 8059:
TODO
CID 8111

	Location
	Comment
	Proposed Change

	Clause: 12.6.1.1
Page: 1966
Line: 6

	There are 5 instances of SAs being described as cached for their lifetime (1967.4, 1968.13, 1968.32, 1971.15, 1971.34).  This is misleading: they simply have that lifetime

	Change the sentences for the 5 instances referenced as follows, respectively: "PMKSAs have a certain lifetime."; "Mesh PMKSAs have a certain lifetime."; "PTKSAs have the same lifetime as the PMKSA or PMK-R1  security  association, whichever comes first." ; "STKSAs have the same lifetime as the SMKSA or the STSL, whichever comes first."; "The TPKSA has the lifetime indicated in the TPK handshake or the lifetime of the TDLS direct link, whichever comes first."




Discussion
The proposed changes look reasonable, but are in a format that makes it a bit complex to review. The proposed resolution provides more detailed list of changes for easier review and editing. The end result should be identical to accepting this comment.
REVmc/D6.0 page 1967:
[image: ]
REVmc/D6.0 page 1968:
[image: ]
[image: ]
REVmc/D6.0 page 1971:
[image: ]
[image: ]

Proposed resolution for CID 8111:
Revised. Do the proposed changes: On page 1967 line 4, replace “PMKSAs are cached for up to their lifetimes” with “PMKSAs have a certain lifetime”. On page 1968 line 13, replace “Mesh PMKSAs are cached for up to their lifetimes” with “Mesh PMKSAs have a certain lifetime”. On page 1968 line 32, replace “PTKSAs are cached for the life of the PMKSA or PMK-R1 security association” with “PTKSAs have the same lifetime as the PMKSA or PMK-R1 security ssociation, whichever comes first”. On page 1971 line 15, replace “STKSAs are cached for the life of the SMKSA or until the STSL ends, whichever comes first” with “STKSAs have the same lifetime as the SMKSA or the STSL, whichever comes first”. On page 1971 line 34, replace “The TPKSA is cached per the lifetime indicated in the TPK handshake or until the TDLS direct link is torn down, whichever comes first” with “The TPKSA has the lifetime indicated in the TPK handshake or the lifetime of the TDLS direct link, whichever comes first”.
CID 8112

	Location
	Comment
	Proposed Change

	Clause: 12.6.1.1
Page: 1966
Line: 6

	Some of the SAs do not have text before the bullets to describe their lifetime

	Before the last sentence before the bulleted list in 12.6.1.1.3, add "It has a certain lifetime".  Before the last sentence before the second bulleted list in 12.6.1.1.4, add "It has a certain lifetime".  Change the last sentence before the bulleted list in 12.6.1.1.7 to "It has a certain lifetime.".  Before the last sentence before the bulleted list in 12.6.1.1.8 add "It has the same lifetime as the BSS, unless superseded."  After the last sentence of the first para in 12.6.1.1.9 add "An IGTKSA has the same lifetime as the BSS, unless superseded."  Before the last sentence before the second bulleted list in 12.6.1.1.11, add "It has a certain lifetime".




Discussion
The change in 12.6.1.1.7 would replace “The mesh TKSA shall be deleted when the lifetime expires” with a sentence that has no shall requirement. This may not be desirable unless there is a different location in the standard with the shall delete language. However, such text seems to exist in 12.6.16 (RSNA key management in an MBSS): “A mesh TKSA is logically a child of the mesh PMKSA. A mesh TKSA shall be deleted if the corresponding mesh PMKSA, which was used by the AMPE to create it, is deleted.”.
In addition, there is only one bulleted list in 12.6.1.1.11, so the proposed change needs some edits, if this were to be accepted (revised).
REVmc/D6.0 page 1967:
[image: ]
[image: ]
REVmc/D6.0 page 1969:
[image: ]
[image: ]
[image: ]
REVmc/D6.0 page 1970:
[image: ]
[image: ]
REVmc/D6.0 page 1971:
[image: ]

Proposed resolution for CID 8112:
Revised. At page 1967 line 26 (12.6.1.1.3), add after the “This security association is bidectional” sentence: "It has a certain lifetime". At page 1967 line 51 (12.6.1.1.4) add after the “This security association is bidirectional” sentence: "It has a certain lifetime". At page 1969 lines 6-7 (12.6.1.1.7), replace “The mesh TKSA shall be deleted when the lifetime expires” with "It has a certain lifetime". At page 1969 line 39 (12.6.1.1.8) add before the “A GTKSA consists of the following elements” sentence: "It has the same lifetime as the BSS, unless superseded." At page 1969 line 65 (12.6.1.1.9), add at the end of the paragraph: "An IGTKSA has the same lifetime as the BSS, unless superseded." At page 1970 line 60 (12.1.1.11), add before “The SMKSA consists of the following elements” sentence: "The SMKSA has a certain lifetime".
CID 8146

	Location
	Comment
	Proposed Change

	Clause: 6.3.19.1.2
Page: 224
Line: 18

	The use of the Receive Sequence Count is not described

	Change the second bullet of 6.3.19.1.4 to "The MAC installs the key with the associated Key ID such that received frames of the appropriate type  and  containing  the  matching  Key  ID  are  processed  using  that  key  and  its  associated  state information, subject to validation based on the Receive Sequence Count."




Discussion
This is talking about the Receive Sequence Count parameters in SetKeyDescriptor passed to MLME-SETKEYS.request primitive. The proposed change adds “, subject to validation based on the Receive Sequence Count” to the end of the identified sentence.
REVmc/D6.0 page 224:
[image: ]
[image: ]

Proposed resolution for CID 8146:
Accepted.
CID 8176

	Location
	Comment
	Proposed Change

	Clause: 12.7.9.4.4
Page: 2042
Line: 28

	"The TDLS responder STA shall discard the message, the TDLS responder STA shall abandon the TPK  handshake" is garbled


	Delete "TDLS responder STA shall discard the message, the" in the cited text




Discussion
This is not garbled; this is a list of items that the TDLS responder STA shall do with the two items that the comment identifies being the first two items in that list (“shall discard the message” and “shall abandon the TPK handshake..”).
REVmc/D6.0 page 2042:
[image: ]

Proposed resolution for CID 8176:
Rejected. The identified text is not garbled; it is a list of actions that the TDLS responder STA shall do if any of the following checks fails.
CID 8175

	Location
	Comment
	Proposed Change

	Clause: 12.7.9.4.4
Page: 2042
Line: 30
	", and delete existing TPK handshake key state for this sequence" -- what is a TPK handshake key state?

	Delete the cited text




Discussion
I’d assume “key state” is referring to the keys and temporary key-like material derived during the TPK handshake up to this point. Those keys need to be deleted, so the cited text should not be deleted. There is another instance of “key state” in the standard, but it might be clearer to simply refer to all TPK handshake state for this instance of the handshake.
REVmc/D6.0 page 2042:
[image: ]
Proposed resolution for CID 8175:
Revised. On page 2042 line 31, replace “delete existing TPK handshake key state” with “delete existing TPK handshake state”.
CID 8303

	Location
	Comment
	Proposed Change

	Clause: 12.7.6.7
Page: 2022
Line: 58
	Re CID 7249 -- why is the GTK "encapsulated" but the IGTK not so?

	Delete "encapsulated" at 2010.4, 2010.20, 2010.37, 2013.16, 2014.22, 2018.10, 2018.34, 2022.58, 2025.6, 2025.9 (fixing any preceding indefinite article)




Discussion
“Encapsulation” here might refer to the GTK being encrypted in the frame. IGTK is protected in similar manner, so it should really have the same language here. Whether to include “encapsulation” or not is subject to some debate, but it does not seem to do much harm to delete it. It should be noted that the indicated location 2025.9 is actually proposing “encapsulated” to be removed from IGTK (and 2013.16 from SMK). 2010.4 is talking about “encapsulated PMKID” which is not even protected, so the theory above regarding protection as the source for “encapsulation” does not work there.
REVmc/D6.0 page 2010:
[image: ]
[image: ]
[image: ]
REVmc/D6.0 page 2013:
[image: ]
REVmc/D6.0 page 2014:
[image: ]
REVmc/D6.0 page 2018:
[image: ]
[image: ]
REVmc/D6.0 page 2022:
[image: ]
REVmc/D6.0 page 2025:
[image: ]
Proposed resolution for CID 8303:
Accepted.
TOPIC: Mesh

Discussion:
Most of (and all of my) mesh comments below came from implementation review that identified multiple mismatches between an implementation and the standard. That review and following implementation fixes ended up finding incomplete or unclear areas in the standard. While some of these comments might be strictly speaking out-of-scope of this recirculation, they do point out at significant issues in the standard and it would be good to get those fixed rather sooner than later.
CID 8113

	Location
	Comment
	Proposed Change

	Clause: 12.6.1.1.7
Page: 1969
Line: 22
	What is the lifetime of a Mesh TKSA?

	Add ", as defined in 12.x.y.z" to the end of the referenced line




Discussion
Mesh TKSA has the same lifetime as the mesh PMKSA that was used to create it. This is described in 12.6.16.
REVmc/D6.0 context (page 1969):
[image: ]
page 1985:
[image: ]
Proposed resolution for CID 8113:
Revised. On page 1969 line 22, replace “Lifetime” with “Lifetime, as defined in 12.6.16”.
CID 8115

	Location
	Comment
	Proposed Change

	Clause: 12.6.1.1.10
Page: 1970
Line: 47

	What is the lifetime of a Mesh GTKSA?

	Add ", as defined in 12.x.y.z" to the end of the referenced line




Discussion
If a Mesh GTKSA had a defined lifetime, the comment could be resolved with something like this: Revised. On page 1970 line 47, replace “Lifetime” with “Lifetime, as defined in 12.x.y.z“.
However, Mesh GTKSA does not really have a separate lifetime, i.e., it is valid until deleted/replaced as part of mesh termination or GTK rekeying (with the same Key ID and from the same peer as far as the “receive Mesh GTKSA” is concerned). While this could be explicitly described, it is likely simplest to just delete the Lifetime item from Mesh GTKSA.
REVmc/D6.0 context (page 1970):
[image: ]
Proposed resolution for CID 8115:
Revised. On page 1970 line 47, delete the Lifetime item.
CID 8325

	Location
	Comment
	Proposed Change

	
Clause: 14.6.3
Page: 2146
Line: 14

	The contents of the Authentication Mesh Peering Exchange element in Mesh Group Key Inform frames is described as far as the GTKdata field is concerned. However, there is no note about the IGTKdata field here. That field should be noted here as it would need to be present when management frame protection is used.

	On page 2146 line 16, add a new item to the list after the GTKdata field item:

"-- If management frame protection is used, the IGTKdata field shall be present."




Discussion
Note that this is my own comment, so someone else might want to take a quick look to confirm.. My proposed action on this should not come as a surprise.

REVmc/D6.0 context:
Page 2145:
[image: ]
Page 2146:
[image: ]

Proposed resolution for CID 8325:
Accepted.
CID 8324

	Location
	Comment
	Proposed Change

	
Clause: 14.6.4
Page: 2147
Line: 1

	The contents of the Authenticated Mesh Peering Exchange element in Mesh Group Key Acknowledge frames is somewhat unclear due to the undefined "shall be left blank" language. What does this mean? Is the meaning different for the Selected Pairwise Cipher suite field (page 2147 line 1) and the GTKdata field (page 2147 line 11)? As far as the element format definition is concerned, the Selected Pairwise Cipher Suite field is a field with a fixed length (4 octets). Would being "blank" mean this is a sequence of four 0x00 octets? GTKdata on the other hand is an optional, variable length field. What would it mean for it to be "blank"? Wouldn't it be clearer to say that the GTKdata field shall not be present? And what about the IGTKdata field that would optionally follow the GTKdata field? There is no comment about that here at all..

	On page 2147 line 1, replace "The Selected Pairwise Cipher Suite field shall be left blank" with "The Selected Pairwise Cipher Suite field shall be set to four octets of zero."

On page 2147 line 11, replace "The GTKdata field shall be blank" with "The GTKdata field shall not be present".

Add the following item after the page 2147 line 7 (GTKdata): "-- The IGTKdata field shall not be present."




Discussion
Note that this is my own comment, so someone else might want to take a quick look to confirm.. My proposed action on this should not come as a surprise.

REVmc/D6.0 context:
Page 2146:
[image: ]
Page 2147:
[image: ]

Proposed resolution for CID 8324:
Accepted.

CID 8322

	Location
	Comment
	Proposed Change

	Clause: 9.4.2.118
Page: 999
Line: 45


	Figure 9-488 (Authenticated Mesh Peering Exchange element format) identifies IGTKdata as being optional. However, GTKdata and Key Replay Counter fields are similarly optional as noted in the text description (page 1000 lines 1 and 7).

	On page 999 line 45 (Figure 9-488):

- replace "Key Replay Counter" with "Key Replace Counter (optional)"

- replace "GTKdata" with "GTKdata (optional)"




Discussion
As MarkR pointed out, there’s a typo in the proposed change (“Key Replace Counter” should be “Key Replay Counter”). Other than that, note that this is my own comment, so someone else might want to take a quick look to confirm.. My proposed action on this should not come as a surprise.
REVmc/D6.0 context:
Page 999:
[image: ]
Page 1000:
[image: ]
Proposed resolution for CID 8322:
Revised. On page 999 line 45 (Figure 9-488):
- replace "Key Replay Counter" with "Key Replay Counter (optional)"
- replace "GTKdata" with "GTKdata (optional)"
CID 8321

	Location
	Comment
	Proposed Change

	
Clause: 14.5.5.3.1
Page: 2139
Line: 43
	The contents of the Authenticated Mesh Peering Exchange element in Mesh Peering Confirm frames for AMPE is describe to not include GTKdata field. However, there is no note here about the IGTKdata field which is supposed to be handled in the same way as the GTKdata field when management frame protection is enabled. In any case, IGTKdata field shall not be present in Mesh Peering Confirm frames.

	On page 2139 line 43, insert the following item to the list after "The GTKdata field shall not be present":

"-- The IGTKdata field shall not be present."




Discussion
Note that this is my own comment, so someone else might want to take a quick look to confirm.. My proposed action on this should not come as a surprise.

REVmc/D6.0 context (page 2139):
[image: ]

Proposed resolution for CID 8321:
Accepted.
CID 8052

	Location
	Comment
	Proposed Change

	Clause: 14.5.5.2.2
Page: 2139
Line: 15

	The rules for processing Mesh Peering Open frames for AMPE cover the receive MGTK SA, but not the receive IGTK SA. Both the MGTK and IGTK are received in this frame when management frame protection is used and as such, this subclause should really describe also the possibility of IGTK extraction.

	On page 2139 line 16, insert following text at the end of the "The peer mesh STA's MGTK extracted" paragraph:

"When management frame protection is used, the peer mesh STA's IGTK extracted from the Mesh Peering Open frame shall be added to the Receive IGTK SA in which the peer's MAC address equals the Authenticator MAC address."




Discussion
Note that this is my own comment, so someone else might want to take a quick look to confirm.. 
MarkR: What is a "Receive IGTK SA"?  Such a SA is not described in 12.6.1.1.
Jouni: “Receive IGTK SA” was trying to refer to the IGTKSA used for receiving frames from the specific peer in MBSS. 12.6.1.1 does not define this, but it does have Mesh GTKSA (and Mesh GTKSA description in 12.6.1.1.10 mentions “transmit mesh GTKSA” and “receive mesh GTKSA”). Maybe a Mesh IGTKSA should be defined similarly to this? Or simply talk about IGTKSA (of which there would be zero or more for each peer). It should be noted that the existing sentence is this paragraph talks about “Receive MGTK SA” (which is not described in 12.6.1.1, but is mentioned in its subclause 12.6.1.1.10). The comment proposed language that is similar to that for the “Receive … SA” part.

Relevant REVmc/D6.0 text:
[image: ]
[image: ]

[image: ]
Page 2139:
[image: ]
Redline showing possible changes for CID 8052:
The peer mesh STA’s MGTK extracted from the Mesh Peering Open frame shall be added to the Receive MGTK SA in which the peer’s MAC address equals the MGTK Source mesh STA MAC address. When management frame protection is used, the peer mesh STA's IGTK extracted from the Mesh Peering Open frame shall be added as an IGTKSA in which the peer's MAC address equals the Authenticator MAC address and the Direction vector equals ‘receive’."

Proposed resolution for CID 8052:
Revised. On page 2139 line 16, insert the following text at the end of the "The peer mesh STA's MGTK extracted" paragraph:

"When management frame protection is used, the peer mesh STA's IGTK extracted from the Mesh Peering Open frame shall be added as an IGTKSA in which the peer's MAC address equals the Authenticator MAC address and the Direction vector equals ‘receive’."

CID 8006

	Location
	Comment
	Proposed Change

	
Clause: 14.5.7
Page: 2144
Line: 35

	The encoding of LinkIDs in the KDF input for deriving MTK is not very clear. The rules here describe how min/max of the unsigned integer values are to be used, but this does not describe how the integers are encoded (size and byte order). This could result in interoperability issues due to different possible interpretations of the standard.

	Add to the end of page 2144 line 35 (after the ".. of the two unsigned integers." sentence):

"In the KDF context, LinkIDs are encoded as 16-bit unsigned integers, represented using the bit ordering conventions of 9.2.2."




Discussion
Note that this is my own comment, so someone else might want to take a quick look to confirm.. My proposed action on this should not come as a surprise.

REVmc/D6.0 context (page 2144):
[image: ]

Proposed resolution for CID 8006:
Accepted.
CID 8005

	Location
	Comment
	Proposed Change

	
Clause: 14.5.7
Page: 2144
Line: 16

	REVmc seems to have hardcoded 128 bits as the only acceptable length of MTK. This is not correct and would prevent use of pairwise ciphers that require different key length (e.g., CCMP-256 or GCMP-256). IEEE Std 802.11-2012 used a variable length KDF here (KDF-X) and REVmc/D5.0 used KDF-Hash-Length, but it looks like some "clean up" removed this in D6.0.

	On page 2144 line 16, replace "KDF-Hash-128" with "KDF-Hash-Length".

On page 2144 line 24, replace "KDF-Hash-128" with "KDF-Hash-Length".

On page 2144 line 27, insert a new item before the "Selected AKM Suite" line:

"Length is cipher-suite dependent and is defined by the TK_bits value in Table 12-4 (Cipher suite key lengths)."




Discussion
Note that this is my own comment, so someone else might want to take a quick look to confirm.. 
MarkR: I'm not sure about this one.

The reason it was cleaned up after D5.0 is that D5.0 said: 
MTK <- KDF-Hash-Length([...])
where KDF-Hash-Length is the key derivation function defined in 12.7.1.7.2 (Key derivation function (KDF)) using the hash algorithm defined by the AKM in Table 9-132 (AKM suite selectors) to generate an MTK of a specified length. Both CCMP and GCMP use Length = 128.

[802.11-2012 said:

MTK <- KDF-X([...])
CCMP uses X = 128.

so I guess there was some other comment between -2012 and D5.0 saying or leading to "what is it for GCMP?" and the answer was "also 128".]

So D6.0 is consistent with D5.0 and thence -2012.  Nothing was broken by D6.0.

Jouni: I disagree with that “nothing was broken by D6.0” part. D5.0 was indeed incomplete by mentioning Length value (= 128) only for some of the ciphers (CCMP and GCMP). It should really have listed values for all the possible ciphers. That said, it implied that the Length could be variable and I would claim that it would be a reasonable interpretation of the D5.0 text to use Length=256 for CCMP-256 and GCMP-256. The proposed changes in the comment is fixing this issue by providing the details for all ciphers with a reference to a table defining those lengths.

REVmc/D6.0 redline showing the change from D5.0:
[image: ]

REVmc/D6.0 context:

14.5.7, page 2144:
[image: ]

12.7.2 (EAPOL-Key frames), page 2006:
[image: ]

Proposed resolution for CID 8005:
Accepted.

TOPIC: Public Action frame addressing

Discussion
This topic on what should be used as the BSSID field value in the header of Public Action frames came from some discussions related to interoperability and behavior of deployed devices that implement GAS/ANQP for network selection. While these comments may be out-of-scope by being on unmodified text, this area has known interoperability issues with deployed devices and as such, it would be valuable to clarify the situation in the IEEE 802.11 standard.
The specific case that is being discussed is the contents of the BSSID field in GAS frames that are sent by an unassociated non-AP STA to an AP. The current IEEE 802.11 standard requires the Wildcard BSSID to be used in such a case while there are implementations that use the BSSID of the AP. While the GAS Public Action frame in such a case is not between STAs in a BSS, it is directed to the specific BSS and not to all BSSes which is what the Wildcard BSSID could also be interpreted as meaning (e.g., Probe Request frames). There does not seem to be much harm in allowing a non-AP STA to use the specific BSSID of the target AP in the BSSID field during a GAS exchange before association with that AP. Similarly, the GAS response from the AP to a non-associated STA could allow the AP’s BSSID to be used instead of requiring Wildcard BSSID to be used in the BSSID field.
There are couple of alternatives on how to handle these three comments:
(1) accept changes proposed in CID 8326 and CID 8327, i.e., allow AP BSSID to be used, and reject CID 8051 (no note is needed anymore with the AP BSSID allowed); leave Wildcard BSSID as an allowed value to avoid making deployed (if any) implementation compliant
(2) reject changes proposed in CID 8326 and CID 8327, i.e., maintain requirement for Wildcard BSSID (which was added by 802.11n and is present in 802.11-2012) and accept CID 8051 to add the note to help implementors figure out how to produce interoperable devices; this expect vendors to fix their deployed devices over time
(3) reject all three CIDs with reasoning pointing out that the comments are out-of-scope for this recirculation (“The comment is out of scope:  i.e., it is not on changed text, text affected by changed text or text that is the target of an existing valid unsatisfied comment.”)
Context in P802.11/D6.0:
[image: ]

[image: ]
CID 8051

	Location
	Comment
	Proposed Change

	
Clause: 11.2
Page: 1742
Line: 55

	The Public Action frame addressing rules described in the standard (originally from P802.11n) do not match the behavior in number of deployed devices and trying to use these rules can result in interoperability issues, e.g., due to a deployed device not replying to a GAS request.

There is quite long history on why this happened due to parallel development of P802.11n and P802.11u and separate specifications using GAS, but anyway, the end result is somewhat inconvenient situation where one cannot follow the IEEE 802.11 standard requirement while being able to interoperate with already deployed devices. While there is ongoing effort in trying to get deployed devices and various uses of GAS to become more IEEE 802.11 standard compliant, it could be useful to add an informative note into the standard on this difference since the issue is not going to fully disappear any time soon (I'd expect this to take years at minimum)..

	Add the following information note as a new paragraph at the end of 11.20 (page 1743 line 3):

"NOTE--Some deployed devices and protocols outside the scope of this standard do not use the Wildcard BSSID value in the BSSID field (Address 3) in Public Action frames, e.g., with GAS. To interoperate with such devices, a STA might need to use matching behavior that would not be fully compliant with the rules described in this subclause."




Discussion
See above.
Proposed resolution for CID 8051:
TODO
CID 8327

	Location
	Comment
	Proposed Change

	
Clause: 11.2
Page: 1743
Line: 1
	What is the reason that the BSSID field (address 3) of an individually addressed PA can not be the BSSID of the recipient's BSS, if known?

	Add to the stat of the sentence, "Except as described in the next sentence, ... "  Add a sentence to the end of the paragraph, "If the recipient STA is an AP, or is known to be associated to an AP, and the BSSID of the recipient STA's BSS is known, the BSSID field may be set to the recipient STA's BSS's BSSID."




Discussion
See above.
Proposed resolution for CID 8327:
TODO
CID 8326

	Location
	Comment
	Proposed Change

	
Clause: 11.2
Page: 1742
Line: 54

	What is the reason that the BSSID field (address 3) of an individually addressed PA can not be the BSSID of the recipient's BSS, if known?

	Add "and whose currenttly associated BSS's BSSID is not known or doesn't exist" after "same BSS as the transmitting STA".  Add a sentence to the end of the paragraph, "If the recipient STA is an AP, or is known to be associated to an AP, and the BSSID of the recipient STA's BSS is known, the BSSID field may be set to the recipient STA's BSS's BSSID."




Discussion
See above.
Proposed resolution for CID 8326:
TODO
Redline showing changes from accepting CID 8326 and CID 8327 and rejecting CID 8051:
11.20 Public Action frame addressing 
A STA that is a member of a BSS that transmits a Public Action frame with an individual value in the Address 1 field corresponding to a STA that is not a member of the same BSS as the transmitting STA and whose currently associated BSS’s BSSID is not known or doesn’t exist shall set the BSSID field of the frame to the wildcard BSSID value. If the recipient STA is an AP, or is known to be associated to an AP, and the BSSID of the recipient STA’s BSS is known, the BSSID field may be set to the recipient STA’s BSS’s BSSID.
A STA that is a member of a BSS that transmits a Public Action frame to a group address shall set the BSSID field of the frame to the wildcard BSSID value or to the transmitting STA’s BSSID value. 
A STA that is a member of a BSS that transmits a Public Action frame with an individual value in the Address 1 field corresponding to a STA that is a member of the same BSS as the transmitting STA shall set the BSSID field of the frame to the transmitting STA’s BSSID value.
Except as described in the next sentence, A a STA that is not a member of a BSS that transmits a Public Action frame shall set the BSSID field of the frame to the wildcard BSSID value. If the recipient STA is an AP, or is known to be associated to an AP, and the BSSID of the recipient STA’s BSS is known, the BSSID field may be set to the recipient STA’s BSS’s BSSID. 
Redline showing changes from accepting CID 8051 and rejecting CID 8326 and CID 8327:
11.20 Public Action frame addressing 
A STA that is a member of a BSS that transmits a Public Action frame with an individual value in the Address 1 field corresponding to a STA that is not a member of the same BSS as the transmitting STA shall set the BSSID field of the frame to the wildcard BSSID value.
A STA that is a member of a BSS that transmits a Public Action frame to a group address shall set the BSSID field of the frame to the wildcard BSSID value or to the transmitting STA’s BSSID value. 
A STA that is a member of a BSS that transmits a Public Action frame with an individual value in the Address 1 field corresponding to a STA that is a member of the same BSS as the transmitting STA shall set the BSSID field of the frame to the transmitting STA’s BSSID value.
A STA that is not a member of a BSS that transmits a Public Action frame shall set the BSSID field of the frame to the wildcard BSSID value. 
NOTE--Some deployed devices and protocols outside the scope of this standard do not use the Wildcard BSSID value in the BSSID field (Address 3) in Public Action frames, e.g., with GAS. To interoperate with such devices, a STA might need to use matching behavior that would not be fully compliant with the rules described in this subclause.
Submission	page 1	Jouni Malinen, Qualcomm
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6.3.19.1.3 When generated



This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.



6.3.19.1.4 Effect of receipt



Receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-
SETPROTECTION.request primitive:



— The MAC uses the key information (as defined by the Key and Length elements) for the
transmission of subsequent frames to which the key applies (as defined by the Key Type, Key ID
and Address elements).



— The MAC installs the key with the associated Key ID such that received frames of the appropriate
type and containing the matching Key ID are processed using that key and its associated state
information.



6.3.20 DeleteKeys



6.3.20.1 MLME-DELETEKEYS.request



6.3.20.1.1 Function



This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and
thus disabled for use. 



6.3.20.1.2 Semantics of the service primitive



The primitive parameter is as follows:
MLME-DELETEKEYS.request(



Key ID Integer 0–3 shall be used 
with WEP, TKIP, 
CCMP, and 
GCMP; 
4–5 with BIP; and 
6–4095 are 
reserved



Key identifier



Key Type Integer Group, Pairwise, 
PeerKey, IGTK



Defines whether this key is a group key, 
pairwise key, PeerKey, or Integrity Group 
key.



Address MACAddress Any valid 
individual MAC 
address



This parameter is valid only when the Key 
Type value is Pairwise, when the Key Type 
value is Group and the STA is in IBSS, or 
when the Key Type value is PeerKey.



Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized
Is Authenticator Boolean true, false Indicates whether the key is configured by 



the Authenticator or Supplicant. The value 
true indicates Authenticator. 



Cipher Suite Selector 4 octets As defined in 
9.4.2.25 (RSNE)



The cipher suite required for this 
association.



Name Type Valid range Description
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6.3.19.1.3 When generated

This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.

6.3.19.1.4 Effect of receipt

Receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-

SETPROTECTION.request primitive:

— The MAC uses the key information (as defined by the Key and Length elements) for the

transmission of subsequent frames to which the key applies (as defined by the Key Type, Key ID

and Address elements).

— The MAC installs the key with the associated Key ID such that received frames of the appropriate

type and containing the matching Key ID are processed using that key and its associated state

information.

6.3.20 DeleteKeys

6.3.20.1 MLME-DELETEKEYS.request

6.3.20.1.1 Function

This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and

thus disabled for use. 

6.3.20.1.2 Semantics of the service primitive

The primitive parameter is as follows:

MLME-DELETEKEYS.request(

Key ID Integer 0–3 shall be used 

with WEP, TKIP, 

CCMP, and 

GCMP; 

4–5 with BIP; and 

6–4095 are 

reserved

Key identifier

Key Type Integer Group, Pairwise, 

PeerKey, IGTK

Defines whether this key is a group key, 

pairwise key, PeerKey, or Integrity Group 

key.

Address MACAddress Any valid 

individual MAC 

address

This parameter is valid only when the Key 

Type value is Pairwise, when the Key Type 

value is Group and the STA is in IBSS, or 

when the Key Type value is PeerKey.

Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized

Is Authenticator Boolean true, false Indicates whether the key is configured by 

the Authenticator or Supplicant. The value 

true indicates Authenticator. 

Cipher Suite Selector 4 octets As defined in 

9.4.2.25 (RSNE)

The cipher suite required for this 

association.

Name Type Valid range Description
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authentication completes successfully or the PSK is configured. The PMKSA is created by the
Authenticator’s SME when the PMK is created from the keying information transferred from the AS, when
IEEE Std 802.1X authentication is utilized, when the SAE exchange successfully completes, or when the
PSK is configured. The PMKSA is used to create the PTKSA. PMKSAs are cached for up to their lifetimes.
The PMKSA consists of the following elements:



— PMKID, as defined in 12.7.1.3 (Pairwise key hierarchy). The PMKID identifies the security
association.



— Authenticator’s or peer’s MAC address. For multi-band RSNA, the MAC address is associated with
the operating band in use when the PMKSA is established.



— PMK.
— Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy).
— AKMP.
— All authorization parameters specified by the AS or local configuration. This might include



parameters such as the STA’s authorized SSID.



12.6.1.1.3 PMK-R0 security association



The PMK-R0 security association is the result of a successful completion of the IEEE Std 802.1X
authentication, SAE authentication, or use of PSK during the FT initial mobility domain association. This
security association is bidirectional. It consists of the following elements:



— SSID
— Mobility domain identifer (MDID)
— PMK-R0
— R0KH-ID
— PMKR0Name
— S0KH-ID
— PMK-R0 lifetime
— Pairwise cipher suite selector
— All authorization parameters specified by the AS or local configuration



12.6.1.1.4 PMK-R1 security association



The PMK-R1 security association is the result of 
— A successful completion of the IEEE Std 802.1X authentication, SAE authentication, or use of PSK



during the FT initial mobility domain association or 
— A successful completion of the authentication phase in the fast BSS transition to the target AP



This security association is bidirectional. It consists of the following elements:
— SSID
— MDID
— PMK-R1
— PMK-R1 lifetime
— PMKR1Name
— R1KH-ID
— R0KH-ID
— PMKR0Name
— S0KH-ID
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authentication completes successfully or the PSK is configured. The PMKSA is created by the

Authenticator’s SME when the PMK is created from the keying information transferred from the AS, when

IEEE Std 802.1X authentication is utilized, when the SAE exchange successfully completes, or when the

PSK is configured. The PMKSA is used to create the PTKSA. PMKSAs are cached for up to their lifetimes.

The PMKSA consists of the following elements:

— PMKID, as defined in 12.7.1.3 (Pairwise key hierarchy). The PMKID identifies the security

association.

— Authenticator’s or peer’s MAC address. For multi-band RSNA, the MAC address is associated with

the operating band in use when the PMKSA is established.

— PMK.

— Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy).

— AKMP.

— All authorization parameters specified by the AS or local configuration. This might include

parameters such as the STA’s authorized SSID.

12.6.1.1.3 PMK-R0 security association

The PMK-R0 security association is the result of a successful completion of the IEEE Std 802.1X

authentication, SAE authentication, or use of PSK during the FT initial mobility domain association. This

security association is bidirectional. It consists of the following elements:

— SSID

— Mobility domain identifer (MDID)

— PMK-R0

— R0KH-ID

— PMKR0Name

— S0KH-ID

— PMK-R0 lifetime

— Pairwise cipher suite selector

— All authorization parameters specified by the AS or local configuration

12.6.1.1.4 PMK-R1 security association

The PMK-R1 security association is the result of 

— A successful completion of the IEEE Std 802.1X authentication, SAE authentication, or use of PSK

during the FT initial mobility domain association or 

— A successful completion of the authentication phase in the fast BSS transition to the target AP

This security association is bidirectional. It consists of the following elements:

— SSID

— MDID

— PMK-R1

— PMK-R1 lifetime

— PMKR1Name

— R1KH-ID

— R0KH-ID

— PMKR0Name

— S0KH-ID
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— S1KH-ID
— Pairwise cipher suite selector
— All authorization parameters specified by the AS or local configuration



12.6.1.1.5 Mesh PMKSA



The mesh PMKSA is the result of successful completion of the active authentication protocol. This security
association is bidirectional. The two authenticated parties use the information in the security association for
both sending and receiving. The mesh PMKSA is created by the Mesh STA’s SME when the active
authentication protocol completes successfully with the peer mesh STA. The mesh PMKSA is used to create
the mesh TKSA. Mesh PMKSAs are cached for up to their lifetimes. Mesh PMKSAs contain the following
elements, and are identified by their PMKID.



— PMKID, as defined in 12.4.5.4 (Processing of a peer’s SAE Commit message)
— Mesh STA’s MAC address
— Peer mesh STA’s MAC address
— PMK
— AEK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering



exchange (AMPE))
— Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy)
— Selected AKM suite (see 9.4.2.25.3 (AKM suites))



12.6.1.1.6 PTKSA



The PTKSA is a result of the 4-way handshake, FT 4-way handshake, FT protocol, or FT resource request
protocol. This security association is also bidirectional. PTKSAs are cached for the life of the PMKSA or
PMK-R1 security association. Because the PTKSA is tied to the PMKSA or to a PMK-R1 security
association, it only has the additional information from the 4-way handshake or FT Protocol authentication.
For the PTKSA derived as a result of the 4-way handshake, there shall be only one PTKSA per band (see
12.6.19 (Protection of robust Management frames)) with the same Supplicant and Authenticator MAC
addresses. For the PTKSA derived as a result of an initial mobility domain association or fast BSS transition,
there shall be only one PTKSA with the same STA’s MAC address and BSSID.



During the 4-way handshake defined in 12.7.6.5 (4-way handshake message 4) and the FT 4-way handshake
defined in 13.4.2 (FT initial mobility domain association in an RSN), there is state created between message
1 and message 3 of the handshake. This does not create a PTKSA until message 3 is validated by the
Supplicant and message 4 is validated by the Authenticator. 



During the FT authentication sequence defined in 13.8 (FT authentication sequence), the PTKSA is
validated when message 3 is validated by the R1KH and message 4 is validated by the S1KH.



The PTKSA consists of the following elements: 
— PTK
— Pairwise cipher suite selector
— Supplicant MAC address or STA’s MAC address
— Authenticator MAC address or BSSID
— Key ID
— If FT key hierarchy is used, 



— R1KH-ID
— S1KH-ID
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— S1KH-ID — Pairwise cipher suite selector — All authorization parameters specified by the AS or local configuration 12.6.1.1.5 Mesh PMKSA

The mesh PMKSA is the result of successful completion of the active authentication protocol. This security

association is bidirectional. The two authenticated parties use the information in the security association for

both sending and receiving. The mesh PMKSA is created by the Mesh STA’s SME when the active

authentication protocol completes successfully with the peer mesh STA. The mesh PMKSA is used to create

the mesh TKSA. Mesh PMKSAs are cached for up to their lifetimes. Mesh PMKSAs contain the following

elements, and are identified by their PMKID.

— PMKID, as defined in 12.4.5.4 (Processing of a peer’s SAE Commit message)

— Mesh STA’s MAC address

— Peer mesh STA’s MAC address

— PMK

— AEK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering

exchange (AMPE))

— Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy)

— Selected AKM suite (see 9.4.2.25.3 (AKM suites))

12.6.1.1.6 PTKSA

The PTKSA is a result of the 4-way handshake, FT 4-way handshake, FT protocol, or FT resource request

protocol. This security association is also bidirectional. PTKSAs are cached for the life of the PMKSA or

PMK-R1 security association. Because the PTKSA is tied to the PMKSA or to a PMK-R1 security

association, it only has the additional information from the 4-way handshake or FT Protocol authentication.

For the PTKSA derived as a result of the 4-way handshake, there shall be only one PTKSA per band (see

12.6.19 (Protection of robust Management frames)) with the same Supplicant and Authenticator MAC

addresses. For the PTKSA derived as a result of an initial mobility domain association or fast BSS transition,

there shall be only one PTKSA with the same STA’s MAC address and BSSID.

During the 4-way handshake defined in 12.7.6.5 (4-way handshake message 4) and the FT 4-way handshake

defined in 13.4.2 (FT initial mobility domain association in an RSN), there is state created between message

1 and message 3 of the handshake. This does not create a PTKSA until message 3 is validated by the

Supplicant and message 4 is validated by the Authenticator. 

During the FT authentication sequence defined in 13.8 (FT authentication sequence), the PTKSA is

validated when message 3 is validated by the R1KH and message 4 is validated by the S1KH.

The PTKSA consists of the following elements: 

— PTK

— Pairwise cipher suite selector

— Supplicant MAC address or STA’s MAC address

— Authenticator MAC address or BSSID

— Key ID

— If FT key hierarchy is used, 

— R1KH-ID

— S1KH-ID
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— S1KH-ID
— Pairwise cipher suite selector
— All authorization parameters specified by the AS or local configuration



12.6.1.1.5 Mesh PMKSA



The mesh PMKSA is the result of successful completion of the active authentication protocol. This security
association is bidirectional. The two authenticated parties use the information in the security association for
both sending and receiving. The mesh PMKSA is created by the Mesh STA’s SME when the active
authentication protocol completes successfully with the peer mesh STA. The mesh PMKSA is used to create
the mesh TKSA. Mesh PMKSAs are cached for up to their lifetimes. Mesh PMKSAs contain the following
elements, and are identified by their PMKID.



— PMKID, as defined in 12.4.5.4 (Processing of a peer’s SAE Commit message)
— Mesh STA’s MAC address
— Peer mesh STA’s MAC address
— PMK
— AEK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering



exchange (AMPE))
— Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy)
— Selected AKM suite (see 9.4.2.25.3 (AKM suites))



12.6.1.1.6 PTKSA



The PTKSA is a result of the 4-way handshake, FT 4-way handshake, FT protocol, or FT resource request
protocol. This security association is also bidirectional. PTKSAs are cached for the life of the PMKSA or
PMK-R1 security association. Because the PTKSA is tied to the PMKSA or to a PMK-R1 security
association, it only has the additional information from the 4-way handshake or FT Protocol authentication.
For the PTKSA derived as a result of the 4-way handshake, there shall be only one PTKSA per band (see
12.6.19 (Protection of robust Management frames)) with the same Supplicant and Authenticator MAC
addresses. For the PTKSA derived as a result of an initial mobility domain association or fast BSS transition,
there shall be only one PTKSA with the same STA’s MAC address and BSSID.



During the 4-way handshake defined in 12.7.6.5 (4-way handshake message 4) and the FT 4-way handshake
defined in 13.4.2 (FT initial mobility domain association in an RSN), there is state created between message
1 and message 3 of the handshake. This does not create a PTKSA until message 3 is validated by the
Supplicant and message 4 is validated by the Authenticator. 



During the FT authentication sequence defined in 13.8 (FT authentication sequence), the PTKSA is
validated when message 3 is validated by the R1KH and message 4 is validated by the S1KH.



The PTKSA consists of the following elements: 
— PTK
— Pairwise cipher suite selector
— Supplicant MAC address or STA’s MAC address
— Authenticator MAC address or BSSID
— Key ID
— If FT key hierarchy is used, 



— R1KH-ID
— S1KH-ID
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— S1KH-ID — Pairwise cipher suite selector — All authorization parameters specified by the AS or local configuration 12.6.1.1.5 Mesh PMKSA The mesh PMKSA is the result of successful completion of the active authentication protocol. This security association is bidirectional. The two authenticated parties use the information in the security association for both sending and receiving. The mesh PMKSA is created by the Mesh STA’s SME when the active authentication protocol completes successfully with the peer mesh STA. The mesh PMKSA is used to create the mesh TKSA. Mesh PMKSAs are cached for up to their lifetimes. Mesh PMKSAs contain the following elements, and are identified by their PMKID. — PMKID, as defined in 12.4.5.4 (Processing of a peer’s SAE Commit message) — Mesh STA’s MAC address — Peer mesh STA’s MAC address — PMK — AEK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering exchange (AMPE)) — Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy) — Selected AKM suite (see 9.4.2.25.3 (AKM suites)) 12.6.1.1.6 PTKSA

The PTKSA is a result of the 4-way handshake, FT 4-way handshake, FT protocol, or FT resource request

protocol. This security association is also bidirectional. PTKSAs are cached for the life of the PMKSA or

PMK-R1 security association. Because the PTKSA is tied to the PMKSA or to a PMK-R1 security

association, it only has the additional information from the 4-way handshake or FT Protocol authentication.

For the PTKSA derived as a result of the 4-way handshake, there shall be only one PTKSA per band (see

12.6.19 (Protection of robust Management frames)) with the same Supplicant and Authenticator MAC

addresses. For the PTKSA derived as a result of an initial mobility domain association or fast BSS transition,

there shall be only one PTKSA with the same STA’s MAC address and BSSID.

During the 4-way handshake defined in 12.7.6.5 (4-way handshake message 4) and the FT 4-way handshake

defined in 13.4.2 (FT initial mobility domain association in an RSN), there is state created between message

1 and message 3 of the handshake. This does not create a PTKSA until message 3 is validated by the

Supplicant and message 4 is validated by the Authenticator. 

During the FT authentication sequence defined in 13.8 (FT authentication sequence), the PTKSA is

validated when message 3 is validated by the R1KH and message 4 is validated by the S1KH.

The PTKSA consists of the following elements: 

— PTK

— Pairwise cipher suite selector

— Supplicant MAC address or STA’s MAC address

— Authenticator MAC address or BSSID

— Key ID

— If FT key hierarchy is used, 

— R1KH-ID

— S1KH-ID
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— Initiator MAC address
— Peer MAC address
— SMK
— Lifetime, as defined in 12.7.8 (PeerKey handshake).
— Pairwise cipher suite selector list, as proposed by initiator STA
— Pairwise cipher suite selector, as selected by peer STA



12.6.1.1.12 STKSA



The STKSA is a result of successful completion of the 4-way STK handshake. This security association is
bidirectional between the initiator and the peer STAs. The STKSA is used to create session keys to protect
this STSL. STKSAs are cached for the life of the SMKSA or until the STSL ends, whichever comes first.
There shall be only one STKSA with the same initiator STA and peer MAC addresses at any one time.
STKSA is created as a result of PeerKey handshake (see 12.7.8 (PeerKey handshake)) or the AP PeerKey
protocol (see 12.11 (AP PeerKey support)). The STKSA consists of the following elements:



— STK
— Pairwise cipher suite selector
— Initiator MAC address
— Peer MAC address
— Key ID



12.6.1.2 TPKSA



The TPKSA results from a successful completion of the TPK handshake. This security association is
bidirectional between the TDLS initiator STA and the TDLS responder STA. The TPKSA is used to create
session keys to protect this TDLS session. The TPKSA is cached per the lifetime indicated in the TPK
handshake or until the TDLS direct link is torn down, whichever comes first.



The TPKSA consist of the following:
— MAC addresses of the TDLS initiator STA and the TDLS responder STA
— Pairwise cipher suite selector
— TPK Lifetime
— TPK
— Link Identifier



12.6.1.3 Security association life cycle



12.6.1.3.1 General



A STA can operate in an ESS, a PBSS, or an IBSS, and a security association has a distinct life cycle for
each.



12.6.1.3.2 Security association in an ESS



In an ESS there are two cases: 
— Initial contact between the STA and the ESS
— Roaming by the STA within the ESS



A STA and AP establish an initial security association via the following steps:
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— Initiator MAC address — Peer MAC address — SMK — Lifetime, as defined in 12.7.8 (PeerKey handshake). — Pairwise cipher suite selector list, as proposed by initiator STA — Pairwise cipher suite selector, as selected by peer STA 12.6.1.1.12 STKSA

The STKSA is a result of successful completion of the 4-way STK handshake. This security association is

bidirectional between the initiator and the peer STAs. The STKSA is used to create session keys to protect

this STSL. STKSAs are cached for the life of the SMKSA or until the STSL ends, whichever comes first.

There shall be only one STKSA with the same initiator STA and peer MAC addresses at any one time.

STKSA is created as a result of PeerKey handshake (see 12.7.8 (PeerKey handshake)) or the AP PeerKey

protocol (see 12.11 (AP PeerKey support)). The STKSA consists of the following elements:

— STK

— Pairwise cipher suite selector

— Initiator MAC address

— Peer MAC address

— Key ID

12.6.1.2 TPKSA

The TPKSA results from a successful completion of the TPK handshake. This security association is

bidirectional between the TDLS initiator STA and the TDLS responder STA. The TPKSA is used to create

session keys to protect this TDLS session. The TPKSA is cached per the lifetime indicated in the TPK

handshake or until the TDLS direct link is torn down, whichever comes first.

The TPKSA consist of the following:

— MAC addresses of the TDLS initiator STA and the TDLS responder STA

— Pairwise cipher suite selector

— TPK Lifetime

— TPK

— Link Identifier

12.6.1.3 Security association life cycle

12.6.1.3.1 General

A STA can operate in an ESS, a PBSS, or an IBSS, and a security association has a distinct life cycle for

each.

12.6.1.3.2 Security association in an ESS

In an ESS there are two cases: 

— Initial contact between the STA and the ESS

— Roaming by the STA within the ESS

A STA and AP establish an initial security association via the following steps:
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— Initiator MAC address
— Peer MAC address
— SMK
— Lifetime, as defined in 12.7.8 (PeerKey handshake).
— Pairwise cipher suite selector list, as proposed by initiator STA
— Pairwise cipher suite selector, as selected by peer STA



12.6.1.1.12 STKSA



The STKSA is a result of successful completion of the 4-way STK handshake. This security association is
bidirectional between the initiator and the peer STAs. The STKSA is used to create session keys to protect
this STSL. STKSAs are cached for the life of the SMKSA or until the STSL ends, whichever comes first.
There shall be only one STKSA with the same initiator STA and peer MAC addresses at any one time.
STKSA is created as a result of PeerKey handshake (see 12.7.8 (PeerKey handshake)) or the AP PeerKey
protocol (see 12.11 (AP PeerKey support)). The STKSA consists of the following elements:



— STK
— Pairwise cipher suite selector
— Initiator MAC address
— Peer MAC address
— Key ID



12.6.1.2 TPKSA



The TPKSA results from a successful completion of the TPK handshake. This security association is
bidirectional between the TDLS initiator STA and the TDLS responder STA. The TPKSA is used to create
session keys to protect this TDLS session. The TPKSA is cached per the lifetime indicated in the TPK
handshake or until the TDLS direct link is torn down, whichever comes first.



The TPKSA consist of the following:
— MAC addresses of the TDLS initiator STA and the TDLS responder STA
— Pairwise cipher suite selector
— TPK Lifetime
— TPK
— Link Identifier



12.6.1.3 Security association life cycle



12.6.1.3.1 General



A STA can operate in an ESS, a PBSS, or an IBSS, and a security association has a distinct life cycle for
each.



12.6.1.3.2 Security association in an ESS



In an ESS there are two cases: 
— Initial contact between the STA and the ESS
— Roaming by the STA within the ESS



A STA and AP establish an initial security association via the following steps:
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— Initiator MAC address — Peer MAC address — SMK — Lifetime, as defined in 12.7.8 (PeerKey handshake). — Pairwise cipher suite selector list, as proposed by initiator STA — Pairwise cipher suite selector, as selected by peer STA 12.6.1.1.12 STKSA The STKSA is a result of successful completion of the 4-way STK handshake. This security association is bidirectional between the initiator and the peer STAs. The STKSA is used to create session keys to protect this STSL. STKSAs are cached for the life of the SMKSA or until the STSL ends, whichever comes first. There shall be only one STKSA with the same initiator STA and peer MAC addresses at any one time. STKSA is created as a result of PeerKey handshake (see 12.7.8 (PeerKey handshake)) or the AP PeerKey protocol (see 12.11 (AP PeerKey support)). The STKSA consists of the following elements: — STK — Pairwise cipher suite selector — Initiator MAC address — Peer MAC address — Key ID

12.6.1.2 TPKSA

The TPKSA results from a successful completion of the TPK handshake. This security association is

bidirectional between the TDLS initiator STA and the TDLS responder STA. The TPKSA is used to create

session keys to protect this TDLS session. The TPKSA is cached per the lifetime indicated in the TPK

handshake or until the TDLS direct link is torn down, whichever comes first.

The TPKSA consist of the following:

— MAC addresses of the TDLS initiator STA and the TDLS responder STA

— Pairwise cipher suite selector

— TPK Lifetime

— TPK

— Link Identifier

12.6.1.3 Security association life cycle

12.6.1.3.1 General

A STA can operate in an ESS, a PBSS, or an IBSS, and a security association has a distinct life cycle for

each.

12.6.1.3.2 Security association in an ESS

In an ESS there are two cases: 

— Initial contact between the STA and the ESS

— Roaming by the STA within the ESS

A STA and AP establish an initial security association via the following steps:
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authentication completes successfully or the PSK is configured. The PMKSA is created by the
Authenticator’s SME when the PMK is created from the keying information transferred from the AS, when
IEEE Std 802.1X authentication is utilized, when the SAE exchange successfully completes, or when the
PSK is configured. The PMKSA is used to create the PTKSA. PMKSAs are cached for up to their lifetimes.
The PMKSA consists of the following elements:



— PMKID, as defined in 12.7.1.3 (Pairwise key hierarchy). The PMKID identifies the security
association.



— Authenticator’s or peer’s MAC address. For multi-band RSNA, the MAC address is associated with
the operating band in use when the PMKSA is established.



— PMK.
— Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy).
— AKMP.
— All authorization parameters specified by the AS or local configuration. This might include



parameters such as the STA’s authorized SSID.



12.6.1.1.3 PMK-R0 security association



The PMK-R0 security association is the result of a successful completion of the IEEE Std 802.1X
authentication, SAE authentication, or use of PSK during the FT initial mobility domain association. This
security association is bidirectional. It consists of the following elements:



— SSID
— Mobility domain identifer (MDID)
— PMK-R0
— R0KH-ID
— PMKR0Name
— S0KH-ID
— PMK-R0 lifetime
— Pairwise cipher suite selector
— All authorization parameters specified by the AS or local configuration



12.6.1.1.4 PMK-R1 security association



The PMK-R1 security association is the result of 
— A successful completion of the IEEE Std 802.1X authentication, SAE authentication, or use of PSK



during the FT initial mobility domain association or 
— A successful completion of the authentication phase in the fast BSS transition to the target AP



This security association is bidirectional. It consists of the following elements:
— SSID
— MDID
— PMK-R1
— PMK-R1 lifetime
— PMKR1Name
— R1KH-ID
— R0KH-ID
— PMKR0Name
— S0KH-ID
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authentication completes successfully or the PSK is configured. The PMKSA is created by the Authenticator’s SME when the PMK is created from the keying information transferred from the AS, when IEEE Std 802.1X authentication is utilized, when the SAE exchange successfully completes, or when the PSK is configured. The PMKSA is used to create the PTKSA. PMKSAs are cached for up to their lifetimes. The PMKSA consists of the following elements: — PMKID, as defined in 12.7.1.3 (Pairwise key hierarchy). The PMKID identifies the security association. — Authenticator’s or peer’s MAC address. For multi-band RSNA, the MAC address is associated with the operating band in use when the PMKSA is established. — PMK. — Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy). — AKMP. — All authorization parameters specified by the AS or local configuration. This might include parameters such as the STA’s authorized SSID.

12.6.1.1.3 PMK-R0 security association

The PMK-R0 security association is the result of a successful completion of the IEEE Std 802.1X

authentication, SAE authentication, or use of PSK during the FT initial mobility domain association. This

security association is bidirectional. It consists of the following elements:

— SSID

— Mobility domain identifer (MDID)

— PMK-R0

— R0KH-ID

— PMKR0Name

— S0KH-ID

— PMK-R0 lifetime

— Pairwise cipher suite selector

— All authorization parameters specified by the AS or local configuration

12.6.1.1.4 PMK-R1 security association

The PMK-R1 security association is the result of 

— A successful completion of the IEEE Std 802.1X authentication, SAE authentication, or use of PSK

during the FT initial mobility domain association or 

— A successful completion of the authentication phase in the fast BSS transition to the target AP

This security association is bidirectional. It consists of the following elements:

— SSID

— MDID

— PMK-R1

— PMK-R1 lifetime

— PMKR1Name

— R1KH-ID

— R0KH-ID

— PMKR0Name

— S0KH-ID
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authentication completes successfully or the PSK is configured. The PMKSA is created by the
Authenticator’s SME when the PMK is created from the keying information transferred from the AS, when
IEEE Std 802.1X authentication is utilized, when the SAE exchange successfully completes, or when the
PSK is configured. The PMKSA is used to create the PTKSA. PMKSAs are cached for up to their lifetimes.
The PMKSA consists of the following elements:



— PMKID, as defined in 12.7.1.3 (Pairwise key hierarchy). The PMKID identifies the security
association.



— Authenticator’s or peer’s MAC address. For multi-band RSNA, the MAC address is associated with
the operating band in use when the PMKSA is established.



— PMK.
— Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy).
— AKMP.
— All authorization parameters specified by the AS or local configuration. This might include



parameters such as the STA’s authorized SSID.



12.6.1.1.3 PMK-R0 security association



The PMK-R0 security association is the result of a successful completion of the IEEE Std 802.1X
authentication, SAE authentication, or use of PSK during the FT initial mobility domain association. This
security association is bidirectional. It consists of the following elements:



— SSID
— Mobility domain identifer (MDID)
— PMK-R0
— R0KH-ID
— PMKR0Name
— S0KH-ID
— PMK-R0 lifetime
— Pairwise cipher suite selector
— All authorization parameters specified by the AS or local configuration



12.6.1.1.4 PMK-R1 security association



The PMK-R1 security association is the result of 
— A successful completion of the IEEE Std 802.1X authentication, SAE authentication, or use of PSK



during the FT initial mobility domain association or 
— A successful completion of the authentication phase in the fast BSS transition to the target AP



This security association is bidirectional. It consists of the following elements:
— SSID
— MDID
— PMK-R1
— PMK-R1 lifetime
— PMKR1Name
— R1KH-ID
— R0KH-ID
— PMKR0Name
— S0KH-ID
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authentication completes successfully or the PSK is configured. The PMKSA is created by the Authenticator’s SME when the PMK is created from the keying information transferred from the AS, when IEEE Std 802.1X authentication is utilized, when the SAE exchange successfully completes, or when the PSK is configured. The PMKSA is used to create the PTKSA. PMKSAs are cached for up to their lifetimes. The PMKSA consists of the following elements: — PMKID, as defined in 12.7.1.3 (Pairwise key hierarchy). The PMKID identifies the security association. — Authenticator’s or peer’s MAC address. For multi-band RSNA, the MAC address is associated with the operating band in use when the PMKSA is established. — PMK. — Lifetime, as defined in 12.7.1.3 (Pairwise key hierarchy). — AKMP. — All authorization parameters specified by the AS or local configuration. This might include parameters such as the STA’s authorized SSID. 12.6.1.1.3 PMK-R0 security association The PMK-R0 security association is the result of a successful completion of the IEEE Std 802.1X authentication, SAE authentication, or use of PSK during the FT initial mobility domain association. This security association is bidirectional. It consists of the following elements: — SSID — Mobility domain identifer (MDID) — PMK-R0 — R0KH-ID — PMKR0Name — S0KH-ID — PMK-R0 lifetime — Pairwise cipher suite selector — All authorization parameters specified by the AS or local configuration

12.6.1.1.4 PMK-R1 security association

The PMK-R1 security association is the result of 

— A successful completion of the IEEE Std 802.1X authentication, SAE authentication, or use of PSK

during the FT initial mobility domain association or 

— A successful completion of the authentication phase in the fast BSS transition to the target AP

This security association is bidirectional. It consists of the following elements:

— SSID

— MDID

— PMK-R1

— PMK-R1 lifetime

— PMKR1Name

— R1KH-ID

— R0KH-ID

— PMKR0Name

— S0KH-ID


image10.emf



IEEE P802.11-REVmc/D6.0, June 2016



Copyright © 2016 IEEE. All rights reserved. 1969
This is an unapproved IEEE Standards Draft, subject to change.



1
2
3
4
5
6
7
8
9



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65



— PTKName



12.6.1.1.7 Mesh TKSA



The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA
shall be deleted when the lifetime expires. The mesh TKSA contains the following elements:



— MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering
exchange (AMPE))



— PMKID
— local mesh STA MAC address
— peer mesh STA MAC address
— local Link ID
— peer Link ID
— local nonce
— peer nonce
— Lifetime
— Pairwise cipher suite selector



12.6.1.1.8 GTKSA



The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource
request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one
GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for
decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA
defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate
GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be
decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is
received, when message 1 of the group key handshake is received, or when the Reassociation Response
frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME
changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the
following elements:



— Direction vector (whether the GTK is used for transmit or receive).
— Group cipher suite selector.
— GTK.
— Authenticator MAC address.
— Key ID.
— All authorization parameters specified by local configuration. This might include parameters such as



the STA’s authorized SSID.



When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group
key”), the GTKSA is bidirectional.



12.6.1.1.9 IGTKSA



When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives
a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of
the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the
Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.
The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to
which it has a valid PTKSA or mesh TKSA.
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— PTKName

12.6.1.1.7 Mesh TKSA

The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA

shall be deleted when the lifetime expires. The mesh TKSA contains the following elements:

— MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering

exchange (AMPE))

— PMKID

— local mesh STA MAC address

— peer mesh STA MAC address

— local Link ID

— peer Link ID

— local nonce

— peer nonce

— Lifetime

— Pairwise cipher suite selector

12.6.1.1.8 GTKSA

The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource

request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one

GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for

decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA

defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate

GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be

decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is

received, when message 1 of the group key handshake is received, or when the Reassociation Response

frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME

changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the

following elements:

— Direction vector (whether the GTK is used for transmit or receive).

— Group cipher suite selector.

— GTK.

— Authenticator MAC address.

— Key ID.

— All authorization parameters specified by local configuration. This might include parameters such as

the STA’s authorized SSID.

When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group

key”), the GTKSA is bidirectional.

12.6.1.1.9 IGTKSA

When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives

a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of

the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the

Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.

The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to

which it has a valid PTKSA or mesh TKSA.
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— PTKName



12.6.1.1.7 Mesh TKSA



The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA
shall be deleted when the lifetime expires. The mesh TKSA contains the following elements:



— MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering
exchange (AMPE))



— PMKID
— local mesh STA MAC address
— peer mesh STA MAC address
— local Link ID
— peer Link ID
— local nonce
— peer nonce
— Lifetime
— Pairwise cipher suite selector



12.6.1.1.8 GTKSA



The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource
request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one
GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for
decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA
defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate
GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be
decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is
received, when message 1 of the group key handshake is received, or when the Reassociation Response
frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME
changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the
following elements:



— Direction vector (whether the GTK is used for transmit or receive).
— Group cipher suite selector.
— GTK.
— Authenticator MAC address.
— Key ID.
— All authorization parameters specified by local configuration. This might include parameters such as



the STA’s authorized SSID.



When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group
key”), the GTKSA is bidirectional.



12.6.1.1.9 IGTKSA



When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives
a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of
the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the
Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.
The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to
which it has a valid PTKSA or mesh TKSA.
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— PTKName 12.6.1.1.7 Mesh TKSA The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA shall be deleted when the lifetime expires. The mesh TKSA contains the following elements: — MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering exchange (AMPE)) — PMKID — local mesh STA MAC address — peer mesh STA MAC address — local Link ID — peer Link ID — local nonce — peer nonce — Lifetime — Pairwise cipher suite selector 12.6.1.1.8 GTKSA

The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource

request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one

GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for

decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA

defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate

GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be

decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is

received, when message 1 of the group key handshake is received, or when the Reassociation Response

frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME

changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the

following elements:

— Direction vector (whether the GTK is used for transmit or receive).

— Group cipher suite selector.

— GTK.

— Authenticator MAC address.

— Key ID.

— All authorization parameters specified by local configuration. This might include parameters such as

the STA’s authorized SSID.

When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group

key”), the GTKSA is bidirectional.

12.6.1.1.9 IGTKSA

When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives

a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of

the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the

Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.

The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to

which it has a valid PTKSA or mesh TKSA.
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— PTKName



12.6.1.1.7 Mesh TKSA



The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA
shall be deleted when the lifetime expires. The mesh TKSA contains the following elements:



— MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering
exchange (AMPE))



— PMKID
— local mesh STA MAC address
— peer mesh STA MAC address
— local Link ID
— peer Link ID
— local nonce
— peer nonce
— Lifetime
— Pairwise cipher suite selector



12.6.1.1.8 GTKSA



The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource
request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one
GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for
decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA
defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate
GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be
decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is
received, when message 1 of the group key handshake is received, or when the Reassociation Response
frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME
changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the
following elements:



— Direction vector (whether the GTK is used for transmit or receive).
— Group cipher suite selector.
— GTK.
— Authenticator MAC address.
— Key ID.
— All authorization parameters specified by local configuration. This might include parameters such as



the STA’s authorized SSID.



When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group
key”), the GTKSA is bidirectional.



12.6.1.1.9 IGTKSA



When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives
a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of
the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the
Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.
The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to
which it has a valid PTKSA or mesh TKSA.
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— PTKName 12.6.1.1.7 Mesh TKSA The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA shall be deleted when the lifetime expires. The mesh TKSA contains the following elements: — MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering exchange (AMPE)) — PMKID — local mesh STA MAC address — peer mesh STA MAC address — local Link ID — peer Link ID — local nonce — peer nonce — Lifetime — Pairwise cipher suite selector 12.6.1.1.8 GTKSA The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is received, when message 1 of the group key handshake is received, or when the Reassociation Response frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the following elements: — Direction vector (whether the GTK is used for transmit or receive). — Group cipher suite selector. — GTK. — Authenticator MAC address. — Key ID. — All authorization parameters specified by local configuration. This might include parameters such as the STA’s authorized SSID. When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group key”), the GTKSA is bidirectional.

12.6.1.1.9 IGTKSA

When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives

a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of

the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the

Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.

The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to

which it has a valid PTKSA or mesh TKSA.
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An IGTKSA consists of the following elements:
— Direction vector (whether the IGTK is used for transmit or receive)
— Key ID
— IGTK
— Authenticator MAC address



12.6.1.1.10 Mesh GTKSA



The mesh GTKSA results from a successful AMPE or mesh group key handshake, and is unidirectional. In
an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which is used to encrypt its group
addressed transmissions. Also, each mesh STA stores a separate “receive mesh GTKSA” for each peer mesh
STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted.



A transmit mesh GTKSA is created by a mesh STA after the SME has changed the mesh GTK (MGTK) and
the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKSA is created by a mesh STA
after successfully completing the AMPE in which a wrapped MGTK has been received, or after receiving a
valid message 1 of the mesh group key handshake. The receive mesh GTKSA shall be deleted when the
lifetime expires or a new receive mesh GTKSA is created with the same Key ID for the same MGTK source
mesh STA. See 14.6.1 (General).



The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK source
mesh STA MAC address in the mesh GTKSA shall not be the same as the Authenticator MAC address in the
GTKSA.



NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by
limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.11.5 (Mesh STA collocation) for
collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible.
Since Key ID 0 is reserved for individually addressed frame transmission, there are at most three available Key IDs
(only two if extended Key IDs for individually addressed frames are in use), and the different MGTKs would contend
for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would
incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as
dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per-MPDU Rx pseudo-code) for a
description of the procedure for receiving encrypted frames.)



The mesh GTKSA contains the following:
— MGTK
— MGTK source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)
— Group cipher suite selector 
— Lifetime
— Direction vector (whether this is a receive mesh GTKSA or transmit mesh GTKSA)
— Key Index



12.6.1.1.11 SMKSA



An SMKSA is the result of a successful SMK handshake by the initiator STA (described in 12.7.8 (PeerKey
handshake) and 12.11 (AP PeerKey support)). It is derived from parameters provided by the STAs and AP.
This security association is bidirectional between the initiator and the peer STA. In other words, both parties
use the information in the security association for both sending and receiving. The SMKSA is created as a
result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 12.11 (AP PeerKey support)).
The SMKSA is used to create the STKSA. The SMKSA consists of the following elements:



— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identifies the security association.
— BSSID
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An IGTKSA consists of the following elements:

— Direction vector (whether the IGTK is used for transmit or receive)

— Key ID

— IGTK

— Authenticator MAC address

12.6.1.1.10 Mesh GTKSA

The mesh GTKSA results from a successful AMPE or mesh group key handsh a k e ,   a n d   i s   u n i d i r e c t i o n a l .   I n

an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which   i s   u s e d   t o   e n c r y p t   i t s   g r o u p

addressed transmissions. Also, each mesh STA stores a separate “receive mesh   G T K S A ”   f o r   e a c h   p e e r   m e s h

STA so that encrypted group addressed traffic received from the peer mesh ST A s   m a y   b e   d e c r y p t e d .

A transmit mesh GTKSA is created by a mesh STA after the SME has changed   t h e   m e s h   G T K   ( M G T K )   a n d

the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKS A   i s   c r e a t e d   b y   a   m e s h   S T A

after successfully completing the AMPE in which a wrapped MGTK has been  r e c e i v e d ,   o r   a f t e r   r e c e i v i n g   a

valid message 1 of the mesh group key handshake. The receive mesh GTKS A   s h a l l   b e   d e l e t e d   w h e n   t h e

lifetime expires or a new receive mesh GTKSA is created with the same Key

 

ID   f o r   t h e   s a m e   M G T K   s o u r c e

mesh STA. See 14.6.1 (General).

The MGTK and the GTK shall be independently selected from a uniform dis t r i b u t i o n .   T h e   M G T K   s o u r c e

mesh STA MAC address in the mesh GTKSA shall not be the same as the Auth e n t i c a t o r   M A C   a d d r e s s   i n   t h e

GTKSA.

NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit  M A C   a d d r e s s e s   i s   p r e c l u d e d   b y

limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.1 1 . 5   ( M e s h   S T A   c o l l o c a t i o n )   f o r

collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, the n   r o l l o v e r   w o u l d   b e   i m p o s s i b l e .

Since Key ID 0 is reserved for individually addressed frame transmission, there ar

e

 a t   m o s t   t h r e e   a v a i l a b l e   K e y   I D s

(only two if extended Key IDs for individually addressed frames are in use), and the d i f f e r e n t   M G T K s   w o u l d   c o n t e n d

for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the s a m e   K e y   I D s ,   t h e n   S T A s   w o u l d

incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, cau s i n g   e r r o r   c o u n t e r s   ( s u c h   a s

dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per - M P D U   R x   p s e u d o - c o d e )   f o r   a

description of the procedure for receiving encrypted frames.)

The mesh GTKSA contains the following:

— MGTK

— MGTK source mesh STA MAC address (mesh STA that uses this GTK   t o   e n c r y p t   t r a n s m i s s i o n s )

— Group cipher suite selector 

— Lifetime

— Direction vector (whether this is a receive mesh GTKSA or transmit me s h   G T K S A )

— Key Index

12.6.1.1.11 SMKSA

An SMKSA is the result of a successful SMK handshake by the initiator STA ( d e s c r i b e d   i n   1 2 . 7 . 8   ( P e e r K e y

handshake) and 12.11 (AP PeerKey support)). It is derived from parameters pr o v i d e d   b y   t h e   S T A s   a n d   A P .

This security association is bidirectional between the initiator and the peer STA .   I n   o t h e r   w o r d s ,   b o t h   p a r t i e s

use the information in the security association for both sending and receiving.   T h e   S M K S A   i s   c r e a t e d   a s   a

result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 1 2 . 1 1   ( A P   P e e r K e y   s u p p o r t ) ) .

The SMKSA is used to create the STKSA. The SMKSA consists of the follo

w

i n g   e l e m e n t s :

— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identi f i e s   t h e   s e c u r i t y   a s s o c i a t i o n .

— BSSID
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An IGTKSA consists of the following elements:
— Direction vector (whether the IGTK is used for transmit or receive)
— Key ID
— IGTK
— Authenticator MAC address



12.6.1.1.10 Mesh GTKSA



The mesh GTKSA results from a successful AMPE or mesh group key handshake, and is unidirectional. In
an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which is used to encrypt its group
addressed transmissions. Also, each mesh STA stores a separate “receive mesh GTKSA” for each peer mesh
STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted.



A transmit mesh GTKSA is created by a mesh STA after the SME has changed the mesh GTK (MGTK) and
the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKSA is created by a mesh STA
after successfully completing the AMPE in which a wrapped MGTK has been received, or after receiving a
valid message 1 of the mesh group key handshake. The receive mesh GTKSA shall be deleted when the
lifetime expires or a new receive mesh GTKSA is created with the same Key ID for the same MGTK source
mesh STA. See 14.6.1 (General).



The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK source
mesh STA MAC address in the mesh GTKSA shall not be the same as the Authenticator MAC address in the
GTKSA.



NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by
limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.11.5 (Mesh STA collocation) for
collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible.
Since Key ID 0 is reserved for individually addressed frame transmission, there are at most three available Key IDs
(only two if extended Key IDs for individually addressed frames are in use), and the different MGTKs would contend
for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would
incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as
dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per-MPDU Rx pseudo-code) for a
description of the procedure for receiving encrypted frames.)



The mesh GTKSA contains the following:
— MGTK
— MGTK source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)
— Group cipher suite selector 
— Lifetime
— Direction vector (whether this is a receive mesh GTKSA or transmit mesh GTKSA)
— Key Index



12.6.1.1.11 SMKSA



An SMKSA is the result of a successful SMK handshake by the initiator STA (described in 12.7.8 (PeerKey
handshake) and 12.11 (AP PeerKey support)). It is derived from parameters provided by the STAs and AP.
This security association is bidirectional between the initiator and the peer STA. In other words, both parties
use the information in the security association for both sending and receiving. The SMKSA is created as a
result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 12.11 (AP PeerKey support)).
The SMKSA is used to create the STKSA. The SMKSA consists of the following elements:



— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identifies the security association.
— BSSID
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An IGTKSA consists of the following elements: — Direction vector (whether the IGTK is used for transmit or receive) — Key ID — IGTK — Authenticator MAC address 12.6.1.1.10 Mesh GTKSA The mesh GTKSA results from a successful AMPE or mesh group key handshake, and is unidirectional. In an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which is used to encrypt its group addressed transmissions. Also, each mesh STA stores a separate “receive mesh GTKSA” for each peer mesh STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted. A transmit mesh GTKSA is created by a mesh STA after the SME has changed the mesh GTK (MGTK) and the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKSA is created by a mesh STA after successfully completing the AMPE in which a wrapped MGTK has been received, or after receiving a valid message 1 of the mesh group key handshake. The receive mesh GTKSA shall be deleted when the lifetime expires or a new receive mesh GTKSA is created with the same Key ID for the same MGTK source mesh STA. See 14.6.1 (General). The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK source mesh STA MAC address in the mesh GTKSA shall not be the same as the Authenticator MAC address in the GTKSA. NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.11.5 (Mesh STA collocation) for collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible. Since Key ID 0 is reserved for individually addressed frame transmission, there are at most three available Key IDs (only two if extended Key IDs for individually addressed frames are in use), and the different MGTKs would contend for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per-MPDU Rx pseudo-code) for a description of the procedure for receiving encrypted frames.) The mesh GTKSA contains the following: — MGTK — MGTK source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions) — Group cipher suite selector  — Lifetime — Direction vector (whether this is a receive mesh GTKSA or transmit mesh GTKSA) — Key Index 12.6.1.1.11 SMKSA

An SMKSA is the result of a successful SMK handshake by the initiator STA (described in 12.7.8 (PeerKey

handshake) and 12.11 (AP PeerKey support)). It is derived from parameters provided by the STAs and AP.

This security association is bidirectional between the initiator and the peer STA. In other words, both parties

use the information in the security association for both sending and receiving. The SMKSA is created as a

result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 12.11 (AP PeerKey support)).

The SMKSA is used to create the STKSA. The SMKSA consists of the following elements:

— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identifies the security association.

— BSSID
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— Initiator MAC address
— Peer MAC address
— SMK
— Lifetime, as defined in 12.7.8 (PeerKey handshake).
— Pairwise cipher suite selector list, as proposed by initiator STA
— Pairwise cipher suite selector, as selected by peer STA



12.6.1.1.12 STKSA



The STKSA is a result of successful completion of the 4-way STK handshake. This security association is
bidirectional between the initiator and the peer STAs. The STKSA is used to create session keys to protect
this STSL. STKSAs are cached for the life of the SMKSA or until the STSL ends, whichever comes first.
There shall be only one STKSA with the same initiator STA and peer MAC addresses at any one time.
STKSA is created as a result of PeerKey handshake (see 12.7.8 (PeerKey handshake)) or the AP PeerKey
protocol (see 12.11 (AP PeerKey support)). The STKSA consists of the following elements:



— STK
— Pairwise cipher suite selector
— Initiator MAC address
— Peer MAC address
— Key ID



12.6.1.2 TPKSA



The TPKSA results from a successful completion of the TPK handshake. This security association is
bidirectional between the TDLS initiator STA and the TDLS responder STA. The TPKSA is used to create
session keys to protect this TDLS session. The TPKSA is cached per the lifetime indicated in the TPK
handshake or until the TDLS direct link is torn down, whichever comes first.



The TPKSA consist of the following:
— MAC addresses of the TDLS initiator STA and the TDLS responder STA
— Pairwise cipher suite selector
— TPK Lifetime
— TPK
— Link Identifier



12.6.1.3 Security association life cycle



12.6.1.3.1 General



A STA can operate in an ESS, a PBSS, or an IBSS, and a security association has a distinct life cycle for
each.



12.6.1.3.2 Security association in an ESS



In an ESS there are two cases: 
— Initial contact between the STA and the ESS
— Roaming by the STA within the ESS



A STA and AP establish an initial security association via the following steps:
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— Initiator MAC address

— Peer MAC address

— SMK

— Lifetime, as defined in 12.7.8 (PeerKey handshake).

— Pairwise cipher suite selector list, as proposed by initiator STA

— Pairwise cipher suite selector, as selected by peer STA

12.6.1.1.12 STKSA

The STKSA is a result of successful completion of the 4-way STK handsha k e .   T h i s   s e c u r i t y   a s s o c i a t i o n   i s

bidirectional between the initiator and the peer STAs. The STKSA is used t o   c r e a t e   s e s s i o n   k e y s   t o   p r o t e c t

this STSL. STKSAs are cached for the life of the SMKSA or until the STS L   e n d s ,   w h i c h e v e r   c o m e s   f i r s t .

There shall be only one STKSA with the same initiator STA and peer M A C   a d d r e s s e s   a t   a n y   o n e   t i m e .

STKSA is created as a result of PeerKey handshake (see 12.7.8 (PeerKey h a n d s h a k e ) )   o r   t h e   A P   P e e r K e y

protocol (see 12.11 (AP PeerKey support)). The STKSA consists of the follo w i n g   e l e m e n t s :

— STK

— Pairwise cipher suite selector

— Initiator MAC address

— Peer MAC address

— Key ID

12.6.1.2 TPKSA

The TPKSA results from a successful completion of the TPK handshak e .   T h i s   s e c u r i t y   a s s o c i a t i o n   i s

bidirectional between the TDLS initiator STA and the TDLS responder STA .   T h e   T P K S A   i s   u s e d   t o   c r e a t e

session keys to protect this TDLS session. The TPKSA is cached per the   l i f e t i m e   i n d i c a t e d   i n   t h e   T P K

handshake or until the TDLS direct link is torn down, whichever comes first .

The TPKSA consist of the following:

— MAC addresses of the TDLS initiator STA and the TDLS respond

e

r   S T A

— Pairwise cipher suite selector

— TPK Lifetime

— TPK

— Link Identifier

12.6.1.3 Security association life cycle

12.6.1.3.1 General

A STA can operate in an ESS, a PBSS, or an IBSS, and a security assoc

i

at i o n   h a s   a   d i s t i n c t   l i f e   c y c l e   f o r

each.

12.6.1.3.2 Security association in an ESS

In an ESS there are two cases: 

— Initial contact between the STA and the ESS

— Roaming by the STA within the ESS

A STA and AP establish an initial security association via the following st

e

p s :
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6.3.19.1.3 When generated



This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.



6.3.19.1.4 Effect of receipt



Receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-
SETPROTECTION.request primitive:



— The MAC uses the key information (as defined by the Key and Length elements) for the
transmission of subsequent frames to which the key applies (as defined by the Key Type, Key ID
and Address elements).



— The MAC installs the key with the associated Key ID such that received frames of the appropriate
type and containing the matching Key ID are processed using that key and its associated state
information.



6.3.20 DeleteKeys



6.3.20.1 MLME-DELETEKEYS.request



6.3.20.1.1 Function



This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and
thus disabled for use. 



6.3.20.1.2 Semantics of the service primitive



The primitive parameter is as follows:
MLME-DELETEKEYS.request(



Key ID Integer 0–3 shall be used 
with WEP, TKIP, 
CCMP, and 
GCMP; 
4–5 with BIP; and 
6–4095 are 
reserved



Key identifier



Key Type Integer Group, Pairwise, 
PeerKey, IGTK



Defines whether this key is a group key, 
pairwise key, PeerKey, or Integrity Group 
key.



Address MACAddress Any valid 
individual MAC 
address



This parameter is valid only when the Key 
Type value is Pairwise, when the Key Type 
value is Group and the STA is in IBSS, or 
when the Key Type value is PeerKey.



Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized
Is Authenticator Boolean true, false Indicates whether the key is configured by 



the Authenticator or Supplicant. The value 
true indicates Authenticator. 



Cipher Suite Selector 4 octets As defined in 
9.4.2.25 (RSNE)



The cipher suite required for this 
association.



Name Type Valid range Description










IEEE P802.11-REVmc/D6.0, June 2016

224

Copyright © 2016 IEEE. All rights reserved.

This is an unapproved IEEE Standards Draft, subject to change.

123456789 10 11 12 13 14 15 16 17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

6.3.19.1.3 When generated

This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.

6.3.19.1.4 Effect of receipt

Receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-

SETPROTECTION.request primitive:

— The MAC uses the key information (as defined by the Key and Length elements) for the

transmission of subsequent frames to which the key applies (as defined by the Key Type, Key ID

and Address elements).

— The MAC installs the key with the associated Key ID such that received frames of the appropriate

type and containing the matching Key ID are processed using that key and its associated state

information.

6.3.20 DeleteKeys

6.3.20.1 MLME-DELETEKEYS.request

6.3.20.1.1 Function

This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and

thus disabled for use. 

6.3.20.1.2 Semantics of the service primitive

The primitive parameter is as follows:

MLME-DELETEKEYS.request(

Key ID Integer 0–3 shall be used  with WEP, TKIP,  CCMP, and  GCMP;  4–5 with BIP; and  6–4095 are  reserved Key identifier Key Type Integer Group, Pairwise,  PeerKey, IGTK Defines whether this key is a group key,  pairwise key, PeerKey, or Integrity Group  key. Address MACAddress Any valid  individual MAC  address This parameter is valid only when the Key  Type value is Pairwise, when the Key Type  value is Group and the STA is in IBSS, or  when the Key Type value is PeerKey.

Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized

Is Authenticator Boolean true, false Indicates whether the key is configured by 

the Authenticator or Supplicant. The value 

true indicates Authenticator. 

Cipher Suite Selector 4 octets As defined in 

9.4.2.25 (RSNE)

The cipher suite required for this 

association.

Name Type Valid range Description
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6.3.19.1.3 When generated



This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.



6.3.19.1.4 Effect of receipt



Receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-
SETPROTECTION.request primitive:



— The MAC uses the key information (as defined by the Key and Length elements) for the
transmission of subsequent frames to which the key applies (as defined by the Key Type, Key ID
and Address elements).



— The MAC installs the key with the associated Key ID such that received frames of the appropriate
type and containing the matching Key ID are processed using that key and its associated state
information.



6.3.20 DeleteKeys



6.3.20.1 MLME-DELETEKEYS.request



6.3.20.1.1 Function



This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and
thus disabled for use. 



6.3.20.1.2 Semantics of the service primitive



The primitive parameter is as follows:
MLME-DELETEKEYS.request(



Key ID Integer 0–3 shall be used 
with WEP, TKIP, 
CCMP, and 
GCMP; 
4–5 with BIP; and 
6–4095 are 
reserved



Key identifier



Key Type Integer Group, Pairwise, 
PeerKey, IGTK



Defines whether this key is a group key, 
pairwise key, PeerKey, or Integrity Group 
key.



Address MACAddress Any valid 
individual MAC 
address



This parameter is valid only when the Key 
Type value is Pairwise, when the Key Type 
value is Group and the STA is in IBSS, or 
when the Key Type value is PeerKey.



Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized
Is Authenticator Boolean true, false Indicates whether the key is configured by 



the Authenticator or Supplicant. The value 
true indicates Authenticator. 



Cipher Suite Selector 4 octets As defined in 
9.4.2.25 (RSNE)



The cipher suite required for this 
association.



Name Type Valid range Description
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6.3.19.1.3 When generated This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.

6.3.19.1.4 Effect of receipt

Receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-

SETPROTECTION.request primitive:

— The MAC uses the key information (as defined by the Key and Length elements) for the

transmission of subsequent frames to which the key applies (as defined by the Key Type, Key ID

and Address elements).

— The MAC installs the key with the associated Key ID such that received frames of the appropriate

type and containing the matching Key ID are processed using that key and its associated state

information.

6.3.20 DeleteKeys

6.3.20.1 MLME-DELETEKEYS.request

6.3.20.1.1 Function

This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and

thus disabled for use. 

6.3.20.1.2 Semantics of the service primitive

The primitive parameter is as follows:

MLME-DELETEKEYS.request(

Key ID Integer 0–3 shall be used  with WEP, TKIP,  CCMP, and  GCMP;  4–5 with BIP; and  6–4095 are  reserved Key identifier Key Type Integer Group, Pairwise,  PeerKey, IGTK Defines whether this key is a group key,  pairwise key, PeerKey, or Integrity Group  key. Address MACAddress Any valid  individual MAC  address This parameter is valid only when the Key  Type value is Pairwise, when the Key Type  value is Group and the STA is in IBSS, or  when the Key Type value is PeerKey. Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized Is Authenticator Boolean true, false Indicates whether the key is configured by  the Authenticator or Supplicant. The value  true indicates Authenticator.  Cipher Suite Selector 4 octets As defined in  9.4.2.25 (RSNE) The cipher suite required for this  association. Name Type Valid range Description
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TDLS initiator STA MAC address (6 octets)
TDLS responder STA MAC address (6 octets)
Transaction Sequence number (1 octet), which shall be set to the value 3
Link Identifier element
RSNE
Timeout Interval element
FTE, with the MIC field of the FTE set to 0.



The MIC shall be calculated using the TPK-KCK and the AES-128-CMAC algorithm. The output of
the AES-128-CMAC shall be 128 bits.
All other fields shall be set to 0.



The TDLS initiator STA sends message 3 to the TDLS responder STA. The TDLS responder STA shall
process message 3 as follows:



If the Source and Destination Addresses of the Link Identifier element do not match those for an
outstanding TDLS Setup Request, the TDLS responder STA shall discard the message.
If the ANonce and SNonce fields of the FTE do not match that of an outstanding request to the
TDLS initiator STA, then the TDLS responder STA shall discard the message.
Otherwise, the TDLS responder STA shall validate the MIC in the FTE as specified in the MIC
calculation procedure for TPK handshake message 3. If invalid, the TDLS responder STA shall
discard the message.
The TDLS responder STA shall discard the message, the TDLS responder STA shall abandon the
TPK handshake identified by the <ANonce, SNonce> combination, and delete existing TPK
handshake key state for this sequence if any of the following checks fail:



The contents of the RSNE are not the same as that sent by the TDLS responder STA in message
2
The Timeout Interval element is not the same as that sent in message 2
The BSSID from the Link Identifier element is not the same as that sent in message 2



On successful processing of message 3, the TPK handshake is considered successful.



The TPKSA shall be deleted by the TDLS responder STA if it does not receive a valid TPK handshake
message 3 from the TDLS Initiator STA within dot11TDLSResponseTimeout.



12.7.9.5 Supplicant state machine procedures



The following list summarizes the procedures used by the Supplicant state machine:
— STADisconnect – The Supplicant invokes this procedure to disassociate and deauthenticate its STA



from the AP.
— MIC(x) – The Supplicant invokes this procedure to compute a MIC of the data x.
— CheckMIC() – The Supplicant invokes this procedure to verify a MIC computed by the MIC()



function.
— StaProcessEAPOL-Key – The Supplicant invokes this procedure to process a received EAPOL-



Key frame. The pseudo-code for this procedure is as follows:
StaProcessEAPOL-Key (S, M, A, I, K, RSC, ANonce, RSC, MIC, RSNE, GTK[N], IGTK[M], IPN)



TPTK m PTK
TSNonce m 0
PRSC m 0
UpdatePTK m 0
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The following EAPOL-Key frames are used to implement the three different exchanges:
— 4-way handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 1. The



Key Data field shall contain an encapsulated PMKID for the PMK that is being used in this key
derivation and need not be encrypted. 



— 4-way handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field shall contain an RSNE and need not be encrypted. 
An ESS Supplicant’s SME shall insert the RSNE it sent in its (Re)Association Request frame. The
RSNE is included as transmitted in the Management frame. On receipt of message 2, the
Authenticator’s SME shall validate the selected security configuration against the RSNE received in
the IEEE Std 802.11 (Re)Association Request.
An IBSS Supplicant’s SME shall insert an RSNE containing a selected pairwise cipher suite. The
Authenticator’s SME shall validate that the pairwise cipher suite selected is one of its configured
cipher suites and that the group cipher suite and AKM are consistent.



— 4-way handshake message 3 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field shall contain one or two RSNEs. If a group cipher has been negotiated, this field shall
also include an encapsulated GTK. This field shall be encrypted if a GTK is included. 
An Authenticator’s SME shall insert the RSNE it sent in its Beacon or Probe Response frame. The
Supplicant’s SME shall validate the selected security configuration against the RSNE received in
message 3. If the second optional RSNE is present, the STA shall either use that cipher suite with its
pairwise key or deauthenticate. In either case, if the values do not match, then the receiver shall
consider the RSNE modified and shall use the MLME-DEAUTHENTICATE.request primitive to
break the association. A security error should be logged at this time. 
It may happen, for example, that a Supplicant selects a pairwise cipher suite which is advertised by
an AP, but which policy disallows for this particular STA. An Authenticator may, therefore, insert a
second RSNE to overrule the STA’s selection. An Authenticator’s SME shall insert the second
RSNE, after the first RSNE, only for this purpose. The pairwise cipher suite in the second RSNE
included shall be one of the ciphers advertised by the Authenticator. All other fields in the second
RSNE shall be identical to the first RSNE. 
An encapsulated GTK shall be included and the unencrypted length of the GTK is six less than the
length of the GTK KDE in octets. The entire Key Data field shall be encrypted as specified by the
Key Descriptor Version. 



— 4-way handshake message 4 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field can be empty.



— Group key handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 0.
The Key Data field shall contain a GTK KDE and shall be encrypted.



— Group key handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 0.
The Key Data field can be empty.



PeerKey handshake messages use EAPOL-Key frames as defined in 12.7.8 (PeerKey handshake).



The key wrap algorithm selected depends on the negotiated AKM as defined in 12.7.3 (EAPOL-Key frame
construction and processing).



The format of the Key ID KDE is shown in Figure 12-43 (Key ID KDE).



B0 B1 B2 B15



Key ID Reserved



Bits: 2 14



Figure 12-43—Key ID KDE
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The following EAPOL-Key frames are used to implement the three different exchanges: — 4-way handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 1. The

Key Data field shall contain an encapsulated PMKID for the PMK that is being used in this key

derivation and need not be encrypted. 

—

4-way handshake message 2

 is an EAPOL-Key frame with the Key Type subfield equal to 1. The

Key Data field shall contain an RSNE and need not be encrypted. 

An ESS Supplicant’s SME shall insert the RSNE it sent in its (Re)Association Request frame. The

RSNE is included as transmitted in the Management frame. On receipt of message 2, the

Authenticator’s SME shall validate the selected security configuration against the RSNE received in

the IEEE Std 802.11 (Re)Association Request.

An IBSS Supplicant’s SME shall insert an RSNE containing a selected pairwise cipher suite. The

Authenticator’s SME shall validate that the pairwise cipher suite selected is one of its configured

cipher suites and that the group cipher suite and AKM are consistent.

—

4-way handshake message 3

 is an EAPOL-Key frame with the Key Type subfield equal to 1. The

Key Data field shall contain one or two RSNEs. If a group cipher has been negotiated, this field shall

also include an encapsulated GTK. This field shall be encrypted if a GTK is included. 

An Authenticator’s SME shall insert the RSNE it sent in its Beacon or Probe Response frame. The

Supplicant’s SME shall validate the selected security configuration against the RSNE received in

message 3. If the second optional RSNE is present, the STA shall either use that cipher suite with its

pairwise key or deauthenticate. In either case, if the values do not match, then the receiver shall

consider the RSNE modified and shall use the MLME-DEAUTHENTICATE.request primitive to

break the association. A security error should be logged at this time. 

It may happen, for example, that a Supplicant selects a pairwise cipher suite which is advertised by

an AP, but which policy disallows for this particular STA. An Authenticator may, therefore, insert a

second RSNE to overrule the STA’s selection. An Authenticator’s SME shall insert the second

RSNE, after the first RSNE, only for this purpose. The pairwise cipher suite in the second RSNE

included shall be one of the ciphers advertised by the Authenticator. All other fields in the second

RSNE shall be identical to the first RSNE. 

An encapsulated GTK shall be included and the unencrypted length of the GTK is six less than the

length of the GTK KDE in octets. The entire Key Data field shall be encrypted as specified by the

Key Descriptor Version. 

—

4-way handshake message 4

 is an EAPOL-Key frame with the Key Type subfield equal to 1. The

Key Data field can be empty.

—

Group key handshake message 1

 is an EAPOL-Key frame with the Key Type subfield equal to 0.

The Key Data field shall contain a GTK KDE and shall be encrypted.

—

Group key handshake message 2

 is an EAPOL-Key frame with the Key Type subfield equal to 0.

The Key Data field can be empty.

PeerKey handshake messages use EAPOL-Key frames as defined in 12.7.8 (PeerKey handshake).

The key wrap algorithm selected depends on the negotiated AKM as defined in 12.7.3 (EAPOL-Key frame

construction and processing).

The format of the Key ID KDE is shown in Figure12-43 (Key ID KDE).

B0 B1 B2 B15

Key ID Reserved

Bits: 2 14

Figure 12-43—Key ID KDE
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The following EAPOL-Key frames are used to implement the three different exchanges:
— 4-way handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 1. The



Key Data field shall contain an encapsulated PMKID for the PMK that is being used in this key
derivation and need not be encrypted. 



— 4-way handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field shall contain an RSNE and need not be encrypted. 
An ESS Supplicant’s SME shall insert the RSNE it sent in its (Re)Association Request frame. The
RSNE is included as transmitted in the Management frame. On receipt of message 2, the
Authenticator’s SME shall validate the selected security configuration against the RSNE received in
the IEEE Std 802.11 (Re)Association Request.
An IBSS Supplicant’s SME shall insert an RSNE containing a selected pairwise cipher suite. The
Authenticator’s SME shall validate that the pairwise cipher suite selected is one of its configured
cipher suites and that the group cipher suite and AKM are consistent.



— 4-way handshake message 3 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field shall contain one or two RSNEs. If a group cipher has been negotiated, this field shall
also include an encapsulated GTK. This field shall be encrypted if a GTK is included. 
An Authenticator’s SME shall insert the RSNE it sent in its Beacon or Probe Response frame. The
Supplicant’s SME shall validate the selected security configuration against the RSNE received in
message 3. If the second optional RSNE is present, the STA shall either use that cipher suite with its
pairwise key or deauthenticate. In either case, if the values do not match, then the receiver shall
consider the RSNE modified and shall use the MLME-DEAUTHENTICATE.request primitive to
break the association. A security error should be logged at this time. 
It may happen, for example, that a Supplicant selects a pairwise cipher suite which is advertised by
an AP, but which policy disallows for this particular STA. An Authenticator may, therefore, insert a
second RSNE to overrule the STA’s selection. An Authenticator’s SME shall insert the second
RSNE, after the first RSNE, only for this purpose. The pairwise cipher suite in the second RSNE
included shall be one of the ciphers advertised by the Authenticator. All other fields in the second
RSNE shall be identical to the first RSNE. 
An encapsulated GTK shall be included and the unencrypted length of the GTK is six less than the
length of the GTK KDE in octets. The entire Key Data field shall be encrypted as specified by the
Key Descriptor Version. 



— 4-way handshake message 4 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field can be empty.



— Group key handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 0.
The Key Data field shall contain a GTK KDE and shall be encrypted.



— Group key handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 0.
The Key Data field can be empty.



PeerKey handshake messages use EAPOL-Key frames as defined in 12.7.8 (PeerKey handshake).



The key wrap algorithm selected depends on the negotiated AKM as defined in 12.7.3 (EAPOL-Key frame
construction and processing).



The format of the Key ID KDE is shown in Figure 12-43 (Key ID KDE).



B0 B1 B2 B15



Key ID Reserved



Bits: 2 14



Figure 12-43—Key ID KDE
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The following EAPOL-Key frames are used to implement the three different exchanges: — 4-way handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain an encapsulated PMKID for the PMK that is being used in this key derivation and need not be encrypted.  — 4-way handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain an RSNE and need not be encrypted.  An ESS Supplicant’s SME shall insert the RSNE it sent in its (Re)Association Request frame. The RSNE is included as transmitted in the Management frame. On receipt of message 2, the Authenticator’s SME shall validate the selected security configuration against the RSNE received in the IEEE Std 802.11 (Re)Association Request. An IBSS Supplicant’s SME shall insert an RSNE containing a selected pairwise cipher suite. The Authenticator’s SME shall validate that the pairwise cipher suite selected is one of its configured cipher suites and that the group cipher suite and AKM are consistent. — 4-way handshake message 3 is an EAPOL-Key frame with the Key Type subfield equal to 1. The

Key Data field shall contain one or two RSNEs. If a group cipher has been negotiated, this field shall

also include an encapsulated GTK. This field shall be encrypted if a GTK is included. 

An Authenticator’s SME shall insert the RSNE it sent in its Beacon or Probe Response frame. The

Supplicant’s SME shall validate the selected security configuration against the RSNE received in

message 3. If the second optional RSNE is present, the STA shall either use that cipher suite with its

pairwise key or deauthenticate. In either case, if the values do not match, then the receiver shall

consider the RSNE modified and shall use the MLME-DEAUTHENTICATE.request primitive to

break the association. A security error should be logged at this time. 

It may happen, for example, that a Supplicant selects a pairwise cipher suite which is advertised by

an AP, but which policy disallows for this particular STA. An Authenticator may, therefore, insert a

second RSNE to overrule the STA’s selection. An Authenticator’s SME shall insert the second

RSNE, after the first RSNE, only for this purpose. The pairwise cipher suite in the second RSNE

included shall be one of the ciphers advertised by the Authenticator. All other fields in the second

RSNE shall be identical to the first RSNE. 

An encapsulated GTK shall be included and the unencrypted length of the GTK is six less than the

length of the GTK KDE in octets. The entire Key Data field shall be encrypted as specified by the

Key Descriptor Version. 

—

4-way handshake message 4

 is an EAPOL-Key frame with the Key Type subfield equal to 1. The

Key Data field can be empty.

—

Group key handshake message 1

 is an EAPOL-Key frame with the Key Type subfield equal to 0.

The Key Data field shall contain a GTK KDE and shall be encrypted.

—

Group key handshake message 2

 is an EAPOL-Key frame with the Key Type subfield equal to 0.

The Key Data field can be empty.

PeerKey handshake messages use EAPOL-Key frames as defined in 12.7.8 (PeerKey handshake).

The key wrap algorithm selected depends on the negotiated AKM as defined in 12.7.3 (EAPOL-Key frame

construction and processing).

The format of the Key ID KDE is shown in Figure12-43 (Key ID KDE).

B0 B1 B2 B15

Key ID Reserved

Bits: 2 14

Figure 12-43—Key ID KDE
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The following EAPOL-Key frames are used to implement the three different exchanges:
— 4-way handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 1. The



Key Data field shall contain an encapsulated PMKID for the PMK that is being used in this key
derivation and need not be encrypted. 



— 4-way handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field shall contain an RSNE and need not be encrypted. 
An ESS Supplicant’s SME shall insert the RSNE it sent in its (Re)Association Request frame. The
RSNE is included as transmitted in the Management frame. On receipt of message 2, the
Authenticator’s SME shall validate the selected security configuration against the RSNE received in
the IEEE Std 802.11 (Re)Association Request.
An IBSS Supplicant’s SME shall insert an RSNE containing a selected pairwise cipher suite. The
Authenticator’s SME shall validate that the pairwise cipher suite selected is one of its configured
cipher suites and that the group cipher suite and AKM are consistent.



— 4-way handshake message 3 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field shall contain one or two RSNEs. If a group cipher has been negotiated, this field shall
also include an encapsulated GTK. This field shall be encrypted if a GTK is included. 
An Authenticator’s SME shall insert the RSNE it sent in its Beacon or Probe Response frame. The
Supplicant’s SME shall validate the selected security configuration against the RSNE received in
message 3. If the second optional RSNE is present, the STA shall either use that cipher suite with its
pairwise key or deauthenticate. In either case, if the values do not match, then the receiver shall
consider the RSNE modified and shall use the MLME-DEAUTHENTICATE.request primitive to
break the association. A security error should be logged at this time. 
It may happen, for example, that a Supplicant selects a pairwise cipher suite which is advertised by
an AP, but which policy disallows for this particular STA. An Authenticator may, therefore, insert a
second RSNE to overrule the STA’s selection. An Authenticator’s SME shall insert the second
RSNE, after the first RSNE, only for this purpose. The pairwise cipher suite in the second RSNE
included shall be one of the ciphers advertised by the Authenticator. All other fields in the second
RSNE shall be identical to the first RSNE. 
An encapsulated GTK shall be included and the unencrypted length of the GTK is six less than the
length of the GTK KDE in octets. The entire Key Data field shall be encrypted as specified by the
Key Descriptor Version. 



— 4-way handshake message 4 is an EAPOL-Key frame with the Key Type subfield equal to 1. The
Key Data field can be empty.



— Group key handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 0.
The Key Data field shall contain a GTK KDE and shall be encrypted.



— Group key handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 0.
The Key Data field can be empty.



PeerKey handshake messages use EAPOL-Key frames as defined in 12.7.8 (PeerKey handshake).



The key wrap algorithm selected depends on the negotiated AKM as defined in 12.7.3 (EAPOL-Key frame
construction and processing).



The format of the Key ID KDE is shown in Figure 12-43 (Key ID KDE).



B0 B1 B2 B15



Key ID Reserved



Bits: 2 14



Figure 12-43—Key ID KDE
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The following EAPOL-Key frames are used to implement the three different exchanges: — 4-way handshake message 1 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain an encapsulated PMKID for the PMK that is being used in this key derivation and need not be encrypted.  — 4-way handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain an RSNE and need not be encrypted.  An ESS Supplicant’s SME shall insert the RSNE it sent in its (Re)Association Request frame. The RSNE is included as transmitted in the Management frame. On receipt of message 2, the Authenticator’s SME shall validate the selected security configuration against the RSNE received in the IEEE Std 802.11 (Re)Association Request. An IBSS Supplicant’s SME shall insert an RSNE containing a selected pairwise cipher suite. The Authenticator’s SME shall validate that the pairwise cipher suite selected is one of its configured cipher suites and that the group cipher suite and AKM are consistent. — 4-way handshake message 3 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain one or two RSNEs. If a group cipher has been negotiated, this field shall also include an encapsulated GTK. This field shall be encrypted if a GTK is included.  An Authenticator’s SME shall insert the RSNE it sent in its Beacon or Probe Response frame. The Supplicant’s SME shall validate the selected security configuration against the RSNE received in message 3. If the second optional RSNE is present, the STA shall either use that cipher suite with its pairwise key or deauthenticate. In either case, if the values do not match, then the receiver shall consider the RSNE modified and shall use the MLME-DEAUTHENTICATE.request primitive to break the association. A security error should be logged at this time.  It may happen, for example, that a Supplicant selects a pairwise cipher suite which is advertised by an AP, but which policy disallows for this particular STA. An Authenticator may, therefore, insert a second RSNE to overrule the STA’s selection. An Authenticator’s SME shall insert the second RSNE, after the first RSNE, only for this purpose. The pairwise cipher suite in the second RSNE included shall be one of the ciphers advertised by the Authenticator. All other fields in the second RSNE shall be identical to the first RSNE. 

An encapsulated GTK shall be included and the unencrypted length of the GTK is six less than the

length of the GTK KDE in octets. The entire Key Data field shall be encrypted as specified by the

Key Descriptor Version. 

—

4-way handshake message 4

 is an EAPOL-Key frame with the Key Type subfield equal to 1. The

Key Data field can be empty.

—

Group key handshake message 1

 is an EAPOL-Key frame with the Key Type subfield equal to 0.

The Key Data field shall contain a GTK KDE and shall be encrypted.

—

Group key handshake message 2

 is an EAPOL-Key frame with the Key Type subfield equal to 0.

The Key Data field can be empty.

PeerKey handshake messages use EAPOL-Key frames as defined in 12.7.8 (PeerKey handshake).

The key wrap algorithm selected depends on the negotiated AKM as defined in 12.7.3 (EAPOL-Key frame

construction and processing).

The format of the Key ID KDE is shown in Figure12-43 (Key ID KDE).

B0 B1 B2 B15

Key ID Reserved

Bits: 2 14

Figure 12-43—Key ID KDE
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IGTK[M] is the IGTK, with key identifier field set to M.
IPN is the current IGTK replay counter value provided by the IGTK KDE
PMKID is of type PMKID KDE and is the key identifier used during 4-way PTK



handshake for PMK identification and during 4-way STK handshake for
SMK identification.



Lifetime is the key lifetime KDE used for sending the expiration timeout value for
SMK used during PeerKey handshake for SMK identification.



Initiator MAC is the Initiator MAC KDE used during PeerKey handshake
Peer MAC is the Peer MAC KDE used during PeerKey handshake
Initiator Nonce is the Initiator Nonce KDE used during PeerKey handshake. This is used



when multiple nonces need to be sent.
Peer Nonce is the Peer Nonce KDE used during PeerKey handshake. This is used when



multiple nonces need to be sent.
SMK KDE is the encapsulated SMK during SMK handshake.
Error KDE is an error KDE used when error bit E is equal to 1 during PeerKey hand-



shake.



12.7.5 Nonce generation



The following is an informative description of Nonce generation.



All STAs contain a global key counter, which is 256 bits in size. It should be initialized at system boot-up
time to a fresh cryptographic-quality random number. Refer to J.5 (Suggestions for random number
generation) on random number generation. It is recommended that the counter value is initialized to the
following:



PRF-256(Random number, “Init Counter”, Local MAC Address || Time)



The local MAC address should be AA on the Authenticator and SPA on the Supplicant.



The random number is 256 bits in size. Time should be the current time from Network Time Protocol (NTP)
or another time in NTP format whenever possible. This initialization causes different initial key counter
values to occur across system restarts regardless of whether a real-time clock is available. The key counter
can be used as additional input data for nonce generation. A STA derives a random nonce for each new use.



12.7.6 4-way handshake



12.7.6.1 General



RSNA defines a protocol using EAPOL-Key frames called the 4-way handshake. The handshake completes
the IEEE Std 802.1X authentication process. The information flow of the 4-way handshake is as follows:



Message 1:Authenticator o Supplicant: EAPOL-Key(0,0,1,0,P,0,0,ANonce,0,DataKD_M1)
where DataKD_M1 = 0 or PMKID for PTK generation, or PMKID KDE (for sending
SMKID) for STK generation



Message 2:Supplicant o Authenticator: EAPOL-Key(0,1,0,0,P,0,0,SNonce,MIC,DataKD_M2) 
where DataKD_M2 = RSNE for creating PTK generation or peer RSNE, Lifetime 
KDE, SMKID KDE (for sending SMKID) for STK generation



Message 3:Authenticator o Supplicant: 
EAPOL-Key(1,1,1,1,P,0,KeyRSC,ANonce,MIC,DataKD_M3)
where DataKD_M3 = RSNE,GTK[N] for creating PTK generation or initiator RSNE,
Lifetime KDE for STK generation



Message 4:Supplicant o Authenticator: EAPOL-Key(1,1,0,0,P,0,0,0,MIC,DataKD_M4)
where DataKD_M4 = 0.
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The FT initial mobility domain association uses the FT 4-way handshake to establish an initial PTKSA,
GTKSA and, if management frame protection is enabled, an IGTKSA, that is based on this protocol. The FT
4-way handshake protocol is described in 13.4 (FT initial mobility domain association).



Here, the following assumptions apply:
— EAPOL-Key(�) denotes an EAPOL-Key frame conveying the specified argument list, using the



notation introduced in 12.7.4 (EAPOL-Key frame notation).
— ANonce is a nonce that the Authenticator contributes for PTK generation or that the initiator STA



contributes for STK generation. ANonce has the same value in message 1 and message 3.
— SNonce is a nonce from the Supplicant for PTK generation or from the peer STA for



STK generation.
— P means the pairwise bit is set.
— The MIC is computed over the body of the EAPOL-Key frame (with the Key MIC field first zeroed



before the computation) using the KCK defined in 12.7.1.3 (Pairwise key hierarchy) for PTK
generation or SKCK defined in 12.7.1.6 (PeerKey key hierarchy).



— RSNE represents the appropriate RSNEs.
— GTK[N] represents the encapsulated GTK with its key identifier.
— SMKID represents the SMKID key identifier used during STK generation.
— Lifetime represents the expiration timeout used for exchanging SMK expiration value.



NOTE—While the MIC calculation is the same in each direction, the Key Ack bit is different in each direction.
It is set in EAPOL-Key frames from the Authenticator and 0 in EAPOL-Key frames from the Supplicant. 4-way
handshake requests from the Supplicant have the Request bit equal to 1. The Authenticator and Supplicant need
to check these bits to stop reflection attacks. It is important that message 1 contents not be used to update state,
in particular the keys in use, until the data are validated with message 3.



12.7.6.2 4-way handshake message 1



Message 1 uses the following values for each of the EAPOL-Key frame fields:
Descriptor Type = N – see 12.7.2 (EAPOL-Key frames)
Key Information:



Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap
with HMAC-SHA-1-128) or 3 (NIST AES key wrap with AES-128-CMAC), in all other
cases 0



Key Type = 1 (Pairwise)
SMK Message = 0
Install = 0
Key Ack = 1
Key MIC = 0
Secure = 0
Error = 0
Request = 0
Encrypted Key Data = 0
Reserved = 0 – unused by this protocol version



Key Length = Cipher-suite-specific; see Table 12-4 (Cipher suite key lengths)
Key Replay Counter = n – to allow Authenticator or initiator STA to match the right message 2 from



Supplicant or peer STA
Key Nonce = ANonce
EAPOL-Key IV = 0
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Key MIC = MIC(KCK, EAPOL) or MIC(SKCK, EAPOL) – MIC computed over the body of this
EAPOL-Key frame with the Key MIC field first initialized to 0



Key Data Length = length of Key Data field in octets of included RSNEs and GTK
Key Data = 



— For PTK generation for the current operating band, the AP’s Beacon/Probe Response
frame’s RSNE for the current operating band, and, optionally, a second RSNE that is the
Authenticator’s pairwise cipher suite assignment for the current operating band, and, if a
group cipher has been negotiated, the encapsulated GTK and the GTK’s key identifier (see
12.7.2 (EAPOL-Key frames)) for the current operating band, and if management frame
protection is negotiated, the IGTK KDE, and when this message 3 is part of a fast BSS
transition initial mobility domain association or an association started through the FT
protocol, the PMKR1Name calculated according to the procedures of 12.7.1.7.4 (PMK-
R1) in the PMKID field of the RSNE and the FTE with the same contents as in the
(Re)Association Response frame, the MDE with the same contents as in the
(Re)Association Response frame, the reassociation deadline timeout set to the minimum
of dot11FTReassociationDeadline and the key lifetime in the
TIE[ReassociationDeadline], and the PTK lifetime in the TIE[KeyLifetime]; or



— For PTK generation for a supported band other than the current operating band, the
Authenticator’s Beacon/DMG Beacon/Announce/Probe Response/Information Response
frame’s Multi-band element associated with the supported band, and optionally a second
Multi-band element that indicates the Authenticator’s pairwise cipher suite assignment for
the supported band, and, if group cipher for the supported band is negotiated, the Multi-
band GTK KDE for the supported band if dot11MultibandImplemented is true, or;



— For generating a single PTK for all involved bands, the Authenticator’s Beacon/DMG
Beacon/Announce/Probe Response/Information Response frame’s RSNE and Multi-band
element(s), and optionally, additional RSNE and Multi-band element(s) that indicate the
Authenticator’s assignment of one pairwise cipher suite for all involved bands; if a group
cipher for all involved bands is negotiated, the encapsulated GTK and the GTK’s key
identifier for all involved bands, if dot11MultibandImplemented is true and both the
Authenticator and the Supplicant use the same MAC address in the current operating band
and the other supported band(s), or;



— For generating different PTKs for the current operating band and other supported band(s),
the Authenticator’s Beacon/DMG Beacon/Announce/Probe Response/Information
Response frame’s RSNE and Multi-band element(s), and optionally, additional RSNE and
Multi-band elements that are the Authenticator’s pairwise cipher suite assignments for one
or more involved bands; if group ciphers for the involved bands are negotiated, the Multi-
band GTK KDEs for the involved bands, if dot11MultibandImplemented is true and the
Joint Multi-band RSNA subfield is 1 for both the Authenticator and Supplicant, and either
the Authenticator or the Supplicant uses different MAC addresses for different bands.



— For STK generation Initiator RSNE, Lifetime of SMK is used. 
— If the Extended Key ID for Individually Addressed Frames subfield of the RSN



Capabilities field is 1 for both the Authenticator/STA_I and Supplicant/STA_P, then the
Authenticator/STA_I includes the Key ID KDE with the assigned key identifier for the
current operating band; or the Authenticator includes the Multi-band Key ID KDE(s) with
the assigned key identifier(s) for one or more supported bands if
dot11MultibandImplemented is true.



Processing for PTK generation is as follows:



If the Extended Key ID for Individually Addressed Frames subfield of the RSN Capabilities field is 1 for
both the Authenticator and the Supplicant, then the Authenticator assigns a new Key ID for the PTKSA in
the range 0 to 1 that is different from the Key ID assigned in the previous handshake and uses the MLME-
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Key MIC = MIC(KCK, EAPOL) or MIC(SKCK, EAPOL) – MIC computed over the body of this EAPOL-Key frame with the Key MIC field first initialized to 0 Key Data Length = length of Key Data field in octets of included RSNEs and GTK

Key Data = 

— For PTK generation for the current operating band, the AP’s Beacon/Probe Response

frame’s RSNE for the current operating band, and, optionally, a second RSNE that is the

Authenticator’s pairwise cipher suite assignment for the current operating band, and, if a

group cipher has been negotiated, the encapsulated GTK and the GTK’s key identifier (see

12.7.2 (EAPOL-Key frames)) for the current operating band, and if management frame

protection is negotiated, the IGTK KDE, and when this message 3 is part of a fast BSS

transition initial mobility domain association or an association started through the FT

protocol, the PMKR1Name calculated according to the procedures of 12.7.1.7.4 (PMK-

R1) in the PMKID field of the RSNE and the FTE with the same contents as in the

(Re)Association Response frame, the MDE with the same contents as in the

(Re)Association Response frame, the reassociation deadline timeout set to the minimum

of  dot11FTReassociationDeadline  and  the  key  lifetime  in  the

TIE[ReassociationDeadline], and the PTK lifetime in the TIE[KeyLifetime]; or

— For PTK generation for a supported band other than the current operating band, the

Authenticator’s Beacon/DMG Beacon/Announce/Probe Response/Information Response

frame’s Multi-band element associated with the supported band, and optionally a second

Multi-band element that indicates the Authenticator’s pairwise cipher suite assignment for

the supported band, and, if group cipher for the supported band is negotiated, the Multi-

band GTK KDE for the supported band if dot11MultibandImplemented is true, or;

— For generating a single PTK for all involved bands, the Authenticator’s Beacon/DMG

Beacon/Announce/Probe Response/Information Response frame’s RSNE and Multi-band

element(s), and optionally, additional RSNE and Multi-band element(s) that indicate the

Authenticator’s assignment of one pairwise cipher suite for all involved bands; if a group

cipher for all involved bands is negotiated, the encapsulated GTK and the GTK’s key

identifier for all involved bands, if dot11MultibandImplemented is true and both the

Authenticator and the Supplicant use the same MAC address in the current operating band

and the other supported band(s), or;

— For generating different PTKs for the current operating band and other supported band(s),

the  Authenticator’s  Beacon/DMG  Beacon/Announce/Probe  Response/Information

Response frame’s RSNE and Multi-band element(s), and optionally, additional RSNE and

Multi-band elements that are the Authenticator’s pairwise cipher suite assignments for one

or more involved bands; if group ciphers for the involved bands are negotiated, the Multi-

band GTK KDEs for the involved bands, if dot11MultibandImplemented is true and the

Joint Multi-band RSNA subfield is 1 for both the Authenticator and Supplicant, and either

the Authenticator or the Supplicant uses different MAC addresses for different bands.

— For STK generation Initiator RSNE, Lifetime of SMK is used. 

— If the Extended Key ID for Individually Addressed Frames subfield of the RSN

Capabilities field is 1 for both the Authenticator/STA_I and Supplicant/STA_P, then the

Authenticator/STA_I includes the Key ID KDE with the assigned key identifier for the

current operating band; or the Authenticator includes the Multi-band Key ID KDE(s) with

the  assigned  key  identifier(s)  for  one  or  more  supported  bands  if

dot11MultibandImplemented is true.

Processing for PTK generation is as follows:

If the Extended Key ID for Individually Addressed Frames subfield of the RSN Capabilities field is 1 for

both the Authenticator and the Supplicant, then the Authenticator assigns a new Key ID for the PTKSA in

the range 0 to 1 that is different from the Key ID assigned in the previous handshake and uses the MLME-
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Key MIC = MIC(KCK, EAPOL) or MIC(SKCK, EAPOL) – MIC computed over the body of this
EAPOL-Key frame with the Key MIC field first initialized to 0



Key Data Length = length of Key Data field in octets of included RSNEs and GTK
Key Data = 



— For PTK generation for the current operating band, the AP’s Beacon/Probe Response
frame’s RSNE for the current operating band, and, optionally, a second RSNE that is the
Authenticator’s pairwise cipher suite assignment for the current operating band, and, if a
group cipher has been negotiated, the encapsulated GTK and the GTK’s key identifier (see
12.7.2 (EAPOL-Key frames)) for the current operating band, and if management frame
protection is negotiated, the IGTK KDE, and when this message 3 is part of a fast BSS
transition initial mobility domain association or an association started through the FT
protocol, the PMKR1Name calculated according to the procedures of 12.7.1.7.4 (PMK-
R1) in the PMKID field of the RSNE and the FTE with the same contents as in the
(Re)Association Response frame, the MDE with the same contents as in the
(Re)Association Response frame, the reassociation deadline timeout set to the minimum
of dot11FTReassociationDeadline and the key lifetime in the
TIE[ReassociationDeadline], and the PTK lifetime in the TIE[KeyLifetime]; or



— For PTK generation for a supported band other than the current operating band, the
Authenticator’s Beacon/DMG Beacon/Announce/Probe Response/Information Response
frame’s Multi-band element associated with the supported band, and optionally a second
Multi-band element that indicates the Authenticator’s pairwise cipher suite assignment for
the supported band, and, if group cipher for the supported band is negotiated, the Multi-
band GTK KDE for the supported band if dot11MultibandImplemented is true, or;



— For generating a single PTK for all involved bands, the Authenticator’s Beacon/DMG
Beacon/Announce/Probe Response/Information Response frame’s RSNE and Multi-band
element(s), and optionally, additional RSNE and Multi-band element(s) that indicate the
Authenticator’s assignment of one pairwise cipher suite for all involved bands; if a group
cipher for all involved bands is negotiated, the encapsulated GTK and the GTK’s key
identifier for all involved bands, if dot11MultibandImplemented is true and both the
Authenticator and the Supplicant use the same MAC address in the current operating band
and the other supported band(s), or;



— For generating different PTKs for the current operating band and other supported band(s),
the Authenticator’s Beacon/DMG Beacon/Announce/Probe Response/Information
Response frame’s RSNE and Multi-band element(s), and optionally, additional RSNE and
Multi-band elements that are the Authenticator’s pairwise cipher suite assignments for one
or more involved bands; if group ciphers for the involved bands are negotiated, the Multi-
band GTK KDEs for the involved bands, if dot11MultibandImplemented is true and the
Joint Multi-band RSNA subfield is 1 for both the Authenticator and Supplicant, and either
the Authenticator or the Supplicant uses different MAC addresses for different bands.



— For STK generation Initiator RSNE, Lifetime of SMK is used. 
— If the Extended Key ID for Individually Addressed Frames subfield of the RSN



Capabilities field is 1 for both the Authenticator/STA_I and Supplicant/STA_P, then the
Authenticator/STA_I includes the Key ID KDE with the assigned key identifier for the
current operating band; or the Authenticator includes the Multi-band Key ID KDE(s) with
the assigned key identifier(s) for one or more supported bands if
dot11MultibandImplemented is true.



Processing for PTK generation is as follows:



If the Extended Key ID for Individually Addressed Frames subfield of the RSN Capabilities field is 1 for
both the Authenticator and the Supplicant, then the Authenticator assigns a new Key ID for the PTKSA in
the range 0 to 1 that is different from the Key ID assigned in the previous handshake and uses the MLME-
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Key MIC = MIC(KCK, EAPOL) or MIC(SKCK, EAPOL) – MIC computed over the body of this EAPOL-Key frame with the Key MIC field first initialized to 0 Key Data Length = length of Key Data field in octets of included RSNEs and GTK Key Data =  — For PTK generation for the current operating band, the AP’s Beacon/Probe Response frame’s RSNE for the current operating band, and, optionally, a second RSNE that is the Authenticator’s pairwise cipher suite assignment for the current operating band, and, if a group cipher has been negotiated, the encapsulated GTK and the GTK’s key identifier (see 12.7.2 (EAPOL-Key frames)) for the current operating band, and if management frame protection is negotiated, the IGTK KDE, and when this message 3 is part of a fast BSS transition initial mobility domain association or an association started through the FT protocol, the PMKR1Name calculated according to the procedures of 12.7.1.7.4 (PMK- R1) in the PMKID field of the RSNE and the FTE with the same contents as in the (Re)Association Response frame, the MDE with the same contents as in the (Re)Association Response frame, the reassociation deadline timeout set to the minimum of  dot11FTReassociationDeadline  and  the  key  lifetime  in  the TIE[ReassociationDeadline], and the PTK lifetime in the TIE[KeyLifetime]; or — For PTK generation for a supported band other than the current operating band, the Authenticator’s Beacon/DMG Beacon/Announce/Probe Response/Information Response frame’s Multi-band element associated with the supported band, and optionally a second Multi-band element that indicates the Authenticator’s pairwise cipher suite assignment for the supported band, and, if group cipher for the supported band is negotiated, the Multi- band GTK KDE for the supported band if dot11MultibandImplemented is true, or;

— For generating a single PTK for all involved bands, the Authenticator’s Beacon/DMG

Beacon/Announce/Probe Response/Information Response frame’s RSNE and Multi-band

element(s), and optionally, additional RSNE and Multi-band element(s) that indicate the

Authenticator’s assignment of one pairwise cipher suite for all involved bands; if a group

cipher for all involved bands is negotiated, the encapsulated GTK and the GTK’s key

identifier for all involved bands, if dot11MultibandImplemented is true and both the

Authenticator and the Supplicant use the same MAC address in the current operating band

and the other supported band(s), or;

— For generating different PTKs for the current operating band and other supported band(s),

the  Authenticator’s  Beacon/DMG  Beacon/Announce/Probe  Response/Information

Response frame’s RSNE and Multi-band element(s), and optionally, additional RSNE and

Multi-band elements that are the Authenticator’s pairwise cipher suite assignments for one

or more involved bands; if group ciphers for the involved bands are negotiated, the Multi-

band GTK KDEs for the involved bands, if dot11MultibandImplemented is true and the

Joint Multi-band RSNA subfield is 1 for both the Authenticator and Supplicant, and either

the Authenticator or the Supplicant uses different MAC addresses for different bands.

— For STK generation Initiator RSNE, Lifetime of SMK is used. 

— If the Extended Key ID for Individually Addressed Frames subfield of the RSN

Capabilities field is 1 for both the Authenticator/STA_I and Supplicant/STA_P, then the

Authenticator/STA_I includes the Key ID KDE with the assigned key identifier for the

current operating band; or the Authenticator includes the Multi-band Key ID KDE(s) with

the  assigned  key  identifier(s)  for  one  or  more  supported  bands  if

dot11MultibandImplemented is true.

Processing for PTK generation is as follows:

If the Extended Key ID for Individually Addressed Frames subfield of the RSN Capabilities field is 1 for

both the Authenticator and the Supplicant, then the Authenticator assigns a new Key ID for the PTKSA in

the range 0 to 1 that is different from the Key ID assigned in the previous handshake and uses the MLME-
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The Supplicant uses the MLME-SETKEYS.request primitive to configure the temporal key from 12.7.1
(Key hierarchy) into its STA after sending message 4 to the Authenticator.



If the RSNE check for message 2 or message 3 fails, the SME should log an error and deauthenticate the
peer.



12.7.6.7 Sample 4-way handshake



The following is an informative sample of a 4-way handshake for illustration.



After IEEE Std 802.1X authentication completes by the AP sending an EAP-Success, the AP initiates the 4-
way handshake. See Figure 12-46 (Sample 4-way handshake).



The 4-way handshake consists of the following steps:
a) The Authenticator sends an EAPOL-Key frame containing an ANonce.
b) The Supplicant derives a PTK from ANonce and SNonce.
c) The Supplicant sends an EAPOL-Key frame containing SNonce, the RSNE from the



(Re)Association Request frame, and a MIC.
d) The Authenticator derives PTK from ANonce and SNonce and validates the MIC in the EAPOL-



Key frame.
e) The Authenticator sends an EAPOL-Key frame containing ANonce, the RSNE from its Beacon or



Probe Response frames, the MIC, the encapsulated GTK, an indication of whether to install the
temporal keys, and if management frame protection is negotiated, the IGTK.



f) The Supplicant sends an EAPOL-Key frame to confirm whether the temporal keys were installed.



Figure 12-46—Sample 4-way handshake



IEEE Std 802.11 Station
IEEE Std 802.1X Supplicant IEEE Std 802.11Access Point



IEEE Std 802.1X Authenticator



Set Temporal Encryption Key and (TKIP only) 
MIC Key 



Set Temporal Encryption Key and (TKIP 
only) MIC Key 



Set GTK for KeyIDGTK, IGTK for KeyIDIGTK



Calculate PTK using ANonce and 
SNonce



EAPOL-Key (0, 1, 0, 0, P, 0, 0, SNonce, MIC, RSNE)



Calculate PTK using ANonce and SNonce



ANonce = RandomSNonce = Random



EAPOL-Key (1, 1, 0, 0, P, 0, 0,0, MIC, 0)
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The Supplicant uses the MLME-SETKEYS.request primitive to configure the temporal key from 12.7.1 (Key hierarchy) into its STA after sending message 4 to the Authenticator. If the RSNE check for message 2 or message 3 fails, the SME should log an error and deauthenticate the peer. 12.7.6.7 Sample 4-way handshake The following is an informative sample of a 4-way handshake for illustration. After IEEE Std 802.1X authentication completes by the AP sending an EAP-Success, the AP initiates the 4- way handshake. See Figure12-46 (Sample 4-way handshake). The 4-way handshake consists of the following steps: a) The Authenticator sends an EAPOL-Key frame containing an ANonce. b) The Supplicant derives a PTK from ANonce and SNonce. c) The Supplicant sends an EAPOL-Key frame containing SNonce, the RSNE from the (Re)Association Request frame, and a MIC. d) The Authenticator derives PTK from ANonce and SNonce and validates the MIC in the EAPOL- Key frame. e) The Authenticator sends an EAPOL-Key frame containing ANonce, the RSNE from its Beacon or

Probe Response frames, the MIC, the encapsulated GTK, an indication of whether to install the

temporal keys, and if management frame protection is negotiated, the IGTK.

f)The Supplicant sends an EAPOL-Key frame to confirm whether the temporal keys were installed. F i g u r e   1 2 - 4 6 — S a m p l e   4 - w a y   h a n d s h a k e I E E E   S t d   8 0 2 . 1 1   S t a t i o n I E E E   S t d   8 0 2 . 1 X   S u p p l i c a n t I E E E   S t d   8 0 2 . 1 1 A c c e s s   P o i n t I E E E   S t d   8 0 2 . 1 X   A u t h e n t i c a t o r S e t   T e m p o r a l   E n c r y p t i o n   K e y   a n d   ( T K I P   o n l y )   M I C   K e y   S e t   T e m p o r a l   E n c r y p t i o n   K e y   a n d   ( T K I P   o n l y )   M I C   K e y   S e t   G T K   f o r   K e y I D G T K ,   I G T K   f o r   K e y I D I G T K C a l c u l a t e   P T K   u s i n g   A N o n c e   a n d   S N o n c e E A P O L - K e y   ( 0 ,   1 ,   0 ,   0 ,   P ,   0 ,   0 ,   S N o n c e ,   M I C ,   R S N E ) C a l c u l a t e   P T K   u s i n g   A N o n c e   a n d   S N o n c e A N o n c e   =   R a n d o m S N o n c e   =   R a n d o m E A P O L - K e y   ( 1 ,   1 ,   0 ,   0 ,   P ,   0 ,   0 , 0 ,   M I C ,   0 )
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Message 2: Supplicant o Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,0)



Here, the following assumptions apply:
— Key RSC denotes the last TSC or PN sent using the GTK.
— GTK[N] denotes the GTK encapsulated with its key identifier as defined in 12.7.2 (EAPOL-Key



frames) using the KEK defined in 12.7.1.3 (Pairwise key hierarchy) and associated IV.
— IGTK[M], when present, denotes the IGTK encapsulated with its key identifier as defined in 12.7.2



(EAPOL-Key frames) using the KEK defined in 12.7.1.3 (Pairwise key hierarchy) and associated
IV.



— The MIC is computed over the body of the EAPOL-Key frame (with the MIC field zeroed for the
computation) using the KCK defined in 12.7.1.3 (Pairwise key hierarchy).



The Supplicant may trigger a group key handshake by sending an EAPOL-Key frame with the Request bit
set to 1 and the type of the Group Key bit.



An Authenticator shall do a 4-way handshake before a group key handshake if both are required to be done.



NOTE—The Authenticator cannot initiate the group key handshake until the 4-way handshake completes successfully.



12.7.7.2 Group key handshake message 1



Message 1 uses the following values for each of the EAPOL-Key frame fields:
Descriptor Type = N – see 12.7.2 (EAPOL-Key frames)
Key Information:



Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap
with HMAC-SHA-1-128) or 3 (NIST AES key wrap with AES-128-CMAC), in all other
cases 0



Key Type = 0 (Group/SMK)
SMK Message = 0
Install = 0
Key Ack = 1
Key MIC = 1
Secure = 1
Error = 0
Request = 0
Encrypted Key Data = 1
Reserved = 0



Key Length = 0
Key Replay Counter = n+2
Key Nonce = 0
EAPOL-Key IV = 0 (Version 2) or random (Version 1)
Key RSC = last TSC or PN for the GTK
Key MIC = MIC(KCK, EAPOL)
Key Data Length = Cipher-suite-specific; see Table 12-4 (Cipher suite key lengths)
Key Data = encrypted, encapsulated 



— GTK and the GTK’s key identifier (see 12.7.2 (EAPOL-Key frames))
— When present, IGTK, IGTK’s key identifier, and IPN (see 12.7.2 (EAPOL-Key frames))
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— PTKName



12.6.1.1.7 Mesh TKSA



The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA
shall be deleted when the lifetime expires. The mesh TKSA contains the following elements:



— MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering
exchange (AMPE))



— PMKID
— local mesh STA MAC address
— peer mesh STA MAC address
— local Link ID
— peer Link ID
— local nonce
— peer nonce
— Lifetime
— Pairwise cipher suite selector



12.6.1.1.8 GTKSA



The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource
request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one
GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for
decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA
defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate
GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be
decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is
received, when message 1 of the group key handshake is received, or when the Reassociation Response
frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME
changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the
following elements:



— Direction vector (whether the GTK is used for transmit or receive).
— Group cipher suite selector.
— GTK.
— Authenticator MAC address.
— Key ID.
— All authorization parameters specified by local configuration. This might include parameters such as



the STA’s authorized SSID.



When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group
key”), the GTKSA is bidirectional.



12.6.1.1.9 IGTKSA



When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives
a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of
the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the
Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.
The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to
which it has a valid PTKSA or mesh TKSA.
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— PTKName

12.6.1.1.7 Mesh TKSA

The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA

shall be deleted when the lifetime expires. The mesh TKSA contains the following elements:

— MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering

exchange (AMPE))

— PMKID

— local mesh STA MAC address

— peer mesh STA MAC address

— local Link ID

— peer Link ID

— local nonce

— peer nonce

— Lifetime

— Pairwise cipher suite selector

12.6.1.1.8 GTKSA

The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource

request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one

GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for

decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA

defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate

GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be

decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is

received, when message 1 of the group key handshake is received, or when the Reassociation Response

frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME

changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the

following elements:

— Direction vector (whether the GTK is used for transmit or receive).

— Group cipher suite selector.

— GTK.

— Authenticator MAC address.

— Key ID.

— All authorization parameters specified by local configuration. This might include parameters such as

the STA’s authorized SSID.

When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group

key”), the GTKSA is bidirectional.

12.6.1.1.9 IGTKSA

When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives

a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of

the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the

Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.

The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to

which it has a valid PTKSA or mesh TKSA.
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A STA joining an IBSS shall support and advertise in the Beacon frame the security configuration of the
IBSS, which includes the group cipher suite, advertised pairwise cipher suite, AKMP, and if management
frame protection is enabled, group management cipher suite (see 12.6.5 (RSNA policy selection in an IBSS
and for DLS)). The STA may use the Probe Request frame to discover the security policy of a STA,
including additional individual cipher suites the STA supports. If enabled, management frame protection
shall only be used as a required feature (MFPR) in an IBSS.



NOTE—Because of the requirement for a STA joining an IBSS to support the security configuration of the IBSS, all
Beacon frames transmitted in an IBSS have the same security policy.



12.6.16 RSNA key management in an MBSS



Upon successful completion of the AMPE, a secure mesh peering is established between two mesh STAs.
This secure mesh peering includes a mesh PMKSA and a mesh TKSA. Multiple mesh TKSAs may be
created using a single mesh PMKSA (a limit to that number is a policy decision outside the scope of this
standard). 



A mesh TKSA is logically a child of the mesh PMKSA. A mesh TKSA shall be deleted if the corresponding
mesh PMKSA, which was used by the AMPE to create it, is deleted. Mesh PMKSAs are limited by their
lifetime (see 12.7.1.3 (Pairwise key hierarchy)).



12.6.17 RSNA key management in a PBSS



Upon successful association and authentication in a PBSS, a STA performs a key confirmation handshake
with the PCP, following the procedures in 12.6.14 (RSNA key management in an infrastructure BSS) with
the PCP taking the role of the AP. If a STA chooses not to associate to a peer, after successful
authentication, it performs a key confirmation handshake with the peer following the procedures in 12.6.15
(RSNA key management in an IBSS) with the following caveat: if both peers simultaneously initiate the key
confirmation handshake, the peer with the lower MAC address shall abandon the handshake it initiated in
favor of the handshake initiated by the peer with the higher MAC address.



12.6.18 RSNA security association termination



When a non-AP STA’s SME receives a successful MLME-ASSOCIATE.confirm or MLME-
REASSOCIATE.confirm primitive that is not part of a fast BSS transition or receives or invokes an MLME
Disassociation or Deauthentication primitive, it deletes some security associations. Similarly, when an AP’s
SME 



— receives an MLME-ASSOCIATE.indication or MLME-REASSOCIATE.indication primitive from
a STA that has not negotiated management frame protection, or



— receives an MLME-ASSOCIATE.indication or MLME-REASSOCIATE.indication primitive from
a STA that has negotiated management frame protection that a) has resulted in an MLME
(re)association response that is successful, and b) is not part of a fast BSS transition, or receives an
MLME-DEAUTHENTICATE.indication or MLME-DISASSOCIATE.indication primitive or
issues an MLME-DEAUTHENTICATE.request or MLME-DISASSOCIATE.request primitive,



it deletes some security associations. In the case of an ESS, the non-AP STA’s SME shall delete the PTKSA,
GTKSA, IGTKSA, SMKSA, any TPKSA, and any STKSA, and the AP’s SME shall delete the PTKSA and
invoke an STSL application teardown procedure for any of its STKSAs. An example of an STSL application
teardown procedure is described in 11.7.4 (DLS teardown). In the case of an IBSS, the SME shall delete the
PTKSA and the receive GTKSA and IGTKSA. Once the security associations have been deleted, the SME
then invokes MLME-DELETEKEYS.request primitive to delete all temporal keys associated with the
deleted security associations.



If a STA loses key state synchronization, it can apply the following rules to recover:
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A STA joining an IBSS shall support and advertise in the Beacon frame the security configuration of the IBSS, which includes the group cipher suite, advertised pairwise cipher suite, AKMP, and if management frame protection is enabled, group management cipher suite (see 12.6.5 (RSNA policy selection in an IBSS and for DLS)). The STA may use the Probe Request frame to discover the security policy of a STA, including additional individual cipher suites the STA supports. If enabled, management frame protection shall only be used as a required feature (MFPR) in an IBSS. NOTE—Because of the requirement for a STA joining an IBSS to support the security configuration of the IBSS, all Beacon frames transmitted in an IBSS have the same security policy.

12.6.16 RSNA key management in an MBSS

Upon successful completion of the AMPE, a secure mesh peering is established between two mesh STAs.

This secure mesh peering includes a mesh PMKSA and a mesh TKSA. Multiple mesh TKSAs may be

created using a single mesh PMKSA (a limit to that number is a policy decision outside the scope of this

standard). 

A mesh TKSA is logically a child of the mesh PMKSA. A mesh TKSA shall be deleted if the corresponding

mesh PMKSA, which was used by the AMPE to create it, is deleted. Mesh PMKSAs are limited by their

lifetime (see 12.7.1.3 (Pairwise key hierarchy)).

12.6.17 RSNA key management in a PBSS

Upon successful association and authentication in a PBSS, a STA performs a key confirmation handshake

with the PCP, following the procedures in 12.6.14 (RSNA key management in an infrastructure BSS) with

the PCP taking the role of the AP. If a STA chooses not to associate to a peer, after successful

authentication, it performs a key confirmation handshake with the peer following the procedures in 12.6.15

(RSNA key management in an IBSS) with the following caveat: if both peers simultaneously initiate the key

confirmation handshake, the peer with the lower MAC address shall abandon the handshake it initiated in

favor of the handshake initiated by the peer with the higher MAC address.

12.6.18 RSNA security association termination

When a non-AP STA’s SME receives a successful MLME-ASSOCIATE.confirm or MLME-

REASSOCIATE.confirm primitive that is not part of a fast BSS transition or receives or invokes an MLME

Disassociation or Deauthentication primitive, it deletes some security associations. Similarly, when an AP’s

SME 

— receives an MLME-ASSOCIATE.indication or MLME-REASSOCIATE.indication primitive from

a STA that has not negotiated management frame protection, or

— receives an MLME-ASSOCIATE.indication or MLME-REASSOCIATE.indication primitive from

a STA that has negotiated management frame protection that a) has resulted in an MLME

(re)association response that is successful, and b) is not part of a fast BSS transition, or receives an

MLME-DEAUTHENTICATE.indication or MLME-DISASSOCIATE.indication primitive or

issues an MLME-DEAUTHENTICATE.request or MLME-DISASSOCIATE.request primitive,

it deletes some security associations. In the case of an ESS, the non-AP STA’s SME shall delete the PTKSA,

GTKSA, IGTKSA, SMKSA, any TPKSA, and any STKSA, and the AP’s SME shall delete the PTKSA and

invoke an STSL application teardown procedure for any of its STKSAs. An example of an STSL application

teardown procedure is described in 11.7.4 (DLS teardown). In the case of an IBSS, the SME shall delete the

PTKSA and the receive GTKSA and IGTKSA. Once the security associations have been deleted, the SME

then invokes MLME-DELETEKEYS.request primitive to delete all temporal keys associated with the

deleted security associations.

If a STA loses key state synchronization, it can apply the following rules to recover:
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An IGTKSA consists of the following elements:
— Direction vector (whether the IGTK is used for transmit or receive)
— Key ID
— IGTK
— Authenticator MAC address



12.6.1.1.10 Mesh GTKSA



The mesh GTKSA results from a successful AMPE or mesh group key handshake, and is unidirectional. In
an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which is used to encrypt its group
addressed transmissions. Also, each mesh STA stores a separate “receive mesh GTKSA” for each peer mesh
STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted.



A transmit mesh GTKSA is created by a mesh STA after the SME has changed the mesh GTK (MGTK) and
the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKSA is created by a mesh STA
after successfully completing the AMPE in which a wrapped MGTK has been received, or after receiving a
valid message 1 of the mesh group key handshake. The receive mesh GTKSA shall be deleted when the
lifetime expires or a new receive mesh GTKSA is created with the same Key ID for the same MGTK source
mesh STA. See 14.6.1 (General).



The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK source
mesh STA MAC address in the mesh GTKSA shall not be the same as the Authenticator MAC address in the
GTKSA.



NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by
limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.11.5 (Mesh STA collocation) for
collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible.
Since Key ID 0 is reserved for individually addressed frame transmission, there are at most three available Key IDs
(only two if extended Key IDs for individually addressed frames are in use), and the different MGTKs would contend
for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would
incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as
dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per-MPDU Rx pseudo-code) for a
description of the procedure for receiving encrypted frames.)



The mesh GTKSA contains the following:
— MGTK
— MGTK source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)
— Group cipher suite selector 
— Lifetime
— Direction vector (whether this is a receive mesh GTKSA or transmit mesh GTKSA)
— Key Index



12.6.1.1.11 SMKSA



An SMKSA is the result of a successful SMK handshake by the initiator STA (described in 12.7.8 (PeerKey
handshake) and 12.11 (AP PeerKey support)). It is derived from parameters provided by the STAs and AP.
This security association is bidirectional between the initiator and the peer STA. In other words, both parties
use the information in the security association for both sending and receiving. The SMKSA is created as a
result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 12.11 (AP PeerKey support)).
The SMKSA is used to create the STKSA. The SMKSA consists of the following elements:



— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identifies the security association.
— BSSID
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An IGTKSA consists of the following elements: — Direction vector (whether the IGTK is used for transmit or receive) — Key ID — IGTK — Authenticator MAC address

12.6.1.1.10 Mesh GTKSA

The mesh GTKSA results from a successful AMPE or mesh group key handshake, and is unidirectional. In

an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which is used to encrypt its group

addressed transmissions. Also, each mesh STA stores a separate “receive mesh GTKSA” for each peer mesh

STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted.

A transmit mesh GTKSA is created by a mesh STA after the SME has changed the mesh GTK (MGTK) and

the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKSA is created by a mesh STA

after successfully completing the AMPE in which a wrapped MGTK has been received, or after receiving a

valid message 1 of the mesh group key handshake. The receive mesh GTKSA shall be deleted when the

lifetime expires or a new receive mesh GTKSA is created with the same Key ID for the same MGTK source

mesh STA. See 14.6.1 (General).

The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK source

mesh STA MAC address in the mesh GTKSA shall not be the same as the Authenticator MAC address in the

GTKSA.

NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by

limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.11.5 (Mesh STA collocation) for

collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible.

Since Key ID 0 is reserved for individually addressed frame transmission, there are at most three available Key IDs

(only two if extended Key IDs for individually addressed frames are in use), and the different MGTKs would contend

for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would

incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as

dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per-MPDU Rx pseudo-code) for a

description of the procedure for receiving encrypted frames.)

The mesh GTKSA contains the following:

— MGTK

— MGTK source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)

— Group cipher suite selector 

— Lifetime

— Direction vector (whether this is a receive mesh GTKSA or transmit mesh GTKSA)

— Key Index

12.6.1.1.11 SMKSA

An SMKSA is the result of a successful SMK handshake by the initiator STA (described in 12.7.8 (PeerKey

handshake) and 12.11 (AP PeerKey support)). It is derived from parameters provided by the STAs and AP.

This security association is bidirectional between the initiator and the peer STA. In other words, both parties

use the information in the security association for both sending and receiving. The SMKSA is created as a

result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 12.11 (AP PeerKey support)).

The SMKSA is used to create the STKSA. The SMKSA consists of the following elements:

— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identifies the security association.

— BSSID
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Mesh Group Key Inform frame and Mesh Group Key Acknowledge frame are conventionally referred to as
“mesh group key handshake frames.”



The mesh STA shall do an AMPE handshake before a mesh group key handshake if both are required to be
done.



NOTE—It is impossible that the MGTK source initiates the mesh group key handshake before the AMPE completes
successfully.



14.6.2 Protection on mesh group key handshake frames



Mesh group key handshake frames used in mesh group key handshake are protected using the deterministic
authenticated encryption mode of AES-SIV (IETF-RFC 5297) when dot11MeshSecurityActivated is true.



When constructing protection on mesh group handshake frames, the following procedure shall be used:



— The key shall be the AEK from the current active security association with the peer mesh STA that
receives the mesh group key handshake frame.



— The input plaintext shall be the AMPE Authenticated Mesh Peering element (see 9.6.16.5 (Mesh
Group Key Inform frame format) and 9.6.16.6 (Mesh Group Key Acknowledge frame format)).



— The plaintext shall be the Authenticated Mesh Peering Exchange element.
— AAD shall be three distinct components as follows:



1) The localMAC
2) The peerMAC
3) The contents of the mesh group key handshake frame from the category (inclusive) to the MIC



element (exclusive)
— The synthetic initialization vector produced by AES-SIV shall be copied into the MIC field of the



MIC element in the frame.
— The produced cipher text shall become the remainder of the mesh group key handshake frame after



the MIC element.



When verifying the protection on the mesh group handshake frames, the following procedure shall be used:



— The key shall be the AEK from the current active security association with the peer mesh STA that
receives the mesh group key handshake frame.



— AAD shall be three distinct components as follows:
1) The peerMAC
2) The localMAC
3) The contents of the mesh group key handshake frame from the category (inclusive) to the MIC



element (exclusive)
— The synthetic initialization vector shall be the MIC field of the MIC element in the frame.
— The cipher text shall be the content after the MIC element in the frame.
— If AES-SIV validation function takes above input.



— If the function returns the special symbol “FAIL,” the frame shall be discarded.
— If the plaintext is returned successfully, the produced plaintext shall be treated as the contents



after the MIC element in the frame. 



14.6.3 Mesh Group Key Inform frame construction and processing



Mesh Group Key Inform frame shall be constructed as follows:
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Mesh Group Key Inform frame and Mesh Group Key Acknowledge frame are conv e n t i o n a l l y   r e f e r r e d   t o   a s “mesh group key handshake frames.” The mesh STA shall do an AMPE handshake before a mesh group key handshake i f   b o t h   a r e   r e q u i r e d   t o   b e done. NOTE—It is impossible that the MGTK source initiates the mesh group key handshake be f o r e   t h e   A M P E   c o m p l e t e s successfully. 14.6.2 Protection on mesh group key handshake frames Mesh group key handshake frames used in mesh group key handshake are protecte d   u s i n g   t h e   d e t e r m i n i s t i c authenticated encryption mode of AES-SIV (IETF-RFC 5297) when dot11MeshSec u r i t y A c t i v a t e d   i s   t r u e . When constructing protection on mesh group handshake frames, the following proc e d u r e   s h a l l   b e   u s e d : — The key shall be the AEK from the current active security association with   t h e   p e e r   m e s h   S T A   t h a t receives the mesh group key handshake frame. — The input plaintext shall be the AMPE Authenticated Mesh Peering elem e n t   ( s e e   9 . 6 . 1 6 . 5   ( M e s h Group Key Inform frame format) and 9.6.16.6 (Mesh Group Key Acknowle d g e   f r a m e   f o r m a t ) ) . — The plaintext shall be the Authenticated Mesh Peering Exchange element . — AAD shall be three distinct components as follows: 1) The localMAC 2) The peerMAC 3) The contents of the mesh group key handshake frame from the categor y   ( i n c l u s i v e )   t o   t h e   M I C element (exclusive) — The synthetic initialization vector produced by AES-SIV shall be copied i n t o   t h e   M I C   f i e l d   o f   t h e MIC element in the frame. — The produced cipher text shall become the remainder of the mesh group ke y   h a n d s h a k e   f r a m e   a f t e r the MIC element. When verifying the protection on the mesh group handshake frames, the followin g  p r o c e d u r e   s h a l l   b e   u s e d : — The key shall be the AEK from the current active security association with   t h e   p e e r   m e s h   S T A   t h a t receives the mesh group key handshake frame. — AAD shall be three distinct components as follows: 1) The peerMAC 2) The localMAC 3) The contents of the mesh group key handshake frame from the categor y   ( i n c l u s i v e )   t o   t h e   M I C element (exclusive) — The synthetic initialization vector shall be the MIC field of the MIC elemen t   i n   t h e   f r a m e . — The cipher text shall be the content after the MIC element in the frame. — If AES-SIV validation function takes above input. — If the function returns the special symbol “FAIL,” the frame shall be d i s c a r d e d . — If the plaintext is returned successfully, the produced plaintext shall b e   t r e a t e d   a s   t h e   c o n t e n t s after the MIC element in the frame. 

14.6.3 Mesh Group Key Inform frame construction and processing

Mesh Group Key Inform frame shall be constructed as follows:
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— The Authenticated Mesh Peering Exchange element shall be set as the following:
— The Selected Pairwise Cipher Suite field shall be left blank.
— The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame



that established the mesh peering instance.
— The Peer Nonce field shall be set to the same value as received in the Local Nonce field of the



Authenticated Mesh Peering Exchange element of the incoming Mesh Peering Open frame that
established the peering instance.



— The Key Replay Counter field shall be set to the mesh STA’s local replay counter value,
incremented by 1, for the mesh peering. After setting this field, the local replay counter shall
also be incremented by 1.



— The GTKdata field shall be present and shall contain the data for the MGTK from MGTK
source. The components of the GTKdata are specified in 14.5.4 (Distribution of group
transient keys in an MBSS).



— The MIC element shall be set according to the protection mechanism in 14.6.2 (Protection on mesh
group key handshake frames).



The construction of AES-SIV protection on Mesh Group Key Inform frame shall use the construction
procedure as in 14.6.2 (Protection on mesh group key handshake frames).



The MGTK source sends the Mesh Group Key Inform frame to the MGTK recipient.



On reception of Mesh Group Key Inform frame, the MGTK recipient shall use the verification procedure in
14.6.2 (Protection on mesh group key handshake frames) to validate the AES-SIV construction.



— If the validation recovers the plaintext successfully, the MGTK recipient shall proceed with the
following procedure:
— Verify that values in the Local Nonce field and the Peer Nonce field in the Authenticated Mesh



Peering Exchange element are the same as in the current valid mesh TKSA that the MGTK
recipient established with the sender of the Mesh Group Key Inform frame. If there is any
mismatch, the received Mesh Group Key Inform frame shall be discarded and no further action
shall be taken.



— Verify that the Key Replay Counter has not yet been seen before, i.e., its value is strictly larger
than that in any other mesh Group Key Inform frame received thus far during this security
association. If this verification fails, the received Mesh Group Key Inform frame shall be
discarded and no further action shall be taken.



— Use the MLME-SETKEYS.request primitive to configure the temporal MGTK into its IEEE
Std 802.11 MAC.



— Respond by constructing and sending mesh group key handshake acknowledge to the MGTK
source and incrementing the replay counter.



NOTE—The MGTK source increments and uses a new Key Replay Counter field value on every Mesh Group
Key Inform frame, even retries, because the Mesh Group Key Acknowledge frame responding to an earlier
Mesh Group Key Inform frame might have been lost. If the MGTK source did not increment the replay counter,
the MGTK receiver discards the retry, and no responding Mesh Group Key Acknowledge frame will ever
arrive.



— If the AES-SIV validation returns a special symbol “FAIL,” the Mesh Group Key Inform frame
shall be discarded. No further action shall be taken.



14.6.4 Mesh Group Key Acknowledge frame construction and processing



Mesh Group Key Acknowledge frame shall be constructed as follows:



— The Authenticated Mesh Peering Exchange element shall be set as follows:
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— The Authenticated Mesh Peering Exchange element shall be set as the following:

— The Selected Pairwise Cipher Suite field shall be left blank.

— The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame

that established the mesh peering instance.

— The Peer Nonce field shall be set to the same value as received in the Local Nonce field of the

Authenticated Mesh Peering Exchange element of the incoming Mesh Peering Open frame that

established the peering instance.

— The Key Replay Counter field shall be set to the mesh STA’s local replay counter value,

incremented by 1, for the mesh peering. After setting this field, the local replay counter shall

also be incremented by 1.

— The GTKdata field shall be present and shall contain the data for the MGTK from MGTK

source. The components of the GTKdata are specified in 14.5.4 (Distribution of group

transient keys in an MBSS).

— The MIC element shall be set according to the protection mechanism in 14.6.2 (Protection on mesh

group key handshake frames).

The construction of AES-SIV protection on Mesh Group Key Inform frame shall use the construction

procedure as in 14.6.2 (Protection on mesh group key handshake frames).

The MGTK source sends the Mesh Group Key Inform frame to the MGTK recipient.

On reception of Mesh Group Key Inform frame, the MGTK recipient shall use the verification procedure in

14.6.2 (Protection on mesh group key handshake frames) to validate the AES-SIV construction.

— If the validation recovers the plaintext successfully, the MGTK recipient shall proceed with the

following procedure:

— Verify that values in the Local Nonce field and the Peer Nonce field in the Authenticated Mesh

Peering Exchange element are the same as in the current valid mesh TKSA that the MGTK

recipient established with the sender of the Mesh Group Key Inform frame. If there is any

mismatch, the received Mesh Group Key Inform frame shall be discarded and no further action

shall be taken.

— Verify that the Key Replay Counter has not yet been seen before, i.e., its value is strictly larger

than that in any other mesh Group Key Inform frame received thus far during this security

association. If this verification fails, the received Mesh Group Key Inform frame shall be

discarded and no further action shall be taken.

— Use the MLME-SETKEYS.request primitive to configure the temporal MGTK into its IEEE

Std 802.11 MAC.

— Respond by constructing and sending mesh group key handshake acknowledge to the MGTK

source and incrementing the replay counter.

NOTE—The MGTK source increments and uses a new Key Replay Counter field value on every Mesh Group

Key Inform frame, even retries, because the Mesh Group Key Acknowledge frame responding to an earlier

Mesh Group KeyInform frame might have been lost. If the MGTK source did not increment the replay counter,

the MGTK receiver discards the retry, and no responding Mesh Group Key Acknowledge frame will ever

arrive.

— If the AES-SIV validation returns a special symbol “FAIL,” the Mesh Group Key Inform frame

shall be discarded. No further action shall be taken.

14.6.4 Mesh Group Key Acknowledge frame construction and processing

Mesh Group Key Acknowledge frame shall be constructed as follows:

— The Authenticated Mesh Peering Exchange element shall be set as follows:
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— The Authenticated Mesh Peering Exchange element shall be set as the following:
— The Selected Pairwise Cipher Suite field shall be left blank.
— The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame



that established the mesh peering instance.
— The Peer Nonce field shall be set to the same value as received in the Local Nonce field of the



Authenticated Mesh Peering Exchange element of the incoming Mesh Peering Open frame that
established the peering instance.



— The Key Replay Counter field shall be set to the mesh STA’s local replay counter value,
incremented by 1, for the mesh peering. After setting this field, the local replay counter shall
also be incremented by 1.



— The GTKdata field shall be present and shall contain the data for the MGTK from MGTK
source. The components of the GTKdata are specified in 14.5.4 (Distribution of group
transient keys in an MBSS).



— The MIC element shall be set according to the protection mechanism in 14.6.2 (Protection on mesh
group key handshake frames).



The construction of AES-SIV protection on Mesh Group Key Inform frame shall use the construction
procedure as in 14.6.2 (Protection on mesh group key handshake frames).



The MGTK source sends the Mesh Group Key Inform frame to the MGTK recipient.



On reception of Mesh Group Key Inform frame, the MGTK recipient shall use the verification procedure in
14.6.2 (Protection on mesh group key handshake frames) to validate the AES-SIV construction.



— If the validation recovers the plaintext successfully, the MGTK recipient shall proceed with the
following procedure:
— Verify that values in the Local Nonce field and the Peer Nonce field in the Authenticated Mesh



Peering Exchange element are the same as in the current valid mesh TKSA that the MGTK
recipient established with the sender of the Mesh Group Key Inform frame. If there is any
mismatch, the received Mesh Group Key Inform frame shall be discarded and no further action
shall be taken.



— Verify that the Key Replay Counter has not yet been seen before, i.e., its value is strictly larger
than that in any other mesh Group Key Inform frame received thus far during this security
association. If this verification fails, the received Mesh Group Key Inform frame shall be
discarded and no further action shall be taken.



— Use the MLME-SETKEYS.request primitive to configure the temporal MGTK into its IEEE
Std 802.11 MAC.



— Respond by constructing and sending mesh group key handshake acknowledge to the MGTK
source and incrementing the replay counter.



NOTE—The MGTK source increments and uses a new Key Replay Counter field value on every Mesh Group
Key Inform frame, even retries, because the Mesh Group Key Acknowledge frame responding to an earlier
Mesh Group Key Inform frame might have been lost. If the MGTK source did not increment the replay counter,
the MGTK receiver discards the retry, and no responding Mesh Group Key Acknowledge frame will ever
arrive.



— If the AES-SIV validation returns a special symbol “FAIL,” the Mesh Group Key Inform frame
shall be discarded. No further action shall be taken.



14.6.4 Mesh Group Key Acknowledge frame construction and processing



Mesh Group Key Acknowledge frame shall be constructed as follows:



— The Authenticated Mesh Peering Exchange element shall be set as follows:
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— The Authenticated Mesh Peering Exchange element shall be set as the following: — The Selected Pairwise Cipher Suite field shall be left blank. — The Local Nonce field shall be set to the same value as sent in the Mesh Pe e r i n g   O p e n   f r a m e that established the mesh peering instance. — The Peer Nonce field shall be set to the same value as received in the Loc a l  N o n c e   f i e l d   o f   t h e Authenticated Mesh Peering Exchange element of the incoming Mesh Pee r in g   O p e n   f r a m e   t h a t established the peering instance. — The Key Replay Counter field shall be set to the mesh STA’s local repl a y   c o u n t e r   v a l u e , incremented by 1, for the mesh peering. After setting this field, the local   re p l a y   c o u n t e r   s h a l l also be incremented by 1. — The GTKdata field shall be present and shall contain the data for the MG T K   f r o m   M G T K source. The components of the GTKdata are specified in 14.5.4 (Dist r i b u t i o n   o f   g r o u p transient keys in an MBSS). — The MIC element shall be set according to the protection mechanism in 14.6.2 (P r o t e c t i o n   o n   m e s h group key handshake frames). The construction of AES-SIV protection on Mesh Group Key Inform frame shall us e   t h e   c o n s t r u c t i o n procedure as in 14.6.2 (Protection on mesh group key handshake frames). The MGTK source sends the Mesh Group Key Inform frame to the MGTK recipient. On reception of Mesh Group Key Inform frame, the MGTK recipient shall use the verific a t i o n   p r o c e d u r e   i n 14.6.2 (Protection on mesh group key handshake frames) to validate the AES-SIV cons t ru c t i o n . — If the validation recovers the plaintext successfully, the MGTK recipient shall   p r o c e e d   w i t h   t h e following procedure: — Verify that values in the Local Nonce field and the Peer Nonce field in the A u t h e n t i c a t e d   M e s h Peering Exchange element are the same as in the current valid mesh TKS A   t h a t   t h e   M G T K recipient established with the sender of the Mesh Group Key Inform fram e .   I f   t h e r e   i s   a n y mismatch, the received Mesh Group Key Inform frame shall be discarded an d   n o   f u r t h e r   a c t i o n shall be taken. — Verify that the Key Replay Counter has not yet been seen before, i.e., its val u e   i s   s t r i c t l y   l a r g e r than that in any other mesh Group Key Inform frame received thus far d u r i n g   t h i s   s e c u r i t y association. If this verification fails, the received Mesh Group Key Infor m   f r a m e   s h a l l   b e discarded and no further action shall be taken. — Use the MLME-SETKEYS.request primitive to configure the temporal MG T K   i n t o   i t s   I E E E Std 802.11 MAC. — Respond by constructing and sending mesh group key handshake acknowle d g e   t o   t h e   M G T K source and incrementing the replay counter. NOTE—The MGTK source increments and uses a new Key Replay Counter field value o n   e v e r y   M e s h   G r o u p Key Inform frame, even retries, because the Mesh Group Key Acknowledge frame resp o n d i n g   t o   a n   e a r l i e r Mesh Group KeyInform frame might have been lost. If the MGTK source did not incremen t   t h e   r e p l a y   c o u n t e r , the MGTK receiver discards the retry, and no responding Mesh Group Key Acknowle d g e   f r a m e   w i l l   e v e r arrive. — If the AES-SIV validation returns a special symbol “FAIL,” the Mesh Group K e y   I n f o r m   f r a m e shall be discarded. No further action shall be taken. 14.6.4 Mesh Group Key Acknowledge frame construction and processing

Mesh Group Key Acknowledge frame shall be constructed as follows:

— The Authenticated Mesh Peering Exchange element shall be set as follows:
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— The Selected Pairwise Cipher Suite field shall be left blank.
— The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame



that established the mesh peering instance.
— The Peer Nonce field shall be set to the same value as received in the Local Nonce field of the



Authenticated Mesh Peering Exchange element of the incoming Mesh Peering Open frame that
established the peering instance.



— The Key Replay Counter shall be set to the same value as received in the Mesh Group Key
Inform frame.



— The GTKdata field shall be blank.
— The MIC element shall be set according to the protection mechanism in 14.6.2 (Protection on mesh



group key handshake frames).



The construction of AES-SIV protection on Mesh Group Key Acknowledge frame shall use the construction
procedure as in 14.6.2 (Protection on mesh group key handshake frames).



The MGTK recipient sends the Mesh Group Key Acknowledge frame to the MGTK source.



On reception of Mesh Group Key Acknowledge frame, the MGTK source shall use the verification
procedure in 14.6.2 (Protection on mesh group key handshake frames) to validate the AES-SIV
construction.



— If the validation recovers the plaintext successfully, the MGTK source shall set the content of the
Authenticated Mesh Peering Exchange element using the recovered plaintext and proceed with the
following procedure:
— Verify that values in the Local Nonce field and the Peer Nonce field in the Authenticated Mesh



Peering Exchange element are the same as in the current valid mesh TKSA that the MGTK
source established with the sender of the Mesh Group Key Acknowledge frame. If there is any
mismatch, the received Mesh Group Key Acknowledge frame shall be discarded and no
further action shall be taken.



— Verify that the Key Replay Counter value matches the one that it has used for the mesh group
key handshake. If this verification fails, the received Mesh Group Key Acknowledge frame
shall be discarded and the MGTK source may invoke a retry to send a new Mesh Group Key
Inform frame with a new Key Replay Counter value.



— If the validation returns a special symbol “FAIL,” the Mesh Group Key Acknowledge frame shall be
discarded and the MGTK source may invoke a retry to send a new Mesh Group Key Inform frame
with a new Key Replay Counter value.



14.6.5 Mesh group key implementation considerations



If the MGTK source does not receive a Mesh Group Key Acknowledge frame to its Mesh Group Key Inform
frames, it shall attempt dot11MeshConfigGroupUpdateCount additional transmissions of the Mesh Group
Key Inform frame. The retransmit timeout value shall be 100 ms for the first timeout, half the listen interval
for the second timeout, and the listen interval for subsequent timeouts. If there is no listen interval or the
listen interval is zero, then 100 ms shall be used for all timeout values. If it still has not received a response
after this, then the MGTK source shall tear down the mesh peering and mesh TKSA with this MGTK
recipient, by generating a CNCL event for the peering instance, and pass the event to the mesh peering
instance controller.



14.7 Mesh security



During the AMPE, the peers negotiate, and agree upon, a pairwise ciphersuite and a group cipher suite. They
also establish a mesh TKSA and mesh GTKSA to be used with the pairwise cipher suite and group cipher
suite, respectively.
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— The Selected Pairwise Cipher Suite field shall be left blank.

— The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame

that established the mesh peering instance.

— The Peer Nonce field shall be set to the same value as received in the Local Nonce field of the

Authenticated Mesh Peering Exchange element of the incoming Mesh Peering Open frame that

established the peering instance.

— The Key Replay Counter shall be set to the same value as received in the Mesh Group Key

Inform frame.

— The GTKdata field shall be blank.

— The MIC element shall be set according to the protection mechanism in 14.6.2 (Protection on mesh

group key handshake frames).

The construction of AES-SIV protection on Mesh Group Key Acknowledge frame shall use the construction

procedure as in 14.6.2 (Protection on mesh group key handshake frames).

The MGTK recipient sends the Mesh Group Key Acknowledge frame to the MGTK source.

On reception of Mesh Group Key Acknowledge frame, the MGTK source shall use the verification

procedure in 14.6.2 (Protection on mesh group key handshake frames) to validate the AES-SIV

construction.

— If the validation recovers the plaintext successfully, the MGTK source shall set the content of the

Authenticated Mesh Peering Exchange element using the recovered plaintext and proceed with the

following procedure:

— Verify that values in the Local Nonce field and the Peer Nonce field in the Authenticated Mesh

Peering Exchange element are the same as in the current valid mesh TKSA that the MGTK

source established with the sender of the Mesh Group Key Acknowledge frame. If there is any

mismatch, the received Mesh Group Key Acknowledge frame shall be discarded and no

further action shall be taken.

— Verify that the Key Replay Counter value matches the one that it has used for the mesh group

key handshake. If this verification fails, the received Mesh Group Key Acknowledge frame

shall be discarded and the MGTK source may invoke a retry to send a new Mesh Group Key

Inform frame with a new Key Replay Counter value.

— If the validation returns a special symbol “FAIL,” the Mesh Group Key Acknowledge frame shall be

discarded and the MGTK source may invoke a retry to send a new Mesh Group Key Inform frame

with a new Key Replay Counter value.

14.6.5 Mesh group key implementation considerations

If the MGTK source does not receive a Mesh Group Key Acknowledge frame to its Mesh Group Key Inform

frames, it shall attempt dot11MeshConfigGroupUpdateCount additional transmissions of the Mesh Group

Key Inform frame. The retransmit timeout value shall be 100 ms for the first timeout, half the listen interval

for the second timeout, and the listen interval for subsequent timeouts. If there is no listen interval or the

listen interval is zero, then 100 ms shall be used for all timeout values. If it still has not received a response

after this, then the MGTK source shall tear down the mesh peering and mesh TKSA with this MGTK

recipient, by generating a CNCL event for the peering instance, and pass the event to the mesh peering

instance controller.

14.7 Mesh security

During the AMPE, the peers negotiate, and agree upon, a pairwise ciphersuite and a group cipher suite. They

also establish a mesh TKSA and mesh GTKSA to be used with the pairwise cipher suite and group cipher

suite, respectively.
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The Proxy MAC Address subfield is represented as a 48-bit MAC address and is set to the MAC address of
proxy mesh gate. It is present if the Originator Is Proxy subfield of the Flags subfield is 0; it is not present
otherwise.



The Proxy Information Lifetime subfield is coded as an unsigned integer and is set to the time for which the
mesh STA receiving this PXU considers this proxy information to be valid. The proxy information lifetime
is measured in TUs. It is present if the Lifetime subfield of the Flags subfield is 1; it is not present otherwise.



9.4.2.117 PXUC element



The PXUC (proxy update confirmation) element is used to confirm the previously received PXU. The
PXUC element is transmitted in a Proxy Update Confirmation frame (see 9.6.18.3 (Proxy Update
Confirmation frame format)). The format of PXUC element is shown in Figure 9-487 (PXUC element
format).



The Element ID and Length fields are defined in 9.4.2.1 (General).



The PXU ID field is coded as an unsigned integer and is the PXU ID of the received PXU that is being
confirmed.



The PXU Recipient MAC Address is represented as a 48-bit MAC address and is set to the MAC address of
the recipient of the PXU, i.e., the originator of the PXUC element.



9.4.2.118 Authenticated Mesh Peering Exchange element



The Authenticated Mesh Peering Exchange element includes information needed to perform
the authentication sequence during an authenticated mesh peering exchange. This element is shown in
Figure 9-488 (Authenticated Mesh Peering Exchange element format).



The Element ID and Length fields are defined in 9.4.2.1 (General).



The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 9.4.2.25.2
(Cipher suites), indicating a cipher suite to be used to secure the link.



The Local Nonce field contains a nonce value chosen by the mesh STA that is sending the element. It is
encoded following the conventions from 9.2.2 (Conventions).



The Peer Nonce field contains a nonce value that was chosen by the peer mesh STA or candidate peer mesh
STA to which the element is being sent. It is encoded following the conventions from 9.2.2 (Conventions).



Element ID Length PXU ID PXU Recipient 
MAC Address



Octets 1 1 1 6



Figure 9-487—PXUC element format



Element 
ID Length



Selected 
Pairwise 



Cipher Suite
Local 
Nonce



Peer 
Nonce



Key Replay 
Counter GTKdata IGTKdata



(optional)



Octets 1 1 4 32 32 8 variable variable



Figure 9-488—Authenticated Mesh Peering Exchange element format
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The Proxy MAC Address subfield is represented as a 48-bit MAC address and is set to the MAC address of proxy mesh gate. It is present if the Originator Is Proxy subfield of the Flags subfield is 0; it is not present otherwise. The Proxy Information Lifetime subfield is coded as an unsigned integer and is set to the time for which the mesh STA receiving this PXU considers this proxy information to be valid. The proxy information lifetime is measured in TUs. It is present if the Lifetime subfield of the Flags subfield is 1; it is not present otherwise. 9.4.2.117 PXUC element The PXUC (proxy update confirmation) element is used to confirm the previously received PXU. The PXUC element is transmitted in a Proxy Update Confirmation frame (see 9.6.18.3 (Proxy Update Confirmation frame format)). The format of PXUC element is shown in Figure9-487 (PXUC element format). The Element ID and Length fields are defined in 9.4.2.1 (General). The PXU ID field is coded as an unsigned integer and is the PXU ID of the received PXU that is being confirmed. The PXU Recipient MAC Address is represented as a 48-bit MAC address and is set to the MAC address of the recipient of the PXU, i.e., the originator of the PXUC element. 9.4.2.118 Authenticated Mesh Peering Exchange element

The Authenticated Mesh Peering Exchange element includes information needed to perform

theauthentication sequence during an authenticated mesh peering exchange. This element is shown in

Figure9-488 (Authenticated Mesh Peering Exchange element format).

The Element ID and Length fields are defined in 9.4.2.1 (General).

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 9.4.2.25.2

(Cipher suites), indicating a cipher suite to be used to secure the link.

The Local Nonce field contains a nonce value chosen by the mesh STA that is sending the element. It is

encoded following the conventions from 9.2.2 (Conventions).

The Peer Nonce field contains a nonce value that was chosen by the peer mesh STA or candidate peer mesh

STA to which the element is being sent. It is encoded following the conventions from 9.2.2 (Conventions).

Element ID Length PXU ID PXU Recipient  MAC Address Octets 1 1 1 6 Figure 9-487—PXUC element format

Element 

ID

Length

Selected 

Pairwise 

Cipher Suite

Local 

Nonce

Peer 

Nonce

Key Replay 

Counter

GTKdata

IGTKdata

(optional)

Octets 1 1 4 32 32 8 variable variable

Figure 9-488—Authenticated Mesh Peering Exchange element format
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The Key Replay Counter field is optional. It is used only for the Mesh Group Key Inform frame (see 14.6.3
(Mesh Group Key Inform frame construction and processing)) and the Mesh Group Key Acknowledge
frame (see 14.6.4 (Mesh Group Key Acknowledge frame construction and processing)). It is represented as
an unsigned integer.



The GTKdata field is optional. When present, it contains the bit string of {GTK || Key RSC ||
GTKExpirationTime} as the GTK data material. When present, the GTKdata field is protected by the
exchange in which it is contained (see 14.5 (Authenticated mesh peering exchange (AMPE))). The Key RSC
denotes the last TSC or PN sent using the GTK and is specified in Table 12-5 (Key RSC field) of 12.7.2
(EAPOL-Key frames). GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format
is specified in Figure 12-40 (Lifetime KDE format) of 12.7.2 (EAPOL-Key frames).



The IGTKdata field is present when dot11RSNAProtectedManagementFramesActivated equals true. When
present, it contains the Key ID, IPN and IGTK used with BIP for management frame protection. The format
of the IGTKdata field is specified in Figure 12-42 (IGTK KDE format) of 12.7.2 (EAPOL-Key frames).



Detailed usage of the Authenticated Mesh Peering Exchange element is described in 14.5.5 (Mesh peering
Management frames for AMPE) and in 14.6 (Mesh group key handshake).



9.4.2.119 MIC element



The MIC element provides message integrity to mesh peering Management frames. The format of the MIC
element is shown in Figure 9-489 (MIC element format).



The Element ID and Length fields are defined in 9.4.2.1 (General).



The MIC field contains a message integrity code calculated over the mesh peering Management frame (as
specified in 14.5 (Authenticated mesh peering exchange (AMPE))) and the mesh group key handshake
frame (as specified in 14.6 (Mesh group key handshake)).



9.4.2.120 Quality-of-Service Management Frame Policy element



The Quality-of-Service Management Frame (QMF) Policy element defines a QMF access category mapping
(QACM) of Management frames and is used to advertise and exchange QMF policy between STAs. The use
of the QMF Policy element is given in 11.26 (Quality-of-service management frame (QMF)). See Figure 9-
490 (QMF Policy element format).



The Element ID and Length fields are defined in 9.4.2.1 (General).



The QACM field specifies a group of Management frames and their associated access categories. See
Figure 9-491 (QACM field format) and see 11.26.3 (Interpreting QMF access categories).



Element ID Length MIC



Octets: 1 1 16



Figure 9-489—MIC element format



Element ID Length QACM #1 ... QACM #N



Octets: 1 1 variable variable



Figure 9-490—QMF Policy element format
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The Key Replay Counter field is optional. It is used only for the Mesh Group Key Inform frame (see 14.6.3

(Mesh Group Key Inform frame construction and processing)) and the Mesh Group Key Acknowledge

frame (see 14.6.4 (Mesh Group Key Acknowledge frame construction and processing)). It is represented as

an unsigned integer.

The GTKdata field is optional. When present, it contains the bit string of {GTK || Key RSC ||

GTKExpirationTime} as the GTK data material. When present, the GTKdata field is protected by the

exchange in which it is contained (see 14.5 (Authenticated mesh peering exchange (AMPE))). The Key RSC

denotes the last TSC or PN sent using the GTK and is specified in Table12-5 (Key RSC field) of 12.7.2

(EAPOL-Key frames). GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format

is specified in Figure12-40 (Lifetime KDE format) of 12.7.2 (EAPOL-Key frames).

The IGTKdata field is present when dot11RSNAProtectedManagementFramesActivated equals true. When

present, it contains the Key ID, IPN and IGTK used with BIP for management frame protection. The format

of the IGTKdata field is specified in Figure12-42 (IGTK KDE format) of 12.7.2 (EAPOL-Key frames).

Detailed usage of the Authenticated Mesh Peering Exchange element is described in 14.5.5 (Mesh peering

Management frames for AMPE) and in 14.6 (Mesh group key handshake).

9.4.2.119 MIC element

The MIC element provides message integrity to mesh peering Management frames. The format of the MIC

element is shown in Figure9-489 (MIC element format).

The Element ID and Length fields are defined in 9.4.2.1 (General).

The MIC field contains a message integrity code calculated over the mesh peering Management frame (as

specified in 14.5 (Authenticated mesh peering exchange (AMPE))) and the mesh group key handshake

frame (as specified in 14.6 (Mesh group key handshake)).

9.4.2.120 Quality-of-Service Management Frame Policy element

The Quality-of-Service Management Frame (QMF) Policy element defines a QMF access category mapping

(QACM) of Management frames and is used to advertise and exchange QMF policy between STAs. The use

of the QMF Policy element is given in 11.26 (Quality-of-service management frame (QMF)). See Figure9-

490 (QMF Policy element format).

The Element ID and Length fields are defined in 9.4.2.1 (General).

The QACM field specifies a group of Management frames and their associated access categories. See

Figure9-491 (QACM field format) and see 11.26.3 (Interpreting QMF access categories).

Element ID Length MIC

Octets: 1 1 16

Figure 9-489—MIC element format

Element ID Length QACM #1 ... QACM #N

Octets: 1 1 variable variable

Figure 9-490—QMF Policy element format
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The Mesh Peering Open frame shall be protected using AES-SIV as specified in 14.5.3 (Construction and
processing AES-SIV-protected mesh peering Management frames).



14.5.5.2.2 Processing Mesh Peering Open frames for AMPE



On receiving a Mesh Peering Open frame, the mesh STA shall verify the received frame. If AES-SIV returns
the symbol “FAIL” the OPN_RJCT event shall be invoked to the corresponding AMPE finite state machine
and the reason code “MESH-INVALID-GTK” is generated. Otherwise, processing continues.



The received frame shall be rejected if the security capability selection fails (see 14.5.2 (Security capabilities
selection)). The OPN_RJCT event shall be invoked to the corresponding AMPE finite state machine.



The peer mesh STA’s MGTK extracted from the Mesh Peering Open frame shall be added to the Receive
MGTK SA in which the peer’s MAC address equals the MGTK Source mesh STA MAC address.



If all operations succeed, the mesh STA shall proceed to process the Mesh Peering Open frame on basic
parameters as specified in 14.3.6.2 (Mesh Peering Open frame processing).



14.5.5.3 Mesh peering confirm for AMPE



14.5.5.3.1 Generating Mesh Peering Confirm frames for AMPE



In addition to contents for establishing a mesh peering as specified in 14.3.7.1 (Generating Mesh Peering
Confirm frames), the Mesh Peering Confirm frame, when used with the AMPE, shall contain the following:



— In the Mesh Peering Management element, the Mesh Peering Protocol Identifier shall be set to 1
“authenticated mesh peering exchange protocol.”



— The RSNE shall be the same as sent in the Mesh Peering Open frame.
— In the Authenticated Mesh Peering Exchange element:



— The Selected Pairwise Cipher Suite field shall be set to the cipher suite selector that indicates
the successfully selected pairwise cipher suite (specified in 14.5.2.1 (Instance Pairwise Cipher
Suite selection)).



— The Peer Nonce field shall be set to the nonce value chosen by the peer mesh STA as received
in the Local Nonce field in the Mesh Peering Open frame from the candidate peer mesh STA.



— The GTKdata field shall not be present.
— The rest of fields are set to the same values sent in the Mesh Peering Open frame.



The Mesh Peering Confirm frame shall be protected using AES-SIV as specified in 14.5.3 (Construction and
processing AES-SIV-protected mesh peering Management frames).



14.5.5.3.2 Processing Mesh Peering Confirm frames for AMPE



On receiving a Mesh Peering Confirm frame, the mesh STA shall verify the received frame. The received
frame shall be discarded if AES-SIV returns the symbol “FAIL.”



If AES-SIV returns plaintext, the following operations shall be performed in order:



a) The Selected Pairwise Cipher Suite is checked. If the security capability selection has been done and
the received value from Chosen Pairwise Cipher Suite field is not the same as the agreed pairwise
cipher suite, the STA shall reject the received frame and the CNF_RJCT event is invoked to the cor-
responding AMPE finite state machine with the failure reason code MESH-INVALID-SECURITY-
CAPABILITY.
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The Mesh Peering Open frame shall be protected using AES-SIV as specified in 14.5.3 (Construction and processing AES-SIV-protected mesh peering Management frames). 14.5.5.2.2 Processing Mesh Peering Open frames for AMPE On receiving a Mesh Peering Open frame, the mesh STA shall verify the received frame. If AES-SIV returns the symbol “FAIL” the OPN_RJCT event shall be invoked to the corresponding AMPE finite state machine and the reason code “MESH-INVALID-GTK” is generated. Otherwise, processing continues. The received frame shall be rejected if the security capability selection fails (see 14.5.2 (Security capabilities selection)). The OPN_RJCT event shall be invoked to the corresponding AMPE finite state machine. The peer mesh STA’s MGTK extracted from the Mesh Peering Open frame shall be added to the Receive MGTK SA in which the peer’s MAC address equals the MGTK Source mesh STA MAC address. If all operations succeed, the mesh STA shall proceed to process the Mesh Peering Open frame on basic parameters as specified in 14.3.6.2 (Mesh Peering Open frame processing). 14.5.5.3 Mesh peering confirm for AMPE

14.5.5.3.1 Generating Mesh Peering Confirm frames for AMPE

In addition to contents for establishing a mesh peering as specified in 14.3.7.1 (Generating Mesh Peering

Confirm frames), the Mesh Peering Confirm frame, when used with the AMPE, shall contain the following:

— In the Mesh Peering Management element, the Mesh Peering Protocol Identifier shall be set to 1

“authenticated mesh peering exchange protocol.”

— The RSNE shall be the same as sent in the Mesh Peering Open frame.

— In the Authenticated Mesh Peering Exchange element:

— The Selected Pairwise Cipher Suite field shall be set to the cipher suite selector that indicates

the successfully selected pairwise cipher suite (specified in 14.5.2.1 (Instance Pairwise Cipher

Suite selection)).

— The Peer Nonce field shall be set to the nonce value chosen by the peer mesh STA as received

in the Local Nonce field in the Mesh Peering Open frame from the candidate peer mesh STA.

— The GTKdata field shall not be present.

— The rest of fields are set to the same values sent in the Mesh Peering Open frame.

The Mesh Peering Confirm frame shall be protected using AES-SIV as specified in 14.5.3 (Construction and

processing AES-SIV-protected mesh peering Management frames).

14.5.5.3.2 Processing Mesh Peering Confirm frames for AMPE

On receiving a Mesh Peering Confirm frame, the mesh STA shall verify the received frame. The received

frame shall be discarded if AES-SIV returns the symbol “FAIL.”

If AES-SIV returns plaintext, the following operations shall be performed in order:

a) The Selected Pairwise Cipher Suite is checked. If the security capability selection has been done and

the received value from Chosen Pairwise Cipher Suite field is not the same as the agreed pairwise

cipher suite, the STA shall reject the received frame and the CNF_RJCT event is invoked to the cor-

responding AMPE finite state machine with the failure reason code MESH-INVALID-SECURITY-

CAPABILITY.
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— PTKName



12.6.1.1.7 Mesh TKSA



The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA
shall be deleted when the lifetime expires. The mesh TKSA contains the following elements:



— MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering
exchange (AMPE))



— PMKID
— local mesh STA MAC address
— peer mesh STA MAC address
— local Link ID
— peer Link ID
— local nonce
— peer nonce
— Lifetime
— Pairwise cipher suite selector



12.6.1.1.8 GTKSA



The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource
request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one
GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for
decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA
defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate
GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be
decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is
received, when message 1 of the group key handshake is received, or when the Reassociation Response
frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME
changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the
following elements:



— Direction vector (whether the GTK is used for transmit or receive).
— Group cipher suite selector.
— GTK.
— Authenticator MAC address.
— Key ID.
— All authorization parameters specified by local configuration. This might include parameters such as



the STA’s authorized SSID.



When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group
key”), the GTKSA is bidirectional.



12.6.1.1.9 IGTKSA



When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives
a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of
the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the
Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.
The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to
which it has a valid PTKSA or mesh TKSA.
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— PTKName 12.6.1.1.7 Mesh TKSA The mesh TKSA is a result of the AMPE. This security association is also bidirectional. The mesh TKSA shall be deleted when the lifetime expires. The mesh TKSA contains the following elements: — MTK, as defined in 14.5.7 (Keys and key derivation algorithm for the authenticated mesh peering exchange (AMPE)) — PMKID — local mesh STA MAC address — peer mesh STA MAC address — local Link ID — peer Link ID — local nonce — peer nonce — Lifetime — Pairwise cipher suite selector 12.6.1.1.8 GTKSA The GTKSA results from a successful 4-way handshake, FT 4-way handshake, FT protocol, FT resource request protocol or the group key handshake and is unidirectional. In an infrastructure BSS, there is one GTKSA, used exclusively for encrypting group addressed MPDUs that are transmitted by the AP and for decrypting group addressed transmissions that are received by the STAs. In an IBSS or in a PBSS, each STA defines its own GTKSA, which is used to encrypt its group addressed transmissions, and stores a separate GTKSA for each peer STA so that encrypted group addressed traffic received from other STAs may be decrypted. A GTKSA is created by the Supplicant’s SME when message 3 of the 4-way handshake is received, when message 1 of the group key handshake is received, or when the Reassociation Response frame of the FT handshake is received. The GTKSA is created by the Authenticator’s SME when the SME changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the following elements: — Direction vector (whether the GTK is used for transmit or receive). — Group cipher suite selector. — GTK. — Authenticator MAC address. — Key ID. — All authorization parameters specified by local configuration. This might include parameters such as the STA’s authorized SSID. When the GTK is used to encrypt individually addressed traffic (the selectable cipher suite is “Use group key”), the GTKSA is bidirectional. 12.6.1.1.9 IGTKSA

When management frame protection is enabled, a non-AP STA’s SME creates an IGTKSA when it receives

a valid message 3 of the 4-way handshake or FT 4-way handshake, the Reassociation Response message of

the fast BSS transition protocol with a status code indicating success, a Mesh Peering Open Message of the

Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid message 1 of the group key handshake.

The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to

which it has a valid PTKSA or mesh TKSA.
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An IGTKSA consists of the following elements:
— Direction vector (whether the IGTK is used for transmit or receive)
— Key ID
— IGTK
— Authenticator MAC address



12.6.1.1.10 Mesh GTKSA



The mesh GTKSA results from a successful AMPE or mesh group key handshake, and is unidirectional. In
an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which is used to encrypt its group
addressed transmissions. Also, each mesh STA stores a separate “receive mesh GTKSA” for each peer mesh
STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted.



A transmit mesh GTKSA is created by a mesh STA after the SME has changed the mesh GTK (MGTK) and
the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKSA is created by a mesh STA
after successfully completing the AMPE in which a wrapped MGTK has been received, or after receiving a
valid message 1 of the mesh group key handshake. The receive mesh GTKSA shall be deleted when the
lifetime expires or a new receive mesh GTKSA is created with the same Key ID for the same MGTK source
mesh STA. See 14.6.1 (General).



The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK source
mesh STA MAC address in the mesh GTKSA shall not be the same as the Authenticator MAC address in the
GTKSA.



NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by
limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.11.5 (Mesh STA collocation) for
collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible.
Since Key ID 0 is reserved for individually addressed frame transmission, there are at most three available Key IDs
(only two if extended Key IDs for individually addressed frames are in use), and the different MGTKs would contend
for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would
incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as
dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per-MPDU Rx pseudo-code) for a
description of the procedure for receiving encrypted frames.)



The mesh GTKSA contains the following:
— MGTK
— MGTK source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)
— Group cipher suite selector 
— Lifetime
— Direction vector (whether this is a receive mesh GTKSA or transmit mesh GTKSA)
— Key Index



12.6.1.1.11 SMKSA



An SMKSA is the result of a successful SMK handshake by the initiator STA (described in 12.7.8 (PeerKey
handshake) and 12.11 (AP PeerKey support)). It is derived from parameters provided by the STAs and AP.
This security association is bidirectional between the initiator and the peer STA. In other words, both parties
use the information in the security association for both sending and receiving. The SMKSA is created as a
result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 12.11 (AP PeerKey support)).
The SMKSA is used to create the STKSA. The SMKSA consists of the following elements:



— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identifies the security association.
— BSSID
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An IGTKSA consists of the following elements:

— Direction vector (whether the IGTK is used for transmit or receive)

— Key ID

— IGTK

— Authenticator MAC address

12.6.1.1.10 Mesh GTKSA

The mesh GTKSA results from a successful AMPE or mesh group key handsh a k e ,   a n d   i s   u n i d i r e c t i o n a l .   I n

an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” whi

c

h   i s   u s e d   t o   e n c r y p t   i t s   g r o u p

addressed transmissions. Also, each mesh STA stores a separate “receive me

s

h   G T K S A ”   f o r   e a c h   p e e r   m e s h

STA so that encrypted group addressed traffic received from the peer mesh ST A s   m a y   b e   d e c r y p t e d .

A transmit mesh GTKSA is created by a mesh STA after the SME has changed   t h e   m e s h   G T K   ( M G T K )   a n d

the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKS A   i s   c r e a t e d   b y   a   m e s h   S T A

after successfully completing the AMPE in which a wrapped MGTK has been   r e c e i v e d ,   o r   a f t e r   r e c e i v i n g   a

valid message 1 of the mesh group key handshake. The receive mesh GTKS A   s h a l l   b e   d e l e t e d   w h e n   t h e

lifetime expires or a new receive mesh GTKSA is created with the same Key ID   f o r   t h e   s a m e   M G T K   s o u r c e

mesh STA. See 14.6.1 (General).

The MGTK and the GTK shall be independently selected from a uniform dis t r i b u t i o n .   T h e   M G T K   s o u r c e

mesh STA MAC address in the mesh GTKSA shall not be the same as the Auth e n t i c a t o r   M A C   a d d r e s s   i n   t h e

GTKSA.

NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit  M A C   a d d r e s s e s   i s   p r e c l u d e d   b y

limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.1 1 . 5   ( M e s h   S T A   c o l l o c a t i o n )   f o r

collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, the n   r o l l o v e r   w o u l d   b e   i m p o s s i b l e .

Since Key ID 0 is reserved for individually addressed frame transmission, there are  a t   m o s t   t h r e e   a v a i l a b l e   K e y   I D s

(only two if extended Key IDs for individually addressed frames are in use), and th

e

 d i f f e r e n t   M G T K s   w o u l d   c o n t e n d

for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the s a m e   K e y   I D s ,   t h e n   S T A s   w o u l d

incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, ca u s i n g   e r r o r   c o u n t e r s   ( s u c h   a s

dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per - M P D U   R x   p s e u d o - c o d e )   f o r   a

description of the procedure for receiving encrypted frames.)

The mesh GTKSA contains the following:

— MGTK

— MGTK source mesh STA MAC address (mesh STA that uses this GTK   t o   e n c r y p t   t r a n s m i s s i o n s )

— Group cipher suite selector 

— Lifetime

— Direction vector (whether this is a receive mesh GTKSA or transmit 

m

e s h   G T K S A )

— Key Index

12.6.1.1.11 SMKSA

An SMKSA is the result of a successful SMK handshake by the initiator STA ( d e s c r i b e d   i n   1 2 . 7 . 8   ( P e e r K e y

handshake) and 12.11 (AP PeerKey support)). It is derived from parameters

 

p r o v i d e d   b y   t h e   S T A s   a n d   A P .

This security association is bidirectional between the initiator and the peer STA .   I n   o t h e r   w o r d s ,   b o t h   p a r t i e s

use the information in the security association for both sending and receiving .   T h e   S M K S A   i s   c r e a t e d   a s   a

result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 1 2 . 1 1   ( A P   P e e r K e y   s u p p o r t ) ) .

The SMKSA is used to create the STKSA. The SMKSA consists of the follow i n g   e l e m e n t s :

— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID ident i f i e s   t h e   s e c u r i t y   a s s o c i a t i o n .

— BSSID
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An IGTKSA consists of the following elements:
— Direction vector (whether the IGTK is used for transmit or receive)
— Key ID
— IGTK
— Authenticator MAC address



12.6.1.1.10 Mesh GTKSA



The mesh GTKSA results from a successful AMPE or mesh group key handshake, and is unidirectional. In
an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which is used to encrypt its group
addressed transmissions. Also, each mesh STA stores a separate “receive mesh GTKSA” for each peer mesh
STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted.



A transmit mesh GTKSA is created by a mesh STA after the SME has changed the mesh GTK (MGTK) and
the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKSA is created by a mesh STA
after successfully completing the AMPE in which a wrapped MGTK has been received, or after receiving a
valid message 1 of the mesh group key handshake. The receive mesh GTKSA shall be deleted when the
lifetime expires or a new receive mesh GTKSA is created with the same Key ID for the same MGTK source
mesh STA. See 14.6.1 (General).



The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK source
mesh STA MAC address in the mesh GTKSA shall not be the same as the Authenticator MAC address in the
GTKSA.



NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by
limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.11.5 (Mesh STA collocation) for
collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible.
Since Key ID 0 is reserved for individually addressed frame transmission, there are at most three available Key IDs
(only two if extended Key IDs for individually addressed frames are in use), and the different MGTKs would contend
for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would
incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as
dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per-MPDU Rx pseudo-code) for a
description of the procedure for receiving encrypted frames.)



The mesh GTKSA contains the following:
— MGTK
— MGTK source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)
— Group cipher suite selector 
— Lifetime
— Direction vector (whether this is a receive mesh GTKSA or transmit mesh GTKSA)
— Key Index



12.6.1.1.11 SMKSA



An SMKSA is the result of a successful SMK handshake by the initiator STA (described in 12.7.8 (PeerKey
handshake) and 12.11 (AP PeerKey support)). It is derived from parameters provided by the STAs and AP.
This security association is bidirectional between the initiator and the peer STA. In other words, both parties
use the information in the security association for both sending and receiving. The SMKSA is created as a
result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 12.11 (AP PeerKey support)).
The SMKSA is used to create the STKSA. The SMKSA consists of the following elements:



— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identifies the security association.
— BSSID
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An IGTKSA consists of the following elements: — Direction vector (whether the IGTK is used for transmit or receive) — Key ID — IGTK — Authenticator MAC address

12.6.1.1.10 Mesh GTKSA

The mesh GTKSA results from a successful AMPE or mesh group key handshake, and is unidirectional. In

an MBSS, each mesh STA defines its own “transmit mesh GTKSA,” which is used to encrypt its group

addressed transmissions. Also, each mesh STA stores a separate “receive mesh GTKSA” for each peer mesh

STA so that encrypted group addressed traffic received from the peer mesh STAs may be decrypted.

A transmit mesh GTKSA is created by a mesh STA after the SME has changed the mesh GTK (MGTK) and

the new MGTK has been sent to all peer mesh STAs. A receive mesh GTKSA is created by a mesh STA

after successfully completing the AMPE in which a wrapped MGTK has been received, or after receiving a

valid message 1 of the mesh group key handshake. The receive mesh GTKSA shall be deleted when the

lifetime expires or a new receive mesh GTKSA is created with the same Key ID for the same MGTK source

mesh STA. See 14.6.1 (General).

The MGTK and the GTK shall be independently selected from a uniform distribution. The MGTK source

mesh STA MAC address in the mesh GTKSA shall not be the same as the Authenticator MAC address in the

GTKSA.

NOTE—The use of a distinct Transmit MGTK and ESS GTK with identical transmit MAC addresses is precluded by

limitations on key rollover and reception by STAs in an infrastructure BSS (see 14.11.5 (Mesh STA collocation) for

collocated mesh STA rules). If the distinct MGTKs were to use different Key IDs, then rollover would be impossible.

Since Key ID 0 is reserved for individually addressed frame transmission, there are at most three available Key IDs

(only two if extended Key IDs for individually addressed frames are in use), and the different MGTKs would contend

for the single remaining Key ID upon rollover. If the distinct MGTKs were to use the same Key IDs, then STAs would

incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as

dot11RSNAStatsCCMPDecryptErrors) to continuously increment. (See 12.9.2.6 (Per-MPDU Rx pseudo-code) for a

description of the procedure for receiving encrypted frames.)

The mesh GTKSA contains the following:

— MGTK

— MGTK source mesh STA MAC address (mesh STA that uses this GTK to encrypt transmissions)

— Group cipher suite selector 

— Lifetime

— Direction vector (whether this is a receive mesh GTKSA or transmit mesh GTKSA)

— Key Index

12.6.1.1.11 SMKSA

An SMKSA is the result of a successful SMK handshake by the initiator STA (described in 12.7.8 (PeerKey

handshake) and 12.11 (AP PeerKey support)). It is derived from parameters provided by the STAs and AP.

This security association is bidirectional between the initiator and the peer STA. In other words, both parties

use the information in the security association for both sending and receiving. The SMKSA is created as a

result of a successful SMK handshake (see 12.7.8 (PeerKey handshake) and 12.11 (AP PeerKey support)).

The SMKSA is used to create the STKSA. The SMKSA consists of the following elements:

— SMKID, as defined in 12.7.8 (PeerKey handshake). The SMKID identifies the security association.

— BSSID
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The Mesh Peering Open frame shall be protected using AES-SIV as specified in 14.5.3 (Construction and
processing AES-SIV-protected mesh peering Management frames).



14.5.5.2.2 Processing Mesh Peering Open frames for AMPE



On receiving a Mesh Peering Open frame, the mesh STA shall verify the received frame. If AES-SIV returns
the symbol “FAIL” the OPN_RJCT event shall be invoked to the corresponding AMPE finite state machine
and the reason code “MESH-INVALID-GTK” is generated. Otherwise, processing continues.



The received frame shall be rejected if the security capability selection fails (see 14.5.2 (Security capabilities
selection)). The OPN_RJCT event shall be invoked to the corresponding AMPE finite state machine.



The peer mesh STA’s MGTK extracted from the Mesh Peering Open frame shall be added to the Receive
MGTK SA in which the peer’s MAC address equals the MGTK Source mesh STA MAC address.



If all operations succeed, the mesh STA shall proceed to process the Mesh Peering Open frame on basic
parameters as specified in 14.3.6.2 (Mesh Peering Open frame processing).



14.5.5.3 Mesh peering confirm for AMPE



14.5.5.3.1 Generating Mesh Peering Confirm frames for AMPE



In addition to contents for establishing a mesh peering as specified in 14.3.7.1 (Generating Mesh Peering
Confirm frames), the Mesh Peering Confirm frame, when used with the AMPE, shall contain the following:



— In the Mesh Peering Management element, the Mesh Peering Protocol Identifier shall be set to 1
“authenticated mesh peering exchange protocol.”



— The RSNE shall be the same as sent in the Mesh Peering Open frame.
— In the Authenticated Mesh Peering Exchange element:



— The Selected Pairwise Cipher Suite field shall be set to the cipher suite selector that indicates
the successfully selected pairwise cipher suite (specified in 14.5.2.1 (Instance Pairwise Cipher
Suite selection)).



— The Peer Nonce field shall be set to the nonce value chosen by the peer mesh STA as received
in the Local Nonce field in the Mesh Peering Open frame from the candidate peer mesh STA.



— The GTKdata field shall not be present.
— The rest of fields are set to the same values sent in the Mesh Peering Open frame.



The Mesh Peering Confirm frame shall be protected using AES-SIV as specified in 14.5.3 (Construction and
processing AES-SIV-protected mesh peering Management frames).



14.5.5.3.2 Processing Mesh Peering Confirm frames for AMPE



On receiving a Mesh Peering Confirm frame, the mesh STA shall verify the received frame. The received
frame shall be discarded if AES-SIV returns the symbol “FAIL.”



If AES-SIV returns plaintext, the following operations shall be performed in order:



a) The Selected Pairwise Cipher Suite is checked. If the security capability selection has been done and
the received value from Chosen Pairwise Cipher Suite field is not the same as the agreed pairwise
cipher suite, the STA shall reject the received frame and the CNF_RJCT event is invoked to the cor-
responding AMPE finite state machine with the failure reason code MESH-INVALID-SECURITY-
CAPABILITY.
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The Mesh Peering Open frame shall be protected using AES-SIV as specified in 14.5.3 (Construction and processing AES-SIV-protected mesh peering Management frames).

14.5.5.2.2 Processing Mesh Peering Open frames for AMPE

On receiving a Mesh Peering Open frame, the mesh STA shall verify the received frame. If AES-SIV returns

the symbol “FAIL” the OPN_RJCT event shall be invoked to the corresponding AMPE finite state machine

and the reason code “MESH-INVALID-GTK” is generated. Otherwise, processing continues.

The received frame shall be rejected if the security capability selection fails (see 14.5.2 (Security capabilities

selection)). The OPN_RJCT event shall be invoked to the corresponding AMPE finite state machine.

The peer mesh STA’s MGTK extracted from the Mesh Peering Open frame shall be added to the Receive

MGTK SA in which the peer’s MAC address equals the MGTK Source mesh STA MAC address.

If all operations succeed, the mesh STA shall proceed to process the Mesh Peering Open frame on basic

parameters as specified in 14.3.6.2 (Mesh Peering Open frame processing).

14.5.5.3 Mesh peering confirm for AMPE

14.5.5.3.1 Generating Mesh Peering Confirm frames for AMPE

In addition to contents for establishing a mesh peering as specified in 14.3.7.1 (Generating Mesh Peering

Confirm frames), the Mesh Peering Confirm frame, when used with the AMPE, shall contain the following:

— In the Mesh Peering Management element, the Mesh Peering Protocol Identifier shall be set to 1

“authenticated mesh peering exchange protocol.”

— The RSNE shall be the same as sent in the Mesh Peering Open frame.

— In the Authenticated Mesh Peering Exchange element:

— The Selected Pairwise Cipher Suite field shall be set to the cipher suite selector that indicates

the successfully selected pairwise cipher suite (specified in 14.5.2.1 (Instance Pairwise Cipher

Suite selection)).

— The Peer Nonce field shall be set to the nonce value chosen by the peer mesh STA as received

in the Local Nonce field in the Mesh Peering Open frame from the candidate peer mesh STA.

— The GTKdata field shall not be present.

— The rest of fields are set to the same values sent in the Mesh Peering Open frame.

The Mesh Peering Confirm frame shall be protected using AES-SIV as specified in 14.5.3 (Construction and

processing AES-SIV-protected mesh peering Management frames).

14.5.5.3.2 Processing Mesh Peering Confirm frames for AMPE

On receiving a Mesh Peering Confirm frame, the mesh STA shall verify the received frame. The received

frame shall be discarded if AES-SIV returns the symbol “FAIL.”

If AES-SIV returns plaintext, the following operations shall be performed in order:

a) The Selected Pairwise Cipher Suite is checked. If the security capability selection has been done and

the received value from Chosen Pairwise Cipher Suite field is not the same as the agreed pairwise

cipher suite, the STA shall reject the received frame and the CNF_RJCT event is invoked to the cor-

responding AMPE finite state machine with the failure reason code MESH-INVALID-SECURITY-

CAPABILITY.
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AEK Å KDF-Hash-256(PMK, “AEK Derivation”, Selected AKM Suite || 
min(localMAC, peerMAC) || max(localMAC, peerMAC))



where 



KDF-Hash-256 is the key derivation function defined in 12.7.1.7.2 (Key derivation function (KDF)) using
the hash algorithm identified by the AKM suite selector (see Table 9-133 (AKM
suite selectors))



Selected AKM Suite is a four octet string formed by concatenating the OUI and suite type



The temporal key (MTK) shall be derived from the PMK by



MTK Å KDF-Hash-128(PMK, “Temporal Key Derivation”, min(localNonce, 
peerNonce) || max(localNonce, peerNonce) || min(localLinkID, 
peerLinkID) || max(localLinkID, peerLinkID) || Selected AKM Suite || 
min(localMAC, peerMAC) || max(localMAC, peerMAC))



where 



KDF-Hash-128 is the key derivation function defined in 12.7.1.7.2 (Key derivation function (KDF)) using
the hash algorithm identified by the AKM suite selector (see Table 9-133 (AKM suite
selectors))



Selected AKM Suite is a four octet string formed by concatenating the OUI and suite type
“min” and “max” operations for IEEE 802 addresses are with the address converted to a positive integer,



treating the first transmitted octet as the most significant octet of the integer as speci-
fied in 12.7.1.3 (Pairwise key hierarchy)



“min” and “max” operations for nonces are encoded as specified in 9.2.2 (Conventions)
“min” and “max” operations for LinkIDs select the minimum and maximum, respectively, of the two



unsigned integers.



The MTK is used to protect communications between two peer STAs. The local STA and peer STA derive an
MTK per peering instance and may rekey the MTK using AMPE.



14.6 Mesh group key handshake



14.6.1 General



The mesh group key handshake may be used by either mesh STA, after a secure mesh peering has been
established, to update the MGTK that it uses to protect group addressed MPDUs that it transmits to its peer
mesh STAs. 



The mesh STA may update its MGTK when a mesh peering is terminated.



To update the MGTK, the mesh STA shall execute the mesh group key handshake with each of its current
peer mesh STAs. The “MGTK source” is the mesh STA that is sending the MGTK to a peer mesh STA using
this protocol. A “MGTK recipient” is a mesh STA receiving the MGTK being sent by the MGTK Source.



The mesh group key handshake shall include the following two messages:



— Message 1: Mesh Group Key Inform frame
— Message 2: Mesh Group Key Acknowledge frame
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AEK Å KDF-Hash-256(PMK, “AEK Derivation”, Selected AKM Suite || 
min(localMAC, peerMAC) || max(localMAC, peerMAC))



where 



where KDF-Hash-256 is the key derivation function defined in 12.7.1.7.2 (Key derivation function
(KDF)) using the hash algorithm defined identified by the AKM in suite selector
(see Table 9-133 (AKM suite selectors) to generate an AEK of length 256 bits.)



Selected AKM Suite is a four octet string formed by concatenating the OUI and suite type



The temporal key (MTK) shall be derived from the PMK by



MTK Å KDF-Hash-Length128(PMK, “Temporal Key Derivation”, min(localNonce, 
peerNonce) || max(localNonce, peerNonce) || min(localLinkID, 
peerLinkID) || max(localLinkID, peerLinkID) || Selected AKM Suite || 
min(localMAC, peerMAC) || max(localMAC, peerMAC))



where 



KDF-Hash-128 is the key derivation function defined in 12.7.1.7.2 (Key derivation function (KDF)) using
the hash algorithm identified by the AKM suite selector (see Table 9-133 (AKM suite
selectors))



Selected AKM Suite is a four octet string formed by concatenating the OUI and suite type
where KDF-Hash-Length is the key derivation function defined in 12.7.1.7.2 (Key derivation function



(KDF)) using the hash algorithm defined by the AKM in Table 9-132 (AKM suite
selectors) to generate an MTK of a specified length. Both CCMP and GCMP use
Length = 128. The “min” and “max” operations for IEEE 802 addresses are with the
address converted to a positive integer, treating the first transmitted octet as the most
significant octet of the integer as specified in 12.7.1.3 (Pairwise key hierarchy). The
“min” and “max” operations for nonces are encoded as specified in 9.2.2 (Conven-
tions). The “min” and “max” operations for LinkIDs select the minimum and maxi-
mum, respectively, of the two unsigned integers.



“min” and “max” operations for nonces are encoded as specified in 9.2.2 (Conventions)
“min” and “max” operations for LinkIDs select the minimum and maximum, respectively, of the two



unsigned integers.



The MTK is used to protect communications between two peer STAs. The local STA and peer STA derive an
MTK per peering instance and may rekey the MTK using AMPE.



14.6 Mesh group key handshake



14.6.1 General



The mesh group key handshake may be used by either mesh STA, after a secure mesh peering has been
established, to update the MGTK that it uses to protect group addressed MPDUs that it transmits to its peer
mesh STAs. 



The mesh STA may update its MGTK when a mesh peering is terminated.



To update the MGTK, the mesh STA shall execute the mesh group key handshake with each of its current
peer mesh STAs. The “MGTK source” is the mesh STA that is sending the MGTK to a peer mesh STA using
this protocol. A “MGTK recipient” is a mesh STA receiving the MGTK being sent by the MGTK Source.
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AEK Å KDF-Hash-256(PMK, “AEK Derivation”, Selected AKM Suite || 
min(localMAC, peerMAC) || max(localMAC, peerMAC))



where 



KDF-Hash-256 is the key derivation function defined in 12.7.1.7.2 (Key derivation function (KDF)) using
the hash algorithm identified by the AKM suite selector (see Table 9-133 (AKM
suite selectors))



Selected AKM Suite is a four octet string formed by concatenating the OUI and suite type



The temporal key (MTK) shall be derived from the PMK by



MTK Å KDF-Hash-128(PMK, “Temporal Key Derivation”, min(localNonce, 
peerNonce) || max(localNonce, peerNonce) || min(localLinkID, 
peerLinkID) || max(localLinkID, peerLinkID) || Selected AKM Suite || 
min(localMAC, peerMAC) || max(localMAC, peerMAC))



where 



KDF-Hash-128 is the key derivation function defined in 12.7.1.7.2 (Key derivation function (KDF)) using
the hash algorithm identified by the AKM suite selector (see Table 9-133 (AKM suite
selectors))



Selected AKM Suite is a four octet string formed by concatenating the OUI and suite type
“min” and “max” operations for IEEE 802 addresses are with the address converted to a positive integer,



treating the first transmitted octet as the most significant octet of the integer as speci-
fied in 12.7.1.3 (Pairwise key hierarchy)



“min” and “max” operations for nonces are encoded as specified in 9.2.2 (Conventions)
“min” and “max” operations for LinkIDs select the minimum and maximum, respectively, of the two



unsigned integers.



The MTK is used to protect communications between two peer STAs. The local STA and peer STA derive an
MTK per peering instance and may rekey the MTK using AMPE.



14.6 Mesh group key handshake



14.6.1 General



The mesh group key handshake may be used by either mesh STA, after a secure mesh peering has been
established, to update the MGTK that it uses to protect group addressed MPDUs that it transmits to its peer
mesh STAs. 



The mesh STA may update its MGTK when a mesh peering is terminated.



To update the MGTK, the mesh STA shall execute the mesh group key handshake with each of its current
peer mesh STAs. The “MGTK source” is the mesh STA that is sending the MGTK to a peer mesh STA using
this protocol. A “MGTK recipient” is a mesh STA receiving the MGTK being sent by the MGTK Source.



The mesh group key handshake shall include the following two messages:



— Message 1: Mesh Group Key Inform frame
— Message 2: Mesh Group Key Acknowledge frame
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The Supplicant shall maintain a separate key replay counter for sending EAPOL-Key request frames
to the Authenticator; the Authenticator also shall maintain a separate replay counter to filter received
EAPOL-Key request frames. 



NOTE—The key replay counter does not play any role beyond a performance optimization in the 4-way
handshake. In particular, replay protection is provided by selecting a never-before-used nonce value to
incorporate into the PTK. It does, however, play a useful role in the group key handshake.



e) Key Nonce. This field is 32 octets. It conveys the ANonce from the Authenticator and the SNonce
from the Supplicant. It may contain 0 if a nonce is not required to be sent.



f) EAPOL-Key IV. This field is 16 octets. It contains the IV used with the KEK. It shall contain 0
when an IV is not required. It should be initialized by taking the current value of the global key
counter (see 12.7.11 (RSNA Authenticator key management state machine)) and then incrementing
the counter. Note that only the lower 16 octets of the counter value are used.



g) Key RSC. This field is 8 octets in length. It contains the receive sequence counter (RSC) for the
GTK being installed. It is used in message 3 of the 4-way handshake and message 1 of the group key
handshake, where it is used to synchronize the IEEE Std 802.11 replay state. It may also be used in
the Michael MIC Failure Report frame, to report the TSC field value of the frame experiencing a
MIC failure. It shall contain 0 in other messages. The Key RSC field gives the current message
number for the GTK, to allow a STA to identify replayed MPDUs. If the Key RSC field value is less
than 8 octets in length, the remaining octets shall be set to 0. The least significant octet of the TSC or
PN should be in the first octet of the Key RSC field. The encoding of the Key RSC field is defined in
Table 12-5 (Key RSC field).



Table 12-4—Cipher suite key lengths



Cipher suite Key length 
(octets)



TK_bits 
(bits)



WEP-40 5 40



WEP-104 13 104



TKIP 32 256



CCMP 16 128



BIP 16 128



GCMP-128 16 128



GCMP-256 32 256



CCMP-256 32 256



BIP-GMAC-128 16 128



BIP-GMAC-256 32 256



BIP-CMAC-256 32 256



Table 12-5—Key RSC field



KeyRSC 0 KeyRSC 1 KeyRSC 2 KeyRSC 3 KeyRSC 4 KeyRSC 5 KeyRSC 6 KeyRSC 7



TSC0 TSC1 TSC2 TSC3 TSC4 TSC5 0 0



PN0 PN1 PN2 PN3 PN4 PN5 0 0










I E E E   P 8 0 2 . 1 1 - R E V m c /D6.0, June 2016

2 0 0 6

Copyright © 2016 IEE E .   A l l   r i g h t s   r e s e r v e d .

This is an unapproved IEEE Standards Dr a f t ,   s u b j e c t   t o   c h a n g e .

1

2

3

4

5

6

7

8

9

1 0

1 1

1 2

1 3

1 4

1 5

1 6

1 7

1 8

1 9

2 0

2 1

2 2

2 3

2 4

2 5

2 6

2 7

2 8

2 9

3 0

3 1

3 2

3 3

3 4

3 5

3 6

3 7

3 8

3 9

4 0

4 1

4 2

4 3

4 4

4 5

4 6

4 7

4 8

4 9

5 0

5 1

5 2

5 3

5 4

5 5

5 6

5 7

5 8

5 9

6 0

6 1

6 2

6 3

6 4

6 5

T h e   S u p p l i cant shall maintain a separate key replay counter for sending EAPOL- K e y   r e q u e s t   f r a m e s

t o   t h e   A u t h e

n

ticator; the Authenticator also shall maintain a separate replay coun t e r   t o   f i l t e r   r e c e i v e d

E A P O L - K ey request frames. 

N O T E — T h e key replay counter does not play any role beyond a performance opt

i

m i z a t i o n   i n   t h e   4 - w a y

h a n d s h a k e .   In particular, replay protection is provided by selecting a never-before- u s e d   n o n c e   v a l u e   t o

i n c o r p o r a t e   i nto the PTK. It does, however, play a useful role in the group key handshake .

e )

K e y   N o n c e

. This field is 32 octets. It conveys the ANonce from the Authentica t o r   a n d   t h e   S N o n c e

f r o m   t h e   S upplicant. It may contain 0 if a nonce is not required to be sent.

f )

E A P O L - K ey IV

. This field is 16 octets. It contains the IV used with the KEK .   I t   s h a l l   c o n t a i n   0

w h e n   a n   I V is not required. It should be initialized by taking the current va

l

u e   o f   t h e   g l o b a l   k e y

c o u n t e r   ( s e e 12.7.11 (RSNA Authenticator key management state machine)) and   t h e n   i n c r e m e n t i n g

t h e   c o u n t e r . Note that only the lower 16 octets of the counter value are used.

g )

K e y   R S C

.   This field is 8 octets in length. It contains the receive sequence cou n t e r   ( R S C )   f o r   t h e

G T K   b e i n g  installed. It is used in message 3 of the 4-way handshake and message 1   o f   t h e   g r o u p   k e y

h a n d s h a k e ,  

w

here it is used to synchronize the IEEE Std 802.11 replay state. It m a y   a l s o   b e   u s e d   i n

t h e   M i c h a e l MIC Failure Report frame, to report the TSC field value of the fra m e   e x p e r i e n c i n g   a

M I C   f a i l u r e.

 

It shall contain 0 in other messages. The Key RSC field gives th e   c u r r e n t   m e s s a g e

n u m b e r   f o r  the GTK, to allow a STA to identify replayed MPDUs. If the Key RS C   f i e l d   v a l u e   i s   l e s s

t h a n   8   o c t e t s in length, the remaining octets shall be set to 0. The least significant   o c t e t   o f   t h e   T S C   o r

P N   s h o u l d   be in the first octet of the Key RSC field. The encoding of the Key RS C   f i e l d   i s   d e f i n e d   i n

T a b l e 1 2 - 5   (Key RSC field).

Table 12-4—Cipher suite key lengths

Cipher suite

Key length 

(octets)

TK_bits 

(bits)

WEP-40 5 40

WEP-104 13 104

TKIP 32 256

CCMP 16 128

BIP 16 128

GCMP-128 16 128

GCMP-256 32 256

CCMP-256 32 256

BIP-GMAC-128 16 128

BIP-GMAC-256 32 256

BIP-CMAC-256 32 256

Table 12-5—Key RSC field

K e y R S C   0 K e y RSC 1 KeyRSC 2 KeyRSC 3 KeyRSC 4 KeyRSC 5 KeyRS C   6 K e y R S C   7

T S C 0 T SC1 TSC2 TSC3 TSC4 TSC5 0 0

P N 0 P N1 PN2 PN3 PN4 PN5 0 0
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An AP may transmit an SPP A-MSDU for a GCR group address if it has successfully negotiated RSNA
(re)associations with all associated STAs that have an active GCR agreement for this group address.



11.20 Public Action frame addressing



A STA that is a member of a BSS that transmits a Public Action frame with an individual value in the
Address 1 field corresponding to a STA that is not a member of the same BSS as the transmitting STA shall
set the BSSID field of the frame to the wildcard BSSID value.



A STA that is a member of a BSS that transmits a Public Action frame to a group address shall set the
BSSID field of the frame to the wildcard BSSID value or to the transmitting STA’s BSSID value.



A STA that is a member of a BSS that transmits a Public Action frame with an individual value in the
Address 1 field corresponding to a STA that is a member of the same BSS as the transmitting STA shall set
the BSSID field of the frame to the transmitting STA’s BSSID value.



Table 11-12—A-MSDU STA behavior for RSN associations



STA1 state STA2 state



STA1 action with respect to STA2SPP
A-MSDU 
capable



SPP
A-MSDU 
required



SPP
A-MSDU 
capable



SPP
A-MSDU 
required



0 0 X 0 May transmit PP A-MSDU.
Shall not transmit SPP A-MSDU.
Shall receive PP A-MSDU.
Received SPP A-MSDU MIC fails.



0 0 X 1 Shall not transmit PP A-MSDU.
Shall not transmit SPP A-MSDU.
Shall discard received (PP and SPP) A-MSDU.



0 1 X X Shall not transmit PP A-MSDU.
Shall not transmit SPP A-MSDU.
Shall discard received (PP and SPP) A-MSDU.



1 0 0 0 May transmit PP A-MSDU.
Shall not transmit SPP A-MSDU.
Shall receive PP A-MSDU.
Received SPP A-MSDU MIC fails.



1 0 0 1 Shall not transmit PP A-MSDU.
Shall not transmit SPP A-MSDU.
Shall discard received (PP and SPP) A-MSDU.



1 X 1 X Shall not transmit PP A-MSDU.
May transmit SPP A-MSDU.
Received PP A-MSDU MIC fails.
Shall receive SPP A-MSDU.



1 1 0 X Shall not transmit PP A-MSDU.
Shall not transmit SPP A-MSDU.
Shall discard received (PP and SPP) A-MSDU.



NOTE—X = Not significant.
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An AP may transmit an SPP A-MSDU for a GCR group address if it has successfully negotiated RSNA (re)associations with all associated STAs that have an active GCR agreement for this group address.

11.20 Public Action frame addressing

A STA that is a member of a BSS that transmits a Public Action frame with an individual value in the

Address 1 field corresponding to a STA that is not a member of the same BSS as the transmitting STA shall

set the BSSID field of the frame to the wildcard BSSID value.

A STA that is a member of a BSS that transmits a Public Action frame to a group address shall set the

BSSID field of the frame to the wildcard BSSID value or to the transmitting STA’s BSSID value.

A STA that is a member of a BSS that transmits a Public Action frame with an individual value in the

Address 1 field corresponding to a STA that is a member of the same BSS as the transmitting STA shall set

the BSSID field of the frame to the transmitting STA’s BSSID value.

Table 11-12—A-MSDU STA behavior for RSN associations STA1 state STA2 state STA1 action with respect to STA2 SPP A-MSDU  capable SPP A-MSDU  required SPP A-MSDU  capable SPP A-MSDU  required 0 0 X 0 May transmit PP A-MSDU. Shall not transmit SPP A-MSDU. Shall receive PP A-MSDU. Received SPP A-MSDU MIC fails. 0 0 X 1 Shall not transmit PP A-MSDU. Shall not transmit SPP A-MSDU. Shall discard received (PP and SPP) A-MSDU. 0 1 X X Shall not transmit PP A-MSDU. Shall not transmit SPP A-MSDU. Shall discard received (PP and SPP) A-MSDU. 1 0 0 0 May transmit PP A-MSDU. Shall not transmit SPP A-MSDU. Shall receive PP A-MSDU. Received SPP A-MSDU MIC fails. 1 0 0 1 Shall not transmit PP A-MSDU. Shall not transmit SPP A-MSDU. Shall discard received (PP and SPP) A-MSDU. 1 X 1 X Shall not transmit PP A-MSDU. May transmit SPP A-MSDU. Received PP A-MSDU MIC fails. Shall receive SPP A-MSDU. 1 1 0 X Shall not transmit PP A-MSDU. Shall not transmit SPP A-MSDU. Shall discard received (PP and SPP) A-MSDU. NOTE—X = Not significant.
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A STA that is not a member of a BSS that transmits a Public Action frame shall set the BSSID field of the
frame to the wildcard BSSID value.



11.21 STAs communicating Data frames outside the context of a BSS



When dot11OCBActivated is true in a STA:
a) Synchronization, authentication, association, and frame classes as defined in 11.1 (Synchronization)



and 11.3 (STA authentication and association) are not used. Data confidentiality as defined in
Clause 12 (Security) is not used. The STA may send Action frames and, if the STA maintains a TSF
Timer, Timing Advertisement frames.



b) The STA may send Control frames, except those of subtype PS-Poll, CF-End, and CF-End +CF-
Ack.



c) The STA may send Data frames of subtype Data, Null, QoS Data, and QoS Null.
d) The STA shall set the BSSID field in all Management and Data frames to the wildcard BSSID value.



A STA with dot11OCBActivated equal to true shall not join or start a BSS.



Whenever MAC sublayer and PHY parameters are changed in a STA in which dot11OCBActivated is true,
MAC sublayer and PHY operation shall resume with the appropriate MIB attributes in less than 2 TU.



A STA shall use information from the CF Parameter Set element of all received Beacon frames, without
regard for the BSSID, to update its NAV as specified in 10.4.3.3 (NAV operation during the CFP).



11.22 Timing Advertisement



11.22.1 Introduction



A STA that sends a Timing Advertisement frame shall maintain a TSF Timer in order to set the Timestamp
field in this frame. When a STA transmits the Timing Advertisement, Probe Response, or Beacon frame, the
Timestamp shall be set to the value of the STA’s TSF timer at the time that the data symbol containing the
first bit of the Timestamp is transmitted to the PHY plus the transmitting STA’s delays through its local
PHY from the MAC-PHY interface to its interface with the WM (e.g., antenna). 



A STA may advertise a time standard by transmitting a Timing Advertisement element in one of the
following frames: Timing Advertisement, Probe Response, or Beacon. As defined in 9.4.2.61 (Time
Advertisement element) the Time Advertisement element contains two estimates. The Time Value field
contains an estimate of the difference between a time standard and the timestamp included in the same
frame. The Time Error field contains an estimate of the standard deviation of the error in the estimate in the
Time Value field. The time standard might be derived from an external time source. A STA with an external
time source might implement an estimator in a variety of ways, which are beyond the scope of this standard. 



11.22.2 Timing advertisement frame procedures



The SME provides the Time Advertisement element to the MLME when it requests the MLME to send a
Timing Advertisement frame. When a Timing Advertisement frame is received by a STA, its MLME reports
the Timestamp, Local Time, Time Advertisement element, and estimates of propagation delay to the SME.
For a STA that maintains a TSF Timer and receives a Timing Advertisement frame, Local Time is the value
of the STA’s TSF timer at the start of reception of the first octet of the Timestamp field of the frame.
Otherwise, the Local Time is unspecified. The receiving STA’s SME might use the Timestamp, Local Time,
and Time Advertisement element to align its estimate of the time standard to the transmitting STA’s estimate
of the corresponding time standard. 
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A STA that is not a member of a BSS that transmits a Public Action frame shall set the BSSID field of the

frame to the wildcard BSSID value.

11.21 STAs communicating Data frames outside the context of a BSS

When dot11OCBActivated is true in a STA:

a) Synchronization, authentication, association, and frame classes as defined in 11.1 (Synchronization)

and 11.3 (STA authentication and association) are not used. Data confidentiality as defined in

Clause12 (Security) is not used. The STA may send Action frames and, if the STA maintains a TSF

Timer, Timing Advertisement frames.

b) The STA may send Control frames, except those of subtype PS-Poll, CF-End, and CF-End +CF-

Ack.

c) The STA may send Data frames of subtype Data, Null, QoS Data, and QoS Null.

d) The STA shall set the BSSID field in all Management and Data frames to the wildcard BSSID value.

A STA with dot11OCBActivated equal to true shall not join or start a BSS.

Whenever MAC sublayer and PHY parameters are changed in a STA in which dot11OCBActivated is true,

MAC sublayer and PHY operation shall resume with the appropriate MIB attributes in less than 2 TU.

A STA shall use information from the CF Parameter Set element of all received Beacon frames, without

regard for the BSSID, to update its NAV as specified in 10.4.3.3 (NAV operation during the CFP).

11.22 Timing Advertisement

11.22.1 Introduction

A STA that sends a Timing Advertisement frame shall maintain a TSF Timer in order to set the Timestamp

field in this frame. When a STA transmits the Timing Advertisement, Probe Response, or Beacon frame, the

Timestamp shall be set to the value of the STA’s TSF timer at the time that the data symbol containing the

first bit of the Timestamp is transmitted to the PHY plus the transmitting STA’s delays through its local

PHY from the MAC-PHY interface to its interface with the WM (e.g., antenna). 

A STA may advertise a time standard by transmitting a Timing Advertisement element in one of the

following frames: Timing Advertisement, Probe Response, or Beacon. As defined in 9.4.2.61 (Time

Advertisement element) the Time Advertisement element contains two estimates. The Time Value field

contains an estimate of the difference between a time standard and the timestamp included in the same

frame. The Time Error field contains an estimate of the standard deviation of the error in the estimate in the

Time Value field. The time standard might be derived from an external time source. A STA with an external

time source might implement an estimator in a variety of ways, which are beyond the scope of this standard. 

11.22.2 Timing advertisement frame procedures

The SME provides the Time Advertisement element to the MLME when it requests the MLME to send a

Timing Advertisement frame. When a Timing Advertisement frame is received by a STA, its MLME reports

the Timestamp, Local Time, Time Advertisement element, and estimates of propagation delay to the SME.

For a STA that maintains a TSF Timer and receives a Timing Advertisement frame, Local Time is the value

of the STA’s TSF timer at the start of reception of the first octet of the Timestamp field of the frame.

Otherwise, the Local Time is unspecified. The receiving STA’s SME might use the Timestamp, Local Time,

and Time Advertisement element to align its estimate of the time standard to the transmitting STA’s estimate

of the corresponding time standard. 
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6.3.19.1.3 When generated



This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.



6.3.19.1.4 Effect of receipt



Receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-
SETPROTECTION.request primitive:



— The MAC uses the key information (as defined by the Key and Length elements) for the
transmission of subsequent frames to which the key applies (as defined by the Key Type, Key ID
and Address elements).



— The MAC installs the key with the associated Key ID such that received frames of the appropriate
type and containing the matching Key ID are processed using that key and its associated state
information.



6.3.20 DeleteKeys



6.3.20.1 MLME-DELETEKEYS.request



6.3.20.1.1 Function



This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and
thus disabled for use. 



6.3.20.1.2 Semantics of the service primitive



The primitive parameter is as follows:
MLME-DELETEKEYS.request(



Key ID Integer 0–3 shall be used 
with WEP, TKIP, 
CCMP, and 
GCMP; 
4–5 with BIP; and 
6–4095 are 
reserved



Key identifier



Key Type Integer Group, Pairwise, 
PeerKey, IGTK



Defines whether this key is a group key, 
pairwise key, PeerKey, or Integrity Group 
key.



Address MACAddress Any valid 
individual MAC 
address



This parameter is valid only when the Key 
Type value is Pairwise, when the Key Type 
value is Group and the STA is in IBSS, or 
when the Key Type value is PeerKey.



Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized
Is Authenticator Boolean true, false Indicates whether the key is configured by 



the Authenticator or Supplicant. The value 
true indicates Authenticator. 



Cipher Suite Selector 4 octets As defined in 
9.4.2.25 (RSNE)



The cipher suite required for this 
association.



Name Type Valid range Description
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6.3.19.1.3 When generated

This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.

6.3.19.1.4 Effect of receipt

Receipt of this primitive causes the MAC to apply the keys as follows, subject to the MLME-

SETPROTECTION.request primitive:

— The MAC uses the key information (as defined by the Key and Length elements) for the

transmission of subsequent frames to which the key applies (as defined by the Key Type, Key ID

and Address elements).

— The MAC installs the key with the associated Key ID such that received frames of the appropriate

type and containing the matching Key ID are processed using that key and its associated state

information.

6.3.20 DeleteKeys

6.3.20.1 MLME-DELETEKEYS.request

6.3.20.1.1 Function

This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and

thus disabled for use. 

6.3.20.1.2 Semantics of the service primitive

The primitive parameter is as follows:

MLME-DELETEKEYS.request(

Key ID Integer 0–3 shall be used  with WEP, TKIP,  CCMP, and  GCMP;  4–5 with BIP; and  6–4095 are  reserved Key identifier Key Type Integer Group, Pairwise,  PeerKey, IGTK Defines whether this key is a group key,  pairwise key, PeerKey, or Integrity Group  key. Address MACAddress Any valid  individual MAC  address This parameter is valid only when the Key  Type value is Pairwise, when the Key Type  value is Group and the STA is in IBSS, or  when the Key Type value is PeerKey. Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized Is Authenticator Boolean true, false Indicates whether the key is configured by  the Authenticator or Supplicant. The value  true indicates Authenticator. 

Cipher Suite Selector 4 octets As defined in 

9.4.2.25 (RSNE)

The cipher suite required for this 

association.

Name Type Valid range Description


