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10.45.3.1 Higher layer protocol encapsulation
The FILS HLP Container element (8.4.2.180 (FILS HLP Container element)) is used for encapsulating higher layer protocol (HLP) packets.

If a non-AP STA uses higher layer protocol encapsulation, the non-AP STA constructs the FILS HLP Container elements. The non-AP STA may put multiple FILS HLP Container elements into a (Re)Association Request frame as long as they fit in MMPDU size limit. If the size of the (Re)Association Request frame exceeds MMPDU maximum  size, the non-AP STA shall remove some FILS HLP Container elements from the (Re)Association Request frame and send the HLP packets as Data frames after association.[CID7400] When the non-AP STA transmits multiple HLP packets in an (Re)Association Request frame, the non-AP STA shall construct a FILS HLP Container element for each HLP packet. Then the non-AP STA transmits (Re)Association/Reassociation Request including all of the FILS HLP Container elements. The HLP packet in the FILS HLP Container element can contain any MSDU format defined in 5.1.4 9 (MSDU format). The FILS HLP Container element may be fragmented as described in 9.42 (Element fragmentation) if required. The encapsulation procedure is:

1) The non-AP STA fills FILS HLP Container element(s) with the destination MAC address, the source MAC address of the HLP packet and the HLP packet in MSDU format (see 5.1.4 (MSDU format)). The source MAC address shall be the MAC address of the non-AP STA.
2) The non-AP STA includes the FILS HLP Container element(s) into the (Re)Association Request frame.

If the AP receives (Re)Association Request frame including FILS HLP Container element(s), the AP decapsulates the HLP packet(s) but shall not transfer the HLP packet(s) until the key confirmation (see 11.11.2.4 (Key confirmation with FILS authentication)) is successfully completed. After successful key confirmation, the AP forwards the HLP packet(s) to the upstream network or BSS according to the destination MAC address of the HLP packet(s). The order of forwarding the HLP packets shall be same as the order of the FILS HLP Container elements in the (Re)Association Request frame. If the key confirmation fails, the AP discards the HLP packet(s). The AP may filter HLP packets based on rules that are out of scope for this standard.[CID7264] The packet decapsulation procedure for each FILS HLP Container element is: 4[CID7395]
1) The AP extracts the destination MAC address, the source MAC address and the HLP packet from the FILS HLP Container element;

2) The AP verifies that the extracted source MAC address is equal to the source MAC address of the (Re)Association frame. If these are different, the AP shall discard the FILS HLP Container element;

3) The AP constructs the frame in appropriate format to deliver the HLP packet to the upstream network or BSS by using the extracted the destination MAC address, the source MAC address and the HLP packet.
The AP may filter group addressed Data frames based on rules that are out of scope for this standard. The AP should wait to transmit (Re)Association Response until dot11HLPWaitTime elapsed after receiving (Re)Association Request. [CID7074]If, before it transmits an (Re)Association Response frame, the AP receives one or more HLP packets from the upstream network or BSS that have the non-AP STA’s MAC address or a group address as the destination address, the AP should transmit each HLP packet in a different FILS HLP Container element in the (Re)Association Response frame. The order of the FILS HLP Container elements in the (Re)Association Response frame is same as the order of receiving the HLP packets. The AP may filter group addressed Data frames HLP packets[CID7264] based on rules that are out of scope for this standard. If the AP receives HLP packets for the non-AP STA after transmitting (Re)Association Response, the AP transmits the HLP packets as Data frames without encapsulation[CID7076]. The packet encapsulation procedure for each FILS HLP Container element is:
1) The AP fills the FILS HLP Container element with the destination MAC address, the source MAC address and the HLP MSDU field packet. The source MAC address shall be the source MAC address of the received HLP packet. The destination MAC address shall be the destination MAC address of the received HLP packet. It is the MAC address of the non-AP STA or a group address; The HLP packet shall be in MSDU format (see 5.1.4 (MSDU format)).
2) The AP includes the FILS HLP Container elements into the (Re)Association Response frame.

If, before it transmits an (Re)Association Response frame, the AP does not receive any HLP packets from the upstream network or BSS that have the non-AP STA's MAC address or a group address as the destination address, the AP does shall[CID7107] not transmit any FILS HLP Container elements in the (Re)Association Response frame. The status code in the (Re)Association Response frame is not affected by the presence or absence of a FILS HLP Container element.
If the non-AP STA receives (Re)Association Response frame with one or more FILS HLP Container elements, the non-AP STA decapsulates the HLP packet(s) but shall not generate MA-UNITDATA.indication primitives for any HLP packet(s) until key confirmation is successfully completed. After successful key confirmation, the non-AP STA shall generate an MA-UNITDATA.indication primitive for each HLP packet. The order of generating MA-UNITDATA.indicate primitive of  the HLP packets shall be same as the order of the FILS HLP Container elements in the (Re)Association Response frame. If the key confirmation fails, the non-AP STA shall discard the HLP packet(s). The packet decapsulation procedure for each FILS HLP Container element is:

1) The non-AP STA extracts the destination MAC address, source MAC address and the HLP packet;
2) The non-AP STA shall verify that the extracted destination MAC address is equal to the MAC address of the non-AP STA or group addresses. If the destination MAC address is not for the non-AP STA, the non-AP STA shall discard the FILS HLP Container element.
3) The non-AP STA shall generate an MA-UNITDATA.indication primitive with the following parameters.[CID7315]
· source address:

The extracted source MAC address

· destination address:
The extracted destination MAC address
· routing information:
Null

· data:


The extracted HLP packet

· reception status:

Success

· priority:

non-QoS

· service class:

non-QoS

For example, this mechanism can be used for IP address configuration. If the network uses DHCPv4/v6, the FILS HLP Container element can carry DHCPv4/v6 packets. If the network uses IPv6 stateless address autoconfiguration, it can carry RS/RA packets.
Abstract


This document is a proposed resolution normative text to change FILS HLP Container element format.
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