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3. Definitions, acronyms and abbreviations
3.1 Definitions
Insert new definitions retaining alphabetic order as follows:
Pre-Association Discovery Protocol (PADP): A protocol to enable the discovery of service information for a pre-associated STA

Service Identifier (SPI): Short identifier (48 bits) of either a hash value (unique service identifier) or a number, which identifies a service.
Upper Layer Protocol (ULP): An protocol which operates at a higher OSI layer than the MAC layer of IEEE 802.11
Unique Service Identifier (USID): A type of UUID which globally uniquely identifies a service.
4.5.9 Interworking with external networks
Change text as follows:

The interworking service allows non-AP STAs to access services provided by an external network according to the subscription or other characteristics of that external network. An IEEE 802.11 non-AP STA may have a subscription relationship with an external network, e.g., with an SSPN.

An overview of the interworking functions addressed in this standard is provided below:

— Network discovery and selection

— Discovery of suitable networks through the advertisement of access network type, roaming

consortium and venue information, via management frames
— Selection of a suitable IEEE 802.11 infrastructure using advertisement services (e.g., Access Network Query Protocol (ANQP) or an IEEE 802.21 Information Server) in the BSS or in an external network reachable via the BSS. 
— Selection of an SSPN or external network with its corresponding IEEE 802.11 infrastructure

— Pre-Association Discovery

— Discovery of services offered by an infrastructure network in prior to association.

— Emergency services

— Emergency Call and Network Alert support at the link level

— QoS Map distribution

— SSPN interface service between the AP and the SSPN

<TBD – add the PAD element to the Beacon and Probe Response management frames>
8.4.2.1 General
Insert the following row (ignoring the header row) in Table 8-1 after <preceding amendment  last entry> 
	
	
	Table 8-54 – Element IDs

	Element
	Element ID
	Length of indicated element (in octets)
	Extensible

	Pre-association Discovery Protocol Capabilies (see 8.5.2.122a)
	<ANA>
	<TBD>
	


8.4.2.95 Advertisement Protocol element

Insert the following row (ignoring the header row) in Table 8-175 after Registered location query protocol (RLQP):

	Table 8-175 - Advertisement protocol ID definitions

	Name
	Value

	Pre-association Disccovery Protocol
	<ANA>


Insert dashed list text after Registered location query protocol (RLQP) as follows:

—The Pre-association Discovery Protocol supports service information retrieval. PADP is a protocol used by a requesting STA to query another STA (i.e., the receiving STA can respond to queries with and without proxying the query to a server in an external network). See 10.24 (WLAN interworking with external networks procedures) for information on PADP procedures.
Need some text to explain the two stage process:

1) PAD capability advertisment, typically from an AP to a non-AP STA

2) PADP request/response, typically from a non-AP STA to an AP for a more detailed service discovery query.

Insert the following new subclause after <TBD> at the end of 8.4.2.
8.4.2.122a Pre-association Discovery Capabilities
The PAD Capabilities element contains information identifying Service Types and ULPs that are supported by a STA.  The PAD Capabilities element is transmitted in beacons and probe responses.
	
	Element ID
	Length
	Service Type mask
	PADP

ID
	ULP List count (optional)
	ULP ID#1

(optional)
	…
	ULP ID#n

(optional)

	Octets
	1
	1
	1
	1
	1
	1
	
	1


Figure 8-401aq – PADP Capabilities element format

The Element ID field is set to the value given in Table 8-54 [this table requires a new value adding to it].
The value of the Length field is 2 plus the number of optional ULP ID elements
The Service Type mask is a 1 octet bit mask, indicating the Service Types which are supported by an AP.  The format of the mask is shown in Figure 8-402aq.
	
	Peripheral
	WEB Service
	Streaming

Multimedia
	Interactive

Multimedia
	Location Based Services
	Reserved

	Bit:
	0
	1
	2
	3
	4
	5-7


Figure 8-402aq – Service Type mask format

The PADP identifier (ID) field indicates the PADP supported by an AP.  The PADP ID is one of the following 

Table 8-401aq – PADP Identifiers
	PADP
	ULP ID

	PAD request/response using a Service Identifier Hash
	0

	PAD request/response using  Service Identifier Number
	1

	Encapsulated ULP
	2

	PAD request/reponse using JSON
	3

	Reserved
	4-220

	Vendor Specific
	221

	Reserved 
	222-255


The ULP List length field is a 1 octet field indicating the length of the UPL ID sub-elements.

The ULP ID field is a 1 octet field indicating a value of a ULP that is supported by the AP.  A suggested mapping of ULP ID is shown in Table 8-402aq:
Table 8-402aq – Upper Layer Protocol Mappings

	ULP name
	ULP Abbreviation
	ULP ID

	List of available ULPs
	-
	0

	DNS Service Discovery, part of Apple’s Bonjour technology
	DNS-SD, Bonjour
	1

	Service Location Protocol
	SLP
	2

	Simple Service Discovery Protocol as used in Universal Plug and Play
	SSDP, UpnP
	3

	Universal Description Discovery and Integration for web services
	UDDI
	4

	Jini for Java objects.
	JINI
	5

	Bluetooth Service Discovery Protocol
	SDP
	6

	Salutation
	Salutation
	7

	XMPP Service Discovery
	XEP-0030
	8

	Web Services Dynamic Discovery
	WS-Discovery
	9

	multicast DHCP
	MDHCP
	10

	Internet Storage Name Service
	iSNS
	11

	Web Proxy Autodiscovery Protocol
	WPAD
	12

	Dynamic Host Configuration Protocol
	DHCP
	13

	eXtensible Resource Descriptor Sequence
	XRDS
	14

	e911 (Emergency Service)
	e911
	15

	Next Generation 911 (Emergency Service)
	NG911
	16

	Location Service
	Location
	17

	Reserved
	-
	18-255


Insert the following new subclause 8.4.6.

8.4.6 Pre-association Discovery Protocol elements

PADP provides a means to exchange service discovery information between STAs.  The elements support multiple service discovery protocols.
8.4.6.1 General

PADP-elements are defined to have a common format consisting of a 2-octet Info ID field, a 2-octet Length field, and a variable-length element-specific Information field. The PADP-element format is shown in Figure 8-403aq:
	
	Info ID
	Length
	PADP Protocol-specific Information

	Octets:
	2
	2
	variable


Figure 8-403aq – PADP-element format

Each PADP-element in 8.4.6 is assigned a value of 276. 
The Length field is a 2-octet field that indicates the number of octets in the Information field and is encoded following the conventions given in 8.2.2 (Conventions).
The PADP Protocol-Specific Information field is a variable length field that contains a specific PADP element definition.

8.4.6.2 PADP Request/Response using a Service Identifier Hash
The PADP Request/Response using a Service Identifier Hash (SIH) is a transaction-oriented protocol for exchanging Service Discovery information, which identifies services by using a hash as explained in Annex AQ1.  The hash is used both as a identifier within a service query request and also as a response identification of services that are available within the AP.
The PADP Protocol-Specfic Information fields are defined as follows:
8.4.6.2.1 Request PADP-element

The Request PADP-element is used to request service information between STAs using the PADP Request/Response protocol. The Request PADP-element is included in a GAS Query Request.

	
	Token
	SIH
	Service Type Mask

	Octets:
	1
	6
	1


Figure 8-404aq – Request PADP-element format
The token identifies a specific instance of the PADP request.
The Service Identifier Hash (SIH) field is an 6 octet version of a Unique Service Identifier (USID) for the service which is within the Request or Response PADP-element.  See Annex AQ1.2 for further information.
8.4.6.2.2 Response PADP-element

The Response PADP-element is used to provide service information between STAs using the GAS protocol in response to a Request PADP-element. The Response PADP-element is used in a GAS Query Response.

	
	Token
	Service Descriptor List Count
	SD#1

(optional)
	…
	SD#n

(optional)

	Octets:
	1
	1
	variable
	
	variable


Figure 8-405aq – Response PADP-element format
The Service Descriptor List Count is a 1 octet field indicating the number of Service Descriptor sub-elements in the Response PADP-element.

The format of the Service Descriptor sub-field is shown in Figure 8-406aq
	
	Length
	SIH
	Additional Attributes

Count
	Additional Attribute#1

(optional)
	…
	Additional Attribute #n

(optional)
	ULP

(optional)

	Octet:
	2
	6
	1
	4
	
	4
	1


Figure 8-406aq – Service Descriptor sub-field format
The Length field is a 1 octet field indicating the length of the Service Descriptor sub-field.

The SIH sub-field is described in section 8.4.6.2.1.
The Additional Attributes Count is a 1 octet field indicating the number of Additional Attribute sub-fields.

The Additional Attribute sub-field is a 4 octet field each of which contain additional information about the service identified by the SIH, for example, a service name string.
The ULP sub-field is an optional 1 octet field that identifies an ULP associated with the SIH and is defined in section 8.4.2.122a.
8.4.6.3 PAD Request/Response using Service Identifier Number
The PADP Request/Response using a Service Identifier Number (SIN) is a transaction-oriented protocol for exchanging Service Discovery information, which identifies services by using a number.  The number is used both as a identifier within a service query request and also as a response identification of services that are available within the AP.
The PADP Protocol-Specfic Information fields are defined as follows:
8.4.6.2.1 Request PADP-element

The Request element is used to request service information between STAs using the PADP Request/Response protocol. The Request PADP-element is included in a GAS Query Request.

	
	Token
	SIN
	Service Type Mask

	Octets:
	1
	6
	1


Figure 8-406aq – Request PADP-element format
The token identifies a specific instance of the PADP request.
The SIN sub-field is a 6 octet free form number of a service which is within the Request or Response PADP-element. See Annex AQ1.3 for further information. [this requires some more detail]
8.4.6.2.2 Response PADP-element

The Response PADP-element is used to provide service information between STAs using the GAS protocol in response to a Request PADP-element. The Response PADP-element is used in a GAS Query Response.

	
	Token
	Service Descriptor List Count
	SD#1

(optional)
	…
	SD#n

(optional)

	Octets:
	1
	1
	variable
	
	variable


Figure 8-407aq – Response PADP-element format
The Service Descriptor List Count is a 1 octet field indicating the number of Service Descriptor sub-elements in the Response PADP-element. 

The format of the Service Descriptor sub-field is shown in Figure 8-408aq

	
	Length
	SIN
	Additional Attributes

Count
	Additional Attribute#1

(optional)
	…
	Additional Attribute #n

(optional)
	ULP

(optional)

	Octet:
	2
	6
	1
	4
	
	4
	1


Figure 8-408aq – Service Descriptor sub-field format
The Length field is a 1 octet field indicating the length of the Service Descriptor sub-field.

The SIN sub-field is described in section 8.4.6.2.1
The Additional Attributes Count is a 1 octet field indicating the number of Additional Attribute sub-fields.

The Additional Attribute sub-field is a 4 octet field each of which contain additional information about the service identified by the SPI, for example, a service name string.
The ULP sub-field is a 1 octet field that identifies an ULP associated with the SPI and is defined in section 8.4.2.122a.

8.4.6.4 Encapsulation PADP-element
The Encapsulation element is used to exchange upper layer protocol (ULP) frames between STAs using the GAS protocol. The Encapsulation PADP-element is used as a transaction request included in a GAS Query Request or returned as a transaction response in the GAS Query Response.
	
	Length
	Token
	<TBD>

	Octets:
	2
	2
	variable


Figure 8-409aq – Encapsulation PADP-element format

The Length and Token fields are defined in 8.4.6.1 (General).
The format of the <TBD> sub-field is  <TBD>.
8.4.6.5 PAD Request/Response using JSON
The PADP request/response using JSON is a extensible protocol for exchanging service discovery information.
The PADP Protocol-Specfic Information fields are defined as follows:
8.4.6.5.1 Request PADP-element

The Request element is used to request service information between STAs using the PADP Request/Response protocol. The Request PADP-element is included in a GAS Query Request.

	
	Token
	JSON



	Octets:
	1
	


Figure 8-410aq – Request PADP-element format
8.4.6.5.2 Response PADP-element

The response PADP is used to carry the service discovery response message. The message is encoded in JSON format.
	
	Token
	JSON



	Octets:
	1
	


Figure 8-411aq – Response PADP-element format
10. MLME

10.24 WLAN interworking with external networks procedures

10.24.3 Interworking procedures: generic advertisement service (GAS)

Insert new subclause 10.24.3.4 after the end of 10.24.3.3 as follows:

10.24.3.4 Pre-Association Discovery Protocol (PADP) procedures 
When dot11PADActivated is true, a STA shall include a PADP Capabilities element in Beacon and Probe Response frames. 
<TBD> - text on how the PADP-elements are indicated by a STA

<TBD> - text on how the PADP-elements are interpreted by a non-AP STA.
When dot11PADActivated is true, a non-AP STA may use PADP to request information as defined in Table 8-175 (Advertisement protocol ID definitions) from a peer STA that has transmitted an Advertisement Protocol element indicating support for PADP (see 8.4.2.95 (Advertisement Protocol element)) in a Beacon or Probe Response frame. The receiving STA may respond to queries with or without proxying the query to a server in an external network. See Annex AQ2 for more information on use of a Proxy Entity

· <TBD> The PADP Capabilities element advertises service types as well as the PADP protocol supported by the STA.

· <TBD>The requesting STA shall use the protocol advertised  by the responding STA.

If information is not configured for a particular PADP-element, then a query for that element returns that element with no optional fields.
A STA may use PADP to exchange service information as defined in Table 8-190 from a peer STA.  PADP uses the Encapsulation PADP-element to transport a Service Identifier between STAs.

A STA that encounters an unknown or reserved PADP Info ID value in a GAS frame (see 8-210) received without error shall ignore that PADP Info ID and shall parse any remaining PADP Info IDs.
A STA that encounters an unknown vendor-specific PADP-element field or subfield in a GAS frame (see 8-210) received without error shall ignore that field or subfield respectively, and shall parse any remaining fields or subfields for additional information with recognizable field or subfield values.
10.24.3.4 PAD Request/Response  using Service Hash  procedures
<TBD> - Normative description of the protocol here.

10.24.3.4 PAD Request/Response  using Service Identifier Number  procedures
<TBD> - Normative description of the protocol here.
10.24.3.4 PAD Encapsulation Protcol  procedures
<TBD> - Normative description of the protocol here.
Annex C
(normative)
ASN.1 encoding of the MAC and PHY MIB

C.3 MIB Detail

Insert new MIB values as follows:

dot11PADImplemented OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-only


STATUS current


DESCRIPTION

"This is a capability variable. Its value is determined by device capabilities.

This attribute when true, indicates the STA is capable of pre-association discovery (PAD)

with external networks. A STA setting this to true implements PAD. When this is false, the STA 


does not implement PAD.


DEFVAL {false}

::= { dot11StationConfigEntry <tbd> }

dot11PADActivated OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION


"This is a control variable.

It is written by an external management entity or the SME. Changes take


effect as soon as practical in the implementation.

This attribute when true, indicates the capability of the STA to operate PAD

with external networks is enabled. The capability is disabled otherwise."


DEFVAL {false}

::= { dot11StationConfigEntry <tbd> }
Annex AQ1

(normative)
AQ1.1 Service Discovery 



AQ1.1 Unique Service Identifier (USPI)

<see https://mentor.ieee.org/802.11/dcn/13/11-13-0893-00-00aq-service-discovery-proposal.pptx>

· 128 bits long (16 octets) is large enough to be statistically unique (~3E+38)

· It is a type of “UUID”, a well defined construct in other standards.

AQ1.2. Service Identifier Hash (SPH)

Provides a convenient short identifier (e.g. 6 octets)

May not always be unique, there may be collisions. Collisions, however, can be very rare for well selected sizes and collision impact can be mitigated

Multiple SPIs can be created from the same Unique Service Identifier by taking different ranges for the truncation (e.g. First 6 octets, next 6 octets ...)  
AQ1.3. Service Identifier Number (SPN)

Provides a convenient short identifier (e.g. 6 octets)

May not always be unique, there may be collisions. Collisions, however, can be very rare for well selected sizes and collision impact can be mitigated.
Annex AQ2

(normative)
AQ2.1 Proxy Entity

<placeholder> for description of a service directory in the STA. This is required to pass information up to higher layer applications (e.g. a service ID hash) and for the PADP to work.

It is assumed that there is proxy function in the network that maintains a list of services. The upper layer protocols are not exposed to un-associated STAs. The proxy is used to encapsulate the service identifiers and exchange that information to the STA.

Therefore PADP is opaque to the service definition and is handled by the proxy and the end STA itself.
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