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Proposed Resolution:
Revised:

This is not an element, but a new parameter defined within Annex V.4 and should not have been referred to as an element. Therefore all occurances of the word “element” should be changed to “parameter” within Annex V.4 when referencing this item.

However, it turns out that the words “parameter” and “element” are used interchangeably within this clause and so some suggestion editorial corrections are presented below.  It is also suggested that the word “subelement” be replaced with “value”.
In addition, there are also many discrepancies with the use of capitals for the parameter names within Table V-4 and all of the text in V-4. Again suggested corrections are presented below.

Note: Figure V-2 is probably out of date, based on recent ARC work, but I’ve not addressed that in this submission.

V.4 Interworking and SSPN interface support
V.4.1 General

The interworking service architecture defines the scope of the SSPN interface. This interface is provided by the IEEE Std 802.11 MAC to support the interworking service. In an interworking scenario, the IEEE Std 802.11 infrastructure is operating in infrastructure mode.

Figure V-2 (Basic architecture of the interworking service) shows an example implementation of the control aspect of the Interworking Interface. As shown in the figure, the Interworking Interface consists of two parts: the generic SSPN Interface between the AP and the AAA Client; and the AAA Interface between the AAA Client and the corresponding AAA Server in the SSPN. Depending on the implementation the AAA Client can be collocated with the AP or stand alone serving as a proxy or translation agent between the SSPN Interface and AAA Interface. The AAA Interface serves as a transparent carrier of the SSPN interface.

The possible interactions over the SSPN interface are defined in 10.25.5 (Interworking procedures:

interactions with SSPN). The information transferred over the SSPN Interface is defined in V.4.2 (SSPN

interface parameters). This interface results in parameters being set in the dot11InterworkingTable MIB. The AP’s SME thereafter uses these parameters to permit or deny, as appropriate, services to non-AP STAs.
[image: image1.emf]
Figure V-2 – Basic architecture of the interworking service
V.4.2 SSPN interface parameters
The parameters for each associated non-AP STA defined in this clause cross the SSPN Interface, i.e.,

between AP and AAA Client as shown in Table V-4 (SSPN Interface information or permission parameters).
Table V-4—SSPN Interface information or permission parameters

	Information or permission name
	From AN to SSPN
	From SSPN to AN
	Per non-AP STA entry

	non-AP STA MAC
	+
	
	+

	non-AP STA User ID
	+
	+
	+

	non-AP STA Interworking Capability
	+
	
	+

	…
	
	
	

	non-AP STA State Information
	+
	
	+


The SSPN Interface parameters are stored in the AP with corresponding MIB attributes as defined in

Annex C, and are used by the Interworking Service Management function in the SME. The MIB variables

themselves, which are used by the AP SME, are read only.
V.4.2.1 non-AP STA MAC

This parameter is the MAC address of the non-AP STA accessing the interworking service through the AP. It can be 
requested by the external network, e.g., a 3GPP network, for fraud prevention. The non-AP STA MAC 
address is normally available through MLME-SAP, e.g., MLME-ASSOCIATE.indication, and should be 
forwarded by the AS to the AAA Server entity in the SSPN through the AAA Interface.

The following MIB attribute is used:

— dot11NonAPStationMacAddress

V.4.2.2 non-AP STA User ID

This parameter contains the subscriber information of the non-AP STA for the interworking service. It is

provided by the non-AP STA through the RSNA establishment process to the AAA Server; in turn, the AAA Server provides it back to the AP via the SSPN interface. It is in the form of an NAI, i.e., it contains both the user’s identity and its SSP information.

NOTE—The reason the AAA Server provides the user identity back to the AP is that some EAP methods use encrypted tunnels to maintain confidentiality of the user and thus the AP might not otherwise be able to learn the user’s identity.

The following MIB attribute is used:

— dot11NonAPStationUserIdentity

V.4.2.3 non-AP STA Interworking Capability

This parameter is derived from the non-AP STA’s Extended Capabilities element, which is included in

(Re)Association Request frames.The AP SME obtains this information from the MLME-SAP, e.g., MLMEASSOCIATE.indication. This information needs to be passed over the SSPN interface since the service authorization decisions can depend on the non-AP STA capabilities.

The following MIB attribute is used:

— 
dot11NonAPStationInterworkingCapability
V.4.2.4 Link Layer Encryption Method

This parameter indicates the link layer encryption method selected during the RSNA establishment process for protecting the unicast communication between the non-AP STA and the AP. The cipher suite format of this parameter is drawn from the RSNE defined in 8.4.2.24 (RSNE). The AP obtains this information about the STA via the MLME SAP.

In the interworking service, the SSPN also participates in the selection of the cipher suite selection, as

described in 10.25.5. Therefore, the link layer encryption method selected will meet or exceed the security requirement of the SSPN.

NOTE—In interworking, the SSPN can require visibility and configurability of the STA access.

With this information available to the SSPN, the operator would be able to have better control, e.g., barring access to IEEE Std 802.11 networks if null encryption is used. This is also related to the operator network’s configuration, e.g., if preauthentication should be supported.

The following MIB attribute is used:

— dot11NonAPStationCipherSuite
V.4.2.5 Authorized Priority

This parameter is used for admission control and user-priority policing at the AP. It is based on the

Infrastructure Authorization Information delivered from the SSPN during the AAA procedure. The

Authorized Priority specifies the authorized User Priorities that the non-AP STA is allowed to use during the Interworking access. It also specifies whether the non-AP STA can use HCCA.

For EDCA operation, the following MIB attribute is used:
— dot11NonAPStationAuthAccessCategories MIB attribute after mapping the priority according to

     Table 9-1 (UP-to-AC mappings) 
For HCCA operation, the following MIB attribute is used:

— 
dot11NonAPStationAuthHCCAHEMM
V.4.2.6 Authorized Maximum Rate

This parameter is used for admission control decisions or policing actions at the AP. It is based on the

Infrastructure Authorization Information delivered from the SSPN during the AAA procedure. For EDCA

operation, this parameter contains a list of four MaxRate values indicating the maximum rate allowed 
for each of the access categories. For HCCA operation, there is one MaxRate value. Each of the MaxRate values is an unsigned integer and in the unit of kilobits per second. An additional value provides the maximum rate at which a non-AP STA can source group addressed frames.

The following MIB attributes are used:

— dot11NonAPStationAuthMaxVoiceRate,

— dot11NonAPStationAuthMaxVideoRate,
— dot11NonAPStationAuthMaxBestEffortRate,

— dot11NonAPStationAuthMaxBackgroundRate,
— dot11NonAPStationAuthMaxHCCAHEMMRate,
— dot11NonAPStationAuthMaxSourceMulticastRate

V.4.2.7 Authorized Service Access Type

This parameter indicates the access type allowed for the non-AP STA based on the SSPN decision. The AP will use this information for authorization requests from the STA, e.g., allow or disallow direct link operation and group addressed services. The parameter uses TruthValues to indicate the service type authorized.

The following MIB attributes are used:

— dot11NonAPStationAuthDls is to authorize a non-AP STA to use DLS

— dot11NonAPStationAuthSinkMulticast is to authorize a non-AP STA to request group addressed

     stream(s) from the network

— dot11NonAPStationAuthMaxSourceMulticastRate is to authorize a non-AP STA to source group

     addressed stream(s) to toward the network.
V.4.2.8 Authorized Delay
This parameter is used for admission control decisions at the AP. It is based on the Infrastructure

Authorization Information delivered from the SSPN during the AAA procedure. This parameter is only used for HCCA operation, and contains one value. An AP should deliver frames to a non-AP STA within the time period specified in this attribute. Furthermore, when a non-AP STA requests admission control, the requested delay is only approved if it is equal to or greater than the value stored in the corresponding parameter. Each parameter is an unsigned integer that measures delay in units of microseconds.

The following MIB attribute is used:

— dot11NonAPStationAuthHCCAHEMMDelay
V.4.2.9 Authorized Service Access Information

This parameter contains the relevant information for the AP to enforce the authorized service access type

indicated in the Authorized Service Access Type parameter. 
The Authorized Service Access parameters provide the VLAN assignment (VLAN ID and VLAN Name) to which frames to or from the non-AP STA are bridged.
The following MIB attributes are used:

— 
dot11NonAPStationVLANId,
— dot11NonAPStationVLANName
V.4.2.10 non-AP STA Transmission Count
This parameter indicates the count of the data traffic transmitted to and received from a non-AP STA. Such information would be used by the on-line charging and accounting function, especially for the IEEE Std 802.11 WLAN local service, where the data traffic does not necessarily go through the SSPN network. In 
such cases, Layer 3 accounting/charging information is not reliable since addresses could be spoofed. Layer 2 would be a better place to collect such information since due to the cryptographic security association that exists between the non-AP STA and AP.

The following MIB attributes are used:

— 
dot11NonAPStationVoiceMSDUCount, 
— dot11NonAPStationVideoMSDUCount, 
— dot11NonAPStation
BestEffortMSDUCount, 
— dot11NonAPStationBackgroundMSDUCount, 
— dot11NonAPStationHCCAHEMMMSDUCount,

— dot11NonAPStationMulticastMSDUCount, 
— dot11NonAPStationVoiceOctetCount,

— dot11NonAPStationVideoOctetCount, 
— dot11NonAPStationBestEffortOctetCount, 
— dot11NonAPStation
BackgroundOctetCount, 
— dot11NonAPStationHCCAHEMMOctetCount, 
— dot11NonAPStationMulticast
OctetCount MIB attributes
V.4.2.11 non-AP STA Location Information

This parameter provides information about the STA’s location to the SSPN. It is required by the SSPN

applying location based service control. In the IEEE Std 802.11 network, the non-AP STA location is

approximated using the AP’s location information. This parameter includes two types of formats, Geospatial and Civic Location.
The following MIB attributes are used:

—

 dot11APGeospatialLocation,

— dot11APCivicLocation
V.4.2.12 non-AP STA State Information

This parameter indicates whether the power management mode of the non-AP STA is either Active or Power Saving.
The following MIB attributes are used:

— dot11NonAPStationPowerManagementMode
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