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Tuesday, July 15, 2014, 8:00 AM to 10:00 AM
Acting Chair, vice-chair, and Recording Secretary: Jim Lansford (CSR)
Call to order and agenda

Meeting called to order on Tuesday, July 15th, 2014 by Jim Lansford (acting chair) at 8:02 AM (Pacific Daylight Time).  The chair then reviewed the following topics from the agenda:

· The agenda is document number 11-14-0878r0
· The chair also noted the affiliation FAQ, anti-trust FAQ, ethics code, IEEE 802.11 policies and procedures, and IEEE 802 policies and procedures

· The chair covered the voting rules for WNG SC, being a standing committee

· The chair reminded attendees to record attendance
· No changes were made to the agenda, and it was approved by unanimous consent
· Approximately 155 people were in attendance

Approval of previous meeting minutes

· May 2014 meeting minutes (11-14-0654r1)

· The chair asked for corrections; none were required

· The chair requested approval by unanimous consent
· There was no objection from the standing committee, so the minutes are approved
Presentation: Security and Privacy Enhancements for 802.11 (https://mentor.ieee.org/802.11/dcn/14/11-14-0888-00-0wng-security-and-privacy-enhancements-for-802-11.pptx ) – Paul Lambert 

Q: Would an ephemeral MAC address cause problems with systems that use MAC addresses for identity, such as a hotspot?
A: Yes, this would have to be done in concert with people who use MAC addresses.  Note that Apple has recently started using “anonymous” MAC addresses for probe request and response.
Q: I agree that opt-out is not an adequate policy.  It’s clear that MAC addresses are used a lot, and that has both good and bad implications.

A: In the long run, we need to decouple addresses (IP, MAC) from your actual identity.  There are techniques being looked at that help decouple these.

Q: Aren’t there applications that require a static MAC address?  Can’t we finally start working on ways to start solving these problems?

A: Yes, changing MAC addresses could possibly overflow DHCP servers over time.  It’s clear we need to keep thinking about how to address these problems over time.

O: If you are writing applications that assume a static MAC address, then that’s a bad practice.  It’s not very robust.

Q: Could you elaborate on how to make peer-to-peer communications more robust?

A: This is a complicated problem; for example, IoT will be a highly diverse, distributed environment with lots of different vendors with different cloud services. A garage door opener that can be controlled by different apps from different vendors requires a more abstract concept of identity.
Q: As an operator, we have to try to keep track of identies as our customers move across our networks.  Can you comment?

A: Operators are going to have to change their idea of identity over time; today, identity is tied to an IP address, a MAC address and a username/password.  This will have to get more sophisticated over time, with identity consisting of a much richer collection of information, including location and biometrics.
Q: I agree with everything you said until your last slide; I don’t think we need any new tools but we aren’t using them effectively.  We could change MAC addresses every 5 minutes, for example.  The Apple technique of using an anonymous MAC address for probe request/response is another good example. Can you comment?

A: I didn’t include a call to action, but the intent was to get discussion going.  It’s certainly true that we have a lot of tools available, and we could use them better than we do now.  Changing MAC addresses every 5 minutes may cause more problems than it solves, but it’s certainly true that we need to get away from static MAC addresses as an identifier.
Q: I have a suggestion: To have further discussion, why not form a topic interest group, which is a standing committee?  It could turn into a study group, or remain as a forum for focused discussion.

A: I’ll talk to you (Dorothy Stanley) offline about that.
O: Location on earth can be determined with 64 bits.  Identity is independent of location but is complementary.  Location needs to be tied to identity.

Q: Don’t you think the user needs to play an active role in managing their identity?

A: I think we need more discussion about opt-out and capabilities; my talk mostly focused on protocols, but there are issues that are higher up, including technical, legal, business, etc.  For example, putting _NOMAP as the beginning of an SSID to tell Google not to map your AP isn’t a very good solution.
O: Changing MAC addresses can change interoperability, and that’s what standards are for.  We make assumptions today, and those assumptions can change over time.
O: I think this is about people having ownership of their personal information – their personal authority.  This discussion needs to start at a higher layer and then we look at how our lower layer techniques enable those higher layer policies.

O: (Chair’s wrapup) It’s clear that we need an articulation of upper layer policies that we need to enable in our lower layer protocols.  We also need to figure out if the tools we have today are adequate to implement those policies, or whether we need new protocols.  We need to make sure there is multi-vendor inperoperability for these new (and existing) protocols.  Some of this work could happen in a topic interest group (which could morph into a study group), and some could happen in the Wi-Fi Alliance (certification and recommended practice).  I’d invite additional presentations and proposals for the September WNG meeting to recommend specific next steps and a call to action.
Chair asked for any other topics for discussion. There was a question about unlicensed LTE, and the questioner was referred to the Regulatory Standing Committee meeting, where there will be a presentation and discussion.  The chair reminded the audience that if there are specific changes that will be required in the 802.11 protocols to accommodate unlicensed LTE, the WNG Standing Committee is an appropriate forum to discuss the impact of LTE-U on the 802.11 protocols and specfications.
Plans for September 2014
There will be a call for presentations for Athens (Greece) after the July 2014 meeting.
Adjournment

The meeting adjourned, without objection, at 9:20AM (Pacific Daylight Time)
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