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3. Definitions, acronyms, and abbreviations
3.1 Definitions

Remove the definition of “type length value (TLV)”:
3.3 Abbreviations and acronyms

Remove the abbreviation definition of “TLV”:
6. Layer Management

6.3 MLME SAP Interface

Change the clause 6.3.7 as following:
6.3.7 Associate

6.3.7.2 MLME-ASSOCIATE.request

6.3.7.2.2 Semantics of the service primitive

MLME-ASSOCIATE.request(


...


FILSHLPWrappedData,

FILSHLPContainer,

FILSIPAddressRequestData,

FILSIPAddressAssignment,

VendorSpecificInfo


)

	Name
	Type
	Valid range
	Description

	FILSHLPWrappedData

FILSHLPContainer
	sequence of TLVs

FILS HLP Container element
	As defined in 8.4.2.180.1 FILS HLP Wrapped Data

8.4.2.ai1 (FILS Secure Container element)
	An encapsulated data of higher layer packets protocol frames (e.g. DHCP message) that is transported in FILS association.

The parameter is optionally present only if dot11FILSActivated is true.

	FILSIPAddressRequestData

FILSIPAddressAssignment
	sequence of TLVs

FILS IP Address Assignment element
	As defined in 8.4.2.180.2 FILS IP address request TLV

8.4.2.ai2 (FILS IP Address Assignment element)
	An explicit request for an IP address. The request canmay be for a new IP address or a specified IP address. The parameter is optionally present only if dot11FILSActivated is true.


6.3.7.3 MLME-ASSOCIATE.confirm

6.3.7.3.2 Semantics of the service primitive

MLME-ASSOCIATE.confirm(


...


FILSHLPWrappedData,

FILSHLPContainer,

FILSIPAddressAssignmentData,


FILSDNSInformationData,


KeyDelivery,


VendorSpecificInfo


)

	Name
	Type
	Valid range
	Description

	FILSHLPWrapped-Data
FILSHLPContainer
	sequence of TLVs

FILS HLP Container element
	As defined in 8.4.2.180.1 FILS HLP Wrapped Data

8.4.2.ai1 (FILS Secure Container element)
	An encapsulated data of a higher layer packet protocol frames (e.g. DHCP message) that is transported in FILS association.

The parameter is optionally present only if dot11FILSActivated is true.

	FILSIPAddress-AssignmentData
	sequence of TLVs

FILS IP Address Assignment element
	As defined in 8.4.2.180.2 FILS IP address request TLV

8.4.2.ai2 (FILS IP Address Assignment element)
	Contains the IP address of a network layer entity associated with the STA. The parameter is optionally present only if dot11FILSActivated is true.

	FILSDNSInformation-Data
	sequence of TLVs
	As defined in 8.4.2.180.4 FILS DNS Information TLV
	Contains the DNS Server address infor- mation. The parameter is optionally pres- ent only if dot11FILSActivated is true.

	KeyDelivery
	Key Delivery element
	As defined in 8.4.2.ai3 (Key Delivery element)
	Contains the current Key RSC for the GTK and KDE(s). The parameter is present only if dot11FILSActivated is true.


6.3.7.4 MLME-ASSOCIATE.indication

6.3.7.4.2 Semantics of the service primitive

MLME-ASSOCIATE.indication(


...


FILSHLPWrappedData,

FILSHLPContainer,

FILSIPAddressRequestData,

FILSIPAddressAssignment,

VendorSpecificInfo


)

	Name
	Type
	Valid range
	Description

	FILSHLPWrappedData

FILSHLPContainer
	sequence of TLVs

FILS HLP Container element
	As defined in 8.4.2.180.1 FILS HLP Wrapped Data

8.4.2.ai1 (FILS Secure Container element)
	An encapsulated data of a higher layer packet protocol frames (e.g. DHCP message) that is transported in FILS association.

The parameter is optionally present only if dot11FILSActivated is true.

	FILSIPAddressRequestData

FILSIPAddressAssignment
	sequence of TLVs

FILS IP Address Assignment element
	As defined in 8.4.2.180.2 FILS IP address request TLV

8.4.2.ai2 (FILS IP Address Assignment element)
	An explicit request for an IP address. The request canmay be for a new IP address or a specified IP address. The parameter is optionally present only if dot11FILSActivated is true.


6.3.7.5 MLME-ASSOCIATE.response

6.3.7.5.2 Semantics of the service primitive

MLME-ASSOCIATE.response(


...


FILSHLPWrappedData,

FILSHLPContainer,

FILSIPAddressAssignmentData,


FILSDNSInformationData,


KeyDelivery,


VendorSpecificInfo


)

	Name
	Type
	Valid range
	Description

	FILSHLPWrapped-Data
FILSHLPContainer
	sequence of TLVs

FILS HLP Container element
	As defined in 8.4.2.180.1 FILS HLP Wrapped Data

8.4.2.ai1 (FILS Secure Container element)
	An encapsulated data of a higher layer packet protocol frames (e.g. DHCP message) that is transported in FILS association.

The parameter is optionally present only if dot11FILSActivated is true.

	FILSIPAddress-AssignmentData
	sequence of TLVs

FILS IP Address Assignment element
	As defined in 8.4.2.180.2 FILS IP address request TLV

8.4.2.ai2 (FILS IP Address Assignment element)
	An IP address for the device. Contains the IP address of a network layer entity associated with the STA. The parameter is optionally present only if dot11FILSActivated is true.

	FILSDNSInformation-Data
	sequence of TLVs
	As defined in 8.4.2.180.4 FILS DNS Information TLV
	DNS Server address infor- mation. The parameter is optionallypresent only if dot11FILSActivated is true.

	KeyDelivery
	Key Delivery element
	As defined in 8.4.2.ai3 (Key Delivery element)
	Contains the current Key RSC for the GTK and KDE(s). The parameter is present only if dot11FILSActivated is true.


6.3.8 Reassociate

6.3.8.2 MLME-REASSOCIATE.request

6.3.8.2.2 Semantics of the service primitive

MLME-REASSOCIATE.request(


...


FILSHLPWrappedData,

FILSHLPContainer,

FILSIPAddressRequestData,

FILSIPAddressAssignment,

VendorSpecificInfo


)

	Name
	Type
	Valid range
	Description

	FILSHLPWrappedData

FILSHLPContainer
	sequence of TLVs

FILS HLP Container element
	As defined in 8.4.2.180.1 FILS HLP Wrapped Data

8.4.2.ai1 (FILS Secure Container element)
	An encapsulated data of a higher layer packet protocol frames (e.g. DHCP message) that is transported in FILS association.

The parameter is optionally present only if dot11FILSActivated is true.

	FILSIPAddressRequestData

FILSIPAddressAssignment
	sequence of TLVs

FILS IP Address Assignment element
	As defined in 8.4.2.180.2 FILS IP address request TLV

8.4.2.ai2 (FILS IP Address Assignment element)
	An explicit request for an IP address. The request canmay be for a new IP address or a specified IP address. The parameter is optionally present only if dot11FILSActivated is true.


6.3.8.3 MLME-REASSOCIATE.confirm

6.3.8.3.2 Semantics of the service primitive

MLME-REASSOCIATE.confirm(


...


FILSHLPWrappedData,

FILSHLPContainer,

FILSIPAddressAssignmentData,


FILSDNSInformationData,


KeyDelivery,


VendorSpecificInfo


)

	Name
	Type
	Valid range
	Description

	FILSHLPWrapped-Data
FILSHLPContainer
	sequence of TLVs

FILS HLP Container element
	As defined in 8.4.2.180.1 FILS HLP Wrapped Data

8.4.2.ai1 (FILS Secure Container element)
	An encapsulated data of a higher layer packet protocol frames (e.g. DHCP message) that is transported in FILS association.

The parameter is optionally present only if dot11FILSActivated is true.

	FILSIPAddress-AssignmentData
	sequence of TLVs

FILS IP Address Assignment element
	As defined in 8.4.2.180.2 FILS IP address request TLV

8.4.2.ai2 (FILS IP Address Assignment element)
	An IP address for the device. Contains the IP address of a network layer entity associated with the STA. The parameter is optionally present only if dot11FILSActivated is true.

	FILSDNSInformation-Data
	sequence of TLVs
	As defined in 8.4.2.180.4 FILS DNS Information TLV
	DNS Server address infor- mation. The parameter is optionallypresent only if dot11FILSActivated is true.

	KeyDelivery
	Key Delivery element
	As defined in 8.4.2.ai3 (Key Delivery element)
	Contains the current Key RSC for the GTK and KDE(s). The parameter is present only if dot11FILSActivated is true.


6.3.8.4 MLME-REASSOCIATE.indication

6.3.8.4.2 Semantics of the service primitive

MLME-REASSOCIATE.indication(


...


FILSHLPWrappedData,

FILSHLPContainer,

FILSIPAddressRequestData,

FILSIPAddressAssignment,

VendorSpecificInfo


)

	Name
	Type
	Valid range
	Description

	FILSHLPWrappedData

FILSHLPContainer
	sequence of TLVs

FILS HLP Container element
	As defined in 8.4.2.180.1 FILS HLP Wrapped Data

8.4.2.ai1 (FILS Secure Container element)
	An encapsulated data of a higher layer packet protocol frames (e.g. DHCP message) that is transported in FILS association.

The parameter is optionally present only if dot11FILSActivated is true.

	FILSIPAddressRequestData

FILSIPAddressAssignment
	sequence of TLVs

FILS IP Address Assignment element
	As defined in 8.4.2.180.2 FILS IP address request TLV

8.4.2.ai2 (FILS IP Address Assignment element)
	Explicit request of an IP address using 802.11 Information element. An explicit request for an IP address. The request may be for a new IP address or a specified IP address. The parameter is optionally present only if dot11FILSActivated is true.


6.3.8.5 MLME-REASSOCIATE.response

6.3.8.5.2 Semantics of the service primitive

MLME-REASSOCIATE.response(


...


FILSHLPWrappedData,

FILSHLPContainer,

FILSIPAddressAssignmentData,


FILSDNSInformationData,


KeyDelivery,


VendorSpecificInfo


)

	Name
	Type
	Valid range
	Description

	FILSHLPWrapped-Data
FILSHLPContainer
	sequence of TLVs

FILS HLP Container element
	As defined in 8.4.2.180.1 FILS HLP Wrapped Data

8.4.2.ai1 (FILS Secure Container element)
	An encapsulated data of a higher layer packet protocol frames (e.g. DHCP message) that is transported in FILS association.

The parameter is optionally present only if dot11FILSActivated is true.

	FILSIPAddress-AssignmentData
	sequence of TLVs

FILS IP Address Assignment element
	As defined in 8.4.2.180.2 FILS IP address request TLV

8.4.2.ai2 (FILS IP Address Assignment element)
	An IP address for the device. Contains the IP address of a network layer entity associated with the STA. The parameter is optionally present only if dot11FILSActivated is true.

	FILSDNSInformation-Data
	sequence of TLVs
	As defined in 8.4.2.180.4 FILS DNS Information TLV
	DNS Server address infor- mation. The parameter is optionallypresent only if dot11FILSActivated is true.

	KeyDelivery
	Key Delivery element
	As defined in 8.4.2.ai3 (Key Delivery element)
	Contains the current Key RSC for the GTK and KDE(s). The parameter is present only if dot11FILSActivated is true.


8. Frame formats
8.3 Format of individual frame types

8.3.3 Management frames
8.3.3.5 Association Request frame format

Remove FILS Secure Container from Table 8-22 (Association Request frame body):

Insert the following new rows (ignoring the header row) before the last row of the Table 8-22 (Association Request frame body):

Table 8-22 – Association Request frame body
	Order
	Information
	Notes

	<ANA>
	FILS HLP Container
	Optionally present if dot11FILSActivated is true.

	<ANA>
	FILS IP Address Assignment
	Optionally present if dot11FILSActivated is true.


8.3.3.6 Association Response frame format

Remove FILS Secure Container from Table 8-23 (Association Response frame body):

Insert the following new rows (ignoring the header row) before the last row of the Table 8-23 (Association Response frame body):

Table 8-23 – Association Response frame body
	Order
	Information
	Notes

	<ANA>
	FILS HLP Container
	Optionally present if dot11FILSActivated is true.

	<ANA>
	FILS IP Address Assignment
	Optionally present if dot11FILSActivated is true.

	<ANA>
	Key Delivery
	Present if dot11FILSActivated is true.


8.3.3.7 Reassociation Request frame format

Remove FILS Secure Container from Table 8-24 (Reassociation Request frame body):

Insert the following new rows (ignoring the header row) before the last row of the Table 8-24 (Reassociation Request frame body):

Table 8-24 – Reassociation Request frame body
	Order
	Information
	Notes

	<ANA>
	FILS HLP Container
	Optionally present if dot11FILSActivated is true.

	<ANA>
	FILS IP Address Assignment
	Optionally present if dot11FILSActivated is true.


8.3.3.8 Reassociation Response frame format

Remove FILS Secure Container from Table 8-25 (Reassociation Response frame body):

Insert the following new rows (ignoring the header row) before the last row of the Table 8-25 (Reassociation Response frame body):

Table 8-25 – Reassociation Response frame body
	Order
	Information
	Notes

	<ANA>
	FILS HLP Container
	Optionally present if dot11FILSActivated is true.

	<ANA>
	FILS IP Address Assignment
	Optionally present if dot11FILSActivated is true.

	<ANA>
	Key Delivery
	Present if dot11FILSActivated is true.


8.4 Management frame body components

8.4.2 Information elements
8.4.2.1 General

Remove FILS Secure Container from Table 8-54 (Element IDs):

Insert the following new rows/Element IDs to Table 8-54 (Element IDs):

Table 8-54 – Element IDs
	Element
	Element ID
	Length of indicated element (in octets)
	Extensible

	FILS HLP Container (8.4.2.ai1 (FILS HLP Container element))
	<ANA>
	14 to 257
	

	FILS IP Address Assignment (8.4.2.ai2 (FILS IP Address Assignment element))
	<ANA>
	3 to 95
	Yes

	Key Delivery (8.4.2.ai3 (Key Delivery element))
	<ANA>
	16 to 257
	


Remove clause 8.4.2.180 including subclauses:

8.4.2.180 FILS Secure Container element

Insert new clause 8.4.2.ai1:
8.4.2.ai1 FILS HLP Container element

The FILS HLP Container element contains higher layer protocol (HLP) frames transported during association. One or more FILS HLP Container elements may be included in an Association Request, a Reassociation Request, an Association Response, or a Reassociation Response frames if dot11FILSActivated is true. The format of the FILS HLP Container element is shown in Figure 8-AI1 (FILS HLP Container element format).
	
	Element ID
	Length
	Destination MAC Address
	Source MAC Address
	HLP MSDU

	Octets:
	1
	1
	6
	6
	variable


Figure 8-AI1 – FILS HLP Container element format

The Element ID field is equal to the FILS HLP Container element value in Table 8-54 (Element IDs).

If the length of HLP MSDU field is equal or less than 243 octets, the value of the Length field is 12 plus the length of HLP MSDU field. If the length of HLP MSDU field is larger than 243 octets, the value of the Length field is 255 and follow 9.41 (Element fragmentation) and 9.42 (Element reassembly).
The value of Destination MAC Address field is the destination MAC address of the HLP frame.
The value of Source MAC Address field is the source MAC address of the HLP frame. It is same as the source address of the STA generating the HLP frame.

The HLP MSDU field contains the MSDU of the HLP frame.

Insert new clause 8.4.2.ai2:
8.4.2.ai2 FILS IP Address Assignment element

FILS IP Address Assignment element is used by STA to request and to assign IP address using FILS IP Address Configuration (10.44.3.2 IP address assignment using FILS IP address configuration). FILS IP Address Assignment element may be sent in an Association Request, an Association Response, a Reassociation Request, a Reassociation Response or a FILS Secure Container Action frame if dot11FILSActivated is true. The format of the FILS IP Address Assignment element is shown in Figure 8-AI2 (FILS IP Address Assignment element format).
	
	Element ID
	Length
	IP Address Data

	Octets:
	1
	1
	variable


Figure 8-AI2 – FILS IP Address Assignment element format

The Element ID field is equal to the FILS IP Address Assignment element value in Table 8-54 (Element IDs).

The value of the Length field is the number of octets of IP Address Data field.

The value of the IP Address Data field in Association/Reassociation Request frame and FILS Secure Container Action frame from a non-AP STA to an AP is described in 8.4.2.ai2.1 (IP Address Data field for Request). The value of the IP Address Data field in Association/Reassociation Response and FILS Secure Container Action frame from an AP to a non-AP STA is described in 8.4.2.ai2.2 (IP Address Data field for Response).

8.4.2.ai2.1 IP Address Data field for Request

The format of the IP Address Data field in for Request is shown in Figure 8-AI3 (IP Address Data field format for Request).

	
	IP Address Request Control
	Requested IPv4 Address (optional)
	Requested IPv6 Address (optional)

	Octets:
	1
	4
	16


Figure 8-AI3 – IP Address Data field format for Request
The format of the IP Address Request Control field is shown in Figure 8-AI4 (IP Address Request Control field format).

	
	B0
	B1
	B2
	B3
	B4
	B5                  B7

	
	IPv4 Request
	IPv4 Request Type
	IPv6 Request
	IPv6 Request Type
	DNS Server Address Request
	Reserved

	Bits:
	1
	1
	1
	1
	1
	3


Figure 8-AI4 – IP Address Request Control field format

A STA sets the IPv4 Request subfield to 1 if the STA is requesting an IPv4 address and sets it to 0 otherwise.

A STA sets the IPv4 Request Type subfield to 1 if the STA requests a new IPv4 address and sets it to 0 if the STA requests the IPv4 address that is present in the TLV.

A STA sets the IPv6 Request subfield to 1 if the STA is requesting an IPv6 address and sets it to 0 otherwise.

A STA sets the IPv6 Request Type subfield to 1 if the STA requests a new IPv6 address and sets it to 0 if the STA requests the IPv6 address that is present in the TLV.

A STA sets the DNS Server Address Request subfield to 1 if the STA is requesting DNS server(s) address(es).

The value of the Requested IPv4 address is the IPv4 address requested by the STA if the IPv4 Request type bit of the IP Address Request control field is 0

The value of the Requested IPv6 address is the IPv6 address requested by the STA if the IPv6 Request type bit of the IP Address Request control field is 0

8.4.2.ai2.2 IP Address Data field for Response

The format of the IP Address Data field for Response is shown in Figure 8-AI5 (IP Address Data field format for Response).

	
	IP Address Response Control
	DNS Info Control
	Assigned IPv4 Address (optional)
	Subnet Mask (optional)
	IPv4 Gateway Address (optional)

	Octets
	1
	1
	4
	4
	4


	
	IPv4 Gateway MAC Address (optional)
	Assigned IPv6 Address (optional)
	IPv6 Prefix Length (optional)
	IPv6 Gateway Address (optional)

	Octets
	6
	16
	1
	16


	
	IPv6 Gateway MAC Address (optional)
	TTL IPv4 (optional)
	TTL IPv6 (optional)
	DNS server IPv4 address (optional)

	Octets
	6
	2
	2
	4


	
	DNS server IPv6 address (optional)
	IPv4 DNS server MAC address (optional)
	IPv6 DNS server MAC address (optional)

	Octets
	16
	6
	6


Figure 8-AI5 – IP Address Data field format for Response
The value of the IP Address Response Control field is defined in Table 8-AI6 (IP Address Response Control field).
Table 8-AI6 – IP Address Response Control field
	Bit Fields
	Name
	Usage

	B0
	IP Address Assignment Pending
	An AP sets IP address assignment pending subfield to 1 if the it is still working on obtaining the IP address for the STA

	
	If B0 is 0, then B1-B7 is set as follows
	If B0 is 1, then B1-B7 is set as follows

	B1
	IPv4 Assigned
	An AP sets IPv4 Assigned subfield to 1 if Assigned IPv4 address and Subnet Mask are included in the element and sets it to 0 otherwise.
	IP address request timeout
	IP address request timeout value is the maximum estimated time in the unit of seconds within which the AP may assign an IP address to the requesting STA.

	B2
	IPv4 Gateway Included
	An AP sets IPv4 Gateway subfield to 1 if IPv4 Gateway address and IPv4 Gateway MAC address are included in the element and sets it to 0 otherwise.
	
	

	B3
	IPv6 Assigned
	An AP sets IPv6 Assigned subfield to 1 if Assigned IPv6 address and Prefix Length are included in the element and sets it to 0 otherwise.
	
	

	B4
	IPv6 Gateway Included
	An AP sets IPv6 Gateway subfield to 1 if IPv6 Gateway address and IPv6 Gateway MAC address are included in the element and sets it to 0 otherwise.
	
	

	B5
	TTL IPv4 Included
	An AP sets TTL IPv4 included subfield to 1 if IPv4 Assigned subfield is 1 and the Time to Live for IPv4 is included in the element. If this field is 0, and if IPv4 Assigned is 1, then the IPv4 is assumed to be valid during the entire time of Association with the AP.
	
	

	B6
	TTL IPv6 Included
	An AP sets TTL IPv6 included subfield to 1 if IPv6 Assigned subfield is 1 and the Time to Live for IPv6 is included in the element. If this field is 0, and if IPv6 Assigned is 1, then the IPv6 is assumed to be valid during the entire time of Association with the AP.
	
	

	B7
	Reserved
	
	
	


An AP sets the IP Address Assignment Pending bit to 1 if it is still working on obtaining the IP address for the STA.

If the value of the IPv4 Assigned bit is equal to 1, the Assigned IPv4 Address field and the Subnet Mask field are included and their values are set to the assigned IPv4 address and the subnet mask of the IPv4 subnet respectively.

If the value of the IPv4 Gateway Included bit is equal to 1, the IPv4 Gateway Address field and the IPv4 Gateway MAC Address field are included and their values are set to the IPv4 address of the IPv4 Gateway and the MAC address of the IPv4 Gateway respectively.

If the value of the IPv6 Assigned bit is equal to 1, the Assigned IPv6 Address field and the Prefix Length field are included and their values are set to the assigned IPv6 address and the prefix length of the IPv6 network respectively.

If the value of the IPv6 Gateway Included bit is equal to 1, the IPv6 Gateway Address field and the IPv6 Gateway MAC Address field are included and their values are set to the IPv6 address of the IPv6 Gateway and the MAC address of the IPv6 Gateway respectively.

If the value of the TTL-IPv4 Included bit is equal to 1, the TTL IPv4 field is included and its value is set to the IPv4 Time to Live in the unit of seconds.

If the value of the TTL-IPv6 Included bit is equal to 1, the TTL IPv6 field is included and its value is set to the IPv6 Time to Live in the unit of seconds.

The format of the DNS Info Control field is shown in Figure 8-AI7 (DNS Info Control field format).

	
	B0
	B1
	B2
	B3
	B4                 B7

	
	DNS Server IPv4 Address Present
	DNS Server IPv6 Address Present
	IPv4 DNS Server MAC Address Present
	IPv6 DNS Server MAC Address

Present
	Reserved

	Bits:
	1
	1
	1
	1
	4


Figure 8-AI7 – DNS Info Control field format

An AP sets the DNS Server IPv4 address Present bit to 1 if the IPv4 DNS server IPv4 address is present in the element and sets it to 0 otherwise.

An AP sets the DNS Server IPv6 address Present bit to 1 if the IPv6 DNS server IPv6 address is present in the element and sets it to 0 otherwise.

An AP sets the IPv4 DNS Server MAC Address Present bit to 1 if the MAC address to which IPv4 based DNS queries may be sent is present in the element and sets it to 0 otherwise.

An AP sets the IPv6 DNS Server MAC Address Present bit to 1 if the MAC address to which IPv6 based DNS queries may be sent is present in the element and sets it to 0 otherwise.

The value of the DNS Server IPv4Address is the IPv4 address of the DNS server if the DNS Server IPv4 address Present bit of the DNS Info Control is 1.

The value of the DNS Server IPv6Address is the IPv6 address of the DNS server if the DNS Server IPv6 address Present bit of the DNS Info Control is 1.

The value of the IPv4 DNS Server MAC Address is the MAC address of the IPv4 DNS server if the IPv4 DNS Server MAC Address Present bit of the DNS Info Control is 1.

The value of the IPv6 DNS Server MAC Address is the MAC address of the IPv6 DNS server if the IPv6 DNS Server MAC Address Present bit of the DNS Info Control is 1.

Insert new clause 8.4.2.ai3:
8.4.2.ai3 Key Delivery element

Key Delivery element contains the current Key RSC of the GTK and one or more KDEs. This is used to communicate the Key RSC and one or more KDEs in a FILS authentication exchange. The format of the Key Delivery element is shown in Figure 8-AI8 (Key Delivery element format).

	
	Element 

ID
	Length
	Key RSC
	KDE(s)

	Octets:
	1
	1
	8
	variable


Figure 8-AI8 –Key Delivery element format

The Element ID field is equal to the Key Delivery element value in Table 8-54 (Element IDs).

The value of the Length field is 8 plus the total number of octets of all the KDEs.

The value of Key RSC is the current Key RSC of the GTK.

The encoding of the KDE field is defined in Table 11-6 (KDE) of 11.6.2 (EAPOL-Key frames).

8.5 Action frame format details

8.5.24 FILS Action frames
Modify the clause 8.5.24.1 as follows:

8.5.24.1 FILS Secure Container Action frame

FILS Secure Container Action frame is used to exchange TLVs in the FILS Secure Container as defined in Table 8-183ad (FILS Secure Container TLV) except for FILS HLP Wrapped data FILS IP Address Assignment elements (8.4.2.ai2).
	
	Category
	FILS Action
	FILS Secure Container elements (defined in 8.4.2.180 (FILS Secure Con- tainer element))FILS IP Address Assignment elements (defined in 8.4.2.ai2 (FILS IP Address Assignment element))

	Octets:
	1
	1
	Vvariable


Figure 8-502m –FILS Secure Container Action frame format
The Category field is set to the value for FILS action defined in Table 8-38 (Category values).

The FILS Action field is set to the value given in Table 8-281al (FILS Action frame fields) for FILS Secure Container Action frame.

The FILS Secure ContainerIP Address Assignment element carries the FILS parameters for IP address assignment and DNS server information. 2171
10. MLME
10.44 Fast Initial Link Setup (FILS) procedures

Change clause 10.44.3 as following:

10.44.3 Higher layer setup during association/reassociation procedure
Higher layer setup, such as IP layer setup, may be performed during FILS association/reassociation procedure. Two mechanisms are provided for higher layer setup. One is the Higher Layer Protocol (HLP) Frame Encapsulation. The HLP Frame Encapsulation, described in clause 10.44.3.1 (Higher Layer Protocol Frame Encapsulation), shall be supported by all FILS capable STAs. The other is the FILS IP Address Configuration. This is optional for FILS capable STAs and described in clause 10.44.3.2 (FILS IP Address Configuration). FILS IP Address Configuration is used to reduce the overhead caused by using the DHCP for the IP address assignment. However, FILS IP Address Assignment method provides only a subset of features supported by the DHCP. The AP advertises whether it supports the FILS IP Address Configuration or not by the FILS IP Address Configuration in the FILS Indication element (8.4.2.180 FILS Indication element) in Beacon and Probe Response. The non-AP STA shall determine which higher layer setup mechanism to use if the AP supports the FILS IP Address Configuration, or to use other method such as DHCP after association.

Higher layer setup information in Association Request, Association Response, Reassociation Request and Reassociation Response frame shall be protected by the AEAD scheme (11.11.2.5).

FILS Action frame is protected as robust Action frame. (see 4.5.4.9 Robust management frame protection and Table 8-43 Category values)

10.44.3.1 Higher Layer Protocol Frame Encapsulation

The FILS HLP wrapped data TLV(s) in the FILS Secure Container element (8.4.2.186.1ai1) is used for encapsulating higher layer protocol (HLP) frame(s).

If a non-AP STA uses the Higher Layer Protocol Frame Encapsulation, the non-AP STA constructs the FILS HLP wrapped data TLVContainer element(s). When the non-AP STA transmits multiple HLP frames in Association/Reassociation frame, the non-AP STA shall construct multiple FILS HLP wrapped data TLVContainer elements for each HLP frames. The FILS Secure Container elements are included in the transmitted frame. Then the non-AP STA transmits Association/Reassociation Request including FILS HLP Container element(s). The FILS SecureHLP Container element may be fragmented as described in 9.33 (Element fragmentation) if required. The encapsulation procedure is following.
1)
The non-AP STA prepares HLP MSDU(s) to transmit.

2)
The non-AP STA fills FILS HLP wrapped data TLV(s) by the destination MAC address, the source MAC address and the HLP MSDU for each HLP MSDUs.
3)
The non-AP STA encapsulates the FILS HLP wrapped data TLV(s) into the FILS Secure Container element (8.4.2.186) and Fragment element(s) (8.4.2.189) if required.

When the AP receives Association/Reassociation Request frame including FILS HLP Wrapped data TLVContainer element(s), the AP decapsulates the HLP frame(s). The AP shall not transfer the HLP frame(s) until the key confirmation (refer 11.11.2.4) by the AP is completed. After successful key confirmation, the AP forwards the HLP frame(s) to the network according to the destination MAC address of the HLP frame(s). If the key confirmation fails, the AP silently discards the HLP frame(s). The frame decapsulation procedure is following.

1)
The AP extracts the destination MAC address, the source MAC address and the MSDU from the FILS HLP wrapped data TLVContainer element.

2)
The AP shall verify that the extracted source MAC address is equal to the source MAC address of the association/reassociation frame. If these are different, the AP shall silently discard the HLP MSDU.

3)
The AP constructs the frame in appropriate format to deliver the MSDU to the network by using the extracted destination MAC address, the source MAC address and the MSDU.

If the AP receives HLP frames with the STA's MAC address, multicast address or broadcast address as the destination address from the network before transmitting Association/Reassociation Response, the AP transmits Association/Reassociation Response frame including the HLP frame(s) in the FILS HLP Wrapped data TLV of the FILS Secure Container element. The encapsulation procedure is described previously. If the AP does not receive HLP frames from the network targeted to the STA before transmitting Association/Reassociation Response, the AP transmits Association/Reassociation frame without FILS HLP Wrapped data TLVContainer element. The status code of Association/Reassociation Response is not affected whether or not the HLP frame is included in the Association/Reassociation Response frame.

When the non-AP STA receives Association/Reassociation Response with HLP Wrapped data TLVContainer element, the non-AP STA decapsulates the HLP(s) and generates MA-UNITDATA.indication primitive for each HLP MSDU(s).

10.44.3.2 IP address assignment using FILS IP address configurationFILS IP Address Configuration
An AP requests an IP address using the FILS IP Address Request data field of the MLME-ASSOCI- ATE.request or MLME-REASSOCIATE.request. A STA sends a FILS IP Address Request TLV in the FILS Secure ContainerAssignment element of the Association/Reassociation Request frame or FILS Secure Container Action frame.
When the AP receives an Association Request including FILS Secure ContainerIP Address Assignment element or a FILS Secure Container Action Frame with FILS IP Address Request TLV, the AP initiates a procedure to assign an IP address for the STA using a mechanism that is not specified in this standard.
The AP may assign the IP address using Association Response or FILS Secure Container Action frame In addition the AP may also send one or more DNS Information TLVs to provide address information about one or more DNS Servers.
The STA may request IP address by sending FILS IP Address Request TLVAssignment element using either an Association Request frame or a FILS Secure Container Action frame.
If the STA has included IP Address Request TLV in the Association Request frame, then the AP may respond to the STA in one of the following ways:
· If the AP is able to assign IP address in the Association Response frame, then the AP sets the IP address assignment pending flag in the IP Address Response Control field of the FILS IP Address Assignment TLVelement to 0 and includes the IP address along with other IP address fields as defined in 8.4.2.186.3ai2 in Association Response frame.
· If the AP is unable to assign IP address in the Association Response frame, then the AP sets the IP address assignment pending flag in the IP Address Response Control field of the FILS IP Address Assignment TLVelement to '1' and sets the IP address request timeout to 0 in Association Response frame.
· If the AP needs more time to assign IP address, then the AP sets the IP address assignment pending flag in the IP Address Response Control field of the FILS IP Address Assignment TLVelement to '1' and sets the IP address request timeout to the maximum estimated time in the unit of seconds within which it (AP) will try to assign an IP address to the requesting STA in the Association Response frame. When the AP is ready with an IP address within IP address request timeout period, then AP shall send the IP address to the STA using FILS Secure Container Action Frame. If the STA does not receive the FILS Secure Container Action Frame containing IP assignment within IP address request timeout period, then the STA may initiate IP address assignment procedure using FILS Secure Container Action Frame or mechanisms that are out of scope of this specification.

STA may use FILS Secure Container Action frame to re-request IP address to extend the TTL. If the STA has included IP Address Request TLVAssignment element in the FILS Secure Container Action frame, then the AP may respond to the STA in one of the following ways:
· If the AP is able to assign IP address immediately, then the AP sets the IP address assignment pend- ing flag in the IP Address Response Control field of the FILS IP Address Assignment TLVelement to 0 and includes the IP address, along with other IP address fields as defined in 8.4.2.186.3ai2 in FILS Secure Container Action frame.

· If the AP is unable to assign IP address, then the AP sets the IP address assignment pending flag in the IP Address Response Control field of the FILS IP Address Assignment TLVelement to '1' and sets the IP address request timeout to 0 in FILS Secure Container Action frame.

· If the AP needs more time to assign IP address, then the AP sets the IP address assignment pending flag in the IP Address Response Control field of the FILS IP Address Assignment TLVelement to '1' and sets the IP address request timeout to the maximum estimated time in the unit of seconds within which it (AP) will try to assign an IP address to the requesting STA in FILS Secure Container Action frame. When the AP is ready with an IP address within IP address request timeout period, then AP shall send the IP address to the STA using FILS Secure Container Action Frame. If the STA does not receive the FILS Secure Container Action Frame containing IP assignment within IP address request timeout period, then the STA may initiate IP address assignment procedure using mechanisms that are out of scope of this specification.

11. Security
11.11 Authentication for FILS

11.11.2 FILS authentication protocol
11.11.2.2 Key establishment with FILS authentication
11.11.2.2.1 Key establishment with FILS shared key authentication
Modify the Step 3 as following:

Step 3

This step is part of Key confirmation. At this step, the STA generates the Association Request frame to the AP as specified in section 11.11.2.4 (Key confirmation with FILS authentication). The STA may also include FILS Secure container element FILS HLP Container element or FILS IP Address Assignment element to request IP address.

Modify the Step 4 as following:

Step 4

This step is part of Key confirmation. At this step, the AP generates the Association Response frame to the STA as specified in section 11.11.2.4 (Key confirmation with FILS authentication). The AP may also include FILS Secure container element FILS HLP Container element or FILS IP Address Assignment element to assign the IP address for the STA.
11.11.2.4 Key confirmation with FILS authentication
11.11.2.4.2 Association response for FILS key confirmation
Modify the second paragraph as following:

The AP constructs an 802.11 Association response frame for FILS Authentication per section 8.3.3.6 (Association Response frame format). As with the Association request frame, hashing functions are used to generate the Key Confirmation element and the specific hash function depends on the AKM negotiated (see 8.4.2.27.3 (AKM suites)). 

The AP constructs a GTK Transfer TLV, Key Delivery element indicating the current GTK for the BSS, and a Key RSC TLV (8.4.2.181.5 (Key RSC TLV)) indicating and the current RSC for the GTK. The AP puts these TLVs this element into FILS Secure Container (8.4.2.181 (FILS Secure Container element)) of the Association Response frame. 

For FILS shared key authentication, the Key Auth field of the Key Confirmation element is constructed by using the HMAC mode of the negotiated hash function with a key of KCK on a concatenation of the AP’s nonce, the STA’s nonce, the AP’s BSSID, and the STA’s MAC address, in that order : 

Modify the last paragraph as following:

Upon successful completion of the FILS Authentication procedure, the STA shall process the Secure ContainerKey Delivery elements as described in 8.4.2.181 (FILS Secure Container element)ai3 (Key Delivery element). The STA install GTK and set key RSC. GTK rekeying shall be performed as described in 11.6.7 (Group Key Handshake).
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