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	2094
	1294.21
	9.35.2.2
	
	"may ignore DMG Beacon frames" -- what is the normative effect of "ignoring" something? Is this actually an exception to behaviour described elsewhere?
	Add the exception to the material it is an exception to.
	MAC
	3


Discussion:

There is a lot of behaviour related to the reception of a DMG Beacon.  It is unclear which of this behaviour is intended to be “ignored”.  Is it as thought the beacon were not received?   Or do we only ignore the beacon for the purpose of cluster management. 
Brian originally proposed the following change:

	A PCP/AP that receives at least one DMG Beacon frame that has the ECPAC Policy Enforced subfield in
the DMG Parameters field set to 1 sent by an S-AP on every channel supported by the PCP/AP in the

Operating Class within the most recent aMinChannelTime may ignore received ECPAC Policy Enforced subfields in DMG Beacon frames that have the ECPAC Policy Enforced subfield in the DMG Parameters field set to 1 sent by an from S-APs for 300×aMinChannelTime.


That doesn’t resolve the issue about “ignore” but does substantially narrow the scope.  There are quite a lot of normative references to this subfield, so we need to add exclusions.  To help we will define some terminology.

The changes proposed below resolve the “may ignore” inconsistency,  in a way consistent with Brian’s original proposed change.   One additional change is made below highlighted in yellow.   Brian explains this additional change as follows:

“ECPAC Policy Enforced tells the PCP/AP to join a centralized cluster or find a new channel. And there always has to be a channel available for the PCP/AP to go to and not worry about centralized clustering. If ECPAC Policy Enforced is true on all channels, then that is a bug with the centralized cluster(s) at the venue and the PCP/AP is no longer bound by that ECPAC Policy Enforced mandate (“there always has to be a channel available for the PCP/AP to go to and not worry about centralized clustering”). But the PCP/AP is still free to join one of these buggy centralized clusters if it wants to (“may”).”
Proposed resolution:

Revised.  Make changes under CID 2094 in <this-document>.  These changes call out the exceptions resulting from the “may ignore”.
Change 1294.18 as follows:

	A PCP/AP that receives at least one DMG Beacon frame that has the ECPAC Policy Enforced subfield in

the DMG Parameters field set to 1 sent by an S-AP on every channel supported by the PCP/AP in the

Operating Class within the most recent aMinChannelTime ignores the ECPAC Policy Enforced subfield (i.e., treats this subfield as though equal to 0) in DMG Beacon frames 
received from S-APs for 300×aMinChannelTime. During this period the PCP/AP is called an ECPAC policy blind PCP/AP.


Change 1293.12 as follows:
	If a centralized clustering enabled STA receives at least one DMG Beacon frame that has the ECPAC Policy Enforced field set to1 from an SAP/member PCP/member AP of another ECPAC during the monitoring period and the STA is not an ECPAC policy blind PCP/AP, the

STA 

— Shall cease its activity on this channel and, if desired, attempt operation on a different channel, or

— If one of the received DMG Beacon frames was sentby an S-AP, may elect to unenroll from its

current CCSS and join the cluster ofthe S-AP as a member PCP/AP.

If a centralized clustering enabled STA receives at least one DMG Beacon frame that has the ECPAC Policy Enforced field set to1 from an S-AP from the same CCSS during the monitoring period and the STA is not an ECPAC policy blind PCP/AP, the STA may elect either to unenroll from its current CCSS and join the cluster ofthe S-AP as a member PCP/AP or to continue and become an S-AP in the CCSS.


Change 1293.60 as follows:

	A PCP/AP that 
· receives a DMG Beacon frame that has the ECPAC PolicyEnforced subfield in the DMG Parameters field set to 1 from an S-AP on a channel and 
· does not receive at least one DMG Beacon frame that has the ECPAC Policy Enforced subfield in the DMG Parameters field set to 1 from an S-AP on every channel supported by the PCP/AP in the Operating Class within the next aMinChannelTime and 
· is not an ECPAC policy blind PCP/AP 
shall either join the cluster of the S-AP as a member PCP/AP if centralized clustering enabled or cease its activity on this channel and, if desired, attempt operation on a different channel. S-APs within a CCSS report the channels unused by the ECPAC via the Channel Usage procedures (see 10.24.15 (Channel usage procedures)).

A PCP/AP within a decentralized PCP/AP cluster that 
· receives a DMG Beacon frame that has the ECPAC Policy Enforced subfield in the DMG Parameters field set to 1 from an S-AP and 
· does not receive at least one DMG Beacon frame that has the ECPAC Policy Enforced subfield in the DMG Parameters field set to 1 from an S-AP on every channel supported bythe PCP/AP in the Operating Class within the next aMinChannelTime (i.e., does not become a ECPAC policy blind PCP/AP ) and

· is not already an ECPAC policy blind PCP/AP 
shall quit the decentralized PCP/AP cluster beforethe next TBTT + beacon interval length, then the PCP/AP shall either join the cluster of the S-AP as a member PCP/AP if centralized PCP/AP clustering enabled or cease its activity on this channel and, if desired, attempt operation on a different channel.


Change 1297.17 as follows:

	Monitor the channel for DMG Beacon frames for an interval of length at least aMinChannelTime.

During this period:

1.  if one or more DMG Beacon frames are received with the ECPAC Policy Enforced field set to 1 in the DMG Parameters field and the Cluster Member Role set to 1 (S-PCP/SAP of cluster) from one or more S-APs and the PCP/AP is not an ECPAC policy blind PCP/AP, then the PCP/AP shall join a selected S-AP as a cluster member as described in 9.35.2.2 (Centralized PCP/AP cluster formation) 
2. otherwise, if the PCP/AP is an ECPAC policy blind PCP/AP then it may join a selected S-AP as a cluster member; 
3. otherwise, if, after the period elapses, no DMG Beacon frames are received with the ECPAC Policy Enforced field in the DMG Parameters field set to 1 and the Cluster Member Role set to 1 (S-PCP/S-AP of cluster) and if the PCP/AP is decentralized PCP/AP clustering capable
, then the PCP/AP shall attempt to join a decentralized PCP/AP cluster if present as described in 9.35.2.1(Decentralized PCP/AP cluster formation). If the PCP/AP is not decentralized PCP/AP clustering capable or a decentralized PCP/AP cluster is not present, then the PCP/AP shall set its Cluster Member Role to 0 (not currently participating in a cluster). 

In all three cases, the PCP/AP…


Comment 2185
	2185
	
	
	
	There are ~30 "shall ignore" statements.The danger with these, is that they are used to create exceptions to rules, without recording the exception in the rule itself.Or they are clarifications that no such requirement exists.For example: "If A then do B. If A and C, Ignore A."This should instead be "If A and not C, do B."
	Review all "shall ignore" statements and replace them either:1. With an informative note " ... ignores ..."2. By adding an exception to a separate rule tha the "shall ignore" attempts to "override".
	GEN
	2


Discussion:

A “shall ignore” either creates conflict with a “shall” statement elsewhere, or it doesn’t (in which case it has no effect).  In either case something is rotten in the state of Denmark.  I guess the question is what do we mean by “elsewhere”:  same sentence,  same para,  same page,  same standard,  or same instance of multiverse?

A strict interpretation would be that any normative statement (usually a sentence) that conflicts with a distinct “shall ignore” needs to be fixed.

The general solution is to except the “shall ignore” condition from a normative statement elsewhere.   The “shall ignore” statements are now redundant.  They can be turned into NOTEs or deleted.

And we must also consider the “may ignore” and “should ignore” statements.
Status:  Check “shall be ignored”,  “may be ignored”,  “should be ignored”
Changes (shown with tracked changes):  (the level 2 headings identify the search term being considered).
Shall ignore
1132.42:

(No need for “shall ignore” because there are no matching rules that this creates an exception to.)

	A CF-Pollable STA that receives an individually addressed Data frame of any subtype that includes CF-Poll may transmit one Data frame a SIFS after receiving the CF-Poll. 
NOTE--A CF-Pollable STA ignores and does not reset its NAV when performing transmissions in response to a CF-Poll.


1157.30: - no change
(does not create an exception, because this is the only place that describes parsing a Country element)

	When dot11OperatingClassesRequired is true, orwhere operating classes domain information is

present and the STA parsing a Country element finds an invalid First Channel Number field or

Operating Class field with a value that is reserved, the STA shall ignore the remainder of the

Country element and shall parse any remaining Management frame body for additional elements.


1224.19:

(does not create an exception)

	A STA that encounters an unknown or reserved element ID value in a Management frame received without error shall ignore that element and shall parse any remaining management frame body for additional elements with recognizable element ID values.


1224.30:

(does not create an exception)

	A STA receiving a vendor-specific element that it does not support shall ignore the vendor-specific element.


Status:  Mark not entirely happy with this
1224.48:

(does not create an exception. But general case expanded to cover vendor specific case.)

	A STA that encounters an unknown, unsupported, or reserved subelement ID value contained in an element or subelement shall ignore the subelement with that subelement ID value and shall continue to parse any remaining element or subelement body for additional subelements with recognizable subelement ID values.
A STA that receives an element or subelement for which a vendor-specific subelement is defined and that contains a vendor-specific subelement that it does not support shall ignore this vendor-specific subelement and shall continue to parse any remaining remaining element or subelement body for additional subelements with recognizable subelement ID values.


1274.09:

(Difficulty knowing how to evaluate “expected to participate”.

	When receiving an Extended Schedule element containing a new pseudo-static allocation in which it is

expected to participate, a non-PCP/non-AP STA ignores the allocation if the value of the TSF at the

time the frame containing the Extended Schedule element is received is greater than the value of the TSF at the start of the pseudo-static allocation; this allocation is called an obsolete allocation. The value of the TSF at the start of the pseudo-static allocation is constructed using the value of the Allocation Start Time field within the Allocation field for the pseudostatic allocation.


And these related changes at 1274.40:

	9.34.6.2 Service period (SP) allocation

The PCP/AP shall set the AllocationType subfield to 0 in an Allocation field within an Extended Schedule element to indicate an SP allocation. 

An SP is assigned to the source DMG STA identified in the Source AID subfield in an Allocation field that is not an obsolete allocation within the Extended Schedule element. The source DMG STA shall initiate the frame exchange sequence that takes place during the SP at the start of the SP, except when the source DMG STA intends to establish a DMG Protected Period in which case the rules described in 9.34.6.6 (DMG Protected Period) shall be followed before the source DMG STA initiates the frame exchange in the SP. The SP allocation identifies the TC or TS for which the allocation is made; however, the type of traffic transmitted is not restricted to the specified TC or TS (10.4.1 (Introduction)). 

…
Any MAC entity coordinated by an MM-SME that belongs to an MMSL cluster identified by the Source

AID and Destination AID that are equal to, respectively, the Source AID and Destination AID of the

Allocation field that is not an obsolete allocation in the Extended Schedule element that allocates the SP may transmit during the SP, if the STA sent an MMS element to the peer STA and the BeamLink Cluster field within the MMS element is 1. 

The PCP/AP may create SPs in its beacon interval with the source and destination AID subfields within an Allocation field set to 255 to prevent transmissions during specific periods in the beacon interval. 


Status:  got to here in review 2014-0228
1359.62:

(The following two paras were the only ones related to behavior on receipt of the BSS Type field.  However there is the question of whether the BSS Type is passed up through the MLME SAP and how “shall ignore” is represented there.  I don’t feel confident to delete the “shall ignore” statement because I’m not sure what other implied effects there are.)

	DMG STAs in an IBSS shall use other information in any received DMG Beacon (excluding those with the Discovery Mode field equal to 1) and Announce frames for which the BSS Type subfield is 1, the content of the SSID element is equal to the SSID of the IBSS, and the TSF value is later than the receiving STA’s TSF timer. Use of this information is specified in 10.1.5 (Adjusting STA timers).

A STA shall ignore the BSS Type field contained in a received DMG Beacon frame if the Discovery Mode field within the DMG Beacon is 1.


1410.56:

(Fair enough, this is the only place we describe parsing by classes).,

	Class 2 and Class 3 frames are not allowed in an IBSS. If a STA in an IBSS receives a Class 2 or Class 3

frame, it shall ignore the frame.


1477.01:
	The receiving STA shall ignore the channel and measurement duration specified in the Beacon request when Beacon Table mode is selected.


Related text:  1475.09
(I have highlighted things that the STA “shall ignore”.  “Beacon Table mode” is shorthand for “Measurement Mode field in the measurement request”.
	…
When more than one Beacon or Probe Response from a BSS is received in the measurement duration
, the contents of the Beacon (#1294)report shall be based on the latest received. If only Measurement Pilot frames were received in the measurement duration, the contents of the Beacon (#1294)report shall be based on the latest Measurement Pilot frame received.

· regulatory domain.
…
Except when the Measurement Mode field is equal to Beacon Table, measurements shall be made using the specified Measurement Duration with the time between each consecutive measurement as defined in 10.11.2 (Measurement on operating and nonoperating channels). Iterative measurements shall cease when all channels have been measured. While the STA is processing a Beacon (#1294)request for iterative channel measurements, the STA shall not begin processing the next measurement request in the Measurement (#99)Request frame.

…


1488.33:
(doesn’t create an exception)

	If dot11RMNeighborReportActivated is false in an AP receiving a neighbor report request, it shall ignore

the request and return a Neighbor Report frame withthe Incapable bit in the Measurement Report Mode

field set to 1.


Likewise at 1488.58.
1488.38:

(while not creating an exception,  these statements are partly redundant given 1224.48.  However there is no general statement relating to vendor specific subelements to match 1224.30.   We have the choice of creating the general statement and deleting the specific instances,  or leaving the specific instances alone.  I’m in two minds,  but I suggest we create a good general statement.  The changes below do this.)

	





1506.03:

(I show changes to related normative text that this creates exceptions to.  But I’m not confident this represents all implied behavior.  Certainly it doesn’t cover the actual channel switch itself!   So I’ll leave the “shall ignore” in place and work to minimise contradictions.)

	An HT STA that receives a channel switch announcement through both the Extended Channel

Switch Announcement element and the Channel Switch Announcement element ignores the received

Channel Switch Announcement element; this is called a superseded Channel Switch Announcement element.


Related changes:

1461.36:

	A STA that receives a valid Channel Switch Announcement element that is not a superseded Channel Switch Announcement element (see 10.16.3.3) shall repeat this element in all Beacon frames and Probe Response frames that it transmits.


1461.56:
	If the STA receives a valid Channel Switch Announcement element element that is not a superseded Channel Switch Announcement element (see 10.16.3.3)  from another member of the IBSS, the STA shall leave DFS owner recovery mode prior to the channel switch and adopt the received channel

switch information.


1524.12:
	·  TDLS direct-link teardown

To tear down a direct link, a TDLS peer STA shall send a TDLS Teardown frame to the respective TDLS peer STA. A TDLS peer STA shall disable the direct link and destroy the related security parameters after successfully transmitting TDLS Teardown frame. If the STA has security enabled on the link with the AP, then the FTE shall be included in the TDLS Teardown frame.

…
If the TPK Handshake was successful for this TDLS session, then a receiving STA shall validate the MIC in the TDLS Teardown frame prior to processing the TDLS Teardown frame; a TDLS Teardown frame in which the MIC validation fails is called an invalid TDLS Teardown frame. A TDLS peer STA that receives a TDLS Teardown frame that is not an invalid TDLS Teardown frame shall disable the direct link and destroy the related security parameters..




1531.51:
(redundant)

	




Likewise at 1532.40, 1533.06

1580.45:
(not redundant – specific to GAS)

	A STA that encounters an unknown vendor-specific OIfield or subfield in a GAS frame (see 8-257 (Public Action field values)) received without error shall ignore that field or subfield respectively, and shall parse any remaining fields or subfields for additional information with recognizable field or subfield values.


1580.59:

(not redundant – specific to ANQP Info ID)

	A responding STA that encounters an unknown or reserved ANQP Info ID value in an Query List ANQP

element received without error shall ignore that ANQP Info ID and shall parse any remaining ANQP Info IDs.


1711.20:

(could not find any conflicting behaviour)

	A STA shall ignore suite selectors that it does not recognize


1720.51:

(The “shall ignore” statement below is unqualified and too broad.  Even so, what Beacon frames are ignored and when.  For example,  does a STA with a different security policy filter Beacon frames according to security policy when updating its TSF.  Jouni and Dan suggest that its intent is to ensure that every STA in the same IBSS supports the same security policy.  This is presumably determined by the STA starting the BSS and inspected by STAs joining a BSS.   This is already achieved by the “shall support” statement below.   Reworded as a NOTE.  Also willing to delete.) 
	A STA joining an IBSS shall support and advertise in the Beacon frame the security configuration of the

IBSS, which includes the group cipher suite, advertised pairwise cipher suite, AKMP, and if management

frame protection is enabled, Group Management Cipher Suite (see 11.5.5 (RSNA policy selection in an

IBSS and for DLS)). The STA may use the Probe Request frame to discover the security policy of a STA,

including additional individual cipher suites the STA supports. If enabled, management frame protection shall only be used as a

required feature (MFPR) in an IBSS.

NOTE—Because of the requirement for a STA joining an IBSS to support the security configuration of the IBSS, all Beacon frames transmitted in an IBSS have the same security policy.


1723.18:
(doesn’t create a conflict.  Such protection would be covered by the “unknown element ID” rule.)

	A STA with dot11RSNAProtectedManagementFramesActivated equal to false shall transmit group

addressed robust Management frames unprotected and shall ignore the protection on received group

addressed robust Management frames.


1739.63:

(The deleted text is unnecessary, given 8.1.  We’ve generally removed these statements elsewhere.)

	Reserved (bits 4–5). 



1740.61:
(What it’s saying is that this field is reserved.

	SMK Message (bit 13) specifies whether this EAPOL-Key frame is part of an SMK

Handshake. If the SMK Handshake is not supported, the 
SMK Message subfield is reserved.


1741.01:

(The deleted text is unnecessary, given 8.1.  We’ve generally removed these statements elsewhere.)

	Reserved (bits 14–15). 



1743.28:

(I couldn’t find any obvious conflict)

	A STA shall ignore any elements and KDEs it does not understand


1743.34:

(I couldn’t find any obvious conflict)

	The padding consists of appending a single octet 0xdd followed by zero or more 0x00 octets. When

processing a received EAPOL-Key frame, the receiver shall ignore this trailing padding.


Likewise 1832.15.
1775.21:

(I couldn’t find any obvious conflict.  However,  I do note that the status of the “shall ignore” is ambiguous.  It follows an “if” sentence and precedes and “oetherwise” sentence.   Is it part of the “if” condition?)

	[image: image1.png]If the contents of the FTE are ot as per specified for this message, then the TDLS responder
STA shall rejt the TDLS Setup Request with status code 53 (“lnvalid FTE”),

“The TDLS responder STA shall ignore the remaining fields i the RSNE, FTE, and Timeout
Interval clement

Otherwise, the TDLS responder STA shll respond as specified in 10334 (TDLS dirctlink
cstablishment)







May ignore
1026.30: (may ignore is correct)

	The Preferred Candidate List Included (bit 0) field indicates whether the BSS transition candidate

list included in this frame is a preferred candidatelist or a list of known BSS transition candidates.

The Preferred Candidate List Included bit set to 0 indicates that the receiving STA may ignore the

BSS Transition Candidate List Entries field. The Preferred Candidate List Included bit set to 1

indicates that the sender expects the receiving STA to process this frame.


1235.63:

(The multi-tid BA frame can include more data than was asked for, and the originating can is allowed to ignore the extra information.   Creates no conflict, because I can find no description of how the originator uses the information in a Multi-TID BlockAck.)

	A Multi-TID BlockAck frame shall include all the TIDs for which data werereceived with Ack Policy field equal to PSMP Ack and for the TIDs listed in any Multi-TID BlockAckReq frame received during the previous PSMP-DTT (STA) or PSMP-UTT (AP). The originator may ignore the bitmap for TIDs in the Multi-TID BlockAck frame for which the originator has not requested a Multi-TID BlockAck frame to be present either implicitly (by the transmission of Data MPDUs with the Ack Policy field set to PSMP Ack) or explicitly (by the transmission of a Multi-TID BlockAckReq frame)


1249.35:

(This is a difficult one because the conflicting conditions are not fully enumerated.  It seems to me that if a calibration is ongoing, then the onus should be on the peer not to start a conflicting process.  However, creating any such rules might make existing equipment non-compliant.  So we create a new class of error condition in those processes, in which the request is received and perhaps acknowledged, but which is never completed.  This is just too complex for me to propose any changes.
I asked for PHY expert input, but didn’t get concrete suggestions for a fix,  more an indication that this conflict wasn’t of practical concern.)
	A STA that has started but not completed the calibration procedure and that receives some other request that requires the buffering of CSI (such asanother calibration initiation frame, MFB request, CSI feedback request for link adaptation, or feedback request for explicit Transmit Beamforming) may ignore the other request.


1294.18:
(covered by CID 2094)

1366.37:

(This touches on a philosophical area.  Should the standard describe in normative terms what a STA does when it receives a frame that does not comply with the standard?   That is what is being done here.  Generally, I think the standard does not and should not describe the million and one ways it could be misused by a malfeasant STA.  The onus is on the implementer to extract the most value from this situation.  IMHO the best solution is for the STA to not care about element ID ordering,  unless it is somehow significant (and I can’t think of a reason why it might be).  I suppose this normative text was written to protect an implementation from doing dumb things to itself.)
	Requested Element IDs in the Request element shall be included inthe Probe Response if the responding

STA supports it. 
In the Probe Response frame, the STA

shall return the requested elements in the same order as requested in the Request element.


1458.56:

(Creates internal conflict in the para, which is easy to resolve.  If we make the leap that failing to parse all the Measurement Requst elements is the same as ignoring the frame,  then we are OK.)

	A STA that receives an individually addressed Measurement Request frame from a STA in its BSS shall parse the frame’s

Measurement Request elements in order, with measurements starting at the times specified by the

Measurement Request elements. 


1459.32:
(This is back to front.  It appears to permit a STA to disable a mandatory report and the AP to ignore that disablement.  It should have been written to disallow a STA from requesting something mandatory be disabled,  because that makes the most sense.   “All other requests shall be honoured” is really bad specmanship and hints that the description of response to disabled requests is incomplete elsewhere.  I’m not going to open that can of worms.   And what about the “may”.   Surely the AP “shall” ignore a request to disable a mandatory feature,  otherwise just what is the meaning of “mandatory”?  Status: This is the pits and I’m not going to do anything with it.)

	A STA may enable or disable measurement requests or autonomous measurement reports from another STA by transmitting Measurement Request elements with the Enable bit set to 1 and the Request bit and Report bit set to 0 or 1, as appropriate. These elements do not require a corresponding Measurement Report element in a Measurement Report frame. All measurement requests and reports are enabled by default. A PCP/AP may ignore a request to disable a mandatory measurement request. All others requests shall be honored.


1464.59:
(The statement “may ignore and either stop or carry on” seems to grant complete license!  However it doesn’t create a conflict once the non-DMG infrastructure case is excluded – which it already should have been.)

	A PCP/AP shall inform associated STAs that the PCP/AP is changing to a new channel and maintain the

association by advertising the switch using the Extended Channel Switch Announcement element in DMG Beacon frames, Announce frames, and Information Response frames until the intended channel switch time. The channel switch should be scheduled so that all non-PCP/non-AP STAs in the BSS, including STAs in power save mode, have the opportunity to receive at least one Extended Channel Switch Announcement element before the switch. A STA may ignore the Channel Switch Mode field and either cease transmissions or attempt new transmissions in the operating channel until the channel change takes effect.


Related changes:

	· Selecting and advertising a new channel in a non-DMG infrastructure BSS

This subclause describes operation in an infrastructure BSS that is a non-DMG BSS.   For a DMG infrastructure BSS, see 10.9.8.6.
The decision to switch to a new operating channel in an infrastructure BSS shall be made only by the AP. An AP may make use of the information in Supported Channel elements and the results of measurements undertaken by the AP and other STAs in the BSS to assist the selection of the new channel. The algorithm to choose a new channel is beyond the scope of this standard, but shall satisfy applicable regulatory requirements, including uniform spreading rules and channel testing rules. The AP shall attempt to select a new channel that is supported by all associated STAs, although note(#1288) that this might not always be possible.

An AP shall inform associated STAs that the AP is moving to a new channel and maintain the association by advertising the switch using Channel Switch Announcement elements in Beacon frames, Probe Response frames, and Channel Switch Announcement frames until the intended channel switch time. The AP may force STAs in the BSS to stop transmissions until the channel switch takes place by setting the Channel Switch Mode field in the Channel Switch Announcement element to 1. The channel switch should be scheduled so that all STAs in the BSS, including STAs in power save mode, have the opportunity to receive at least one Channel Switch Announcement element before the switch. The AP may send the Channel Switch Announcement frame in a BSS without performing a backoff, after determining the WM is idle for one PIFS (see 9.3.2.3 (IFS))(#164)(#156).

…


1561.47:
(The text doesn’t create a conflict,  but it is badly worded)
	Each DMS Status field includes a TCLAS element to identify the GCR group address, the DMSID

corresponding to this GCR traffic flow, and other associated parameters. The Status subfield of this DMS

Status field shall be set to “GCR Advertise.” A STA that receives this DMS Response frame from its AP  may initiate a GCR agreement for one or more of the group addresses contained in the frame.


Should ignore
1488.38:
(I don’t understand the distinction between “shall ignore” unknown subelements and “should ignore” unknown OIs.  The changes shown above for “shall ignore” delete this para.)

	





1756.59:

(I suspect this creates conflict with 11.6.6.3-11.6.6.5, which internally describe various reasons to discard messages,  but don’t appear to include this condition)
	The Authenticator should ignore EAPOL-Key frames it is not expecting in reply to messages it has sent or EAPOL-Key frames in which the Ack bit is 1. This stops an attacker from sending the first message to the Supplicant who responds to the Authenticator.


Jouni writes:
“It looks like we have number of informative sentences (e.g., the note in

11.6.6.1 or the penultimate paragraph of 11.6.6.8) indicating that Key Ack bit really needs to be verified. 11.6.11.3 has even a shall requirement on this in the description of EAPOLKeyReceived so that would likely come closest to being a normative requirement for the Authenticator. That said, I could not find a normative shall requirement for the Authenticator to ignore the frame.

The Authenticator side is easier in the sense that there is not even a single EAPOL-Key sent by the Supplicant that has Key Ack bit set to 1.

As such, it would be fine to add "The Authenticator shall silently ignore an EAPOL-Key frame with Key Ack bit set to 0." (or some similar language that allows logging of that even instead of "silently" ignoring this). This sentence could be added, e.g., in 11.6.6.1.

I don't know how to handle the implied need for Key Ack validation on Supplicant side, though, but anyway, that does not seem to be subject of this comment. :-)

The "not expecting in reply" is somewhat unclear.. That EAPOLKeyReceived description in 11.6.11.3 does have language related to this as well.

Interestingly, it first has a shall requirement on the frame having same Key Replay Counter value, but then following with _should_ be discarded if the value is different.”

Status:  Waiting for Jouni to respond with more definite changes.
Be ignored

1113.48:
(no conflict created – section rewritten anyway)

	Sequence numbers for transmitted QoS (+)Null frames may be set to any value. For the purposes of duplicate detection, QoS (+)Null frames shall be ignored.


1207.58:

(The protected block ack means that the unprotected Block Ack Starting Sequence Control subfield is not used to update WinStartB – which avoids a denial of service attack.  Related references already call out the exclusion.  No conflict created.)

	The recipient STA shall respond to a BlockAckReq frame from a PBAC enabled originator with an

immediate BlockAck frame. The Block Ack Starting Sequence Control subfield value shall be

ignored for the purposes of updating the value of WinStartB.


1208.01:
(This is the only place that describes handling an ADDBA for an exstablished agreement, therefore no conflict created).

	Upon receipt of a valid robust ADDBA Request frame for anestablished Protected Block Ack

agreement whose TID and transmitter address are the same as those of the Block Ack agreement, the

STA shall update its WinStartR and WinStartB values based on the starting sequence number in the

robust ADDBA Request frame according to the procedures outlined for reception of BlockAckReq

frames in 9.22.7.3 (Scoreboard context control during full-state operation), 9.22.7.4 (Scoreboard

context control during partial-state operation), 9.22.7.6.1 (General), and 9.22.7.6.3 (Operation for

each received BlockAckReq), while treating the starting sequence number as though it were the SSN

of a received BlockAckReq frame. Values in other fields of the ADDBA frame shall be ignored.


1372.62:

(It it is not clear who ignores this field.   The non-AP STA has no procedures for honoring this field, so it must be the AP that does the ignoring.  I guess this is written as reassurance to manufacturers of the non-AP that they can put anything into this field in the case of an AP-initiated exchange.  But the only situation for communicating the change has been described,  and an additional “shall” is not needed.)

	To change Power Management modes, a STA shall inform the AP through a successful frame exchange as described in Annex G, that is initiated by the STA, and that includes a management, extension or data frame, and that includes an Ack or a BlockAck frame from the AP. The Power Management subfield(s) in the Frame Control field of the frame(s) sent by the STA in this exchange indicates the Power Management mode that the STA shall adopt upon successful completion of the entire frame exchange, except where it is reserved (see 8.2.4.1.7 (Power Management field)). A non-AP STA shall not change powermanagement mode using a frame exchange that does not receive an Ack or BlockAckframe from the AP, or using a BlockAckReq frame.
NOTE-- The Power Management subfield is ignored in frame exchanges initiated by the AP.


1523.44:

(This is a pretty useless statement, and it’s wrong.   A TDLS Setup Request frame is carried in a valid MSDU, so it will be received and indicated up the stack,  where it will eventaully be dropped as an unknown Ethertype.  That’s far from ignoring it.)

	


1669.01:

(creates no conflict)

	Upon receipt of an Initiateevent, the parent process shall check whether there exists a protocol instance for the peer MAC address (from the Initevent) in either Committedor Confirmedstate. If there is, the Initiate event shall be ignored. Otherwise, a protocol instance shall be created, and an Initevent shall be sent to the protocol instance


1688.59,  similar at 2186.45, 2191.47 and 2202.38:
(8.2.2 only applies to clause 8.  So the statement is not redundant.  Creates no conflict.)

	The reserved bits shall be set to 0 and shall be ignored on reception.


1743.37:

(Status: Need security expertise.  Asked Dan & Jouni.)
	If the GroupKey or SMK KDE is included in the Key Data field, but the Key Data field is not

encrypted, the EAPOL-Key frames shall be ignored.


1779.50:
(Status: Need security expertise.  Asked Dan & Jouni.)
	The Key Replay Counter field used by the Supplicant for EAPOL-Key frames that are sent in

response to a received EAPOL-Key frame shall be the received Key Replay Counter field. Invalid

EAPOL-Key frames such as invalid MIC, GTK without a MIC, etc., shall be ignored.


1789.22:
(Status: Need security expertise.  Asked Dan & Jouni.)
	EAPOL-Key frames with a key type of Pairwise and a nonzero key index should be ignored.

EAPOL-Key frames with a key type of Group and an invalid key index should be ignored.


1868.09, 1868.54, 1869.23, 1870.01, 1870.22:
(Doesn’t create a conflict.  Neither it is necessary, because transitions for the other states are not defined.  Note 1870.40 uses “are ignored” in the same context.)

	All other events are ignored in this state.


2480.40:

(This is an interesting one.  The “should be ignored” is addressed to an snmp management agent.  Hopefully it is capable of understanding this recommendation.  But it’s also odd saying: “we don’t support x, so you should not try to use x.”   SNMP can easily tell any attempted access that the variable is not present.)

	"Wireless Management attributes. In tabular form to allow for multiple 

instances on an agent. This table only applies to the interface if 

dot11WirelessManagementImplemented is set to true in the 

dot11StationConfigTable"


+ make similar changes at 2685.25 and 2689.57.

Other “ignores”

1379.36:

	A single buffered BU for a STA in the PS mode shall be forwarded to the STA after a PS-Poll has

been received from that STA. Until the BU has either been successfully delivered or presumed failed due to maximum retries being exceeded further PS-Poll frames from the same STA shall be acknowledged and ignored. This prevents a retried PS-Poll frombeing treated as a new requestto deliver a buffered BU. 
For a STA using U-APSD, the AP transmits one BU destined for the

STA from any AC that is not delivery-enabled in response to PS-Poll fromthe STA. When all ACs

associated with the STA are delivery-enabled, APtransmits one BU from the highest priority AC

that has a BU. The AP can respond with either an immediate data or Management frame or with an

Ack frame, while delaying the responding data or Management frame.

For a STA in PS mode and not using U-APSD, the More Data field of the response data or

Management frame shall be set to indicate the presence of further bufferedBUs for the polling STA.

For a STA using U-APSD, the More Data field shall be set to indicate the presence of further

buffered BUs that do not use delivery-enabled ACs. When all ACs associated with the STA are

delivery-enabled, the More Data field shall be set to indicate the presence of further buffered BUs

using delivery-enabled ACs. If there are buffered BUs to transmit to the STA, the AP may set the

More Data bit in a QoS +CF-Ack frame to 1, in response to a QoS Data frame to indicate that it has

one or more pending BUs buffered for the PS STA identified by the RA in the QoS +CF-Ack frame.

An AP may also set the More Data bit in an Ack frame to 1 in response to a QoS Data frame to

indicate that it has one or more pending BUs buffered for the PS STA identified by the RA in the

Ack frame, if that PS STA has set the More Data Ack subfield in the QoS Capability element to 1. 






1648.51:

(Status: Need security expertise.  Asked Dan & Jouni.)
	When a key-mapping key for an address pair is

present, the WEP Key ID subfield in the MPDU shall be set to 0 on transmit and ignored on receive


1740.10:

(Creates no conflict.)

	If the value of Key Type (bit 3) is 0, then this bit shall be 0 on transmit and ignored on receive.


2019.04:

(Creates no conflict)

	Bit 4 is reserved. It shall be set to 0 on transmit and ignored on receive.


Proposed resolution:

Revised.  Make changes in <this document> under CID 2185.
Dramatic Exit

< author exits stage left to bang his head vigorously against a brick wall…>
Abstract





This document contains a proposed resolution to LB199 comments 2094 and 2185.


(moved here from 11-14/207r1).





R0: (compared to 11-14/207r1) Added “be ignored” and “and ignored” checks.


R1: Reviewed 


R2: Review completed in TGmc.








�This missing word gave TGmc pause last time we reviewed this resolution.


�Hard to reword as an exception,  but probably OK as is.
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