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Minutes of Meeting on Tuesday PM1, 12 Nov 2013
Agenda

· The standing committee agenda is found in 11-13/1342r1.

· Bruce Kraemer (Marvell) moved to approve the agenda.

· Donald Eastlake (Huawei) seconded the motion. 

· The agenda was approved without dissent.

Minutes

· Minutes of the Nanjing meeting (11-13/1279r0) were also approved without dissent.  

· Bruce Kraemer made the motion; Donald Eastlake seconded it.

Goals

· Andrew Myles (Cisco) reiterated the goals of the group, which are to be interpreted in the larger IEEE and IEEE 802 context, not just an IEEE 802.11 context.

 Liaisons

· Recent drafts sent in liaison to JTC1/SC6/WG1 including IEEE 802.11ac D6.0, IEEE 802.11af D5.0, and IEEE 802.1Xbx D1.0.

· Geoff Thompson suggested that it was a bad idea to send them more than one draft of a particular specification during any single JTC1/SC6/WG1 meeting cycle. 

· Bruce Kraemer cautioned that we not be seen as failing to send them drafts, which could lead to the perception that we are actually trying to prevent them from supplying feedback.

· 802.11

· There are newer versions of IEEE 802.11ac and 802.11af that could be sent as liaisons, should the IEEE 802.11 WG agree to do so.

· The SC agreed to do so and asked Bruce Kraemer to make the necessary preparations. 

· 802.15

· Jodi Haasz (IEEE Staff) noted that 802.15.4 standards are sent through SC31, not SC6.  

· 802.1

· Mick Seamen indicated that D1.2 of 802.1Xbx is being prepared for Sponsor Ballot. 

· The changes are not substantive and trivial technically.

· Mick will inquire of Tony Jeffree to see what drafts IEEE 802.1 would like to send.

· 802.3

· Geoff Thompson will work to identify any IEEE 802.3 drafts that should be sent along as well.

· IEEE 802.3 prefers to only send full revisions of IEEE 802.3 to SC6; amendments are held until a new revision is made available.
· Note: this was later shown not to be the case
· Bruce Kraemer will speak with David Law (IEEE 802.3 chair) and Adam Healy (IEEE 802.3 maintenance task group chair) to develop an understanding of what to send. 

· There seems to be a difference of opinion as to whether IEEE 802.3 should be sending revision drafts alone or also amendment drafts.

· New projects

· IEEE 802 has notified SC6 of new projects in IEEE 802.3 and IEEE 802.15.  

· In general, John D’Ambrosia (IEEE 802 Secretary affiliated with Dell) will send these notifications after each plenary session.

PSDO

· IEEE 802 has submitted 10 standards for ratification under the PSDO. 

· During October, IEEE 802.1X and IEEE 802.1AE passed their 5-month FDIS ballots.

· A slew of IEEE 802.1 and IEEE 802.11 amendments along with the 2012 IEEE 802.3 revision are currently in FDIS ballot.

· There are IEEE-originated corrigenda to some of the IEEE 802.1 amendments that have already been sent to SC6.

· Jodi Haasz will meet with Henry Cuschieri (ISO Central Secretariat) in December and will discuss how they wish to handle corrigenda. 

· Our choices for when to send these corrigenda are:

· right now, which may confuse the SC6 voters;

· in December after the ballots close; or in March,

· after our next plenary session. 

· The SC agreed to wait to hear what Jodi determines in her meeting.

· IEEE does not distinguish between technical and editorial corrigenda, while ISO does.

· Jodi will research the topic to see if it affects when we should send the corrigenda.

· The FDIS ballot on IEEE 802.1X closed in October.

· It passed on a 16/1/12 (for/against/abstain) vote with China voting against and both China and Switzerland providing comments. 

· A similar vote (with 13 abstentions) occurred in the case of IEEE 802.1AE.

· IEEE 802.3-2012’s ISO/IEC title is incorrect in the FDIS ballot.

· It was correct in the 60-day pre-ballot, so the ISO Central Secretariat will correct the title upon publication.

TEPA proposals 

· At the moment, there has been no change in status for the Chinese TEPA-AC, TLSec, TAAA, WAPI, and TISec specifications.

· None of these currently appear on the SC6 agenda for the February 2014 meeting in Ottawa.

· IWNCOMM is believed to be preparing to bring some of these forward as New Project (NP) or Preliminary Work Item (PWI) proposals.

 Swiss NB discussions about TEPA
· On August 27th, there was a group conversation between the Swiss National Body (NB) and the IEEE delegation about TePA.

· This was supposed to be the first of a series of meeting, but no follow-on meetings have been held.

· Coming out of the August meeting, Dan Harkins (Aruba Networks) and Hans-Rudolf Thomann (Swiss consultant formely in the employ of a Chinese organization) were supposed to prepare presentations on 802-1X/EAP-TLS and TePA respectively

· Dan has prepared a draft presentation but isn’t quite ready yet to share it with Hans-Rudolf.

 SC6 Agenda
· All new items to be put on the SC6 meeting agenda are due from the member NBs by January 3rd.

· As previously noted, WAPI hasn’t been listed on the agenda, and it’s not clear what the correct method would be to resurrect the abortive project that had been approved in SC6. 

· The WAPI Alliance is using the Snowden affair to promote mandatory use of WAPI.  
· Despite a requirement for handsets to implement WAPI in China, China Mobile has been demonstrating the Wi-Fi Alliance’s Hot Spot 2.0 specification, which is based on IEEE 802.11 standards.

· TISec, the Chinese replacement for IPsec, is not currently on WG7’s agenda.
· ISOC may be sending Sean Turner (Security Area co-Director) to the Ottawa meeting to represent the ISOC/IETF position.

· In terms of non-security presentations before SC6, UHT (an IEEE 802.11n analog) and EUHT (an IEEE 802.11ac analog, but perhaps actually closer in nature to a lightweight version of LTE [Long-Term Evolution]) are not on the WG1 agenda but have been previously presented.

· There are also two PWI proposals that were originally made in WG1 but later moved to WG7.

· These are WLAN Cloud (N15692, in which multiple APs are shared by multiple service providers somewhat à la Hot Spot 2.0) and WLAN Optimization (N15691, for optimization of WLANs via the sending of WLAN sniffing data to a central database).
· During the Ottawa meeting, there will be a joint session of WG1 and WG7 to determine under whose purview these PWI proposals will advance.

· Specific discussion of the two PWI proposals will be pushed to later in the JTC1 SC time slots this meeting or to the January IEEE 802 wireless interim.

· Ottawa meeting logistics information can be found in N15789.

· Current agendas for WG1 (N15784) and WG7 (N15785) are now available, although neither currently contains security-relevant items.

· The WG1 agenda currently only lists status updates for IEEE 802 items.

· Agenda comments are allowed until January 31st, which will allow IEEE 802 to make comments coming out of its January meeting in Los Angeles.

Limitations on SC6 agenda

· During the previous SC6 meeting in Seoul, the SC6 chair (DY Kim, Korea) limited the future discussion of topics to no more than two times in SC6 before either an NP Proposal is submitted or the topic is dropped.

· China and Switzerland are likely to disagree with that position. 

· The ruling is supposed to appear in the minutes of the Seoul meeting, but these (still) have not been published.

· Technically, the TePA topics and WAPI would fall under the ruling.

IEEE 802 items for SC^ agenda

· The JTC1 SC needs to determine what items IEEE 802 should be put on the SC6/WG1 agenda.

· Possibilities include overviews of IEEE 802.1, IEEE 802.3, and IEEE 802.11.

· Such materials would need to be prepared by the beginning of January.

· Other possible topics of discussion include:

· the disposition matrix of old 802 specifications

· responses to any relevant agenda items

· a security experts discussion,

· summary of responses to comments received on the IEEE 802.11-2012, IEEE 802.1X, and IEEE 802.1AE FDIS ballots.

· Bruce will  take the lead on pushing the other WGs in getting materials prepared to cover these topics.

· Conference calls are going to be needed to coordinate the presentations, as they are due prior to the next IEEE 802 wireless interim meeting.

· Andrew Myles with check with Dorothy Stanley (Aruba Networks) to see if there are any additional comment resolutions to be sent back to WG1.

· Regarding the disposition of old IEEE 802 standards, Jodi Haasz will check with Henry Cuschieri to make sure that project 05.01.01 (SPECIFIC LANs Cooperative agreement with IEEE 802) has been cancelled. 

· Most of the other disposition requests that IEEE 802 made to SC6 regarding the old IEEE 802 standards have been executed.

IEEE 802 delegation 

· The IEEE 802 delegation to the Ottawa meeting will include Bruce Kraemer (Head of Delegation) and Jodi Haasz.

· Others affiliated with IEEE 802 who will be attending are Andrew Myles (US NB) and Glenn Parsons (Canada NB).

· Dan Harkins might attend as the IEEE 802 delegation’s security expert.

· Other friendly groups that may attend include the Internet Society (ISOC) and the UK NB.

· Paul Nikolich (consultant and IEEE 802 Chair), Brian Weis (Cisco), and David Law will be listed as potential attendees.  

· Bill Carney (Sony) will be consulted to see if he can attend.

· The Austria, Japan, and Korea NB will likely attend and are seen as neutral parties.

· The China and Switzerland NB will attend and can be expected to hold positions in opposition of those held by the IEEE.

HoD

· A motion to approve Bruce Kraemer as IEEE HoD and authorize him to appoint the IEEE 802 delegation, approve any necessary submissions, and hold any necessary teleconferences was made by Dan Harkins. 

· Dick Roy seconded the motion, which passed without dissent.

 Teleconference
· Bruce Kraemer requested that a teleconference be scheduled for mid-December to coordinate preparations for the upcoming SC6 meeting.

· There were no objections to a mid-afternoon meeting (EST) call on December 16th.  
· Andrew Myles will provide a WebEx facility for the call. 

· Bruce Kraemer will send out a Doodle to determine the exact time.

 Certificate use in 802.1X/EAP-TLS
· Dan Harkins briefed his draft presentation on certificate use in 802.1X/EAP-TLS and an analysis of the alleged threats listed in 6N15523 in light of proper certificate processing.  
· He first listed how 802.1X/EAP devices are deployed, explaining the roles of EAP Supplicants and Authenticators.

· The characteristics of the 802.1X/EAP public key infrastructure were given: a (possibly) hierarchical chain of trust; with revocation supported by CRLs and/or OCSP; revocation upon compromise; and possession of a certificate not being equivalent to authentication. 

· A list of assumptions for trust anchor databases is also required to have a functioning PKI. 

· Harkins emphasized that the Certification Authority is the Trusted Third Party in 802.1X/EAP. 

· The AAA (Authentication, Authorization, Accounting) server is not. 

· The steps taken for certificate processing and validation were given, including optional name and revocation checking steps. 

· Constraints for both supplicants and authenticators were also specified. 

· Harkins then when on to address the “threats” from 6N15523, refuting each in turn.  
· Bruce Kraemer reports that Hans-Rudolf appears to be looking for a way not to produce his document that corresponds to the one that Dan briefed. 

· Bruce notes that he will need to get a letter out to Hans-Rudolf reiterating the agreement that was reached, which involved both parties producing explanatory briefings and presenting them at a joint teleconference.
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 IEEE 802.1X FDIS ballot
· There were 20 comments received on the recent IEEE 802.1X FDIS ballot, 4 from China and 16 from Switzerland. 

· Switzerland has asked that IEEE follow the processes in N15606, which defines how IEEE 802 deals with comments from SC6. 

· The comments will be discussed during this session, but IEEE 802.1 will have responsibility for drafting the actual response to be sent to SC6. 

· China has expressed a disagreement with the resolution (or perceived lack thereof) to their previous comments and has stated that it will not recognize this standard on that basis. 

· IEEE 802’s response notes that IEEE 802 does not have any purview over recognition and compliance with ISO/IEC standards. 

· The comments and their initial resolutions that the JTC1 SC agreed upon are found in the agenda slides and are not further reproduced in the minutes of the SC. 

 IEEE 802.1AE FDIS ballot

· The same is true of the comments and resolutions on the IEEE 802.1AE FDIS ballot.  
· Karen Randall (Randall Consulting) was appointed as the point person to provide more detailed responses from the IEEE 802.1 security group.

· The goal is to have the detailed response ready by December 16th.

 Role of SC6
· Given the perceived lack of value from SC6 meetings and SC6 in general in creating new networking standards, should IEEE 802 be expressing a view on the worth and future role of SC6?

· Mick Seaman (no affiliation) believes that we should continue to participate until there is a point reached in which IEEE or another suitable body has the necessary international standing.  That’s not the case at the moment. 

· It seems unlikely that IEEE or participating companies can have a direct effect. 

· Given the nature of SC6 with participation at the national level, effecting change would require coordinated national input. 

· Bruce stated that while we are currently successful in our approach with SC6, we haven’t yet found a way to reduce the cost of continued vigilance, and thus we should continue to maintain the status quo.

 Use of PSDO
· Which IEEE standards should be submitted under the PSDO (Peer Standards Development Organization) agreement remains an open question. 

· Submitting all possible standards could have negative repercussions including:

· diluting the IEEE brand;

· diminishing IEEE’s standing by allowing potentially inferior standards to be exposed to the international community; and

· reducing the potential for IEEE to be viewed as worthy of being an international standards development organization in its own right. 

· IEEE 1888 has been the test case for these concerns, although the concerns are not specifically about the content of IEEE 1888. 

· Bruce Kraemer will be bringing a proposed set of criteria before the IEEE International Ad Hoc Committee (which exists under the IEEE Board of Governors) for discussion on this very topic. 

· The suggested criteria for submission of an IEEE standard to JTC1/SC6 include:

· Does it meet the needs of a significant or important set of stakeholders?

· Does it meet the needs of stakeholders situated in multiple countries?

· Is it known to be able to achieve its goals in real implementations?

· Has it undergone sufficient development and review by all stakeholders?

· Is it likely to be used?

· Is its submission in the interest of the IEEE-SA?
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