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8. Frame formats
8.3 Format of individual frame types
8.3.3 Management frames

8.3.3.2 Beacon frame format

Insert following line to Table 8-20 after FILS Identity.

	<ANA>
	FILS HLP Wait Time
	The FILS HLP Wait Time element is present if dot11FILSActivated is true.


8.3.3.10 Probe Response frame format

Insert following line to Table 8-27 after FILS Identity.

	<ANA>
	FILS HLP Wait Time
	The FILS HLP Wait Time element is present if dot11FILSActivated is true.


8.4 Management frame body components
8.4.2 Information elements

8.4.2.1 General

Insert following line to Table 8-54 in clause 8.4.2.1 after “Differentiated Initial Link Setup”.

	FILS HLP Wait Time (see 8.4.2.<ANA> (FILS HLP Wait Time element))
	<ANA>
	4
	


Insert following new clause in clause 8.4.2.

8.4.2.<ANA> FILS HLP Wait Time element
The FILS HLP Wait Time element is used to notify the AP’s dot11FILSHLPWaitTime in Beacon and Probe Response. The format of the FILS HLP Wait Time element is shown in Figure 8-<ANA> (FILS HLP Wait Time element format).

	
	Element ID
	Length
	FILS HLP Wait Time

	Octets:
	1
	1
	2


Figure 8-<ANA> -- FILS HLP Wait Time element format

The value of the Element ID is equal to the FILS HLP Wait Time element value in Table 8-54 (Element IDs).

The value of the Length field is equal to 2.

The value of the FILS HLP Wait Time field is equal to the dot11FILSHLPWaitTime.

10. MLME
10.44 Fast Initial Link Setup (FILS) procedures
Replace clause 10.44.4 and 10.44.4.1 as following:
10.44.4 Higher layer setup during association/reassociation procedure

Higher layer setup, such as IP layer setup, may be performed during FILS association/reassociation procedure. Two mechanisms are provided for higher layer setup: (a) encapsulation of higher layer protocol frame(s), such as DHCP, (b) FILS IP address configuration. The choice is determined by the STA based on what higher layer setup mechanisms are supported by the AP.

Higher layer setup information in Association Request, Association Response, Reassociation Request and Reassociation Response frame shall be protected by the AEAD scheme (11.11.2.5).

(Action frame protection should be described.)[CID2173, 2863, 2941]
10.44.4.1 Higher layer setup using higher layer frame encapsulation

The FILS HLP wrapped data TLV(s) in the FILS Secure Container element (8.4.2.186.1) is used for encapsulating higher layer protocol (HLP) frame(s).

AP advertises its dot11FILSHLPWaitTime to non-STAs by using FILS HLP Wait Time element (8.4.2.<ANA>) in Beacon and Probe Response.

If a non-AP STA uses the higher layer frame encapsulation, the non-AP STA constructs the FILS HLP wrapped data TLV(s). When the non-AP STA transmits multiple HLP frames in Association/Reassociation frame, the non-AP STA shall construct multiple FILS HLP wrapped data TLVs for each HLP frames. Then the non-AP STA sets dot11AssociationResponseTimeOut to the AP’s dot11FILSHLPWaitTime plus n TU (n >= 1) and transmits Association/Reassociation Request including FILS HLP wrapped data TLV in FILS Secure Container element. The FILS Secure Container element may be fragmented by Fragment element (8.4.2.189) if required. The encapsulation procedure is following.

1) The non-AP STA prepares HLP MSDU(s) to transmit.

2) The non-AP STA fills FILS HLP wrapped data TLV(s) by the destination MAC address, the source MAC address and the HLP MSDU for each HLP MSDUs.

3) The non-AP STA encapsulates the FILS HLP wrapped data TLV(s) into the FILS Secure Container element (8.4.2.186) and Fragment element(s) if required.

When the AP receives Association/Reassociation Request frame including FILS HLP Wrapped data TLV(s), the AP decapsulates the HLP frame(s). The AP shall not transfer the HLP frame(s) until the key confirmation (refer 11.11.2.4) by the AP is completed. After successful key confirmation, the AP forwards the HLP frame(s) to the network according to the destination MAC address of the HLP frame(s). If the key confirmation fails, the AP silently discards the HLP frame(s). The frame decapsulation procedure is following.

1) The AP extracts the destination MAC address, the source MAC address and the MSDU from the FILS HLP wrapped data TLV.

2) The AP constructs the frame in appropriate format to deliver the MSDU to the network by using the extracted the destination MAC address, the source MAC address and the MSDU.

The AP should not transmit Association/Reassociation Response until dot11FILSHLPWaitTime. But the AP may transmit Association/Reassociation Response before dot11FILSHLPWaitTime.

If the AP receives HLP frames from the network targeted to the STA before transmitting Association/Reassociation Response, the AP transmits Association/Reassociation Response frame including the HLP frame(s) in the FILS HLP Wrapped data TLV of the FILS Secure Container element. The encapsulation procedure is described previously. If the AP does not receive HLP frames from the network targeted to the STA before transmitting Association/Reassociation Response, the AP transmits Association/Reassociation frame without FILS HLP Wrapped data TLV. The status code of Association/Reassociation Response is not affected by the result of this procedure.

When the non-AP STA receives Association/Reassociation Response with HLP Wrapped data TLV, the non-AP STA decapsulates the HLP(s) and generates MA-UNITDATA.indication primitive for each HLP MSDU(s).
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