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Introduction 

CID-50, 309. 311, 312, 313, 316, 1152, 1158, 1159, 1160, 1161, 1162, 1163, 1402 and 1448 from LB193mc are pertinent to the TFS feature as defined in IEEE P802.11-REVmc_D1.4 [1]. This submission contains a proposal to resolve these CIDs.  
The proposed modifications are in reference to the text in IEEE P802.11REVmc/D1.4 and are indicated by the change marks as follows:
8.6.14 WNM Action details

8.6.14.1 WNM Action fields

Several Action frame formats are defined for wireless network management (WNM) purposes. An Action

field, in the octet field immediately after the Category field, differentiates the formats. The Action field

values associated with each frame format are defined in Table 8-299 (WNM Action field values).

Replace the last row of “Table 8-299 – WNM Action field values” from: 

	28-255
	Reserved


to the following:
	28
	WNM-Notify Response 

	29-255
	Reserved


8.4.2.79 TFS Request element

The TFS Request element defines information about the traffic filters that are enabled at the AP for the requesting non-AP STA. The format of the TFS Request element is defined in Figure 8-367 (TFS Request element format(#240)).

	
	
	
	
	One or more TFS Request subelements

	Element ID
	Length 
	TFS ID
	TFS Action Code
	TFS Request Subelements
(#1447)

	Octest:      1
	1
	1
	Variable
	


Figure 8-367—TFS Request element format (#240)
The Element ID and Length fields are defined in 8.4.2.1 (General).(#139)(#1429)

The TFS ID field is assigned by the STA and provides a unique identifier for the Traffic Filter Set specified in the TFS (#1447) Request Subelements field(Ed).  
The TFS Action Code field defines the actions taken at the AP when a frame matches a Traffic Filter Set. The functions of the bits in this field are shown in Table 8-175 (TFS Action Code field values).

The TFS Request Subelements field contains one or more TFS Request subelements described in Table 8-176 (TFS Request subelements(#1429)). Each TFS Request subelement specifies one Traffic Filter.  Using multiple TFS Request subelements in a TFS Request element is the equivalent to a logical AND operation on the match conditions of each TFS Request subelement.
Table 8-175 – TFS Action Code field values

	Bit(s)
	Information
	Notes

	0
	Delete after match
	Setting this field to 1for any Traffic Filter Set indicates all Traffic Filter Sets established at the AP for the non-AP STA are deleted when a frame matches any of the Traffic Filter Sets established for the non-AP STA..  A value of 0 for this field indicates no deletion of the Traffic Filter Set upon a match. 

	1
	Notify
	Setting this field to 1 indicates the STA is to be sent a TFS Notify frame  upon the first frame matche to the Traffic Filter Set after the AP starts the filtering operation or after the AP receives a Notify Response frame containing the corresponding TFS ID. Setting this field to 0 indicates the AP does not send TFS Notify frame to the requesting STA. 

	2-7
	Reserved
	All other bits are reserved (#366)


Table 8-176 – TFS Request subelements (#1429)

	Subelement ID (#1449)
	Subelement name

	1
	TFS subelement

	221
	Vendor Specific subelement

	0, 2 to 220, 222 to 255
	Reserved


The format of the TFS subelement is shown in Figure 8-368 (TFS (#1431) subelement format (#240)).
	
	
	One or more TCLAS Elements
	

	Subelement ID
	Length 
	TCLAS Elements
	TCLAS Processing Element (optional)

	Octest:      1
	1
	variable
	0 or 3


Figure 8-367—TFS (#1431) subelement format (#240)
The Subelement ID field uniquely identifies this subelement to be the TFS subelement. The value of this field is 1.

The Length field is defined in 8.4.3 (Information Subelements).(#1429)


The TCLAS Elements field contains one or more TCLAS elements, each  specifying  a  set of filtering parameters as defined in 8.4.2.30 (TCLAS element). The number of TCLAS elements is limited and the total size of the TFS Request element is less than 255 octets.

The TCLAS Processing Element field is optionally present and defines how multiple TCLAS elements are processed as defined in 8.4.2.32 (TCLAS Processing element).

The TFS Request element is included in TFS Request frames, as described in 8.6.14.15 (TFS Request frame format), and WNM-Sleep Mode Request frames, as described in 8.6.14.18 (WNM-Sleep Mode Request frame format). The use of the TFS Request element and frames is described in 10.24.12 (TFS procedures).
8.4.2.80 TFS Response element

The TFS Response element defines information about the status of the requested filtering parameters. The format of the TFS Response element is defined in Figure 8-369 (TFS Response element format(#240)).
	
	
	

	
	
	

	
	
	



	
	
	
	One or more TFS Response subelements

	Element ID
	Length 
	 TFS ID
	TFS Response subelements

	Octest:      1
	1
	1
	Variable, 


Figure 8-367 – TFS Response element format
The Element ID and Length fields are defined in 8.4.2.1 (General).(#139)(#1429)
The TFS ID field indicates the unique ID for the TFS Traffic Filter Set. 

The  TFS Response Subelement field contains one or more Status subelements described in Table 8-177 (s TFS Response subelements(#1429)). In a TFS Response element, the number of the Response sub-elements is the same as the number of the TFS Request subelements in the corresponding TFS Request element, where the TFS Response subelements appear in the same order as the corresponding TFS Request subelements in the corresponding TFS Request frame. 
Table 8-177 –  TFS Response subelements (#1429)

	Subelement ID (#1449)
	Subelement name

	1
	TFS Status subelement

	
	

	221
	Vendor Specific subelement

	0, 2 to 220, 222 to 255
	Reserved


The TFS  Response Subelement field contains the information as defined in Figure 8-370 (TFS Status (#1431) subelement format).
	
	
	
	

	
	
	
	

	
	
	
	



	
	
	
	

	Subelement ID
	Length 
	TFS Response Status
	TFS subelements

	Octest:      1
	1
	1
	Variable, optionally present


Figure 8-367—TFS Response Subelement format
The Subelement ID field uniquely identifies this subelement to be the TFS Response subelement. The value of this field is 1.
The Length field is defined in 8.4.3 (Information Subelements).(#1429)

The TFS Response Status field indicates the status returned by the AP responding to the STA’s requested Traffic Filter, as indicated in Table 8-173 (FMS Element Status and TFS Response Status definition).


The TFS Subelements field is present to contain the alternative filtering parameters preferred by the AP.  
The TFS Response element is included in TFS Response frames, as described in 8.6.14.16 (TFS Response frame format), and WNM-Sleep Mode Response frames, as described in 8.6.14.19 (WNM-Sleep Mode Response frame format). The use of the TFS Response element and frames is described in 10.24.12 (TFS procedures).
8.5.14.15 TFS Request frame format

The TFS Request frame is sent by a non-AP STA to the AP to request the specified traffic filtering. The

format of TFS Request frame is defined in Figure 8-484.
	
	
	
	One or more TFS Request elements

	Category
	Action
	Dialog Token
	TFS Request Elements

	Octest:      1
	1
	1
	Variable


Figure 8-601—TFS Request frame format (#240) 
The Category field is the value indicating the WNM category, as specified in Table 8-43 (Category values)  in 8.4.1.11 (Action field).

The Action field is the value indicating TFS Request frame, as specified in Table 8-299 (WNM Action field value) in 8.6.14.1 (WNM Action fields).

The Dialog Token field is a value chosen by the STA sending the TFS Request frame to identify the request/response transaction.

The TFS Request Elements field contains one or more TFS Request elements to specify  one or more Traffic Filter Sets that are requested by the non-AP STA, as defined in 8.4.2.79 (TFS Request element), or zero TFS Request elements to cancel all of the existing Traffic Filter Sets (see 10.24.12.2 (TFS non-AP STA operation)) (#313).
8.5.14.16 TFS Response frame format

The TFS Response frame is sent by an AP in response to a TFS Request frame. The format of the TFS Response frame is defined in Figure 8-602 (TFS Response frame format (#240)).
	
	
	
	One or more TFS TFS Response elements

	Category
	Action
	Dialog Token
	TFS Response Elements

	Octest:      1
	1
	1
	Variable


Figure 8-602—TFS Response frame format (#240)
The Category field is the value indicating the WNM category, as specified in Table 8-43 (Category value) in 8.4.1.11 (Action field).

The Action field is the value indicating TFS Response frame, as specified in Table 8-299 (WNM Action field value) in 8.6.14.1 (WNM Action field).

The Dialog Token field is the value in the corresponding TFS Request frame.

The TFS Response Elements field contains one or more TFS Response elements to indicate the status of the filtering parameters that the AP is requested to support, as defined in 8.4.2.80 (TFS Response element). The number of the TFS Response elements in a TFS Response frame is the same as the number of the TFS Request elements in the corresponding TFS Request frame. 
8.5.14.17 TFS Notify frame format

The TFS Notify frame is sent by an AP to a STA when a frame matching a traffic filter is encountered. The format of the TFS Notify frame is defined in Figure 8-603 (TFS Notify frame format (#240)).
	
	
	
	One or more TFS IDs

	Category
	Action
	Number of TFS IDs
	TFS ID List

	Octest:      1
	1
	1
	Variable


Figure 8-603—TFS Notify frame format (#240)
The Category field is the value indicating the WNM category, as specified in Table 8-43 (Category Value) in 8.4.1.11 (Action field).

The Action field is the value indicating TFS Notify frame, as specified in Table 8-299 (WNM Action field values) in 8.6.14.1 (WNM Action field).

The Number of TFS IDs field indicates the number of 1-octet TFS IDs present in the TFS ID List field.

The TFS ID field indicates the traffic filter set containing the matched TCLAS element.

8.5.14.xx TFS Notify Response frame format

A TFS Notify Response frame is transmitted by a non-AP STA to an AP to request the AP to resume the generation of the TFS Notify frame when a frame matches to the Traffic Filter Sets identified by the TFS ID(s) included in the TFS Notify Response frame.

	
	
	
	

	Category
	Action 
	Number of TFS IDs
	TFS ID list

	Octest:      1
	1
	1
	Variable


Figure xxxx—TFS Notify Response frame body format
The Category field is the value indicating the WNM category, as specified in Table 8-43 (Category Value) in 8.4.1.11 (Action field).

The Action field is the value indicating TFS Notify Response frame, as specified in Table 8-299 (WNM Action field values) in 8.6.14.1 (WNM Action field).

The Number of TFS IDs field indicates the number of 1-octet TFS IDs present in the TFS ID List field.

The TFS ID List field indicates the identifiers of the Traffic Filter Sets.

10.24.12 TFS procedures

10.24.12.1 TFS capability 
Implementation of the TFS capability is optional for a WNM STA. A STA that implements TFS has dot11(#1676)TFSImplemented set to true. When dot11(#1676)TFSImpemented is true, dot11WirelessManagementImplemented shall be true. A STA that has a value of true for dot11(#1676)TFSActivated is defined as a STA that supports TFS. A STA for which dot11(#1676)TFSActivated is true shall set the TFS field of the Extended Capabilities element to 1. 

A STA with a value of true for dot11(#1676)TFSActivated may send a TFS Request, TFS Response, TFS Notify frame, or TFS Notify Response frame  to a STA within the same infrastructure BSS whose last received Extended Capabilities element contained a value of 1 for the TFS bit in the Capabilities field. The Traffic Filtering service is not supported in an IBSS.

The traffic filtering parameters are established using a TFS Request frame transmitted from a non-AP STA to an AP STA, and a TFS Response frame transmitted from the AP STA to the non-AP STA.  A TFS Request frame contains one or more TFS Request elements. Using multiple TFS Request elements in a TFS Request frame is the equivalent to a logical OR operation on the match conditions of each TFS Request element.  One TFS Request element contains the filtering parameters for one Traffic Filter Set. One TFS Request element contains one or more TFS Request subelements, each containing the filtering parameters for one Traffic Filter. Using multiple TFS Request subelements in a TFS Request element is the equivalent to a logical AND operation on the match conditions of each TFS Request subelement.   One TFS subelement contains one or more TCLAS elements and an optional TCLAS Processing element that defines the relationship among multiple TCLAS elements within one TFS subelement. The TCLAS Processing element is present if more than one TCLAS element is included in TFS subelement.  A TFS Response frame contains the status of the filter parameters requsted in the corresponding TFS Request frame. An AP may propose alternative filtering parameters by returning a TFS subelement in the corresponding TFS Response subelement. (See 10.24.12.2 and 10.24.12.3 )
Only when the AP sets the Status for all Traffic Filter requests to “Accept”, the filtering operation at the AP starts immedicately after the AP receives an ACK frame corresponding to the TFS Response frame transmitted by the AP to the non-AP STA.  

A frame match occurs when a frame matches the filtering parameters for a TFS Traffic Set, where the matched frames can be either individually- or group-addressed frames.
When a traffic filter for group addressed frames is enabled at the AP, the group addressed frames are still delivered, without regard to the frames matching the traffic filter, since other associated STAs may also receive these frames. Because a STA using TFS can be in power save mode for an extended period of time, group addressed frames that match the traffic filter might be delivered before the STA is aware that the traffic filter has been matched. It is likely (but not guaranteed) that the STA does not receive those group addressed frames matching the traffic filter at the scheduled group addressed delivery time. To prevent this from happening, the STA can request a notification frame be sent when requesting the establishment of the traffic filter. If negotiated with the AP, a frame match is indicated to the non-AP STA via a notification frame.

10.24.12.2 TFS non-AP STA operation

To use the TFS, the non-AP STA’s SME that supports TFS shall issue an MLME-TFS.request primitive to send a TFS Request frame. The MLME-TFS.request primitive shall include a valid TFSRequest parameter as defined in the TFS Request elements.


The receipt of an MLME-TSF.confirm primitive with a valid TFSResponse parameter indicates to the STA’s SME that the AP has processed the corresponding TFS request. The content of the TFSResponse parameter provides the status of each of the TFS Request(#313) elements processed by the AP. A TFSResponse parameter optionally contains modified filtering parameters for the corresponding TFS request. 
If the values of  the TFS Response Status field of all TFS Response subelements in all TFS Response elements in a TFS Response frame are equal to “Accept”, the non-AP STA interpretes that the filtering operation at the AP starts immedicately after the AP receives an ACK frame corresponding to the TFS Response frame transmitted by the AP to the non-AP STA.  

If the values of the TFS Response Status field in all the TFS Response subelements in all TFS Response elements in a TFS Response frame are “denial” without any alternative provided by the AP, no TFS agreement is established.  The non-AP STA may transmit another TFS Request frame to the AP in order to establish a TFS agreement. 

If the value of the TFS Response Status field of a subset, but not all, of the TFS Response subelements in any of the TFS Respose element in a TFS Response frame are equal to “Accept”: 

· If the non-AP STA agrees with the modified filtering parameters (i.e., the non-AP STA’s request either denied or provided with an alternative), the non-AP STA shall send a TFS Request frame containing the entire set of filtering parameters (i.e., both the modified filtering parameters that are agreeable to the non-AP STA and the original filtering parameters that are accepted by the AP without modification) to confirm its acceptance of the modified filtering parameters.  The AP shall transmit a TFS Response frame that sets the Status values for all Traffic Filters in all Traffic Filter Sets to be “Accept”. 

· If the non-AP STA disagrees with the modified filtering parameters (i.e., the non-AP STA’s request either denied or provided with an alternative), the non-AP STA may transmit a TFS Request frame with no TFS Request element to the AP to cancel the outstanding TFS Request.  It’s noted that such a TFS Request frame with no TFS Request element cancels both the outstanding TFS Request and the previously established traffic filters, if any, 

By setting Bit 0 of the TFS Action Code field of the TFS Request element in the TFS Request frame to 1, a non-AP STA elects to delete a Traffic Filter Set (identified by a unique TFS ID) when a frame matches the the Traffic Filter Set.  
By setting Bit 1 of the TFS Action Code field of the TFS Request element in the TFS Request frame to 1, a non-AP STA requests a TFS Notify frames to be sent by the AP upon a frame match.  Upon receving a TFS Notify frame, if the non-AP STA requests the AP to resume the generation of the TFS Notify frame upon a future frame match, it shall transmit to the AP a TFS Notify Response containing one or more TFS IDs; the non-AP STA shall not transmit a TFS Notify Response frame to the AP if it doesn’t request the AP to resume the generation of the TFS Notify frame upon a future match. 
The non-AP STA may indicate that it is no longer using a particular TFS Request(#313) element by transmitting a TFS Request frame without that TFS Request(#313) element. The AP shall send a TFS Response frame with the corresponding Status field value set to Accept, upon receipt of the TFS Request frame.

The non-AP STA may choose to terminate use of the TFS service by sending a TFS Request frame with no

TFS Request(#313) elements in the request thereby canceling all traffic filters at the AP.

10.24.12.3 TFS AP operation

When an AP’s SME receives an MLME-TFS.indication primitive with a valid TFSRequest parameter, it shall issue an MLME-TFS.response primitive with a TFSResponse parameter indicating the status of the associated request. When the AP accepts any filtering parameter for a requesting STA, the AP shall establish a traffic filter that matches individually addressed (#99)EAPOL-Key frames addressed to the requesting STA, with bits 0 and 1 of the TFS Action Code field set to 0.

When an AP’s SME receives an MLME-TFS.indication primitive with a valid TFSRequest parameter having a requested TCLAS-based classifier which it is unable to provide, the SME shall issue an MLME-TFS.response primitive indicating the status of the corresponding request and may include a TFSResponse parameter having a suggested modified TCLAS-based classifier.

When TFS is enabled for an associated STA, the AP shall discard all individually addressed frames destined for the non-AP STA until a frame is found that matches one or more Traffic Filter Sets established by the STA. When a frame is found that matches one or more of the Traffic Filter Sets  established by the STA (a matching frame), the AP shall perform the following actions,.


If a non-AP STA elects to delete a Traffic Filter Set indentified by a TFS ID (by setting Bit 0 of the TFS Action Code field of the corresponging TFS Request element of the TFS Request frame to 1) upon a frame match and requests a TFS Notify frame to be transmitted by the AP upon a match (by setting Bit 1 of the TFS Action Code field of the corresponding TFS Request element of the TFS Request frame to 1), the AP shall generate a single individually addressed Notify frame for the frames matching the Traffic Filter set identify by the corresponding TFS ID.  Subsequently, the AP delete all Traffic Filter Sets established at the AP for the non-AP STA. 
If a non-AP STA electes to not to delete any Traffic Filter Set identified by a TFS ID (by setting bit 0 of the TFS Action Code field of the corresponding TFS Request element of the TFS Request frame to 0) upon a frame match, but requests TFS Notify frame to be transmitted by the AP upon a match (by setting Bit 1 of the TFS Action Code field of the corresponding TFS Request element of the TFS Request frame to 1), the AP shall generate a single individually address TFS Notify frame for all frames matcing the Traffic Filter Set identified by the corresponding TFS ID. All Traffic Filter Sets established at the AP for the non-AP STA remains to be effective upon a match.  If the AP receivs a TFS Notify Response frame from the corresponding non-AP STA, the AP resumes the generation of the TFS Notify frame when a frame matches to the Traffic Filter Sets identified by the TFS IDs included in the TFS Notify frame.  Otherwise, the AP shall not send additional TFS Notify frames upon match of frames.  
A TFS Notify frame is delivered per the rules for the tranmsiion for individually addressed frames.  

NOTE—Due to the operation of group addressed frame delivery, a group addressed frame that matches a traffic filter might result in the STA receiving indication of the group addressed frame either before or after the group addressed frame is transmitted by the AP, if the TFS Notify frame is queued in the STA’s power save queue. This might result in the STA receiving the group addressed frame in some cases and not receiving it in other cases.

Upon receiving an MLME-TFS.indication primitive, the AP’s SME shall disregard any previous MLMETFS. indication primitive received from the same STA.

The AP shall terminate any TFS operation for a STA when no traffic filters remain for a STA or if the AP’s SME receives an MLME-TFS.indication primitive with a null TFSRequest.
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