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8. Frame formats
8.3 Format of individual frame types
8.3.3 Management Frames

8.3.3.5 Association Request frame format

Insert the following rows to the contents of Table 8-22:

	Order
	Information
	Notes

	<ANA>
	FILS Secure Container
	The FILS Secure Container element contains encrypted TLVs.


8.3.3.6 Association Response frame format

Insert the following rows to the contents of Table 8-23:

	Order
	Information
	Notes

	<ANA>
	FILS Secure Container
	The FILS Secure Container element contains encrypted TLVs.


8.4 Management frame body components
8.4.2 Information elements

Change subclause 8.4.2.186 as following:
8.4.2.186 FILS Secure Container element
Change subclause 8.4.2.186.1 as following:
8.4.2.186.1 FILS Secure Container TLVs
FILS Secure Container TLVs are used to carry out various purpose such as IP address assignment and GTK transfer.

Change the caption of Table 8-183ah and insert the following rows to the contents of Table 8-183ah:

Table 8-183ah –FILS Secure Container TLVs
	Type
	TLV ID
	Length (octets)
	Extensible

	Key RSC
	<ANA>
	18
	No

	GTK Transfer
	<ANA>
	3-255
	No


Insert the following two new clauses after 8.4.2.186.1.4:

8.4.2.186.1.a Key RSC TLV

Key RSC TLV contains Key RSC of the GTK. The format is shown in Figure 8-a.

	
	TLV
ID
	Length
	Key RSC

	Octets:
	1
	1
	16


Figure 8-a –Key RSC TLV format
The TLV ID field is equal to the Key RSC value in Table 8-183ah (FILS Secure Container TLVs).

The value of the Length field is 16.

The value of Key RSC is the current Key RSC of the GTK.

8.4.2.186.1.b GTK Transfer TLV

GTK Transfer TLV contains a GTK. The format is shown in Figure 8-b.

	
	TLV
ID
	Length
	Key ID
	GTK

	Octets:
	1
	1
	1
	variable


Figure 8-b –GTK Transfer TLV format
The TLV ID field is equal to the GTK Transfer value in Table 8-183ah (FILS Secure Container TLVs).

The value of the Length field is 1 plus GTK length in octets.

The value of Key ID is the Key ID of the GTK.

11. Security
11.11 Authentication for Fast Initial Link set-up
11.11.2 FILS Authentication

Insert the following new clause in 11.11.2:

11.11.2.c GTK Transfer

In FILS Authentication, GTK is transferred in Association Response frame from AP to STA. After successful authentication (11.11.2.2), key derivation (11.11.2.3) and key confirmation (11.11.2.4) by the AP, the AP shall construct Key RSC TLV (8.4.2.186.1.a) and GTK Transfer TLV (8.4.2.186.1.b). The AP shall put these TLVs into FILS Secure Container (8.4.2.186) and shall encrypt it as described in 8.4.2.186 and 11.11.2.6.

STA shall decrypt FILS Secure Container as described in 8.4.2.186 and 11.11.2.7. The STA install GTK and set key RSC.

GTK rekeying shall be performed as described in 11.6.7 (Group Key Handshake).
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