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Instruct the editor to modify section 4.10.3.4b as indicated:
4.10.3.4b AKM operations using FILS authentication without an online trusted third party

It is assumed that both STAs using FILS have obtained a public key certificate from a Certificate Authority and that each STA is capable of verifying this certificate during execution of the FILS authentication scheme. The manner by which these certificates are obtained is outside the scope of this standard.
The following operations are carried out when FILS authentication is used with a trusted third party:
a) The STA discovers the AP’s policy through passive monitoring of Beacon frames or through active probing. If a FILS-capable STA discovers that the AP supports FILS authentication and  the identity of the trusted third party is known (and trusted) by the STA, the STA and AP proceed to FILS authentication

b) The STA initiates FILS authentication by sending a Authentication frame to the AP, after which the AP responds with a Authentication frame. The STA and AP generate a PMK as a result of this exchange.

c) The STA sends an Association Request frame to the AP and receives a Association Response frame from the AP. This exchange provides proof-of-possession of the PMK and enables the creation of a PTKSA and further establishment of FILS state.

 -Note:  It’s common that the payload of a X.509 based digital certificate exceeds the size of the .11 frame which raises the concern of potential fragementation attack. For FILS authentication, it’s recommended that the X.509 based digital certificate should not exceed the specified MTU of the air interface.  
Motion:
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Move:

Second:

Abstain:

Abstract


This document presents suggested text to relieve the concern about the fragementation attack which occur during the TTP with certificate scheme.  
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