January 2013

doc.: IEEE 802.11-13/0040r2


IEEE P802.11
Wireless LANs

	Higher Layer Packet Container Proposal Text

	Date:  2013-01-15

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Hitoshi Morioka
	Allied Telesis R&D Center
	2-14-38 Tenjin, Chuo-ku, Fukuoka 810-0001 JAPAN
	+81 92 771 7630
	hmorioka@root-hq.com

	Hiroki

Nakano
	Trans New Technology, Inc.
	Sumitomo Seimei Kyoto Bldg. 8F, 62 Tukiboko-cho, Shimogyo, Kyoto 600-8492 JAPAN
	+81-75-213-1200
	cas@trans-nt.com



3. Definitions, acronyms and abbreviations

3.2 Definitions specific to IEEE802.11


Insert the following new definitions into clause 3 in alphabetical order:
Fast Initial Link Setup (FILS): The service used to establish access point/station (AP/STA) mapping and enable STA invocation of the distribution system service and higher layer packets transport during association in short latency and minimized frame exchanges.

Higher Layer Packet (HLP): A packet used in the layer higher than IEEE802.11. 

6. Layer management
6.3 MLME SAP interface
6.3.3 Scan

6.3.3.3 MLME-SCAN.confirm

6.3.3.3.2 Semantics of the service primitive

Insert the following row to the BSSDescriptionFromFDSet:

	Name
	Type
	Valid Range
	Description

	HLP Max Wait Time
	Integer
	1-100
	The maximum time to wait HLP by AP in unit of millisecond.


6.3.5 Authenticate

6.3.5.3 MLME-AUTHENTICATE.confirm

6.3.5.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.5.3.2 as shown:
MLME-AUTHENTICATE.confirm(






PeerSTAAddress,






AuthenticationType,






ResultCode,






Content of FT Authentication elements,






Content of SAE Authentication Frame,






FILS Wrapped data,






HLP Container,






Vendor Specific Info






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.5.3.2:
	Name
	Type
	Valid range
	Description

	HLP Container
	As defined in frame format
	As defined in 8.4.2.e (HLP Container element)
	This field is used for transporting higher layer packets in FILS association.

The parameter is present only if dot11HLPTransportDuringAssocActivated is true.


6.3.5.5 MLME-AUTHENTICATE.response

6.3.5.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.5.5.2 as shown:
MLME-AUTHENTICATE.response(






PeerSTAAddress,






AuthenticationType,






ResultCode,






Content of FT Authentication elements,






Content of SAE Authentication Frame,






FILS Wrapped data,






HLP Container,






Vendor Specific Info






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.5.5.2:
	Name
	Type
	Valid range
	Description

	HLP Container
	As defined in frame format
	As defined in 8.4.2.e (HLP Container element)
	This field is used for transporting higher layer packets in FILS association.

The parameter is present only if dot11HLPTransportDuringAssocActivated is true.


6.3.7 Associate

6.3.7.2 MLME-ASSOCIATE.request

6.3.7.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.2.2 as shown:
MLME-ASSOCIATE.request(






PeerSTAAddress,






AssociateFailureTimeout,






CapabilityInformation,






ListenInterval,






Supported Channels,






RSN,






QoSCapability,






Content of FT Authentication elements,






SupportedOperatingClasses,






HT Capability,






Extended Capability,






20/40 BSS Coexistence,






QoSTrafficCapability,






TIMBroadcastRequest,






EmergencyServices,






HLP Wait Time,






HLP Container,





VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.7.2.2:
	Name
	Type
	Valid range
	Description

	HLP Wait Time
	Integer
	1-100
	The time to wait HLP by AP in unit of millisecond.

	HLP Container
	As defined in frame format
	As defined in 8.4.2.e (HLP Container element)
	This field is used for transporting higher layer packets in FILS association.

The parameter is present only if dot11HLPTransportDuringAssocActivated is true.


6.3.7.3 MLME-ASSOCIATE.confirm

6.3.7.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.3.2 as shown:
MLME-ASSOCIATE.confirm(






ResultCode,






CapabilityInformation,






AssociationID,






SupportedRates,






EDCAParameterSet,






RCPI.request,






RSNI.request,






RCPI.response,






RSNI.response,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOpeartiongClasses,






DSERegisteredLocation,






HT Capabilities,






Extended Capabilities,






20/40 BSS Coexistence,






TimeoutInterval,






BSSMaxIdlePeriod,






TIMBroadcastResponse,






QoSMapSet,






HLP Container,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.7.3.2:
	Name
	Type
	Valid range
	Description

	HLP Container
	As defined in frame format
	As defined in 8.4.2.e (HLP Container element)
	This field is used for transporting higher layer packets in FILS association.

The parameter is present only if dot11HLPTransportDuringAssocActivated is true.


6.3.7.4 MLME-ASSOCIATE.indicate

6.3.7.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.4.2 as shown:
MLME-ASSOCIATE.indicate(






PeerSTAAddress,






CapabilityInformation,






ListenInterval,






SSID,






SupportedRates,






RSN,






QoSCapability,






RCPI,






RSNI,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOperatingClasses,






DSERegisteredLocation,






HT Capability,






Extended Capability,






20/40 BSS Coexistence,






QoSTrafficCapability,






TIMBroadcastRequest,






EmergencyServices,






HLP Wait Time,






HLP Container,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.7.4.2:
	Name
	Type
	Valid range
	Description

	HLP Wait Time
	Integer
	1-100
	The time to wait HLP by AP in unit of millisecond.

	HLP Container
	As defined in frame format
	As defined in 8.4.2.e (HLP Container element)
	This field is used for transporting higher layer packets in FILS association.

The parameter is present only if dot11HLPTransportDuringAssocActivated is true.


6.3.7.5 MLME-ASSOCIATE.response

6.3.7.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.5.2 as shown:
MLME-ASSOCIATE.response(






PeerSTAAddress,






ResultCode,






CapabilityInformation,






AssociationID,






EDCAParameterSet,






RCPI,






RSNI,






RMEnabledCapabilities,






Content of FT Authentication elements,






SupportedOpeartiongClasses,






DSERegisteredLocation,






HTCapabilities,






Extended Capabilities,






20/40 BSS Coexistence,






TimeoutInterval,






BSSMaxIdlePeriod,






TIMBroadcastResponse,






QoSMapSet,






HLP Container,






VendorSpecificInfo






)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 6.3.7.5.2:
	Name
	Type
	Valid range
	Description

	HLP Container
	As defined in frame format
	As defined in 8.4.2.e (HLP Container element)
	This field is used for transporting higher layer packets in FILS association.

The parameter is present only if dot11HLPTransportDuringAssocActivated is true.


8. Frame formats
8.3 Format of individual frame types
8.3.3 Management Frames

8.3.3.2 Beacon frame format

Insert the following rows to the contents of Table 8-20:

	Order
	Information
	Notes

	<ANA>
	HLP Max Wait Time
	The HLP Max Wait Time element is present if dot11HLPTransportDuringAssocActivated is true.


8.3.3.5 Association Request frame format

Insert the following rows to the contents of Table 8-22:

	Order
	Information
	Notes

	<ANA>
	HLP Wait Time
	The HLP Wait Time element is present if dot11HLPTransportDuringAssocActivated is true.

	<ANA>
	HLP Container
	The HLP Container element is present if dot11HLPTransportDuringAssocActivated is true.


8.3.3.6 Association Response frame format

Insert the following rows to the contents of Table 8-23:

	Order
	Information
	Notes

	<ANA>
	HLP Container
	The HLP Container element is present if dot11HLPTransportDuringAssocActivated is true.


8.3.3.10 Probe Response frame format

Insert the following rows to the contents of Table 8-27:

	Order
	Information
	Notes

	<ANA>
	HLP Max Wait Time
	The HLP Max Wait Time element is present if dot11HLPTransportDuringAssocActivated is true.


8.3.3.11 Authentication frame format

Insert the following rows to the contents of Table 8-28:

	Order
	Information
	Notes

	<ANA>
	HLP Container
	The HLP Container element is present if dot11HLPTransportDuringAssocActivated is true.


8.4 Management frame body components
8.4.2 Information elements

8.4.2.1 General

Insert the following rows to the contents of Table 8-54:

	Element
	Element ID
	Length of indicated element (in octets)
	Extensible

	HLP Max Wait Time
	ANA
	3
	

	HLP Wait Time
	ANA
	3
	

	HLP Container (see 8.4.2.a  HLP Container)
	ANA
	3 to 257
	


Insert the following new subclauses into clause 8.4.2:
8.4.2.a HLP Max Wait Time element
The HLP Max Wait Time element contains the maximum time that the AP allows to wait HLP from the AP receives Association Request. This element is transmitted in Beacon and Probe Response. The element format is shown in Figure 8-b.

	
	Element ID
	Length
	Max Wait Time

	Octets:
	1
	1
	1


Figure 8-b – HLP Max Wait Time element format

The Element ID field is equal to the HLP Max Wait Time value in Table 8-54 (Element IDs).

The value of the Length field is 1.

The value of the Max Wait Time field is dot11HLPMaxWaitTime in unit of millisecond.

8.4.2.c HLP Wait Time element
The HLP Wait Time element contains the time that the non-AP STA requests to wait HLP from the AP receives Association Request. This element is transmitted in Association Request. The element format is shown in Figure 8-d.

	
	Element ID
	Length
	Wait Time

	Octets:
	1
	1
	1


Figure 8-d – HLP Wait Time element format

The Element ID field is equal to the HLP Wait Time value in Table 8-54 (Element IDs).

The value of the Length field is 1.

The value of the Max Time field is dot11HLPWaitTime in unit of millisecond.

8.4.2.e HLP Container element
The HLP Container element contains higher layer packets which non-AP STA intends to transfer during association.  This element is transmitted in Association Request and Association Response and includes higher layer packets to be transferred.  The element has two types of format. Type 1 format is shown in Figure 8-f (HLP Container element Type 1 format). Type 2 format is shown in Figure 8-i (HLP Container element Type 2 format).

Multiple HLP Container elements may be included in an Authentication, an Association Request or an Association Response. 

	
	Element

ID
	Length
	Flags

	Destination MAC Address

	Octets:
	1
	1
	1
	6

	
	Source MAC Address

	LLC/SNAP
	HLP

	Octets:
	6
	variable
	variable


Figure 8-f –HLP Container element Type 1 format
Type 1 format is used for non-fragmented HLP and the first element of fragmented HLP.

The Element ID field is equal to the HLP Container value in Table 8-54 (Element IDs).

The value of the Length field is 15 plus HLP length.

The value of Destination MAC Address field is the destination MAC address of the HLP.

The value of Source MAC Address field is the source MAC address of the HLP.

The value of LLC/SNAP field is the LLC header and SNAP header (if applicable) of the HLP.

The HLP field contains the HLP.

The format of the Flags field is shown in Figure 8-g (Flags field format).

	
	B0
	
	
	
	
	B5
	B6
	B7

	
	Number of Fragments


	Reserved
	Encryption

	Bits:
	6
	1
	1


Figure 8-g – Flags field format

The subfields of the Flags field are defined in Table 8-h (Subfields of the Flags field).

Table 8-h – Subfields of the Flags field

	Bit
	Subfield
	Definition
	Encoding

	B0-B5
	Number of

Fragments
	Indicates the number of  subsequent fragmented elements of the HLP.
	

	B6
	Reserved
	Reserved for future use.
	Set to 0.

	B7
	Encryption
	Indicates whether the HLP is encrypted.
	Set to 0 if not encrypted.

Set to 1 if encrypted.


	
	Element

ID
	Length
	HLP

	Octets:
	1
	1
	variable


Figure 8-i –HLP Container element Type 2 format
Type 2 format is used for the subsequent elements of fragmented HLP.

The Element ID field is equal to the HLP Container value in Table 8-54 (Element IDs).

The value of the Length field is HLP length.

When an HLP is larger than (242 - LLC/SNAP length) octets, the HLP must be fragmented to multiple HLP Container elements. In case of fragmentation, the first element uses Type 1 format and the subsequent element uses Type 2 format. The elements must be ordered original order in the frame.

If the STA intends to transmit multiple HLPs, the STA constructs multiple HLP Container elements for each HLP.

To encrypt the HLP, refer 11.11.2.x.

10. MLME
Insert the following new subclause into clause 10:
10.k FILS higher layer packets transport during association
10.k.1 General

This subclause describes the procedures that provide higher layer packets transport capability during association in FILS.

10.k.2 FILS higher layer packets transport during association procedure

If dot11HLPTransportDuringAssocActivated is true, the AP transmits beacons and probe responses which include HLP Max Wait Time element with the value of dot11HLPMaxWaitTime.

If the non-AP STA receives HLP Max Wait Time element, the non-AP STA selects the value of dot11HLPWaitTime. The value of dot11HLPWaitTime must be less than dot11AssociationResponseTimeOut and less than or equal to dot11HLPMaxWaitTime.

After the AP receives FILS authentication frame, the AP derive the keys and the AP may transmit higher layer packets in FILS authentication frame.

After exchanging FILS authentication frames, the non-AP STA may transmit HLP Wait Time element with the value of dot11HLPWaitTime and higher layer packets in HLP Container elements in Association Request as described in 8.4.2.c and 8.4.2.e. 

When the AP receives Association Request including FILS HLP Container elements, the AP reconstruct the HLP(s) as described in 8.4.2.e. The AP must hold the HLP until the authentication completed. After successful authentication, the AP forwards the HLP(s) to the uplink. If the authentication fails, the AP silently discards the HLP(s).

If the AP receives HLP(s) to the STA that transmitted Association Request with FILS HLP Container elements from the uplink before dot11HLPWaitTime, the AP transmits Association Response including the HLP(s) as FILS HLP Container elements.

When the non-AP STA receives Association Response, the non-AP STA reconstruct the HLP(s) and generates MA-UNITDATA.request primitive for each HLP(s).

11. Security
11.11 Authentication for Fast Initial Link set-up
11.11.2 FILS authentication protocol

11.11.2.x HLP encryption in Authentication

FILS-capable AP may transmit HLP piggy backed in Authentication frame.

The HLP in Authentication frame shall be secured as follows:

· The input key shall be the KEK2.

· The input plaintext shall be the HLP.

· The input AAD shall be:

· The AP BSSID

· The STA MAC Address

· The AP’s nonce

· The STA’s nonce

· The contents of Authentication frame from the Authentication algorithm number (inclusive) to the last elements (inclusive) before the HLP Container element now creating.

· The input keys, the plaintext, and the AAD shall be passed to the encrypt-and-authentication operations specified in 11.11.2.5.

· The output ciphertext shall become the encrypted HLP.

· Fragment the encrypted HLP to multiple HLP Container elements if required.

The STA shall decrypt the received Authentication frame as follows:

· Defragment the HLP Container elements if required.

· The input key shall be the KEK2.

· The input ciphertext shall be the contents of the HLP Container elements.

· The input AAD shall be:

· The AP BSSID

· The STA MAC Address

· The AP’s nonce

· The STA’s nonce

· The contents of Authentication frame from the Authentication algorithm number (inclusive) to the last elements (inclusive) before the HLP Container element now decrypting.

· The input keys, the ciphertext, and the AAD shall be passed to the decrypt-and-verify operations specified in 11.11.2.6.

· The output plaintext shall become the HLP.

If the output from 11.11.2.6 returns failure, the HLP shall be silently discarded.

Abstract


This document is a proposal normative text for the TGai draft and addresses higher layer setup.
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