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The comments
	CID
	Page
	Clause
	Comment
	Proposed Change

	2057
	323.00
	11.3.3
	it still seems this clause can be merged into the baseline text (now in 10.3), rather than duplicating so much text.
	Work with TGmb volunteers to merge these subcluases.

	2115
	
	11.3
	Clause 11.3 should be updated to account for the changes in the new 11.3 in TGmb. There should not be 11ad specific subclauses, but rather only modifications necessary to allow specific functionality to be added.
	Change Clause 10.3 and subcluses to be in alignment with TGmb. Use of SME and MLME should be consistent with what would be the final standard.

	2117
	
	11.3
	Clause 11.3 of TGmb utilizes 4 states, TGad is using a unique set of 3 states. This is not necessary, and will cause undue confusion in the standard
	Update the State diagram to show how TGad utilizes the 4 states in clause 11.3 and its sub-clauses. Use of SME and MLME should be consistent and precise as to what state and parameters are being used.

	2218
	
	11.2.3.1.3
	I disagree with the resolution to CID 629 in the prior ballot
	The state machine text is now stable in 11mb. Revisit this issue.

	2244
	322.00
	11.3
	This is a pile-on to my comment 629. The "11.3" state machine for .11ad should not be separate from that used for other features, for reasons cited in that comment.
	Merge any changes from .11ad into "11.3" dependent, as necessary, on the disctinction between DBand and OBand STAs.I have volunteered to work on a submission that will resolve this comment.


The resolution proposed is:

Agree in principle.   Make changes as shown in document 11-11-0522 (latest), which reduce the amount of duplicated baseline material by showing changes to P802.11REVmb D8.0,  and adapting the terminology for consistency with that version.
Discussion

The essential differences between .11ad and REVmb and the treatment in this proposal are described below.

1. non-AP vs non-PCP/non-AP. 

a. Treatment: The change has been made throughout 10.3

2. AP vs PCP/AP

a. the change has been made throughout 10.3, except where functionality is specific to an AP (i.e, Interworking and emergency services, which require access to a DS).

3. Disappearance of state 2 (802.11 authentication)

a. In 802.11mb, state 2 is reserved for the “802.11 authenticated” state.   802.11ad have simplified their protocol by removing the useless “open” authentication exchange prior to association.

b. In order to merge with REVmb, the state machine has been modified so that different transitions are taken for OBand and DBand.   The DBand state machine starts in State 2. None of the DBand transitions pass through state 1.

c. The states from .11ad have been renumbered to fit the 4-state model (i.e. none of the DBand specific material refers to state 1).

4. Class 2 frames in REVmb
a. In 802.11ad, because state 2 disappeared,  there was no need for a distinction between class 1 and class 2 frames.   And the classification of frames reflected this.

b. In REVmb, there is still a distinction between state 1 and state 2.
c. Treatment: 
i. keep the distinction between class 1 and class 2 frames. 
ii. Because the state machine starts in state 2 for DBand,   a DBand STA in its initial state can send and receive class 1 and class 2 frames.

iii. This retains the semantics of the 802.11ad draft.

5. Class 3 frames in .11ad
a. These were added to .11ad in an attempt to “collapse the layering” and have the MAC perform the filtering of MSDUs based on its internal state (RSNA enabled and RSNA established).
b. Such an attempt doesn’t work, because MSDUs carrying EAPOL messages would have to be treated differently from other MSDUs within the MAC.   This breaks layering and can’t reasonably be coerced to fit with the 802.11 architecture.

c. At the same time 802.11ad classified certain management frames as Class 3 so that they can be disallowed before an RSNA has been established.  For example, ADDTS action frame and BlockAck control frame.
d. These changes are not in themselves harmful to 802.11ad -- but they are unnecessary.   802.11 has managed since the days of 802.11e without a need to classify these frames specially according to whether an RSNA has been established or not.   And when the main justification for Class 3 frames (MSDU filtering) was removed, there is nothing to support the need for a Class 3.
e. When it come to merge 802.11ad and REVmb,   these changes are harmful,  because it highlights changes made by 802.11ad that do not address specific requirements created by its new features.

f. Treatment:

i. Do not include 802.11ad’s class 3 (which would have become a class 4)
ii. This implies a simplification of the classification and filtering rules to exclude any mention of this class.
6. Use of State 4 (802.11) for PBSS 

a. PBSS differs from infrastructure BSS in that it supports a joined STA in any one of all four combinations of association and RSNA establishment (but not all at the same time in the same PBSS).
b. Unique is a transition into state 4 based purely on RSNA Establishment.   This transition allows a PCP that requires RSNA to reject things like ADDBA until the RSNA has been established that comes from a STA that has not performed association.

c. Treatment:

i. Retain the transition shown in 802.11ad from its state 1 to its state 3 (becomes new states 2 and 4).
ii. Rename 802.11’s state 4 as RSNA Established or Not Required, as it no longer reflects the state of association.

7. Use of State 4 (802.11) for IBSS

a. 802.11ad treated IBSS in the same way as PBSS, and included a transition from its state 1 to state 3 for IBSS RSNA establishment.
b. While the case for this transition in PBSS has been made,  the changes in 802.11ad for IBSS were made for consistency between IBSS and PBSS,  not to address any new functional requirement of IBSS.

c. When making the merge with 802.11, we are then faced with the question of whether to keep DBand IBSS looking like PBSS or to keep it looking like OBand IBSS.   
d. There are no technical reasons why IBSS should have different Clause 10.3 procedures based on whether it is DBand or OBand.

e. As far as we can determine, there is no significant commercial interest (i.e., no 802.11 members specifically promoting the use of) IBSS in 802.11ad, and so any changes made specific to DBand IBSS should be minimized.

f. Treatment:

i. Minimize changes between DBand and OBand IBSS in Clause 10.3

ii. Implies the removal of the IBSS transition to 802.11ad’s state 3

The changes

The material below shows P802.11REVmb D8.0 with marked up changes to reflect the changes made by P802.11ad.  
Note, Word makes a mess of list numbering change when changes are tracked.   Any list numbering errors will be fixed by the 802.11ad editor while incorporating this material.
Replace P802.11ad D2.0 Clause 11.3, excluding 11.3.4 with the following:
· MLME

· STA authentication and association

· General(#28)
A STA (local)(#11222) for which dot11OCBActivated(#10538) is false(11p) keeps an enumerated(#10600) state variable for each STA (remote)(#11222) with which direct communication via the WM is needed. In this context,  direct communication refers to the transmission of any class 2 or class 3 frame with an Address 1 field that matches the MAC address of the remote STA.(#11222)
A STA for which dot11OCBActivated(#10538) is true does not use MAC sublayer authentication or association and does not keep this state variable.(11p)(Ed)
This state variable(Ed) expresses the relationship between the local STA and the remote STA. It takes on the following values:(#2155)(#10600)
· State 1: Initial start state for Oband. Unauthenticated, unassociated. State 1 is not used in the DBand.
· State 2: Initial start state for DBand). Authenticated (Oband only), not associated.

· State 3: Authenticated (OBand only) and associated (Pending RSN Authentication).(#1342)
· State 4: RSNA Established or Not Required (Infrastructure BSS and PBSS only) (#1342)
In the DBand,  State 1 is not used,  and the state machine starts in State 2.
The state variable is kept within the MLME (i.e., is written and read by the MLME). The SME can also read this variable.(#10600)
Figure 10-6 (Relationship between state and services) shows the state transition diagram for these STA states. Note that only events causing state changes are shown.(#2160)         
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Figure 10-6 Relationships between state and services (Original REVmb figure for reference)
Change Figure 10-6 as shown below:
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The current state existing between the source and destination STAs determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 8 (Frame formats)). A unique state exists for each pair of source and destination STAs.(#1342) The state of the sending STA given by Figure 10-6 (Relationship between state and services) is with respect to the intended receiving STA. The allowed frame types are grouped into classes and the classes correspond to the STA state. In State 1, only Class 1 frames are allowed. In State 2, either Class 1 or Class 2 frames are allowed. In State 3 and State 4(#1342), all frames are allowed (Classes 1, 2, and 3). 
In the definition of frame classes, the following terms are used:

· Within an infrastructure BSS: both the transmitting STA and the recipient STA participate in the same infrastructure BSS

· Within a PBSS: both the transmitting STA and the recipient STA participate in the same PBSS

· Within an IBSS: both the transmitting STA and the recipient STA participate in the same IBSS

· dot11RSNAEnabled refers to the setting of dot11RSNAEnabled at the STA that needs to determine whether a transmission or reception is permitted.

NOTE – “within a BSS” comprises “within a PBSS”, “within an IBSS”, or “within an infrastructure BSS”

STA A participates in the same infrastructure BSS as STA B if at least one of the following conditions is met:

· STA A is associated with STA B and either STA A or STA B is an AP

· STA A receives a frame with the value of its TA field equal to the MAC address of STA B and with the value of its BSSID field equal to the BSSID of the BSS with which STA A is associated.

· STA A receives a frame, i.e. an Information Response frame, from the AP with which it is associated containing an explicit indication that STA B is a member of the BSS with which STA A is associated. 

STA A participates in the same PBSS as STA B if at least one of the following conditions is met:

· STA A is associated with STA B and either STA A or STA B is a PCP.

· STA A receives a frame with the value of its TA field equal to the MAC address of STA B and with the value of its BSSID field equal to the BSSID of the PBSS that STA A has joined or started.

· STA A receives a frame, i.e. an Information Response frame, from its PCP containing an explicit indication that STA B is a member of the PBSS that STA A has joined. 

STA A participates in the same IBSS as STA B if STA A receives a frame with the value of its TA field equal to the MAC address of STA B and with the value of its BSSID field equal to the BSSID of the IBSS that STA A has joined or started.
The frame classes are defined as follows:

· Class 1 frames(#1342)
· Control frames

· RTS(#1342)
·  
DBand Clear to send (DBandCTS)
· CTS(#1342)
· ACK(#1342)
· Grant

· ScS 

· ScS-Feedback

· ScS-ACK

· CF-End+ACK(#1342)
· CF-End

· Within an IBSS and within a PBSS when dot11RSNAEnabled is false, Block Ack (BlockAck)(#1342)
· Within an IBSS and within a PBSS when dot11RSNAEnabled is false, Block Ack Request (BlockAckReq)(#1342)
· Management frames

· Probe Request/Response(#1342)
· Beacon

· Authentication(#1342)
· Deauthentication(#1342)
· ATIM(#1342)
· Public Action(11k)(#2170)
· Within an IBSS, all Action frames(11k) and all Action No Ack frames(11n)
· Announce

· Within a PBSS when dot11RSNAEnabled is false, all Action and Action No Ack frames except the following frames:
1) ADDTS Request 
2) ADDTS Response
3)  DELTS frame 

· Data frames

· Data frames between STAs in an IBSS(#1342)
· Data frames between peers using DLS(#2161)
· Data frames within a PBSS
     4)   Extension frames


i) DBand Beacon
· Class 2 frames(#1342)
· Management frames

· Association Request/Response(#1342)
· Reassociation Request/Response(#1342)
· Disassociation(#1342)
· Class 3 frames(#1342)
· Data frames

· Data frames between STAs in an(#2210) infrastructure BSS(#1342)
· Management frames

· (#1468)Within an infrastructure BSS or PBSS, all Action and Action No Ack(11n) frames except those that are declared to be Class 1 or Class 2 frames (above)(#1342)(#2171)
· Control frames

· PS-Poll(#1342)
· Poll

· SPR

· DBandDTS

· DBandCF-End

· Block Ack (BlockAck)(11k), except those that are declared to be Class 1 (above) 
· Block Ack Request (BlockAckReq), except those that are declared to be Class 1 (above)
Class 2 and Class 3 frames are not allowed in an IBSS. If a STA in an IBSS receives a Class 2 or Class 3 frame, it shall ignore the frame.
A STA shall not transmit Class 2 frames unless in State 2 or State 3 or State 4.(#2231) 
A STA shall not transmit Class 3 frames unless in State 3 or State 4. (#1342)
The use of the word “receive” in 10.3 (STA authentication and association)(#1342) refers to a frame that meets all of the filtering criteria specified in Clause 11 (Security) and Clause 9 (MAC sublayer functional description).
· Authentication and deauthentication

· General(#28)
This subclause describes the procedures used for IEEE 802.11 authentication and deauthentication. The states used in this description are defined in 10.3.1 (General).(#1342)
Successful authentication sets the STA's state to State 2, if it was in State 1.(#10600) Unsuccessful authentication leaves the STA's state unchanged. (#2111)(#2110)
Deauthentication notification sets the STA's state to State 1.. Deauthentication notification when in State 3 or 4 implies disassociation as well.(#1342)
If an OBand STA A in an infrastructure BSS receives a Class 2 or Class 3 frame from STA B that is not authenticated with STA A (i.e., the state for STA B is State 1), STA A shall discard(#2161) the frame. If the frame has a unicast address in the Address 1 field, the MLME of(Ed) STA A shall(#3076) send a Deauthentication frame to STA B.(#1342)
Authentication is optional in an OBand IBSS. In an OBand infrastructure BSS, authentication is required. APs do not initiate authentication. Authentication and Deauthentication are not supported in the DBand.(#1342)
· Authentication—originating STA

Upon receipt of an MLME-AUTHENTICATE.request primitive, the originating STA(#3097) shall authenticate with the indicated STA using the following procedure:(11r)
· If the STA is in an IBSS the SME shall delete any PTKSA and temporal keys held for communication with the indicated(#11069) STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)).(#10600)
· (#1342)The STA(#10600) shall execute one of the following:(11r)
· For the Open System or Shared Key authentication algorithm, the authentication mechanism described in 11.2.3.2 (Open System authentication) or 11.2.3.3 (Shared Key authentication), respectively.(11r)
· For the FT authentication algorithm in an ESS, the authentication mechanism described in 12.5 (FT Protocol), or, if resource requests are included, 12.6 (FT Resource Request Protocol).(#10600)(11r)
· If the authentication was successful within the AuthenticateFailureTimeout(#1342), the state(#1342) for the indicated STA shall be set to State 2 if it was State 1; the state shall remain unchanged if it(Ed) was other than State 1.(#10600)
· The MLME(#1342) shall issue an MLME-AUTHENTICATE.confirm primitive to inform the SME of the result of the authentication.

· Authentication—destination STA

Upon receipt of an Authentication frame with authentication transaction sequence number equal to 1, the destination STA(#3097) shall authenticate with the originating(#1342) STA using the following procedure:

· If Open System or Shared Key authentication algorithm is being used, the STA shall execute the procedure described in 11.2.3.2 (Open System authentication) or 11.2.3.3 (Shared Key authentication), respectively. These result in the generation of an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request.(#10600)
· If FT authentication is being used,(#10600) the The MLME shall issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request, including the FT Authentication Elements, and the SME shall execute the procedure as described in 12.5 (FT Protocol) or 12.6 (FT Resource Request Protocol).

· If the STA is in an IBSS and Management Frame Protection was not negotiated when the PTKSA(s) were created, the SME shall delete any PTKSA and temporal keys held for communication with the originating STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)).(#10600)
· Upon receipt of an MLME-AUTHENTICATE.response primitive, if the ResultCode is not SUCCESS, the MLME(#3097) shall transmit an Authentication frame with the corresponding status code, as defined in 8.4.1.9 (Status Code field), and the state for the originating STA shall be left unchanged.(#2110) The Authentication frame is constructed using the appropriate procedure in 11.2.3.2 (Open System authentication), 11.2.3.3 (Shared Key authentication), 12.5 (FT Protocol) or 12.6 (FT Resource Request Protocol).(#10600)
· Upon receipt of an MLME-AUTHENTICATE.response primitive, if the ResultCode is SUCCESS, the MLME shall transmit an Authentication frame that is constructed using the appropriate procedure in 11.2.3.2 (Open System authentication), 11.2.3.3 (Shared Key authentication), 12.5 (FT Protocol) or 12.6 (FT Resource Request Protocol), with a status code of Successful, and the state for the originating STA shall be set to State 2  if it was in State 1.(#10600)
If the STA is in an IBSS, if the SME decides to initiate an RSNA, and if the SME does not know the security policy of the peer, it may issue an individually addressed(#1359) Probe Request frame to the peer by invoking an MLME-SCAN.request primitive(#1342) to discover the peer’s security policy.

· Deauthentication—originating STA

The originating STA shall deauthenticate with the indicated STA using the following procedure:

· The SME shall generate an MLME-DEAUTHENTICATE.request primitive containing the appropriate reason code for the STA deauthentication, as defined in Table 8-35 (Reason codes) of 8.4.1.7 (Reason Code field).

· On receipt of the MLME-DEAUTHENTICATE.request primitive, if the state for the indicated STA is State 2, State 3, or State 4, the MLME shall shall generate a Deauthentication frame to be transmitted to the indicated STA.(#11044)
NOTE—as the Deauthentication frame is a bufferable MMPDU,  the transmission of this frame might be delayed by the operation of a power-saving protocol.(#11044)
· The state for the indicated STA shall be set to State 1.

· The MLME shall issue an MLME-DEAUTHENTICATE.confirm primitive to inform the SME of the completion of the deauthentication.

· The SME, upon receipt of an MLME-DEAUTHENTICATE.confirm primitive, shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None).

· If the STA is contained within(#11070) an AP, its SME shall inform the DS of the disassociation, if the state for the indicated STA was State 3 or State 4.(#10600)
· Deauthentication—destination STA

Upon receipt of a Deauthentication frame from a STA for which the state is State 2, State 3, or State 4, the destination STA shall deauthenticate with the originating STA using the following procedure:(#10600)
· If Management Frame Protection was not negotiated when the PTKSA(s) were created, or if MFP is in use and the frame is not discarded per MFP processing, the MLME shall issue an MLME-DEAUTHENTICATE.indication primitive to inform the SME of the deauthentication, and set the state for the originating STA to State 1.

· Upon receiving an MLME-DEAUTHENTICATE.indication primitive, the SME shall:

· delete any PTKSA and temporal keys held for communication with the originating STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None),

· if the STA is contained within an AP, its SME shall inform the DS of the disassociation, if the state for the originating STA was State 3 or State 4.

· Association, reassociation, and disassociation

· General(#28)
Subclause 10.3.3 (Association, reassociation, and disassociation) describes the procedures used for IEEE 802.11 association, reassociation and disassociation.(#1342) 

The states used in this description are defined in 10.3.1 (General)(#1342).

Successful association enables a STA to exchange Class 3 frames.(#2110) Successful association sets the STA's state to State 3 or State 4.(#1342)
Successful reassociation enables a STA to exchange Class 3 frames. Unsuccessful reassociation when not in State 1 leaves the STA's state unchanged(#2110) (with respect to the PCP/AP that was sent the Reassociation Request (which may be the current STA)). Successful reassociation sets the STA's state to State 3 or State 4 (with respect to the PCP/AP that was sent the Reassociation Request). Successful reassociation when not in State 1 sets the STA's state to State 2 (with respect to the current PCP/AP, if this is not the PCP/AP that was sent the Reassociation Request). Reassociation shall be performed only(Ed) if the originating STA is already associated in the same ESS.(#1342)
Disassociation notification when not in State 1 sets the STA's state to State 2. The STA shall become associated again prior to sending Class 3 frames.(#1342)
If an OBand STA A in an infrastructure BSS receives a Class 3 frame from STA B that is authenticated but not associated with STA A (i.e., the state for STA B is State 2), STA A shall discard(#2162) the frame. If the frame has a unicast address in the Address 1 field, the MLME of(#10600) STA A shall(#3077) send a Disassociation frame to STA B.
If a DBand STA A in an infrastructure BSS receives a Class 3 frame from STA B that is not associated with STA A (i.e., the state for STA B is State 2), STA A shall discard(#2162) the frame. If the frame has a unicast address in the Address 1 field, the MLME of(#10600) STA A shall(#3077) send a Disassociation frame to STA B.
If an MA-STA receives an Association Response frame with a result code equal to SUCCESS and with the value of the Single AID field within MMAE equal to 1:

· For each of its MAC entities advertized within the MMAE and for which dot11RSNAEnabled is true, the State is set to State 3.  Progress from State 3 to State 4 occurs independently in each such MAC entity.

· For each of its MAC entities advertized within the MMAE and for which dot11RSNAEnabled is false, the State is set to State 4.
If the MA-STA in State 3 is assigned an AID for only the MAC entity identified by the RA field of the Association Response with result code equal to SUCCESS, the MA-STA may repeat the association procedure for any other MAC entity of the MA-STA. (#1342)
Association is not applicable in an IBSS. In an infrastructure BSS, association is required. In a PBSS, association is optional. APs do not initiate association.(#1342)
· Non-PCP/non-AP STA association initiation(#2168) procedures(#1133)(#10600)
The SME shall delete any PTKSA and temporal keys held for communication with the PCP/AP by using MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) before invoking MLME-ASSOCIATE.request primitive.
The SME of a non-PCP/non-AP MA-STA may include a MMAE in an MLME-ASSOCIATE.request primitive. The SME shall include in the MMAE the MAC address associated with the MLME SAP instance to which the primitive is submitted.
Upon receipt of an MLME-ASSOCIATE.request primitive, a Non-PCP/non-AP STA shall associate with a PCP/AP using the following procedure:

· If the state for the AP is State 1, the MLME shall inform the SME of the failure of the association by issuing an MLME-ASSOCIATE.confirm primitive, and this procedure ends.

· The following new material from .11u may need to be modified to be consistent with other significant reworking of 10.3.

· If dot11InterworkingServiceActivated is true and the STA does not have credentials for the AP, and the STA is initiating an emergency services association procedure, it includes the Interworking element with the UESA field set to 1.(11u)
· The MLME shall transmit an Association Request frame to the PCP/AP. If the MLME-ASSOCIATE.request primitive contained an RSN element with only one pairwise cipher suite and only one authenticated key suite, this RSN element shall be included in the Association Request frame.

· If an Association Response frame is received with a status code of Successful, the state for the PCP/AP shall be set to State 4 or State 3 if RSNA Establishment is required. The state for any other PCP/AP which is State 3 or State 4 prior to the association request shall be set to State 2, and the MLME shall issue an MLME-ASSOCIATE.confirm primitive to inform the SME of the successful completion of the association.
· An MA-STA that receives an Association Response frame with a status code of Successful containing an MLME element with the Single AID field equal to 1, all the MAC entities of the MA-STA are associated with the PCP/AP (i.e. shall be set to State 4 or State 3 if RSNA Establishment is required).
· If an Association Response frame is received with a status code other than Successful or the AssociateFailureTimeout expires the state for the PCP/AP shall be set to State 2, and the MLME shall issue an MLME-ASSOCIATE.confirm primitive to inform the SME of the failure of the association. The status code returned in the Association Response frame indicates the cause of the failed association attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as basic rates that the STA did not indicate as supported in the STA's Supported Rates element, shall be corrected before the SME issues an MLME-ASSOCIATE.request primitive for the same PCP/AP. If the status code indicates the association failed because of a reason that is not related to configuration (e.g., the PCP/AP is unable to support additional associations) and the Association Response frame does not include a Timout Interval element with Timout Interval Type equal to 3(#11011) the SME shall not issue an MLME-ASSOCIATE.request primitive for the same PCP/AP until a period of at least 2 s has elapsed. If the status code indicates the association failed and the Association Response frame contains a Timeout Interval element with Timout Interval Type equal to 3, the SME shall not issue an MLMEASSOCIATE.request primitive for the same PCP/AP until the period specified in the Timeout Interval element has elapsed.(#11011)
· If an MLME-ASSOCIATE.confirm primitive is received with a ResultCode of SUCCESS, and RSNA is required, then the SME shall perform a 4-way handshake to establish an RSNA. As a part of a successful 4-way handshake, the SME enables protection by invoking MLME-SETPROTECTION.request(Rx_Tx)

· Upon receipt of the MLME-SETPROTECTION.request(Rx_Tx), the MLME shall set the state of the STA to State 4.

· PCP/AP association receipt(#2168) procedures(#10600)
Upon receipt of an Association Request frame from a non-AP STA for which the state is State 1, the AP’s MLME(#11012) shall transmit an Association Response frame with an appropriate status code.

Upon receipt of an Association Request frame from a non-PCP/non-AP STA for which the state is State 2, State 3, or State 4, the PCP/AP's MLME shall associate with the non-PCP/non-AP STA using the following procedure:

· The MLME shall issue an MLME-ASSOCIATE.indication primitive to inform the SME of the association request.

· The following new material from .11u may need to be modified to be consistent with other significant reworking of 10.3.

· At an AP having dot11InterworkingServiceActivated equal(#11026) to true, subsequent to receiving an Association Request frame that includes the Interworking element with UESA field equal(#11026) to 1 and does not include an RSN element, then upon receipt of an MLME-ASSOCIATE.response service primitive, the AP shall accept the association request even if dot11RSNAActivated(Ed) is true and dot11PrivacyInvoked is true thereby granting access, using unprotected frames (see 8.2.4.1.9 (Protected Frame field)), to the network for emergency services purposes.(11u)
· Upon receiving an MLME-ASSOCIATE.indication primitive, when Management Frame Protection is not in use, the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) 

· In an RSNA, the PCP/AP shall check the values received in the RSN element to see whether the values received match the PCP/AP's security policy. If not, the association shall not be accepted.

· If the PCP/AP's state for the non-PCP/non-AP STA is 4, and the PCP/AP has a valid security association for the non-PCP/non-AP STA, and has negotiated Management Frame Protection with the non-PCP/non-AP STA, and an earlier, timed out SA Query procedure with the non-PCP/non-AP STA has not allowed a new association process to be started without an additional SA Query procedure,(#11071)
· The change above introduced by CID 11071 appears to conflict with the change introduced by CID11080. The first results in “valid security association ... and timed out SA Query” while the second ensures there is not a valid security association if the SA Query times out. So the condition will never be true.

· the SME shall reject the Association Request by generating an MLME-ASSOCIATE.response primitive with ResultCode "Association request rejected temporarily; try again later".

· The SME shall not modify any association state for the non-PCP/non-AP STA, and shall include in the MLME-ASSOCIATE.response primitive a Timeout Interval element with Timeout interval type set to 3 (Association Comeback time), specifying a comeback time when the PCP/AP would be ready to accept an association with this STA. 

· Following this, if the SME is not already engaging in an SA Query with the STA, the SME shall issue one MLME-SAQuery.request primitive addressed to the STA every dot11AssociationSAQueryRetryTimeout TUs until a matching MLME-SAQuery.confirm primitive is received or dot11AssociationSAQueryMaximumTimeout TUs from the beginning of the SA Query procedure have passed. 

· The SME shall specify a TransactionIdentifier parameter value in the MLME-SAQuery.request primitive, and increment the value by 1 for each subsequent MLME-SAQuery.request primitive, rolling over the value to 0 after the maximum allowed value is reached. 

· The MLME may interpret reception of a valid protected frame as an indication of a successfully completed SA Query, and thereby generate an MLME-SAQuery.confirm primitive.

· If an MLME-SAQuery.confirm primitive with an outstanding transaction identifier is not received within dot11AssociationSAQueryMaximumTimeout period, the SME shall issue a MLME-DISASSOCIATE.request primitive addressed to the STA with Reason Code "Previous Authentication no longer valid", after which the SME shall delete the old SA.(#11080)
NOTE—This MLME-DISASSOCIATE.request generates a protected Disassociation frame addressed to the STA.(#11080)
· The SME shall refuse an association request from a STA that does not support all the rates in the BSSBasicRateSet parameter

· The SME shall refuse an association request from an HT STA that does not support all the MCSs in the BSSBasicMCSSet parameter.

· Note the addition resulting from CID 11072 in the following paragraph results in the SME generating a misleading MLME-ASSOCIATE(Success) followed immediately by an MLME-DISASSOCIATE(“Previous authentication...”).

· The SME shall generate an MLME-ASSOCIATE.response primitive addressed to the non-PCP/non-AP STA. When the association is not successful, the SME shall indicate a specific reason for the failure to associate in the ResultCode parameter as defined in 6.3.7.5.2 (Semantics of the service primitive). If the ResultCode is SUCCESS, and the SME has an existing SA with the non-PCP/non-AP STA, and an SA Query procedure with that non-PCP/non-AP STA has failed to receive a valid response, then the SME shall send an MLME-DISASSOCIATE.request primitive to the STA with Reason Code "Previous Authentication no longer valid".
(#11072) If the ResultCode is SUCCESS, the association identifier assigned to the STA shall be included in this primitive, and the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)).  In the case of a DBand PCP/AP, the association identifier shall be in the range 1-254.  
· If the MLME-ASSOCIATE.indication primitive includes an MMAE parameter, the PCP/AP shall generate the MLME-ASSOCIATE.response primitive directed to the MLME of the MAC entity identified by the  PeerSTAAddress parameter of the MLME-ASSOCIATE.request primitive, and:

1) If the Single AID field in the MMAE parameter of the MLME-ASSOCIATE.indication primitive is equal to 1, the PCP/AP may allocate a single AID for all the MAC entities of the MA-STA included in the MMAE. If the PCP/AP allocates the same AID to all MAC entities of the MA-STA, it shall include the MMAE received from the MA-STA in the MLME-ASSOCIATION.response primitive.
2) The PCP/AP shall not allocate a single AID for all MAC entities if the Single AID field is set to 0.
· Upon receipt of an MLME-ASSOCIATE.response primitive, the MLME shall transmit an Association Response frame) to the STA.

· When the ResultCode of the MLME-ASSOCIATE.response primitive is not SUCCESS, if Management Frame Protection is in use the state for the STA shall be left unchanged. and if Management Frame Protection is not in use set to State 3 if it was in State 4.

· When the Association Response frame with a status code of Successful is acknowledged by the STA, the state for the STA shall be set to State 4 or State 3 if RSNA establishment is required.

· If RSNA establishment is required, the SME shall attempt a 4-way handshake. Upon a successful completion of a 4-way handshake, the SME shall enable protection by invoking MLME-SETPROTECTION.request(Rx_Tx). Upon receipt of the MLME-SETPROTECTION.request(Rx_Tx), the MLME shall set the state for the STA to State 4. 

· AP only: The SME shall inform the DS of any changes in the association state.

(#11080)
· Non-PCP/non-AP STA reassociation initiation(#2168) procedures(#1133)(#10600)
Except when the association is part of a fast BSS transition, the SME shall delete any PTKSA and temporal keys held for communication with the PCP/AP by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) before invoking an MLME-REASSOCIATE.request primitive.
The SME of a non-PCP/non-AP MA-STA may include a MMAE in an MLME-REASSOCIATE.request primitive. The SME shall include in the MMAE the MAC address associated with the MLME SAP instance to which the primitive is submitted.
Upon receipt of an MLME-REASSOCIATE.request primitive, a non-PCP/non-AP STA shall reassociate with a PCP/AP using the following procedure:

· If the STA is not associated in the same ESS or the state for the new AP is State 1, the MLME shall inform the SME of the failure of the reassociation by issuing an MLME-REASSOCIATE.confirm primitive, and this procedure ends.

· The MLME shall transmit a Reassociation Request frame to the new PCP/AP. If the MLME-REASSOCIATE.request primitive contained an RSN element with only one pairwise cipher suite and only one authenticated key suite, this RSN element shall be included in the Reassociation Request frame.

· The following new material from .11u may need to be modified to be consistent with other significant reworking of 10.3.

· If dot11InterworkingServiceActivated is true and the STA was associated to the ESS for unsecured access to emergency services, it includes the Interworking element with the UESA field set to 1 in the MLME-REASSOCIATE.request primitive.(11u)
· If a Reassociation Response frame is received with a status code of Successful, the state variable for the new PCP/AP shall be set to State 4, or to State 3 if RSNA establishment is required and the FT Protocol is not used with respect to the new PCP/AP and, unless the old PCP/AP and new PCP/AP are the same, to State 2 with respect to the old PCP/AP, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive to inform the SME of the successful completion of the reassociation.

· An MA-STA that receives an Association Response frame with a status code of Successful containing an MLME element with the Single AID field equal to 1, all the MAC entities of the MA-STA are associated with the PCP/AP (i.e. shall be set to State 4 or State 3 if RSNA Establishment is required).
· If a Reassociation Response frame is received with a status code other than Successful or the ReassociateFailureTimeout expires:

· Except when the association is part of a fast BSS transition, the state for the PCP/AP shall be set to State 2 with respect to the new PCP/AP.

· The MLME shall issue an MLME-REASSOCIATE.confirm primitive to inform the SME of the failure of the reassociation. The ResultCode returned in the MLME-REASSOCIATE.confirm primitive indicates the cause of the failed reassociation attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as basic rates that the STA did not indicate as supported in the STA's Supported Rates element, shall be corrected before the SME issues an MLME-REASSOCIATE.request primitive for the same PCP/AP. If the status code indicates the reassociation failed because of a reason that is not related to configuration (e.g., the PCP/AP is unable to support additional associations) and the Reassociation Response frame does not include a Timout Interval element with Timout Interval Type equal to 3(#11015) the SME shall not issue an MLME-REASSOCIATE.request primitive for the same PCP/AP until a period of at least 2 s has elapsed. If the status code indicates the reassociation failed and the Reassociation Response frame contains a Timeout Interval element with Timout Interval Type equal to 3, the SME shall not issue an MLME-REASSOCIATE.request primitive for the same PCP/AP until the period specified in the Timeout Interval element has elapsed.(#11015)
· If an MLME-REASSOCIATE.confirm primitive is received with a ResultCode of SUCCESS, and RSNA is required, and the STA is in State 3, then the SME shall perform a 4-way handshake to establish an RSNA. As a part of a successful 4-way handshake, the SME shall enable protection by invoking MLME-SETPROTECTION.request(Rx_Tx).

· Upon receipt of the MLME-SETPROTECTION.request(Rx_Tx), the MLME shall set the state of the STA to State 4.

· PCP/AP reassociation receipt(#2168) procedures(#10600)
Upon receipt of an Reassociation Request frame from a non-AP STA for which the state is State 1, the AP’s(#11012) MLME shall transmit an Reassociation Response frame with an appropriate status code.

Upon receipt of a Reassociation Request frame from a STA for which the state is State 2, State 3, or State 4, the PCP/AP's MLME shall reassociate with the STA using the following procedure:

· The MLME shall issue an MLME-REASSOCIATE.indication primitive to inform the SME of the reassociation request.

· The following new material from .11u may need to be modified to be consistent with other significant reworking of 10.3.

· At an AP having dot11InterworkingServiceActivated equal(#11026) to true, subsequent to receiving a Reassociation Request frame that includes the Interworking element with UESA field equal(Ed) to 1 and does not include an RSN element, then upon receipt of an MLME-REASSOCIATE.response service primitive, the AP shall accept the reassociation request even if dot11RSNAActivated(Ed) is true and dot11PrivacyInvoked is true thereby granting access, using unprotected frames (see 8.2.4.1.9 (Protected Frame field)), to the network for emergency services purposes.(11u)
· In an RSNA, the SME shall check the values received in the RSN element to see whether the values received match the AP's security policy. If not, the association shall not be accepted.

· See note in AP Association receipt at this matching point.

· If the PCP/AP's state for the non-PCP/non-AP STA is 4, the non-PCP/non-AP STA has a valid security association, the non-PCP/non-AP STA has negotiated management frame protection, and the reassociation is not a part of a Fast BSS Transition, and an earlier, timed out SA Query procedure with the non-PCP/non-AP STA has not allowed a new association process to be started without an additional SA Query procedure(#11075):

· The SME shall reject the Reassociation Request by generating an MLME-REASSOCIATE.response primitive with ResultCode "Association request rejected temporarily; Try again later". 

· The SME shall not modify any association state for the non-PCP/non-AP STA, and shall include in the MLME-REASSOCIATE.response primitive a Timeout Interval element with type set to 3 (Association Comeback time), specifying a comeback time when the PCP/AP would be ready to accept an association with this STA. 

· Following this, if the SME is not in an ongoing SA Query with the STA, the SME shall issue one MLME-SAQuery.request primitive addressed to the STA every dot11AssociationSAQueryRetryTimeout TUs until a matching MLME-SAQuery.confirm primitive is received or dot11AssociationSAQueryMaximumTimeout TUs from the beginning of the SA Query procedure have passed. 

· The SME shall insert the TransactionIdentifier in MLME-SAQuery.request primitive, and increment this by 1 for each subsequent MLME-SAQuery.request primitive, and rolling over to 0 after the maximum allowed value in this field. 

· An MLME may interpret reception of a valid protected frame as an indication of a successfully completed SA Query, and thereby generates an MLME-SAQuery.confirm primitive. 

· If an MLME-SAQuery.confirm primitive with an outstanding transaction identifier is not received within dot11AssociationSAQueryMaximumTimeout period, the SME shall issue a MLME-DISASSOCIATE.request primitive addressed to the STA with Reason Code "Previous Authentication no longer valid", after which the SME shall delete the old SA.(#11080)
NOTE—This MLME-DISASSOCIATE.request generates a protected Disassociation frame addressed to the STA.(#11080)
· The SME shall refuse a reassociation request from a STA that does not support all the rates in the BSSBasicRateSet parameter.

· The SME shall refuse a reassociation request from an HT STA that does not support all the MCSs in the BSSBasicMCSSet parameter.

· The SME shall generate an MLME-REASSOCIATE.response primitive addressed to the non-PCP/non-AP STA. If the reassociation is not successful, the SME shall indicate a specific reason for the failure to reassociate in the ResultCode parameter as defined in 6.3.7.5.2 (Semantics of the service primitive).

· If the ResultCode is SUCCESS, and the SME has an existing SA with the non-PCP/non-AP STA, and an SA Query procedure with that non-PCP/non-AP STA has failed to receive a valid response, then the SME shall issue an MLME-DISASSOCIATE.request primitive with Reason Code "Previous Authentication no longer valid".(#11074)
NOTE—This MLME-DISASSOCIATE.request generates a protected Disassociation frame addressed to the STA.(#11074)
· If the ResultCode is SUCCESS, the association identifier assigned to the STA shall be included in this primitive. If the association is not part of a fast BSS transition and Management Frame Protection is not in use, the SME shall delete any PTKSA and temporal keys held for communication with the STA by using MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)). In the case of a DBand PCP/AP, the association identifier shall be in the range 1-254.
· If the MLME-REASSOCIATE.indication primitive includes an MMAE parameter, the PCP/AP shall generate the MLME-REASSOCIATE.response primitive directed to the MLME of the MAC entity identified by the  PeerSTAAddress parameter of the MLME-REASSOCIATE.request primitive, and:

3) If the Single AID field in the MMAE parameter of the MLME-REASSOCIATE.indication is equal to 1, the PCP/AP may allocate a single AID for all the MAC entities of the MA-STA included in the MMAE. If the PCP/AP allocates the same AID to all MAC entities of the MA-STA, it shall include the MMAE received from the MA-STA in the MLME-REASSOCIATE.response primitive.
4) The PCP/AP shall not allocate a single AID for all MAC entities if the Single AID field is set to 0.
· Upon receipt of an MLME-REASSOCIATE.response primitive, the MLME shall transmit a Reassociation Response frame to the STA.

· When the Reassociation Response frame with a status value of Successful is acknowledged by the STA, the state variable for the STA shall be set to State 4, or to State 3 if RSNA establishment is required on the new PCP/AP and the FT Protocol is not used on the new PCP/AP.

· When the ResultCode of the reassociation is not SUCCESS, if Management Frame Protection is in use the state for the STA shall be left unchanged on the PCP/AP the Reassociation Request frame was sent to, When the ResultCode is not SUCCESS and Management Frame Protection is not in use and the association is not part of a fast BSS transition, the state for the STA is set to State 3 if it was in State 4.

· If RSNA establishment is required and FT is not in use, the SME shall attempt a 4-way handshake. Upon a successful completion of a 4-way handshake, the SME shall enable protection by invoking MLME-SETPROTECTION.request(Rx_Tx). Upon receipt of the MLME-SETPROTECTION.request(Rx_Tx), the MLME shall set the state for the STA to State 4. 

· AP only: The SME shall inform the DS of any changes in the association state.

(#11080)

· Non-PCP/non-AP STA disassociation initiation(#2168) procedures(#10600)
The SME shall issue an MLME-DISASSOCIATE.request primitive that includes an appropriate Reason Code as defined in Table 8-35 (Reason codes) of 8.4.1.7 (Reason Code field).

Upon receipt of an MLME-DISASSOCIATE.request primitive, a non-PCP/non-AP STA's MLME shall disassociate from a PCP/AP using the following procedure:

· If the state for the PCP/AP is State 3 or State 4, the MLME shall transmit a Disassociation frame to the PCP/AP.

· The state for the PCP/AP shall be set to State 2 if it was not State 1.  In the case of an MA-STA, the MLME shall perform this for all MAC entities whose address was included in the MMAE parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association.
· The MLME shall issue an MLME-DISASSOCIATE.confirm primitive to inform the SME of the successful completion of the disassociation.

· Upon receiving a MLME-DISASSOCIATE.confirm primitive, the SME shall delete any PTKSA and temporal keys held for communication with the PCP/AP by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None).  In the case of an MA-STA, the MLME shall perform this for all MAC entities whose address was included in the MMAE parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association.
· Non-PCP/non-AP STA disassociation receipt procedure(#10600)
Upon receipt of a Disassociation frame from a PCP/AP for which the state is State 3 or State 4, if Management Frame Protection was not negotiated when the PTKSA(s) were created, or if MFP is in use and the frame is not discarded per MFP processing, a non-PCP/non-AP STA shall disassociate from the PCP/AP using the following procedure

· The state for the PCP/AP shall be set to State 2.

· The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociation.

· Upon receiving the MLME-DISASSOCIATE.indication primitive, the SME shall delete any PTKSA and temporal keys held for communication with the PCP/AP by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None). The SME of an MA-STA shall perform this process for all MAC entities whose address was included in the MMAE parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association.
· If the reason code indicates a configuration or parameter mismatch as the cause of the disassociation, the SME shall not attempt to associate or reassociate with the PCP/AP until the configuration or parameter mismatch has been corrected.

· If the reason code indicates the STA was disassociated for a reason other than configuration or parameter mismatch, the SME shall not attempt to associate or reassociate with the PCP/AP until a period of 2 s has elapsed.

· PCP/AP disassociation initiation procedure(#10600)
The SME shall issue an MLME-DISASSOCIATE.request primitive that includes an appropriate Reason Code as defined Table 8-35 (Reason codes) of 8.4.1.7 (Reason Code field).

Upon receipt of an MLME-DISASSOCIATE.request primitive, a PCP/AP shall disassociate a STA using the following procedure:

· If the state for the STA is State 3 or State 4, the PCP/AP shall shall generate a Disassociation frame to be transmitted to the indicated STA.(#11044)
NOTE—as the Disassociation frame is a bufferable MMPDU,  the transmission of this frame might be delayed by the operation of a power-saving protocol.(#11044)
· The state for the STA shall be set to State 2, if it was not State 1. The SME of an MA-STA shall perform this process for all MAC entities whose address was included in the MMAE parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association.
· The MLME shall issue an MLME-DISASSOCIATE.confirm primitive to inform the SME of the disassociation.

· Upon receiving a MLME-DISASSOCIATE.confirm primitive, the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None). The SME of an MA-STA shall perform this process for all MAC entities whose address was included in the MMAE parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association.
· The SME of an AP shall inform the DS of the disassociation.

· PCP/AP disassociation receipt procedure(#10600)
Upon receipt of a Disassociation frame from a STA for which the state is State 3 or State 4, if Management Frame Protection was not negotiated when the PTKSA(s) were created, or if MFP is in use and the frame is not discarded per MFP processing, the PCP/AP shall disassociate the STA using the following procedure:

· The state for the STA shall be set to State 2. The SME of an MA-STA shall perform this process for all MAC entities whose address was included in the MMAE parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association.
· The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociation.

· Upon receiving a MLME-DISASSOCIATE.indication primitive the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None). The SME of an MA-STA shall perform this process for all MAC entities whose address was included in the MMAE parameter of the MLME-ASSOCIATE.request or MLME-REASSOCIATE.request primitive that established the association.
· The SME of an AP shall inform the DS of the disassociation.

10.3.3.x  PBSS procedures for non-associated STAs

In a PBSS,  there are three types of relation ship between a PCP and the members of a PBSS:

· Non-associated,  non-RSNA (when dot11RSNAEnabled is false)

· Associated, non-RSNA (when dot11RSNAEnabled is false)

· Associated,  RSNA (when dot11RSNAEnabled is true)

· Non-associated, RSNA (when dot11RSNAEnabled is true)

The following rule applies in the last case:

1. In a PBSS, when in State 2 and dot11RSNAEnabled is set to true, successful RSNA establishment changes to State 4. Unsuccessful RSNA establishment leaves state unchanged.
2. In a PBSS when in State 4, disassociation notification changes the state to State 2.
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