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11.10.8.6 Location configuration information report

If dot11RRMLCIMeasurementEnabled is true, a STA shall reject any LCI Request for location information that is not available and shall respond with a Radio Measurement Report frame including a Radio Measurement Report element with the incapable bit set to 1. If dot11RRMLCIMeasurementEnabled is true and a STA accepts an LCI Request that does not include an Azimuth Request, it shall respond with a Radio Measurement Report frame including one LCI element (LCI Report). If both dot11RRMLCIMeasurementEnabled and dot11RRMLCIAzimuthEnabled are true, and the STA accepts an LCI request that includes an Azimuth Request, it shall respond with a Radio Measurement Report frame including one LCI element (LCI Report) that includes the requested Azimuth Report, if available. If dot11RRMLCIAzimuthEnabled is false, a STA shall reject any LCI Request that includes an Azimuth Request and shall respond with a Radio Measurement Report frame including an Radio Measurement Report element with the incapable bit set to 1.

NOTE—IETF RFC 3825, 2.1, defines formats and information fields for reporting physical location to sub-centimeter resolution. The fixed-point values have integer and fractional parts, which together represent Latitude, Longitude and Altitude to a maximum resolution of 34-, 34-, and 30-bits respectively. A Latitude report with 24-bit resolution would be reporting with a precision of about 3.18 m in Latitude at the equator. The physical location and azimuth MIB information of the STA may be set by administrative means.

The Datum value shall be 1 (World Geodetic System 1984), unless another datum is required for operation in the regulatory domain.

If the Altitude Type is 2 (Floors of Altitude), the value reported shall be as required for operation in the regulatory domain.

An LCI request shall indicate a location request for the requesting STA, or the reporting STA, or a 3rd STA with the MAC address specified in the Target MAC Address subelement, by setting the LCI request Location Subject field to indicate a Local, a or Remote or a 3rd party request, respectively. Local LCI Measurement Request is used by the requesting STA to obtain its own location by asking “Where am I?”. Remote LCI Measurement Request is used by requesting STA to obtain location of reporting STA by asking “Where are you?”. 3rd party Location request is used by requesting STA to obtain location of a STA with the MAC address specified in the Target MAC Address subelement.

If the STA receiving an LCI request lacks the means to report the requested location to the requested resolution, then the LCI Report shall have that corresponding Latitude, Longitude, Altitude, or Azimuth resolution set to the known value; otherwise Latitude, Longitude, Altitude, and Azimuth fields shall be reported to their requested resolutions, with the remaining less significant bits set to zero.

If the STA receiving an LCI request has no location information about the requested LCI Subject physical location or requested Azimuth, it shall set the Incapable bit in the Measurement Report Mode field. The method by which the physical location and azimuth information in the LCI Report is generated is outside the scope of this standard.

If dot11RRM3rdPartyMeasurementActivated is false, a STA shall reject any LCI Request that includes a LCI Request with the Location Subject field set to 2 and shall respond with a Radio Measurement Report frame including an Radio Measurement Report element with the incapable bit set to 1

It is optional for a STA to support an LCI Request and an LCI Report with the Location Subject field set to 2. If dot11RRM3rdPartyMeasurementActivated is true and a STA supports LCI Request and LCI Report, the following procedure shall be followed:

—
When a non-AP STA requests the geospatial location of a STA with the MAC address specified in the Target MAC address field, it shall also include its own MAC address in the Originator Requesting STA MAC address field. When an AP STA receives an LCI Request with the Location Subject field value set to 2, the AP STA shall generate an LCI Request to the STA with the MAC address specified in the Target MAC address field. The AP STA shall copy the Originator Requesting STA MAC address and Target MAC address fields into the request from the received LCI request. If the AP does not have association with the STA with the MAC address specified in the Target MAC address field, the STA shall reject the received LCI Request and shall respond with a LCI Report where the Incapable bit is set in the MeasurementReport Mode field.

—
When a STA receives an LCI Request with the Location Subject field value set to 2, the STA may only generate an LCI Report if the MAC address in the Target MAC address field is its own MAC address. When an LCI Report is generated, the reporting STA shall include its MAC address into the Target MAC address field and the MAC address present in the Originator Requesting STA MAC address field of the corresponding LCI Request into the Originator Requesting STA MAC address field. When an AP STA receives an LCI Report with an Originator Requesting STA MAC address field present, the AP STA shall generate an LCI Report to the associated STA with the MAC address specified in the Originator Requesting MAC address field. The AP STA shall copy the Originator Requesting STA MAC address and Target MAC address fields into the LCI report being transmitted to the originating requesting STA.

When a STA receives an LCI Request with the subject field set to 2, but does not support 3rd party location request, it shall respond with a Radio Measurement Report frame including a Radio Measurement Report element with the incapable bit set to 1.

NOTE—A STA that requested a “Local” LCI and received an LCI Report with the Incapable bit set may alternatively make a “Remote” LCI request to obtain the reporting STA’s physical location. A STA that requested an LCI including an Azimuth Request, and received an LCI Report with the Incapable bit set may alternatively request the LCI with no Azimuth requested.

If dot11RRMLCIMeasurementEnabled is false, a station shall reject the received LCI Measurement Request and shall respond with a LCI Report where the Incapable bit is set in the Measurement Report Mode field.

If dot11RRMLCIMeasurementEnabled is true and a STA has its own location configured in LCI format, it shall set the Geospatial Location field to 1 in the Extended Capabilities information element (see 7.3.2.27).

NOTE—User Applications should not send location information to other stations without the express permission of the user. User agents acquire permission through a user interface, unless they have prearranged trust relationships with users, as described below. Those permissions that are acquired through the user interface and that are preserved beyond the current browsing session (i.e. beyond the time when the BSS connection is terminated) are revocable and receiving stations should respect revoked permissions. 

Some user applications may have prearranged trust relationships that do not require such user interfaces. For example, while a social networking application might present a user interface when a friend performs a geolocation request, a VOIP telephone may not present any user interface when using location information to perform an E911 function.

Insert the following clauses after 11.10.8.8:

11.10.8.9 Location Civic report

If dot11RRMCivicMeasurementActivated is true and civic location information is not available, the STA shall reject a Location Civic Request and shall respond with a Measurement Report frame including a Measurement Report element with the incapable bit set to 1. If dot11RRMCivicMeasurementActivated is true and civic location information is available, the STA shall respond with a Measurement Report frame including one Location Civic Report element. 

A Location Civic Request shall indicate a location request for the requesting STA, the reporting STA, or a 3rd STA with the MAC address specified in the Target MAC address field, by setting the Location Civic request Location Subject field to indicate a Local, a Remote, or a 3rd party request respectively. Local Location Civic Measurement Request is used by requesting STA to obtain its own location by asking “Where am I?”. Remote Location Civic Measurement Request is used by requesting STA to obtain location of the reporting STA by asking “Where are you?”. 3rd party Location request is used by requesting STA to obtain location of a STA with the MAC address specified in the Target MAC address field.

If dot11RRMCivicMeasurementActivated is false, a STA shall reject the received Location Civic Measurement Request and shall respond with a Location Civic Report where the Incapable bit is set in the Measurement Report Mode field.

If dot11RRM3rdPartyMeasurementActivated is false, a STA shall reject any LCI Request that includes a LCI Request with the Location Subject field set to 2 and shall respond with a Radio Measurement Report frame including an Radio Measurement Report element with the incapable bit set to 1

It is optional for a STA to support a Location Civic Request and a Location Civic Report with the Location  Subject field set to 2. If dot11RRM3rdPartyMeasurementActivated is true and a STA supports Location Civic Request and Location Civic Report, the following procedure shall be followed:

—
When a non-AP STA requests the civic location of a STA with the MAC address specified in the Target MAC address field, it shall also include its own MAC address in the Originator Requesting STA MAC address field. When an AP STA receives a Location Civic Request with the Location Subject field value set to 2, the AP STA shall generate a Location Civic Request to the STA with the MAC address specified in the Target MAC address field. The AP STA shall copy the Originator Requesting STA MAC address and Target MAC address fields into the request from the received Location Civic Request. If the AP does not have association with the STA with the MAC address specified in the Target MAC address field, the STA shall reject the received Location Civic Measurement Request and shall respond with a Location Civic Report where the Incapable bit is set in the Measurement Report Mode field.

—
When a STA receives a Location Civic Request with the Location Subject field value set to 2, the STA may only generate a Location Civic Report if the MAC address in the Target MAC address field is its own MAC address. When a Location Civic Report is generated, the reporting STA shall include its MAC address into the Target MAC address field and the MAC address present in the Originator Requesting STA MAC address field of the corresponding Location Civic Request into the Originator Requesting STA MAC address field. When an AP STA receives a Location Civic Report with an Originator Requesting STA MAC address field present, the AP STA shall generate a Location Civic Report to the associated STA with the MAC address specified in the Originator Requesting MAC address field. The AP STA shall copy the Originator Requesting STA MAC address and Target MAC address fields into the Location Civic Report being transmitted to the originating requesting STA.

When a STA receives a Location Civic Request with the subject field set to 2, but does not support 3rd party location, it shall respond with a Radio Measurement Report frame including a Radio Measurement Report element with the incapable bit set to 1.

If dot11RRMCivicMeasurementActivated is true and a STA has its own location configured in Civic format, it shall set the Civic Location field to 1 in the Extended Capabilities information element.

If dot11RRMCivicMeasurementActivated is true and a STA has its own location available in one or more location formats, as defined in Table 7-29p1, and includes Civic Location Type Value 0, indicating "RFC4776-2006", it shall set the Civic Location field to 1 in the Extended Capabilities information element. 

NOTE—User Applications should not send location information to other stations without the express permission of the user. User agents acquire permission through a user interface, unless they have prearranged trust relationships with users, as described below. Those permissions that are acquired through the user interface and that are preserved beyond the current browsing session (i.e. beyond the time when the BSS connection is terminated) are revocable and receiving stations should respect revoked permissions. Some user applications may have prearranged trust relationships that do not require such user interfaces. For example, while a social networking application might present a user interface when a friend performs a geolocation request, a VOIP telephone may not present any user interface when using location information to perform an E911 function.

If the Location Civic Report contains the Location Reference and Location Shape subelements, the receiving STA may use the information specified in those subelements in combination with the Civic Location field value for additional granularity on the position reported in the Civic Location field.

If the Location Civic Report contains the Map Image subelement, the receiving STA's SME may retrieve the floor plan specified by the Map URL field. The method to retrieve the floor plan specified by the Map URL field is out of scope of this document.

11.10.8.10 Location identifier report

The Location Identifier Report provides the ability for a STA to receive an indirect URI reference and forward that reference to an external agent for the purposes of that agent gathering the STA’s location value. The protocol used to query for a location report based on the Public Identifier URI provided in the Location Identifier Report is beyond the scope of this standard. 

If dot11RRMIdentifierMeasurementActivated is true and location information is not available, the STA shall reject any Location Identifier Request and shall respond with a Measurement Report frame including a Measurement Report element with the incapable bit set to 1. If dot11RRMIdentifierMeasurementActivated is true and location information is available, the STA shall respond with a Measurement Report frame including one Location Identifier Report element. 

A Location Identifier Request shall indicate a location request for the requesting STA, the reporting STA, or a 3rd party STA with the MAC address specified in the Target MAC address field, by setting the Location Identifier request Location Subject field to indicate a Local, a Remote, or a 3rd party request respectively. Local Location Identifier Request is used by requesting STA to obtain its own location by asking “Where am I?”. Remote Location Civic Measurement Request is used by requesting STA to obtain location of the reporting STA by asking “Where are you?”. 3rd party Location request is used by requesting STA to obtain location of a STA with the MAC address specified in the Target MAC address field.

If dot11RRM3rdPartyMeasurementActivated is false, a STA shall reject any LCI Request that includes a LCI Request with the Location Subject field set to 2 and shall respond with a Radio Measurement Report frame including an Radio Measurement Report element with the incapable bit set to 1.

It is optional for a STA to support a Location Identifier Request and a Location Identifier Report with the Location Subject field set to 2. If dot11RRM3rdPartyMeasurementActivated is true and a STA supports Location Identifier Request and Location Identifier Report, the following procedure shall be followed:

—
When a non-AP STA requests the location identifier of a STA with the MAC address specified in the Target MAC address field, it shall also include its own MAC address in the Originator Requesting STA MAC address field. When an AP STA receives a Location Identifier Request with the Location Subject field value set to 2, the AP STA shall generate a Location Identifier Request to the STA with the MAC address specified in the Target MAC address field. The AP STA shall copy the Originator Requesting STA MAC address and Target MAC address fields into the request from the received Location Identifier Request. If the AP does not have association with the STA with the MAC address specified in the Target MAC address field, the STA shall reject the received Location Civic Measurement Request and shall respond with a Location Civic Report where the Incapable bit is set in the Measurement Report Mode field.

—
When a STA receives a Location Identifier Request with the Location Subject field value set to 2, the STA may only generate a Location Identifier Report if the MAC address in the Target MAC address field is its own MAC address. When a Location Identifier Report is generated, the reporting STA shall include its MAC address into the Target MAC address field and the MAC address present in the Originator Requesting STA MAC address field of the corresponding Location Identifier Request into the Originator Requesting STA MAC address field. When an AP STA receives a Location Identifier Report with an Originator Requesting STA MAC address field present, the AP STA shall generate a Location Identifier Report to the associated STA with the MAC address specified in the Originator Requesting MAC address field. The AP STA shall copy the Originator Requesting STA MAC address and Target MAC address fields into the Location Identifier Report being transmitted to the originating requesting STA. 

When a STA receives an Location Identifier Request with the subject field set to 2, but does not support 3rd party location, it shall respond with a Radio Measurement Report frame including a Radio Measurement Report element with the incapable bit set to 1.

If dot11RRMIdentifierMeasurementActivated is false, a STA shall reject the received Location Identifier Request and shall respond with a Location Identifier Report where the Incapable bit is set in the Measurement Report Mode field.

If dot11RRMIdentifierMeasurementActivated is true and a STA has its own location available in one or more location formats, as defined in Table v7-29p1, and includes Civic Location Type Value 0, indicating "RFC4776-2006" or Geospatial format that can be referenced by a location identifier, it shall set the Identifier Location field to 1 in the Extended Capabilities information element.

NOTE—User Applications should not send location information to other stations without the express permission of the user. User agents acquire permission through a user interface, unless they have prearranged trust relationships with users, as described below. Those permissions that are acquired through the user interface and that are preserved beyond the current browsing session (i.e. beyond the time when the BSS connection is terminated) are revocable and receiving stations should respect revoked permissions. Some user applications may have prearranged trust relationships that do not require such user interfaces. For example, while a social networking application might present a user interface when a friend performs a geolocation request, a VOIP telephone may not present any user interface when using location information to perform an E911 function.

-- *********************************************************************

-- * dotStationConfig TABLE

-- *********************************************************************

Change the end of the “Dot11StationConfigEntry” of the “dotStationConfig TABLE” as follows:


dot11TDLSProbeDelay 





INTEGER,

dot11WirelessManagementImplemented 





TruthValue, 

dot11BssMaxIdlePeriod 




INTEGER,

dot11TIMBroadcastInterval     




INTEGER,

dot11TIMBroadcastOffset       




INTEGER,

dot11StatsMinTriggerTimeout     




INTEGER,

dot11RRMCivicMeasurementActivated 




TruthValue,

dot11RRMIdentifierMeasurementActivated 




TruthValue,
dot11TimeAdvertisementDTIMInterval 





INTEGER,
dot11TimeAdvertisementTimeError 





OCTET STRING,
dot11TimeAdvertisementTimeValue 





OCTET STRING}

Insert the following elements at the end of the dot11StationConfigTable element definitions:

dot11WirelessManagementImplemented OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-only 



STATUS current 



DESCRIPTION 



“This is a capability variable.



Its value is determined by device capabilities.



This attribute, when TRUE, indicates that the station 

implementation is capable of supporting one or more Wireless Network 

Management services.”


DEFVAL { false }



::= { dot11StationConfigEntry 103}

dot11BssMaxIdlePeriod OBJECT-TYPE



SYNTAX INTEGER (1..65535)



MAX-ACCESS read-write 



STATUS current 



DESCRIPTION 



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute indicates that the number of 1000 TUs that pass before an AP disassociates an inactive non-AP STA. This value is transmitted in the Association Response and Reassociation frames.”



::= { dot11StationConfigEntry 104}

dot11TIMBroadcastInterval OBJECT-TYPE



SYNTAX INTEGER (0..255)



MAX-ACCESS read-write 



STATUS current 



DESCRIPTION 



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute indicates the the number of beacon periods between TIM frame 

 transmissions. A value of 0 disables TIM Broadcast for the requesting station.”



DEFVAL { 0 }



::= { dot11StationConfigEntry 105} 

dot11TIMBroadcastOffset OBJECT-TYPE



SYNTAX INTEGER (-2147483648..2147483647)



MAX-ACCESS read-write 



STATUS current 



DESCRIPTION 



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute indicates the offset in microseconds with a tolerance of +/- 4 microseconds relative to the TBTT for which a TIM frame is scheduled for transmission. The field contains a signed integer.”



DEFVAL { 0 }



::= { dot11StationConfigEntry 106}


dot11StatsMinTriggerTimeout OBJECT-TYPE



SYNTAX INTEGER (10..7200)



UNITS "seconds"



MAX-ACCESS read-write



STATUS current



DESCRIPTION



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute indicates the minimum allowable value for Triggered Timeout. A Triggered STA Statistics report is generated by the STA after the timeout if none of the trigger conditions are satisfied."



DEFVAL { 10 }



::= { dot11StationConfigEntry 107 }

dot11RRMCivicMeasurementActivated OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute, when TRUE, indicates that dot11RadioMeasurementEnabled is TRUE and that the station capability for Location Civic Measurement is enabled. FALSE indicates the station has no Location Civic Measurement capability or that the capability is present but is disabled."



DEFVAL { false }



::= { dot11StationConfigEntry 108 }


dot11RRMIdentifierMeasurementActivated OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute, when TRUE, indicates that dot11RadioMeasurementEnabled is TRUE and that the station capability for Location Identifier Measurement is enabled. FALSE indicates the station has no Location Identifier Measurement capability or that the capability is present but is disabled."



DEFVAL { false }



::= { dot11StationConfigEntry 109 }


dot11TimeAdvertisementDTIMInterval OBJECT-TYPE



SYNTAX INTEGER (1..255)



UNITS "dtims"



MAX-ACCESS read-write



STATUS current



DESCRIPTION



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute indicates the interval in number of DTIMS when the Time Advertisement element is included in beacon frames."



DEFVAL { 1 }



::= { dot11StationConfigEntry 110 }


dot11TimeAdvertisementTimeError OBJECT-TYPE



SYNTAX OCTET STRING (SIZE(5))



MAX-ACCESS read-write



STATUS current



DESCRIPTION



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute indicates the Time Error value as defined in the Time Advertisement IE Time Error field when the Time Capabilities field is set to 2. This field is included in the Time Advertisement element in Beacon and Probe Response frames."



DEFVAL { 0 }



::= { dot11StationConfigEntry 111 }


dot11TimeAdvertisementTimeValue OBJECT-TYPE



SYNTAX OCTET STRING (SIZE(9))



MAX-ACCESS read-write



STATUS current



DESCRIPTION



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute indicates the TimeAdvertisement Time Value as defined in the Time Advertisement IE Time Value field when the Time Capabilities field is set to 2. The format is defined in Table 7-37c and is included in the Time Advertisement element in Beacon and Probe Response frames."



::= { dot11StationConfigEntry 112 }

dot11RRM3rdPartyMeasurementActivated OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION



"This is a control variable.



It is written by an external management entity or the SME.



Changes take effect as soon as practical in the implementation.



This attribute, when TRUE, indicates that dot11RadioMeasurementEnabled is TRUE and that the station capability for 3rd Party Location Measurement is enabled. FALSE indicates the station has no 3rd Party Location Measurement capability or that the capability is present but is disabled."



DEFVAL { false }



::= { dot11StationConfigEntry 113 }




Abstract


This submission contains the normative text for the Recirculation SB comment from Henry 





Comment: “No mechanism is provided to disable 3rd-party location requests separately from �1st-party location requests. Even the AP is not allowed to reject proxying of 3rd-party requests. 





Suggested resolution: “Add a dot11RRMLCIRemoteMeasurementEnabled MIB variable, with a default of FALSE, and only allow responses or AP forwarding of 3rd-party measurement requests if both dot11RRMLCIMeasurementEnabled and dot11RRMLCIRemoteMeasurementEnabled are true.


	


This proposal text is aligned with P802.11v-D11.0.
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