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Comments
Related to 8.3.3.3.2
	CID
	Page
	Clause
	Comment
	Proposed Change

	5503
	
	General
	Juat a vote of confidence for the Editor for pointing out the error that will necessitate the need for Draft 4. Approve suggested change that is on the LB instruction sheet suggested_remedy
	Follow suggested instructions from the LB114 Instruction sheet.


Proposed Resolution:

Accept in principle.  Make edits as shown in 11-08/0262r0.   This is consistent with the resolution indicated by the commenter.

	5387
	96.23
	8.3.3.3.2
	Description of error: Submission 11-07/2252r2 (By Matt Smith) defines how the MAC Frame Control field Order subfield is masked during AAD construction in order to ensure legacy semantics regarding treatment of the order field by non-HT STA. The changes proposed and subsequently agreed to in TGn didn't quite achieve the intention of restoring legacy semantics to the treatment of the “order” bit. Location of error The baseline document P802.11-2007 contains Clause 8 dealing with Security. TGn Draft 3.00 proposes to amend a section of the baseline with the underlined text, as shown below, based upon the resolution as approved: 8.3.3.3.2 Construct AAD ….. a) FC – MPDU Frame Control field, with 1) Subtype bits (bits 4 5 6) masked to 0 2) Retry bit (bit 11) masked to 0 3) PwrMgt bit (bit 12) masked to 0 4) MoreData bit (bit 13) masked to 0 5) Protected Frame bit (bit 14) always set to 1 6) Order bit (bit 15) as follows: i) masked to 0 in all Data MPDUs containing a QoS Control field ii) set to 1 otherwise ….. The modification contains an error. The intent was to restore “legacy” semantics which were “unmasked”. 
	The modification contains an error. The intent was to restore “legacy” semantics which were “unmasked”. Entry 6 ii should read as written below: 6) Order bit (bit 15) as follows: i) masked to 0 in all Data MPDUs containing a QoS Control field ii) unmasked otherwise 

	5600
	97.07
	8.3.3.3.2
	The famous AAD bug. "6) Order bit (bit 15) as follows: i) masked to 0 in all Data MPDUs containing a QoS Control field ii) set to 1 otherwise" This does not preserve legacy semantics, which are that the order bit be unmasked.
	Change "set to 1 otherwise" to "unmasked otherwise"

	5428
	97.07
	8.3.3.3.2
	change to keep legacy operation isn't quite right
	change "set to 1 othewise" to "unmasked otherwise"


Proposed Resolution:

Accept in principle.  Make edits as shown in 11-08/0262r0.   This is consistent with the resolution indicated by the commenter.

	5399
	97.07
	8.3.3.3.2
	CCMP AAD construction was modified to force Order bit to be 1 in Data MPDUs that do not contain a QoS Control field. This behavior does not match with the behavior required by IEEE 802.11-2007 and consequently, this change would make all existing implementations non-compliant with the new standard should the 802.11n/D3.0 changes be approved in their current form. This would mean major interoperability issues with CCMP not working for non-HT non-QoS frames between stations that follow IEEE 802.11-2007 and stations that follow the amendent version with 802.11n/D3.0 definition. I cannot see how this kind of change could be acceptable in an amendment to IEEE 802.11.
	Remove changes to the Order bit processing in AAD construction, i.e., return back to the existing behavior of AAD including the Order bit with the same value that was used in FC. Remove lines 3 through 7 on page 97 of 802.11n/D3.0.


Proposed Resolution:

Counter.  Make edits as shown in 11-08/0262r0.   This restores legacy interoperability – i.e., a non-HT non-QoS STA compliant to an 802.11 revision that embodies the TGn draft will not mask this bit – which is the existing behaviour of Std 802.11-2007.

	5296
	97.07
	8.3.3.3.2
	Error in masking operation for Order bit. Item ii should be "order bit as found in frame, otherwise"
	Change item a) 6) ii) to "order bit as found in frame, otherwise"


	5173
	97.07
	8.3.3.3.2
	Error in description of use of Order Bit.
	Change "set to 1 otherwise" to "unmasked otherwise."


Proposed Resolution:

Accept in principle.  Make edits as shown in 11-08/0262r0.   This is consistent with the resolution indicated by the commenter.

	5297
	97.20
	8.3.3.3.2
	The format and language here differs from previous fields.
	Follow the formatting/structure as found in item a) and use the term "masked to 0" instead of "set to 0"


Proposed Resolution:

Accept in principle.  Make edits as shown in 11-08/0262r0.   This is consistent with the resolution indicated by the commenter.

Edits

TGn Editor, change 8.3.3.3.2 as follows:
Change the third paragraph of 8.3.3.3.2 as follows:

The AAD is constructed from the MPDU header. The AAD does not include the header Duration field,

because the Duration field value can change due to normal IEEE 802.11 operation (e.g., a rate change during retransmission). The AAD does not include the Duration/ID field or the HT Control field, because the contents of these fields can change during normal operation (e.g., due to a rate change preceding re-transmission) . The HT Control field can also be inserted or removed during normal operation (e.g., retransmission of an A-MPDU, where the original A-MPDU included an MCS request that has already generated a response). For similar reasons, several subfields in the Frame  Control field are masked to 0. AAD construction is performed as follows:

a) FC – MPDU Frame Control field, with

1) Subtype bits (bits 4 5 6) masked to 0

2) Retry bit (bit 11) masked to 0

3) PwrMgt bit (bit 12) masked to 0

4) MoreData bit (bit 13) masked to 0

5) Protected Frame bit (bit 14) always set to 1

6) Order bit (bit 15) as follows:
i) masked to 0 in all Data MPDUs containing a QoS Control field

ii) unmasked (#5387)  otherwise

b) A1 – MPDU Address 1 field.

c) A2 – MPDU Address 2 field.

d) A3 – MPDU Address 3 field.

e) SC – MPDU Sequence Control field, with the Sequence Number subfield (bits 4–15 of the Sequence

Control field) masked to 0. The Fragment Number subfield is not modified.

f) A4 – MPDU Address field, if present in the MPDU.

g) QC – QoS Control field, if present, a 2-octet field that includes the MSDU priority. The QC TID field is used in the construction of the AAD. When both the STA and its peer have their SPP AMSDU Capable fields set to 1, bit 7 (the A-MSDU Present field) is used in the construction of the AAD. ,, and tThe remaining QC fields are masked (#5297)  to 0 for the AAD calculation (bits 4 to 6, bits 8 to 15, and bit 7 when either the STA or its peer has the SPP A-MSDU Capable field set to 0are set to 0).

Other Security Comments

	5327
	3.50
	5.4.3.3
	by dropping unprotected frames there is no way to resynchronize after one side has lost state. This same thing happened in IKE with the NOTIFY payload. 
	receipt of unprotected frames should create a hint to resynchronize. Unfortunately the key establishment protocol is heavy-weight and triggered by association but we have to use the tools we have. Ask for a submission if you're tempted to reject this comment because there is no submission.

	5328
	29.07
	8.4.11
	by dropping unprotected frames there is no way to resynchronize after one side has lost state. This same thing happened in IKE with the NOTIFY payload. 
	receipt of unprotected frames should create a hint to resynchronize. Unfortunately the key establishment protocol is heavy-weight and triggered by association but we have to use the tools we have. Ask for a submission if you're tempted to reject this comment because there is no submission.


Proposed Resolution:
Reject.  These comments were sent in by error.  They relate to a TGw ballot taking place at the same time as LB115.  The referenced text does not appear in the TGn draft.

	5902
	96.12
	8.1.5
	This restriction should not apply to HT STA running in legacy modes
	add "when CCMP is advertised by the other STA or if the other STA includes an HT Capabilities element in its beacon and Probe messages" after "another HT STA"


Proposed Resolution:
Reject.   It is not clear what an “HT STA running in legacy modes” means.   Either a STA is an HT STA, in which case this constraint applies, or it is not – in which case this constaint does not apply.   A STA whose hardware is HT capable may choose not to declare this capability.  The result is that it behaves exactly like any other non-HT STA, and it is not subject to this constraint.    No protocol support is required to achieve this effect.

	5044
	98.36
	8.4.4
	There are no beacons or probes in an IBSS as these are intentded to be non-AP STAs. Thus the negotiation occurs during the (re)association exchange. Suggest to reword the sentence to "An HT STA shall reject a (re)association if the peer HT STA negotiates TKIP as a choice for the pairwise cipher suite."
	Included in the comment.


Proposed Resolution:
Reject.   The language as written relates to the RSNA policy between two peer STAs.  The policy decisions relate to RSNA capabilities, not to the role of the peers as AP, non-AP STA or IBSS STA.  The statements are correct for any of these three roles.   

The relevant rules relating to association are specified in 11.3.2.2, item b) “In an RSNA, the AP shall check the values received in the RSN information element to see whether the values received match the AP’s security policy.  If not, the association shall not be accepted”.   This allows an AP to deny association for any reason.   

The suggested new normative text:  “An HT STA shall reject a (re)association if the peer HT STA negotiates TKIP as a choice for the pairwise cipher suite.”  is not necessary,  as this never occurs when talking to a compliant STA.   The decisions an AP makes when talking to a non-compliant STA are implementation dependent, but could certainly include refusing association, as permitted by 11.3.2.2.
Thus, the commenter’s intention is already satisfied by the existing text, and no change is required.

	5752
	220.13
	11.18
	"The SME of an RSNA and HT-capable STA may choose to associate with an RSNA STA that has the SPP A-MSDU Capable subfield set to either 1 or 0, and the SPP A-MSDU Required field set to either 1 or 0." This is doubly redundant. The STA can already do this. And the "either 1 or 0" means that the conditions are both true.
	Either make the point this is trying to make in an informative note, or remove the cited text.


Proposed resolution:

Counter.  Delete the cited text.
TGn editor, change 11.18 (D3.00) as follows:

11.18 RSNA A-MSDU procedures

When dot11RSNAEnabled is TRUE, a STA indicates support for PP (payload protected) A-MSDU or SPP (signaling and payload protected) A-MSDU during association or reassociation.  On either association or re-association, the associating STA and its peer STA both determine and maintain a record of whether an en-crypted A-MSDU sent to its peer is to be a PP A-MSDU or an SPP A-MSDU based on the value of the SPP A-MSDU Capable and SPP A-MSDU Required subfields of the RSN Capabilities field of the RSN information element.


Table 11-8a (A-MSDU STA Behavior for RSNA associations) defines both transmit and receive behavior of a first STA (STA1) that has successfully negotiated an HT and RSNA (re)association with a second STA (STA2). Reception and transmission of A-MSDUs on non-RSNA associations is unaffected by the values of the SPP A-MSDU Capable and SPP A-MSDU Required fields.
	5753
	220.40
	11.18
	"Shall discard received PP A-MSDU" STA1 cannot determine whether a received A-MSDU is PP or SPP protected. So it cannot discard received PP A-MSDUs, because it cannot distinguish them from SPP A-MSDUs.
	Change to: "Shall discard (PP and SPP) A-MSDUs" and delete "Received SPP A-MSDU MIC will fail"


Proposed Resolution:
Counter.  Make changes as shown in 11-08/0262r0.   These achieve the intent of the comment.

TGn Editor, Change the second non-header row of Table 11-8a (D3.00) as follows:

	0
	0
	X
	1
	Shall not transmit PP A-MSDU

Shall not transmit SPP A-MSDU

Shall discard received (PP and SPP) A-MSDU
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