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Change 7.3.2.21.8 as shown
7.3.2.21.8 STA Statistics Request
	
	
	
	
	

	
	Randomization Interval
	Measurement Duration
	Group Identity
	Triggered Reporting (optional)

	Octets:
	2
	2
	1
	variable


Figure 79e—Measurement Request field format for a STA Statistics Request

Table 29c—Group Identity for a STA Statistics Request

	Statistics Group Name
	Group Identity

	RSNA Counters
	11

	Reserved
	1112 – 255


The Measurement Duration field is set to the duration of the requested measurement in TUs except for the triggered reporting. When the triggered reporting is used, the measurement duration is set to 0. 

The Triggered Reporting field is used to specify trigger conditions and thresholds for triggered STA Statistics measurements. It is present only when setting up triggered reporting for Statistics Groups STA Counters from dot11CountersTable or RSNA Counters, see 11.10.8.5. when setting up triggered reporting from STA Counters, QoS STA Counters, or RSNA Counters, see 11.10.8.5. 
The format of the Triggered Reporting field for STA Counters is shown in Figure v1. The fields marked as optional are the fields that are only present if the appropriate bit in the STA Counter Trigger Condition is set to 1.
	
	
	
	
	
	

	
	STA Counter Trigger Condition
	dot11Failed
Threshold (optional)
	dot11FCS
Error
Threshold (optional) 
	dot11Multiple
Retry
Threshold (optional)
	dot11Frame
Duplicate
Threshold (optional)

	Octets:
	1
	4
	4
	4
	4

	
	
	
	
	
	

	
	dot11RTS
Failure
Threshold (optional)
	dot11ACK
Failure
Threshold (optional)
	dot11Retry
Threshold (optional)
	Measurement Count 
	Trigger Timeout

	Octets:
	4
	4
	4
	4
	2


Figure v1— Triggered Reporting Field for STA Counters

The STA Counter Trigger Condition field is a bit-field that specifies reporting triggers when requesting triggered STA Statistics reporting. The format of the STA Counter Trigger Condition field is shown in Figure v2. 
	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7-B15

	
	dot11Failed
	dot11FCS
Error
	dot11Multiple
Retry 
	dot11Frame
Duplicate
	dot11RTS
Failure
	dot11ACK
Failure
	dot11Retry
	Reserved

	Bits
	1
	1
	1
	1
	1
	1
	1
	9 1


Figure v2— STA Counter Trigger Condition field
· Each bit in the STA Counter Trigger Condition field is set to 1 to request that a STA Statistics Report frame be generated when the corresponding STA counter defined in Figure 85h and Figure 85i (in 7.3.2.22.8) increases by a value greater than or equal to the value of the corresponding STA counter threshold in Figure v1, within the total number of MSDUs given in Measurement Count. One or more trigger conditions may be set with specified thresholds. When the group identity of the triggered STA Statics request is set to 0, B2 – B6 in the STA Counter Trigger Condition field shall be set to 0. And, when the group identity of the triggered STA Statics request is set to 1, B0 and B1 in the STA Counter Trigger Condition field shall be set to 0.
The Measurement Count field contains a number of MSDUs used in determining trigger thresholds as described above.

The dot11Failed Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11Failed condition. This field is present when the dot11Failed bit-field in the STA Counter Trigger Condition field is set to 1. 
The dot11Retry Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11Retry condition. This field is present when the dot11Retry bit-field in the STA Counter Trigger Condition field is set to 1. 
The dot11MultipleRetry Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11MultipleRetry condition. This field is present when the dot11MultipleRetry bit-field in the STA Counter Trigger Condition field is set to 1. 
The dot11FrameDuplicate Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11FrameDuplicate condition. This field is present when the dot11FrameDuplicate bit-field in the STA Counter Trigger Condition field is set to 1. 

The dot11RTSFailure Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11RTSFailure condition. This field is present when the dot11RTSFailure bit-field in the STA Counter Trigger Condition field is set to 1. 
The dot11ACKFailure Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11ACKFailure condition. This field is present when the dot11ACKFailure bit-field in the STA Counter Trigger Condition field is set to 1. 
The dot11FCSError Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11FCSError condition. This field is present when the dot11FCSError bit-field in the STA Counter Trigger Condition field is set to 1.

The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA does not generate further triggered STA Statistics Reports after a trigger condition has been met.

The format of the Triggered Reporting field for QoS STA Counters is shown in Figure v3. The fields marked as optional are the fields that are only present if the appropriate bit in the QoS STA Counter Trigger Condition is set to 1.

	
	
	
	
	
	

	
	QoS STA Counter Trigger Condition
	dot11QoSFailed
Threshold (optional)
	dot11QoSRetry
Threshold (optional)
	dot11QoSMultiple
Retry
Threshold (optional)
	dot11QoSFrame
Duplicate
Threshold (optional)

	Octets:
	1
	4
	4
	4
	4

	
	
	
	
	
	

	
	dot11QoSRTS
Failure
Threshold (optional)
	dot11QoSACK
Failure
Threshold (optional)
	dot11QoSDiscarded
Threshold (optional)
	Measurement Count 
	Trigger Timeout

	
	4
	4
	4
	4
	2


Figure v3— Triggered Reporting Field for QoS STA Counters

The Qos STA Counter Trigger Condition field is a bit-field that specifies reporting triggers when requesting triggered STA Statistics reporting. The format of the QoS STA Counter Trigger Condition field is shown in Figure v4.

	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	
	dot11QoS
Failed
	dot11QoS
Retry
	dot11QoSMultiple
Retry 
	dot11QoSFrame
Duplicate
	dot11QoSRTS
Failure
	dot11QoSACK
Failure
	dot11QoS
Discarded 
	Reserved

	Bits
	1
	1
	1
	1
	1
	1
	1
	1


Figure v4— QoS STA Counter Trigger Condition field

· Each bit in the QoS STA Counter Trigger Condition field is set to 1 to request that a STA Statistics Report frame be generated when the corresponding QoS STA counter defined in Figure 85j (in 7.3.2.22.8) increases by a value greater than or equal to the value of the corresponding QoS STA counter threshold in Figure v3, within the total number of MSDUs given in Measurement Count. One or more trigger conditions may be set with specified thresholds.

The Measurement Count field contains a number of MSDUs used in determining trigger thresholds as described above.

The dot11QoSFailed Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11QoSFailed condition. This field is present when the dot11QoSFailed bit-field in the QoS STA Counter Trigger Condition field is set to 1. 

The dot11QoSRetry Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11QoSRetry condition. This field is present when the dot11QoSRetry bit-field in the QoS STA Counter Trigger Condition field is set to 1. 

The dot11QoSMultipleRetry Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11QoSMultipleRetry condition. This field is present when the dot11QoSMultipleRetry bit-field in the QoS STA Counter Trigger Condition field is set to 1. 

The dot11QoSFrameDuplicate Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11QoSFrameDuplicate condition. This field is present when the dot11QoSFrameDuplicate bit-field in the QoS STA Counter Trigger Condition field is set to 1. 

The dot11QoSRTSFailure Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11QoSRTSFailure condition. This field is present when the dot11QoSRTSFailure bit-field in the QoS STA Counter Trigger Condition field is set to 1. 

The dot11QoSACKFailure Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11QoSACKFailure condition. This field is present when the dot11QoSACKFailure bit-field in the QoS STA Counter Trigger Condition field is set to 1. 

The dot11QoSDiscarded Threshold field contains a value representing the number of MSDUs to be used as the threshold value for the dot11QoSDiscarded condition. This field is present when the dot11QoSDiscarded bit-field in the QoS STA Counter Trigger Condition field is set to 1.

The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA does not generate further triggered STA Statistics Reports after a trigger condition has been met.
The format of the Triggered Reporting field for RSNA Counters is shown in Figure v5. The fields marked as optional are the fields that are only present if the appropriate bit in the RSNA Trigger Condition is set to 1.

	
	
	
	
	
	
	

	
	RSNA Counter Trigger Condition
	dot11RSNAStats
CMACICVErrors Threshold (optional)
	dot11RSNAStats
CMACReplays Threshold (optional)
	dot11RSNA
StatsTKIPHdrErrors Threshold (optional)
	dot11RSNAStats
BIPReplays Threshold (optional)
	dot11RSNA
StatsRobustMgmt
CCMPReplays Threshold (optional)

	Octets:
	2 1
	4
	4
	4
	 4 
	4

	
	
	
	
	
	
	

	
	dot11RSNAStats
TKIPICVErrors Threshold (optional)
	dot11RSNAStats
TKIPReplays Threshold (optional)
	dot11RSNAStats
CCMPDecryptErrors Threshold (optional)
	dot11RSNAStats
CCMPReplays Threshold (optional)
	Measurement Count 
	Trigger Timeout

	Octets:
	4
	4
	4
	4
	4
	2

	
	
	
	
	
	
	


Figure v5—Triggered Reporting Field for Triggered RSNA Counters

The RSNA Counter Trigger Condition field is a bit-field that specifies reporting triggers when requesting triggered STA Statistics reporting. The format of the RSNA Trigger Condition field is shown in Figure v6.

	
	
	
	
	
	

	
	B0
	B1
	B2
	B3 B2
	B3

	
	dot11RSNAStats
CMACICVErrors
	dot11RSNAStats
CMACReplays
	dot11RSNA
StatsTKIPHdrErrors
	dot11RSNAStats
BIPReplays
	Dot11RSNAStats
RobustMgmt
CCMPReplays

	Bits:
	1
	1
	1
	1
	1

	
	
	
	
	
	

	
	B4
	B5
	B6
	B7
	

	
	dot11RSNAStats
TKIPICVErrors
	dot11RSNAStats
TKIPReplays
	dot11RSNAStats
CCMPDecryptErrors
	dot11RSNAStats
CCMPReplays
	

	Bits:
	1
	1
	1
	1
	


Figure v6—RSNA Trigger Condition field

· Each bit in the Trigger Condition field is set to 1 to request that a STA Statistics Report frame be generated when the corresponding RSNA Error or Failure counter defined in Figure v6 (see 7.3.2.22.8) increases by a value grater than or equal to the value of the corresponding RSNA Failure Threshold in Figure v5 within the total number of MPDUs given in Measurement Count. One or more trigger conditions may be set with specified thresholds.

The dot11RSNAStatsCMACICVErrors Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsCMACICVErrors condition. This field is present when the dot11RSNAStatsCMACICVErrors bit-field in the RSNA Trigger Condition field is set to 1. 

The dot11RSNAStatsCMACReplays Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsCMACReplays condition. This field is present when the dot11RSNAStatsCMACReplays bit-field in the RSNA Trigger Condition field is set to 1. 

The dot11RSNAStatsTKIPHdrErrors Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsTKIPHdrErrors condition. This field is present when the dot11RSNAStatsTKIPHdrErrors bit-field in the RSNA Trigger Condition field is set to 1. 

The dot11RSNAStatsBIPReplays Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsBIPReplays condition. This field is present when the dot11RSNAStatsBIPReplays bit-field in the RSNA Trigger Condition field is set to 1. 
The dot11RSNAStatsRobustMgmtCCMPReplays Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsRobustMgmtCCMPReplays. This field is present when the dot11RSNAStatsRobustMgmtCCMPReplays bit-field in the RSNA Trigger Condition field is set to 1.
The dot11RSNAStatsTKIPICVErrors Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsTKIPICVErrors. This field is present when the dot11RSNAStatsTKIPICVErrors bit-field in the RSNA Trigger Condition field is set to 1.
The dot11RSNAStatsTKIPReplays Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsTKIPReplays. This field is present when the dot11RSNAStatsTKIPReplays bit-field in the RSNA Trigger Condition field is set to 1.
The dot11RSNAStatsCCMPDecryptErrors Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsCCMPDecryptErrors. This field is present when the dot11RSNAStatsCCMPDecryptErrors bit-field in the RSNA Trigger Condition field is set to 1.
The dot11RSNAStatsCCMPReplays Threshold field contains a value representing the number of discarded MPDUs to be used as the threshold value for the dot11RSNAStatsCCMPReplays. This field is present when the dot11RSNAStatsCCMPReplays bit-field in the RSNA Trigger Condition field is set to 1.
The Measurement Count field contains a number of MSDUs to be used in determining trigger thresholds as described above.

The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA does not generate further triggered STA Statistics Reports after a trigger condition has been met.
 Change 7.3.2.22.8 as shown
7.3.2.22.8 STA Statistics Report 
	
	
	
	
	

	
	Measurement Duration
	Group Identity
	Statistics Group Data
	Reporting Reason

	Octets:
	2
	1
	variable
	variable


Figure 85g—Measurement Report field format for a STA Statistics Report

Table 31b—Group Identity for a STA Statistics Report

	Group Identity Requested
	Statistics Returned

	11
	dot11RSNAStatsCMACICVErrors (Counter32)
dot11RSNAStatsCMACReplays (Counter32)
dot11RSNAStatsBIPReplays (Counter32)
dot11RSNAStatsTKIPHdrErrors (Counter32)
dot11RSNAStatsRobustMgmtCCMPReplays (counter32)
dot11RSNAStatsTKIPICVErrors (counter32)
dot11RSNAStatsTKIPReplays (counter32)
dot11RSNAStatsCCMPDecryptErrors (counter32)
dot11RSNAStatsCCMPReplays (counter32)

	12– 255
	None


The Measurement Duration is set to the duration over which the change in Statistics Group Data was measured and reported, expressed in units of TUs. A Measurement Duration value of 0 indicates a report of the current values of the Statistics Group Data except for a triggered report. 

The format of the Measurement Report field for RSNA Counters Group is shown in Figure v7.

	
	
	
	
	
	

	
	dot11RSNAStats
CMACICVErrors
	dot11RSNAStats
CMACICVErrors
	dot11RSNAStats
TKIPHdrErrors
	dot11RSNAStats
BIPReplays
	dot11RSNAStats
RobustMgmt
CCMPReplays

	Octets:
	4
	4
	4
	4
	4

	
	
	
	
	
	

	
	dot11RSNAStats
TKIPICVErrors 
	dot11RSNAStats
TKIPReplays 
	dot11RSNAStats
CCMPDecryptErrors 
	dot11RSNAStats
CCMPReplays 
	

	Octets:
	4
	4
	4
	4
	


Figure v7—Measurement Report field format for RSNA Counters Group

The Reporting Reason field is a bit-field indicating the reason that the measuring STA sent the STA Statistics report. It is only present if Statistics Group Name is STA Counters from dot11CountersTable or RSNA Counters. from STA Counters, QoS STA Counters, or RSNA Counters
The Reporting Reason field for STA Counters is shown in Figure v8.

	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	
	dot11Failed
	dot11FCS
Error
	dot11Multiple
Retry 
	dot11Frame
Duplicate
	dot11RTS
Failure
	dot11ACK
Failure
	dot11Retry
	Reserved


	Bits
	1
	1
	1
	1
	1
	1
	1
	1


Figure v8—Reporting Reason field for STA Counters

The Reporting Reason field for QoS STA Counters is shown in Figure v9.

	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	
	dot11QoS
Failed
	Dot11QoS
Retry
	dot11QoSMultiple
Retry 
	dot11QoSFrame
Duplicate
	dot11QoSRTS
Failure
	dot11QoSACK
Failure
	dot11QoS
Discarded 
	Reserved

	Bits
	1
	1
	1
	1
	1
	1
	1
	1


Figure v9—Reporting Reason field for QoS STA Counters

The Reporting Reason field for RSNA Counters is shown in Figure v10.

	
	B0
	B1
	B2
	B3 B2
	B3

	
	dot11RSNAStats
CMACICVErrors
	dot11RSNA
StatsCMACReplays
	dot11RSNA
StatsTKIPHdrErrors
	dot11RSNAStats
BIPReplays
	dot11RSNAStats
RobustMgmt
CCMPReplays

	Bits:
	1
	1
	1
	1
	1

	
	
	
	
	
	

	
	B4
	B5
	B6
	B7
	

	
	dot11RSNAStats
TKIPICVErrors
	dot11RSNAStats
TKIPReplays
	dot11RSNAStats
CCMPDecryptErrors
	dot11RSNAStats
CCMPReplays
	

	Bits:
	1
	1
	1
	1
	


Figure v10—Reporting Reason field for RSNA Counters

In a requested STA Statistics Report, all bit fields in the Reporting Reason field are set to 0.
Change 11.10.8.5 as shown
11.10.8.5 STA Statistics Report

A STA may request that a STA Statistics report be sent when statistics of interest reach a defined threshold. This is termed a triggered STA Statistics measurement and shall be requested by setting the Enable and Report bits to 1 within a Measurement Request Element containing the STA Statistics Measurement Type. The Measurement Request field shall contain a STA Statistics Request with the trigger conditions specified in the Triggered Reporting field. One or more trigger conditions may be set with specified thresholds. See 11.10.7.

A STA accepting a triggered STA Statistics measurement shall measure the requested statistics. If a trigger condition occurs, the measuring STA shall send a STA Statistics measurement report to the requesting STA. The measuring STA shall not send further triggered STA Statistics reports until the Trigger Timeout period specified in the request has expired, or new trigger conditions have been requested.

If a STA receives a requested STA Statistics measurement when triggered STA Statistics measurement is in progress, the triggered measurement shall be suspended for the duration of the requested measurement. When triggered measurement resumes, the counted statistics shall be reset.

STA Statistics reported in a triggered STA Statistics report shall be the values accumulated over the number of transmitted MSDUs prior to the trigger event given in the Measurement Count field of the measurement request that established the trigger condition. Measurement duration shall not be used in triggered STA statistics measurement and the Measurement Duration field in both the Measurement Request and any Measurement Report shall be set to 0.
Once accepted by a measuring STA, a triggered STA Statistics measurement continues to be active until:

· The measuring STA disassociates or successfully reassociates, or

· The measurement is terminated by the requesting QoS STA. 
All triggered STA Statistics measurements shall be terminated at a measuring STA by receiving a STA Statistics measurement request with the Enable bit set to 1 and the Report bit set to 0. A STA requesting a triggered STA Statistics measurement may update the trigger conditions by sending a STA Statistics measurement request specifying the new trigger conditions.
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