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Change 3.98C as follows:

3.98C Pairwise Master Key R0 Key Holder Identifier (R0KH-ID): A 48 octet identifier that names the holder of the PMK-R0 Key.
Change 3.98F as follows:

3.98F Pairwise Master Key R1 Key Holder Identifier (R1KH-ID): A 6 octet identifier that names the holder of the PMK-R1 key.

Change the length of the “FTIE” in table 26 to “90 to 253”

Change the length of the R0KH-ID to 48 octets in figure 113M.

Change the length of the R1KH-ID to 6 octets in table 43C.

Add the following sentence at the end of the fourth paragraph in Clause 8.5A.1

When the key lifetime expires, each key holder must delete their respective PMK-R0, PMK-R1 or PTK SA.
Insert the following clause after Clause 8.5A.5 Key Hierarchy:
8.5A.6 Fast BSS-Transition Key Holders

8.5A.6.1 Key Holder requirements
The R0 and R1 key holders are responsible for the derivation of keys in the TGr key hierarchy.  For Fast-BSS Transition, the functions of the IEEE 802.1X Authenticator are distributed among the R0, and R1 key holders. Each key holder shall have a name that is communicated to the STA and other key holders which is bound into the key derivation. Each key holder name shall be mapped to a physical entity in the DS where it resides.
The R0KeyHolder shall meet the following requirements:

1. The R0KeyHolder shall be co-resident with the NAS Client functionality of the IEEE 802.1X Authenticator.
2. The R0KeyHolder identifier (R0KH-ID) shall be set to the NAS ID as defined in RFC 2865.
3. The R0KeyHolder identity shall be advertised in the association response during FT Initial association, and in the FT-Response during FT base and FT reservation mechanisms.

4. The R0KeyHolder and the Supplicant shall mutually derive the PMK-R0 based upon a successful derivation of the MSK during Initial Association.

5. The R0KeyHolder will derive PMK-R1 keys based on the PMK-R0 SA.

6. When the PMK-R0 lifetime expires, the R0KeyHolder shall delete the PMK-R0 SA and should revoke all PMK-R1s derived from the PMK-R0.

The R1KeyHolder shall meet the following requirements:

1. The R1KeyHolder identity (R1KH-ID) shall be set to the MAC address of the physical entity that stores the PMK-R1 and uses it to generate the PTK. That same MAC address shall be used to advertise the PMK-R1 identity to the STA and the R0KeyHolder.
2. The R1KeyHolder identity shall be advertised in the (re)association response during FT Initial Association, and in the FT-Response during FT base and FT reservation mechanisms.
3. The R1KeyHolder and the Supplicant shall mutually derive the PTK as part of the FT base and FT reservation mechanisms, based on the PMK-R1 SA.

4. The R1KeyHolder shall install the PTK in the MAC and signal the MAC to open the IEEE 802.1X controlled port upon successful derivation of the PTKSA.

5. The R1KeyHolder shall provide the IEEE 802.1X Auththenticator function to derive and distribute the GTK to all connected STA’s.
6. When the PMK-R1 lifetime expires, the R1KeyHolder shall delete the PMK-R1 SA and shall revoke all PTKs derived from the PMK-R1 using the MLME-DELETEKEYS primitive.

Rename Clause 8.5A.6 to a subclause labelled 8.5A.6.2 .

Updated the length of  dot11FTR0KeyHolderID on page 86, line 11, to 48 octets.  

Updated the length of  dot11FTR1KeyHolderID on page 86, line 37, to 6 octets.  
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Abstract


This submission captures some of the results for the discussion on the TGr security architecture discussed during the IEEE 802.11r adhoc meeting in June 2006.





This document covers capturing the requirements for key holders as well as the key revocation process.
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