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1. Conflicting statements from SA2 and SA3
3GPP SA3 thanks IEEE 802.11u for their LS. The LS is a reply to the LSs S2-053034 sent by SA2 and S3-050845 sent by SA3.
The LS from SA2 stated: "Regarding R3A1, 3GPP SA2 sees a potential security threat when enabling a device to simultaneously connect to networks under the control of different, unrelated service providers. 3GPP also has a concept of a Home Network for a user and the user is not considered to have multiple home networks”

The LS from SA3 stated:  “...if a user had other subscriptions with different home providers, SA3 would see no threat when the user gained simultaneous access to his multiple home providers simultaneously.”
IEEE 802.11u stated: “We would like to have more detail on the threats you see associated with this scenario and feels that it has received conflicting statements from 3GPP SA2 and SA3 on this issue, and we would kindly request clarification of this.”
SA3 agrees that the statements by SA2 and SA3 appear to be conflicting. SA3 still believes that there is no threat when the user gains simultaneous access to multiple home providers simultaneously, assuming that different subscriptions (with different SIMs or USIMs) are used with different home providers. But SA3 feels that there may be threats if 

1) multiple AAA servers of the same home provider served a user with one subscription concurrently, or 

2) one subscription was used to access the same 3GPP home provider via multiple WLAN access networks simultaneously.

SA3’s work was based on the assumption that 1) does not occur in the 3GPP environment. 

2) is addressed in 3G TS 33.234, section 5.7 (cf. attachment).
2. MAC Address Anonymity
SA3 welcomes the work of IEEE802.11u on MAC Address Anonymity. The following case was discussed at SA3#43: a terminal may implement multiple network interfaces, one conforming to 3GPP specifications and one conforming to IEEE 802.x specifications. SA3 is currently working on a solution to prevent the tracking of users attached to an LTE radio access network through continued use of the same user identity. (“LTE” stands for Long Term Evolution and is an evolution of the current 3GPP-defined radio access network.) The purpose of any such solution for LTE would be defeated if the user’s identity was exposed through the use of a constant MAC address used on the IEEE-compliant interface of the terminal. 

3. Actions:

To IEEE 802.11u:
SA3 kindly asks IEEE 802.11u to keep SA3 informed of the progress of the work on MAC address anonymity.
4. Date of Next TSG-SA3 Meetings:
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Abstract


This document contains a liaison regarding “Continuing dialogue regarding IEEE 802.11u requirements” from 3GPP SA3.
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